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Abstract  

The rapid decrease in the use of cash and the emergence of stable coins and other private digital 

currencies have led Central Banks to consider the issuance of their own digital currency (Central 

Bank Digital Currency, so-called CBDCs). This thesis investigated the impact that CBDCs will 

have on the economic, privacy and technical pillars. To this end, a literature review was 

conducted in every section, combined with structured expert interviews. The analysis of the 

economic implications concluded that CBDCs might reduce the need for unconventional 

monetary policies and that the risks to financial stability are highly dependent on the CBDC 

design. The analysis of privacy and illicit financial activity concluded that the results ultimately 

hinge on its technical design and the policy objectives of each jurisdiction. However, the 

technical frameworks should have the backbone of an efficient legal framework. Since these 

economic and privacy implications depend highly on the design choices of the r-CBDC, the 

CBDC needs to be carefully designed without sacrificing user privacy or causing commercial 

bank disintermediation. 
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Group Part 

Chapter 1: Introduction  

Money and payments are essential components of our society and economy. Digitization and 

financial technology breakthroughs are rapidly transforming economic life, destabilizing 

society, and reinventing all aspects of existence. These technological breakthroughs of the 

twenty-first century have not been immune to financial architecture. Consumer spending habits 

and the need for quick payment solutions are influencing digital transformation. Cash usage is 

diminishing, as new types of digital payment choices emerge.     

 The financial system is witnessing the advent of new asset classes with the arrival of 

new digital means of payment (such as cryptocurrencies like Bitcoin and stable coins like 

Tether), but also examining the potential scope for innovation in conventional structures. 

Meanwhile, there is rising interest in a revolutionary payment ecosystem: Central Bank Digital 

Currencies (CBDCs). Central Banks and governments are steadily investigating and piloting 

the architecture of a CBDC. The composition of this digital asset is quite vague, as seen by the 

multiplicity of proposals suggested by various Central Banks. A CBDC is a prospective new 

payment system solution that represents a digital version of fiat money that may be accessible 

globally and possibly have legal tender status, despite the fact that the notion of a CBDC was 

introduced years ago (Tobin 1987). CBDCs are not cryptocurrencies, such as Bitcoin or 

Ethereum. The only thing they may have in common is the technological platform they use, 

namely distributed ledger technology (DLT). CBDCs do not require specific technology, as 

they can be built on different technologies. However, the emergence of cryptocurrencies has 

brought their underlying technology into focus. In addition, cryptocurrencies are not issued by 

Central Banks and can be extremely volatile, as recent movements in the crypto market 

illustrated (Bakas, Magkonis and Young 2022). CBDC, on the other hand, would constitute a 

liability to the Central Bank, similar to banknotes. While most people find it difficult to 

comprehend, the Sand Dollar project in the Bahamas became the world's first launched CBDC 
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in 2020, and the Chinese currency (e-CYN) has already been tested in numerous pilot projects 

(Laboure et al. 2021).          

 Not only are new technical possibilities the main drivers for CBDC, but so is the gradual 

drop in cash usage. At the same time, crypto assets seek to market themselves as a 

complementary payment method to existing payment methods. The paper investigates possible 

challenges and implications of a CBDC via three lenses: financial stability, technological 

design, and privacy. The goal is to offer an overview of the still rather sparse CBDC literature 

and draw on expert knowledge. Finally, the paper does not advocate the issuance of a CBDC, 

as the ultimate decision to issue a CBDC depends on political factors. The paper rather offers 

recommendations on how to mitigate risks under various circumstances. 

1.1 Background and Overview 

1.1.1 What is meant by a Central Bank Digital Currency? 

There are a variety of definitions for "Central Bank Digital Currency" that have been proposed 

in the literature, which is due to the diversity of concepts and designs of a CBDC. Among the 

multitude of existing definitions, there is no universal definition of the concept. Kochergina and 

Yangirovab (2019, 83) state that a CBDC is “an electronic obligation of the Central Bank 

expressed in a national monetary unit and acting as a means of exchange and store of value”. 

Similarly, Kiff et al. (2020, 9) describe a “CBDC as a digital representation of a sovereign 

currency issued by and a liability of a jurisdiction's Central Bank or other monetary authority”. 

More recently, several Central Banks, including those of Sweden, the European Union, 

Japan, the United States, etc., along with the Bank for International Settlements (BIS), have 

joined forces to coordinate and consolidate their research on CBDCs and produce a report 

summarizing their common position. In this paper, a CBDC is defined as “a digital form of 

Central Bank money that is different from balances in traditional reserve or settlement 

accounts. A CBDC is a digital payment instrument denominated in the national unit of account 
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that is a direct liability of the Central Bank” (BIS 2020, 3). At the most basic level, a CBDC is 

an electronically stored monetary value established by regulatory authorities (governments, 

Central Banks) which is a liability to the Central Bank and has the properties to make payments. 

It is evident from these definitions that a CBDC in the literature is a Central Bank obligation 

that differs from currency in its physical features, despite the fact that a CBDC fulfills the same 

purpose as cash, in fact, to make payments. 

1.1.2 Motivations, and risks for issuing CBDCs 

The section examines motivations that lead Central Banks around the globe to consider issuing 

a CBDC but also outlines risks that are associated with the issuance of a CBDC. There are 

several motivations for the issuance of a CBDC: financial inclusion, financial stability, payment 

efficiency, payment security etc., which are discussed below, among others. 

In terms of motivations, there has been an ongoing concern that cryptocurrencies and 

other privately issued digital currencies may supersede or even replace Central Bank money 

(Engert and Fung 2017). Therefore, a major argument for the implementation of CBDC has to 

do with the rising threat of privately issued currencies, which might not only undermine the 

Central Bank’s monetary sovereignty but also be detrimental to financial stability (Kiff et al. 

2020). A CBDC would therefore be a counter-reaction for cryptocurrencies.   

Furthermore, it is more complex to supervise and regulate privately issued digital 

currencies, and thus Central Banks have been nudged to launch CBDCs to mitigate possible 

economic repercussions and simultaneously ensure compliance with AML/CFT policies to 

inhibit criminal activity (Bennet et al. 2022).  

Another aspect related to the role of the Central Bank has to do with its seigniorage 

revenue. Seigniorage, according to Engert and Fung (2017, 2-3), may be defined as “a function 

of the value of banknotes outstanding (multiplied by the prevailing interest rate, fewer costs of 

note production and distribution)”. As there is a decline in the usage of cash and physical 

banknotes around the globe, it is natural that the Central Bank's revenues from seigniorage drop 
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accordingly. The main problem is that a considerable decrease in the Central Bank's seigniorage 

revenues may lead to a necessary intervention from governments in terms of funding, which 

weakens the Central Bank's autonomy (ibid). Thus, in a world that is becoming gradually more 

cashless, CBDC may be vital to enhance the usefulness of Central Bank money to society, since 

it enables Central Banks to exert more control over monetary policy and to gain seigniorage 

(Alwazir, Kahn, and Singh 2022).    

Similarly, to privately issued digital coins, Central Banks have been researching the 

impact that private payment systems may have on the economy. The main threat for Central 

Banks is that private payments systems may become monopolies not only due to the robust 

economies of scale and scope but also due to network externalities associated with their 

business model, which may lead to exponential growth if the user community increases over 

time (Kiff et al. 2020). Therefore, CBDCs might have a crucial role in the payment systems 

sector and may increase contestability in the markets of retail and large-value payments (Engert 

and Fung 2017).         

Further, a CBDC would foster financial inclusion worldwide, as several studies suggest 

how a CBDC can promote financial inclusion. Kiff et al. (2020) argue that a CBDC may be the 

right step to take since a large share of the population in developing economies is unbanked due 

to banking system concentration and low incentives to implement new technologies. The Global 

Findex Database (World Bank 2021) also presents data regarding money saving and 

consumption, mainly the fact that only 25% of individuals in underdeveloped countries used 

accounts to save money. The implementation of these digital currencies by Central Banks would 

be particularly beneficial for unbanked households, who would “have a savings device to 

smooth consumption and a buffer against macroeconomic fluctuations” (Murakami, Shchapov, 

and Viswanath-Natraj 2022, 39) . A CBDC can also help to assist the digitalization of finance 

by lowering the expenses of issuing and handling physical currency. According to Banka 
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(2018), the private cost of utilizing cash in Albania and Guyana is 1% and 2.5%, respectively. 

Because the accompanying expenses are borne mostly by banks, enterprises, and households, 

the cost of creating and handling cash in the economy would fall as a CBDC would inherently 

reduce the demand for paper money (Agur, Ari and Dell’ Ariccia 2021).  

Nevertheless, some literature supports the opposite thesis. There is the possibility that 

CBDCs add an unintended element of complexity to the use of mobile money, which 

subsequently leads to a feeling of uncertainty from consumers regarding the usefulness and the 

perceived ease of use of the technology (Allen, Cooper, and Esser 2019).    

 Furthermore, the design of a CBDC, which plays a crucial role in meeting diverse policy 

objectives, may affect not only financial stability but also bank intermediation, mainly when 

competing with bank deposits (Fernández-Villaverde et al. 2021). In addition, a poorly designed 

CBDC may hasten the run-on banks by providing an easily accessible and secure alternate 

solution to deposits (Mancini-Griffoli et al. 2018).     

 According to Rennie and Steele (2021), a CBDC could potentially bring privacy risks 

for CBCD users, that, if poorly designed, can result in a variety of losses, including individual 

control, liberty, and regulatory control. As a result, it is essential to carefully analyze legal and 

institutional requirements to comply with applicable international standards.  

 The implementation of a CBDC might be costly and detrimental to its reputation. It 

would need CBDCs to become involved in numerous stages of the payment value chain, such 

as dealing with clients, designing front-end wallets, selecting, and maintaining technology, etc. 

Failure to carry out these responsibilities owing to technical malfunctions, cyberattacks, or even 

human mistakes may jeopardize the Central Bank’s credibility (Mancini-Griffoli et al. 2018). 

 In addition, the issuance of a Central Bank bond could also pose competition to 

commercial banks, as the introduction of a close equivalent for bank deposits could encourage 

banks to raise deposit rates, resulting in a shift from deposit funding to wholesale funding 
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(Olsen 2018). Olson also points out that lower economic growth could result in a Central Bank 

becoming a direct competitor to payment service providers, and banks could therefore lose 

profit.  

Lastly, the introduction of a CBDC could also have risks for international spillovers 

(Mancini-Griffoli et al. 2018). Currency exchange in countries with high inflation and floating 

exchange rates could be facilitated by the availability of reserve currency countries' CBDCs 

across borders (ibid).          

 To sum up, the motivations and risks hinge on its design and particular circumstances 

of the country-specific features. Emerging economies have a broader range of reasons, 

particularly when a CBDC intends to supplement or substitute cash. It is unknown if Central 

Banks prefer decentralized versus centralized governance systems, as well as what design 

decisions they make (BIS 2021). 

1.1.3 Initiative around the world of CBDC projects 

According to the Atlantic Council’s CBDC tracker, 112 nations are exploring the possible 

introduction of CBDCs (AC 2022). Of these, more than 50 countries are at an advanced stage 

of exploring digital currency (development, pilot, or launch), as of September 2022 (ibid) 

(Table I). In addition, most banks focus on a widely accessible retail CBDC (47), compared 

with only a minority of Central Banks developing a wholesale CBDC (9). Twenty-one countries 

have chosen to work on both, while thirty-four countries are still undecided. Eleven countries 

have already introduced their digital currency, among them the Bahamas (Sand Dollar) or 

Nigeria in Africa (eNaira) (ibid).        

 Some countries are further along than others, such as Sweden in Europe or China. 

China's Central Bank, the People's Bank of China (PBC), has been actively testing and giving 

away its digital yuan. As the status of certain countries, particularly China and Sweden are 

highlighted in some parts of each chapter, this section provides fundamental background of the 

jurisdictions noted above.          
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 The e-Krona project in Sweden has promoted the use of Central Bank currency, as the 

project was initiated by Sverige’s Riksbank in early 2017 and has proven that a CBDC can 

successfully complement the existing cash currency. For Sweden, the environment for a CBDC 

is favorable compared to other countries in Europe, as only 1% of Sweden's GDP product 

consisted of banknotes in 2018, and banknotes and coins are declining rapidly (Riksbank 2021). 

This is unprecedented among developed countries, as in comparison to the Eurozone, the GDP 

was 11% (Fulton 2020). According to the Riksbank, cash is mainly used for small purchases 

such as coffee or for the elderly (Riksbank 2021). After issuing three reports on e-krona in 2017, 

2018 and 2021, the Riksbank pursued its research in 2022, examining, among other things, the 

impact of e-krona on the economy, the role of the Central Bank, the technical solution, or the 

significance for Swedish legislation (ibid).  

In the meantime, China has continued to invest significant efforts in the development of 

CBDC since 2014, with the goal of becoming the largest economy to adopt a state-owned digital 

currency (Deng 2020). Deng (2020) further elaborated that after Facebook issued Libra in 2019 

to combat digital currency challenges, China accelerated its research of e-CYN. China 

introduced its e-CNY as a pilot program in four cities in April 2020 and expanded it to twenty-

eight cities in August 2020 (Aysan and Kayani 2022). The environment in China is also 

convenient for the adoption of new digital payment methods, as 80% of payments in China 

were processed via mobile payments in 2019 (Gong et al. 2020). China chose to issue E-CYN 

using a two-tier method (ibid). In the July 2021 People’s Bank of China report, the PBoC 

identified the following objectives for the creation of the e-CYN: 1. Satisfy public demand for 

digital cash and promote financial inclusion 2. Support fair competition, efficiency, and security 

in retail transactions 3. Replicate the international initiative and drive the improvement of cross-

border payments (PBoC 2021). 
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1.2 Research Questions 

The study’s objective is to conduct an analysis of CBDCs in three areas of research: economics, 

technical design, and privacy in CBDCs. Therefore, the study is subdivided into three sub-RQ 

derived from the overall RQ presented below: 

CBDC – a Matter of Time: Challenges and Implications for Technical Design, Financial 

Stability and for Privacy, Illicit Financial Activity 

Sub-RQ one: Economic Implications of CBDCs - how can CBDCs Influence Monetary Policy 

Effectiveness and the Financial Stability Goal of Central Banks?  

Sub-RQ two: Design Implications and Challenges of CBDCs – how to Develop an Optimal 

Retail CBDC? 

Sub-RQ three: Implications and Challenges of CBDCs Privacy – how to Safeguard Consumer 

Privacy Without Facilitating Illicit Financial Activity? 

The first sub-RQ aims to answer how a CBDC can influence monetary policy and the 

financial stability goal of a central bank. The second sub-RQ provides an overview of the 

various design considerations for a retail CBDC and comments on an optimal retail CBDC (r-

CBDC). The third sub-RQ focuses on CBDCs privacy and how to protect consumer privacy 

without allowing illicit financial activity. To achieve this purpose, but also to adequately fulfill 

the research objective of the paper, the study is divided into three distinct chapters. Each chapter 

is focusing on addressing one of the following sub-research questions. It is important to note 

that the delimitations for each chapter are listed separately, as the same conditions and 

limitations do not apply for each of the above-mentioned sub-research topics. It is also to outline 

that this paper solely focuses on r-CBDC utilized for daily payments by the general public, as 

the wholesale- CBDC is limited to the banking industry, which is not in the scope of our study. 

Moreover, this scenario of a r-CBDC appears to be the preferred option of Central Banks 

currently considering issuing a CBDC. In addition, most of the literature has analyzed a r-

CBDC (Bech et al. 2020; Mancini-Griffoli et al. 2018).  
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1.3 Disposition 

The first section of the thesis is introductory and delivers the background of the research area. 

The theoretical framework pertinent to the study subjects is discussed in the subsequent chapter. 

Chapter three describes the research methodology and approach used to address the research 

questions. The three subordinate research questions are further discussed in Chapters four, five, 

and six. Finally, Chapter seven summarizes the study's conclusion, scientific contribution, and 

recommendations for further research. 

Chapter 2: Theoretical Background 

The following chapter outlines the main concepts, definitions, and stakeholders that are relevant 

to the research questions. Thus, the chapter begins with an overview of the concept of money 

and legal tender, followed by cash usage. For the understanding of a CBDC, it is first relevant 

to define money and its fundamental functions and characteristics.  

2.1 Monetary system 

2.1.1 Concept of money, legal tender, and cash usage 

Money 

It is quite challenging to define money in a complete way, such that its definition not only 

includes the various functions and characteristics it holds, but also adapts to changes over time. 

Laidler (1969) believed that some people perceived money as a very traditional concept, mainly 

in the form of physical currency that was held by society, alongside commercial bank demand 

deposits.  A more recent definition by Encyclopedia Britannica (2022, par. 1)  states that money 

“is a commodity accepted by general consent as a medium of economic exchange”.   

In a general way, most of the literature and financial authorities agree that there are three 

main functions of money. Firstly, it is considered a medium of exchange that enables the 

effective trade of commodities and services between individuals, such that there is not a shift 

to alternative exchange systems where one commodity is traded for another (Shirai 2019). 

Secondly, it is important to mention the unit of account function. In fact, money allows goods 
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and services’ value to be indicated in a standardized, trusted way, such that consumers can 

easily compare and transact them (ibid). Finally, the store of value function is related to 

money’s capacity to keep its value in the future, such that people can save it to finance future 

spending (ibid). Plus, this function allows consumers to protect against possible future 

disruptions in the available income (Fritsche and Größl 2007). 

Legal Tender 

According to The Royal Mint (n.d.), the United Kingdom’s official institution responsible for 

coin production, legal tender status entails that any payment made in that type of money must 

be deemed sufficient for discharging a debt. Nevertheless, what is considered legal tender 

depends on the different jurisdictions. For instance, Article 128 of the Treaty on the Functioning 

for the European Union (EU 1957, 1) emphasizes that the only notes that can be considered 

legal tender in the European Union are those issued by the Central Bank or the national Central 

Banks. The United States Code (1926, Title 31, § 5103) affirms that the country’s “coins and 

currency are legal tender for all debts, public charges, taxes, and dues”.  

An official European Commission Recommendation (2010) states that the concept of 

legal tender should be fundamentally related to three pillars: mandatory acceptance (unless 

otherwise agreed between the parties), acceptance at full face value (the amount indicated in 

the coin/note being equal to its monetary value) and ability to discharge the debtor from the 

payment obligation.  

Even though most jurisdictions consider the respective coins and banknotes as legal 

tender, some countries have extended the scope of the concept, such as El Salvador and the 

Central African Republic, which have officially adopted bitcoin as legal tender alongside the 

local currencies.  

Cash usage 

The European Central Bank (ECB) has recently published a working paper series where it 

claims that “Central Banks, including the ECB, regularly monitor consumer payment habits 
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with surveys, in order to be able to identify obstacles which may hinder the smooth functioning 

of the payments market and future innovation” (Kajdi 2022, 2). The same document contains a 

survey where only 22% of the respondents said they would prefer (physical) cash if the 

respondents were offered different payment methods in a store, with 55% stating they would 

go for a card or another cashless payment (ibid).  

Similarly, Panetta (2022) states that cash usage is declining and presents the case of the 

Netherlands as a clear example, a country where the share of retail payments made in cash 

dropped from roughly 70% in 2010 to around 25% in 2020 (Figure I). Even if these results were 

impacted by the Covid-19 pandemic, the expectation is that, by 2025, the share of total 

transaction value linked to cash payments will be equal to 9.8% only (FIS 2021).  

Most literature and studies on the topic of payment methods converges on the same 

conclusions. As referred above, there is a general belief that cash usage will decline even more 

soon, which means that other payment methods will become more significant on a global scale. 

The next era of payment methods will be characterized by “mobile penetration and the 

accelerated adoption of digital and contactless payments” (FIS 2021, 58), with innovations 

such as digital wallets filling in the void left by the cash usage decline. 

2.1.2 Central Banks 

Central Banks and the Dual Mandate 

A Central Bank is an independent institution whose main responsibilities are to “maintain 

monetary and credit conditions conducive to a high level of employment and production, a 

reasonably stable level of domestic prices, and an adequate level of international reserves” 

(Encyclopaedia Brittanica 2019, par. 1).  

The creation of the world’s first Central Bank takes us back to 1668, the year in which 

Sweden’s Riksbank was founded by the country’s Parliament. In line with the goals of current 

Central Banks, the Riksbank, at the time of its foundation, defined price stability as one of its 

main responsibilities, stating that it was their main task to “maintain the domestic coinage at 

https://www.merriam-webster.com/dictionary/monetary
https://www.merriam-webster.com/dictionary/conducive


 

18 
 

its right and fair value” (Riksbank, n.d.). As of today, most Central Banks share a “Dual 

Mandate” in terms of responsibilities. The US Federal Reserve focuses on price stability and 

maximum employment (B. Friedman 2008). The European Central Bank also focuses on price 

stability, but its second goal is directed towards supporting general economic policies in the 

European Union (Ioannidis, Murphy, and Zilioli 2021). Even if defined in a different way by 

each Central Bank, one can assume that the Dual Mandate is, in general, associated with 

monetary and financial stability (Moenjak 2014).  

The different functions of Central Banks 

Central Banks’ functions can be divided into five major pillars (Moenjak 2014).  

Firstly, Central Banks are responsible for the issuance of money in the economy. In other words, 

these independent institutions make decisions regarding the quantity of money in circulation, 

such that the economy can run in a smooth way (Ajayi 1999). The Central Bank money that is 

issued not only includes coins and banknotes, but also an electronic form of money when 

Central Banks directly credit commercial banks’ accounts held at the Central Bank itself 

(Moenjak 2014). Furthermore, Central Banks benefit from exclusivity in terms of cash issuance 

with legal tender status, which is directly linked to their influence on the real value of the 

respective currency, that is, its purchasing power (Iwańczuk-Kaliska 2017).  

Secondly, Central Banks are responsible for the safety and infrastructure of payment systems. 

Iwańczuk-Kaliska (2017, 77) defines three pillars of Central Banks’ responsibility of payments 

systems, which include being an “oversight authority, a catalyst, and an operator”. 

 Additionally, Central Banks may need to step in as Lenders of Last Resort. In fact, under 

heavy economic turmoil, Central Banks might need to intervene to meet the “abnormal increase 

in demand for liquidity which cannot be met from an alternative source”, mainly by providing 

urgent liquidity to financial institutions under severe financial distress, or even to the market 

(Freixas et al. 1999, 64). The increased risk borne by Central Banks when intervening as lenders 
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of last resort entails not only the payment of a relatively high interest rate by the illiquid bank 

to the Central Bank, but also the implementation of a haircut in collateral value (ECB 2019). 

Central Banks are also responsible for being active supervisors of the banking system, mainly 

be engaging in macro-prudential supervision (Iwańczuk-Kaliska 2017). In general, banking 

supervision entails those authorities engage, with operational independence, in the creation of 

a safe banking environment under which banks can effectively operate with a sufficient level 

of reserves and capital to meet their respective risk profile (BCBS 1997). 

The final function of Central Banks is monetary policy implementation. Article 127 of 

the Treaty on the Functioning of the European Union (EU 1957b, 1) declares that one of the 

essential tasks to be executed by the European System of Central Banks is to “define and 

implement the monetary policy of the Union”. In the case of the United States of America, three 

principles are essential for monetary policy implementation: adjusting the policy interest rate 

to meet the 2% inflation target, allowing for a general understanding by the society of the impact 

of the different policies and take into account the possible implications of events that will have 

an impact in the long term, even if not in the short-term (FED 2018). 

Monetary Policy: conventional vs unconventional mechanisms 

Conventional monetary policy mechanisms generally entail the formulation of a target for the 

“overnight interest rate in the interbank money market and adjusting the supply of Central Bank 

money to that target through open market operations” (Smaghi 2009, 2). These operations 

usually entail a marginal lending facility and a deposit facility, both overnight and with their 

respective facility rates (Whitesell 2006). This means that banks can make overnight deposits 

at the Central Bank and get paid the deposit facility rate, which sets the floor for the interbank 

rate, or borrow money overnight and be subject to the payment of the marginal lending facility 

rate, which sets the ceiling for the interbank rate (Bindseil and Fotia 2021). Setting these interest 

rates represents a vital role of Central Banks in the context of conventional monetary policy. 
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However, conventional mechanisms may not be effective or even possible under certain 

circumstances. When the policy interest rate reaches the zero lower bound, Central Banks need 

to resort to unconventional measures, whose purpose is usually associated with changing the 

size and composition of the Central Banks’ balance sheet and to affect the expectations on the 

“medium to long-term interest rate” (Smaghi 2009, 3). 

Quantitative Easing 

Quantitative easing is an unconventional instrument of Central Bank monetary policy often 

used to increase the supply of money through “large-scale asset purchases” (mainly long-term 

ones, such as Government bonds) to “inject money into the economy in order to revive nominal 

spending” (Bedford et al. 2009, 90-91), and is commonly adopted in times of turmoil in 

financial markets and/or profound recession (Belke, Gros, and Osowski 2017). In fact, this 

instrument of unconventional monetary policy fosters investment and consumption by reducing 

long-term interest rates, whereas standard monetary policy is generally aimed at decreasing 

short-term interest rates (Gagnon 2016). Under a Quantitative Easing policy, Central Banks 

fund their asset-purchase by issuing reserves, thereby expanding their balance sheets on both 

sides, that is, assets and liabilities (G. Benigno and P. Benigno 2022). 

Helicopter Money 

Helicopter Money is another unconventional instrument used to conduct monetary policy. The 

idea was first mentioned by the Nobel laureate Milton Friedman, who described this 

unconventional mechanism as if a helicopter was flying over people dropping “bills from the 

sky” (Friedman 1969, 4-5). Ben Bernanke believes that helicopter money becomes relevant in 

a context of high levels of government debt, since the tax cuts that allow money transfers to 

households are money-financed rather than debt-financed (as it happens with pure fiscal policy) 

(Bernanke 2016). This policy started as a thought experiment from Friedman, however, in 

reality, it consists of an increase in the monetary base from the side of Central Banks which 
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finances the expansionary fiscal policy of Governments, which entails either a tax cut or a 

public spending increase (ibid). Helicopter money in the form of direct transfers from Central 

Banks to individuals, that is, money creation directly transferred to the economy (Fiebiger and 

Lavoie 2018), becomes relevant in the context of CBDCs, mainly when referring to CBDC 

accounts held at the Central Bank. 

2.1.3 Commercial Banks 

According to the National Information Center of the U.S. Federal Reserve, commercial banks 

tend to take part in different lending activities and are profit oriented (NIC, n.d.). These 

financial institutions play an essential role in the economy, with regard to financial stability and 

the financial services provided to the public, which include the lending activities mentioned 

above and other services. The main functions of commercial banks entail deposit-gathering and 

grating loans to households and businesses, besides engaging in “lending for infrastructure, 

real estate, and other projects” (IFRS 2022, 144).  

Commercial banks are also an important pillar of the money creation process. Greenham 

et al. (2011, 1) state that commercial bank money is created under three circumstances: (a) when 

commercial banks grant a loan and create a deposit account for the borrower; (b) when using 

customers’ overdraft facilities to make payments on their behalf and (c) when they make 

payments on their own behalf to buy assets from the private sector. Plus, commercial banks’ 

activity is inherently related to the concept of maturity transformation, since these financial 

institutions rely on short term liabilities (mainly short-term deposits) to fund the investment on 

long term assets (mostly long-term loans) (Entrop et al. 2015; Paul 2022). 

2.2 Blockchain 

Blockchain is a disruptive and revolutionary technology that has far-reaching implications in 

various areas, in particular the banking sector where it is supposed to alleviate the reliance on 

a centralized trusted authority (Counsell, Dashkevich, and Destefanis 2020). Recently, different 
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proposals for the application of this novel technology started to emerge, inter alia the 

exploration of blockchain-based retail CBDCs (Che et al. 2022).    

 According to the PwC CBDC Global Index (2021), the underlying technology of 

blockchain is examined in more than 88% of the recent CBDC projects. However, Central 

Banks currently face difficulties in selecting the appropriate design for issuing retail CBDCs 

due to practitioners' and academics' lack of scientific treatment (Chen et al. 2018). In the 

following section, the theoretical background of blockchain is studied and explained. 

Additionally, technical, and conceptual principles have been outlined to draw a better 

understanding of the potential impact on current and future payment methods and the financial 

market infrastructure. 

2.2.1 Characteristics of Blockchain 

Blockchain, a subset of Distributed Ledger Technology (DLT), is a protocol with a set of rules 

that governs the operating network system (Chen et al. 2018). It enables peer-to-peer (P2P) 

value transactions without the involvement of a central authority, which means that multiple 

independent entities share control of the entire ecosystem.      

 The network comprises nodes (computers), that record transactions based on mutual 

agreements. Each peer carries a copy of the record on a ledger to keep the P2P network 

completely decentralized and secure. This ledger can be regarded as a database or digital file of 

written records of transactions (Mell et al. 2018). These transactions are collected in 

chronological order in so-called blocks that respectively consist of block header and data (Ma, 

Ren, and Wang 2022). Table II demonstrates the verifying and execution processes of 

blockchain transactions. After successfully validating the transaction requests by the nodes, the 

block is added to the chain. This guarantees that a copy of the most recent ledger is always 

available on every node in the network, which makes the system robust and resilient (Group of 
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Central Banks 2021). Furthermore, a summary of blockchain fundamentals is shown in Table 

II. 

Asymmetric Cryptography 

Asymmetric Cryptography, commonly referred as Public-Key Cryptography (PKC), is the 

underlying principle used in blockchain technology; it uses different keys to encrypt and 

decrypt messages. Cryptocurrencies such as Bitcoin apply this fundamental PKC framework 

for transactions that are based on the Unspent Transaction Output (UTXO) model (Chakravarty 

et al. 2020). It allows users of the network to initiate on-chain functions such as sending and 

receiving funds without having a third party involved to verify the transaction requests 

(Hellman 1978).          

 As prior mentioned, there are pairs of keys, public and private mathematically related 

and used to encrypt or decrypt transaction data. This cryptographic system is called 

“asymmetric” since both keys are different from each but are needed to access any encrypted 

information (Adleman, Rivest, and Shamir 1978). The public key, which is open to everyone 

in the network, allows receiving transactions while the private (secret) key requires the owner 

to unlock the address and access the funds (Antonopoulos 2014).    

 Additionally, to transfer value on a blockchain, it is required to digitally sign the 

document that verifies the authenticity of the sender’s transaction; it is equivalent to an in-

person signature (Hellman 1978). It also serves the purpose of data integrity and non-

repudiation, hindering the ability of the sender to refute having sent the message (Agrawal and 

Verma 2013). Lastly, one must ensure that sufficient funds are stored in the wallet. This is done 

by reading the target of the transaction output, the public address, that is accessible to the entire 

network. 
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Smart Contracts  

Smart contracts are computer programs or digital agreements embedded in a blockchain or 

distributed ledger. These non-custodial protocols include so-called “if-then statements” that run 

self-automatically when pre-programmed conditions are met (Nick 1994). This emerging 

technology has various use cases, particularly the adoption of Decentralized Finance (DeFi), 

which challenges the current centralized banking system (EU Blockchain 2022). The inclusion 

of encrypted digital rules ensures fast and secure execution of transaction requests without the 

involvement of a middleman and their associated time and fees (Fong et al. 2021). 

 These digital rules are immutable and append-only, thus specific conditions can only be 

modified by overwriting the agreement without altering the existing statements (Andesta, 

Faghih, and Fooladgar 2019). According to Bechtel et al. (2020), smart contracts have the 

potential to support new digital economy applications such as programmable CBDCs by 

enabling their issuance as a new form of money and facilitating payment and settlement 

processes. Some Central Banks such as PBOC already tested the e-CNY with smart contracts 

features to accelerate the process for after-school training programs (Wahid 2022). 

Additionally, Riksbank is exploring the potential integration of smart contracts into the e-Krona 

payment system (Schickler 2022). Central Banks, however, are aware of the implementation 

coming with a set of risks and that software bugs may negatively impact the platform's security. 

2.2.2 Types of Blockchain Networks  

Various types of blockchain networks differ mostly in data publicity and network governance 

(Vitalik 2015; Chen et al. 2018). In principle, current blockchain systems can be primarily 

categorized into (1) public, (2) private, and (3) consortium blockchain. An overview of the 

main blockchain types is shown in Table III. 
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Public Blockchain  

Public blockchains are completely decentralized and permissionless. This means that no 

individual or group manages the network; everyone is allowed to read, write, and audit ongoing 

transactions without any restrictions (Strehle 2020). Additionally, users of public blockchains 

are not required to divulge their identity, however, network participants can view the 

transactions made by the respective wallet address (Nakamoto 2008).   

 The security of the network depends on the number of nodes; thus, financial incentives 

in form of rewards are granted to participants to verify transactions and mine new blocks. This 

process makes the system more resistant and mitigates the risk of a so-called “51% attack” by 

a conglomerate of miners who owns more than half of the network computing power or hash 

rate (Al-Ahmad et al. 2022). Lastly, anyone can access the network from anywhere which 

makes it more accessible compared to traditional banking systems. To regulate the access of 

network participants, the subsequent blockchain is used (Dlodlo, Ncube, and Terzoli 2020). 

Private Blockchain 

Private Blockchain networks are centralized and permissioned. This enables a single 

organization to have more control over its network by deciding on the gatekeeper which 

executes the consensus protocol and maintains the shared ledger. Furthermore, the central entity 

can restrict access to the operating network which leads in general to a much smaller network 

size compared to a public blockchain (Brousmiche et al. 2017). To ensure the eligibility of the 

network user and increase trust within the system, the identity of each participant is verified 

and validated by the network operators or by smart contracts (Dlodlo, Ncube, and Terzoli 2020). 

Lastly, the private blockchain is much faster regarding scalability and processing speed due to 

the limited number of users. The nature of private blockchains, however, leads to a higher prone 

of security threats such as fraud and bad actors (Kogan and Wang 2018). 
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 Consortium Blockchain  

The consortium blockchain is an extension type of the private blockchain which attempts to 

remove its sole autonomy. More than one pre-selected authorized node is responsible for 

making the best decisions possible for the network's utilization as a whole. These collections of 

nodes are designated as consortia or federations (Brousmiche et al. 2018).  

 The function of a federated blockchain can be illustrated by the simple case example: If 

one assumes a consortium of 20 financial institutions where transaction requests are confirmed 

by 15 out of 20 authorized nodes, the decision is deemed to be right within the network if 75% 

of the federation confirms. Lastly, consortium blockchains are more cost and energy-efficient 

with regard to transactions compared to public blockchains (Chao et al. 2019). 

2.2.3 Consensus mechanism 

Various consensus mechanisms serve the purpose to ensure the validity of transactions, 

differencing only in the way they reach consensus. The most common consensus mechanisms 

are Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), and lastly 

Proof of Authority (PoA). Due to their prevalence, this paper will focus on PoW and PoS. 

Proof of Work (PoW) 

The most common consensus algorithm is the PoW model, applied among others by the Bitcoin 

network. However, it is said to be the most inefficient concept to achieve consensus as it 

requires a considerable amount of computational power to solve the complex mathematical 

equation called a hash (Agung et al. 2019). After solving the problem by one node, also known 

as a miner, the new block is added to the chain and copied to every node which is essential for 

network security (Capkun et al. 2022). Due to the amount of energy consumed by miners, new 

consensus models have been explored to make the system more scalable and environmentally 

friendlier.  
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Proof of Stake (PoS) 

The next most popular consensus algorithm is PoS which has frequently been compared with 

PoW because of its scalability and efficiency advantage. Both use economic resources to 

gatekeep the level of participation in the network. However, this consensus protocol does not 

require an excessive amount of electricity consumption for transaction validation since it uses 

a method called “staking” (Azmathullah, Rizwan, and Sheikh 2018). This means that the 

protocol chooses the next block to be appended to the chain, based on the current “stakes” 

which represent total cryptocurrency tokens held by the validator for some time during their 

service. The higher the stake percentage of the network node over the entire network, the higher 

the probability to be chosen as a validator. After “forging” the new block, the validator is 

rewarded with transaction fees like other consensus algorithms (Fanti, Kogan, and Viswanath 

2019).           

 Delegated Proof of Stake (3) and Proof of Authority (4) are alternatives to the 

aforementioned consensus algorithms. The DPoS is similar to the preceding PoS algorithm with 

the distinction of being a more efficient and democratic version. Stakeholders vote for 

delegates, also known as witnesses, who are then responsible for validating the new blocks 

(Long et al. 2019). PoA is designed to be used in private blockchains due to its centralized 

nature. A small group of authorities are pre-approved and serve the role of transaction validators 

due to their identity or reputation staked in the network. This significantly increases the speed 

of validating the transactions (Manolache, Manolache and Tapus 2021). 

2.3 Key platform components for a retail CBDC  

This short paragraph illustrates from a high-level technical perspective the key platform 

component required to ensure the reliable transfer of CBDCs to the end-users on the example 

of a hypothetical model made by Bank of England (Figure II). The underlying platform 

infrastructure on which the CBDC is operated on consists of End-Users, Payment Interface 
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Providers (PIP), Application Programming Interface (API), and the Central Bank Core Ledger 

(Bank of England 2020). 

Firstly, providing End-Users intermediated access to the payment system illustrated in the basic 

model requires the equipment of the general public either with mobile wallet applications (in 

case of a token-based approach) or, in case of an account-based approach, with accounts held 

by the Central Bank (Agur et al. 2018). These are the two most common perspectives to be 

discussed later in more detail. In the model proposed by the Bank of England, the end-user is 

accessing the Central Bank accounts over an intermediary and not directly with the Central 

Bank. This indirect architectural model is in accordance with many current pilot and research 

projects such as the e-Naira from Nigeria and the e-CNY from China (Central Bank Nigeria 

2021; PBoC 2018). As opposed to the indirect model, Sand Dollar (Bahamas) follows a direct 

model approach (Central Bank Bahamas 2019). 

Payment Interface Providers (PIPs) are authorized and regulated intermediaries that are said 

to provide user-friendly interfaces between the end-user and the core ledger (Group of Central 

Banks 2020). It is in principle a database that records all monetary transactions conducted 

within the operating system (World Bank 2017). End-users are obligated to understand the 

usage of the interface which requires intensive education and a lot of resources. However, this 

is essential for a successful implementation and mass adoption of digital currencies. 

Furthermore, private sector companies can add functionality and design features, so-called 

“overlay services”, to make CBDC more convenient for the end-user (Bank of England 2020).  

In this case, the role of PIPs would also include the assurance of legal compliance with know-

your-customer (KYC), combating financing of terrorism (CFT) and anti-money-laundering 

(AML) regulations. Thus, customer due diligence as well as user and transaction verifications 

are required to be conducted in a thorough way (Central Bank 2020). 
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Lastly, connecting the Payment Interface Provider with the Central Bank Ledger requires a 

so-called CBDC API, (Application Programming Interface), which is basically a software 

intermediary that allows only regulated and authorized entities to access the ledger and conducts 

secure payment instructions (IMF 2020). The Central Bank Ledger processing primarily the 

payments could be based either on a centralized or distributed ledger by using distributed ledger 

technology (DLT). A payment network based on DLT would remove the need for a trusted 

third party, making the system more reliable and resistant to hackers since the same data is 

stored on multiple computers (Gross et al. 2020).      

 The validation process of each financial transaction, recorded as a block, is conducted 

by network nodes, which can be described as electronic devices connecting to the blockchain 

network. Depending on the consensus protocol, which describes how peers come to an 

agreement, the validation process can have different outcomes. This can lead to acceptance or 

rejection of certain transactions based on predefined rules (Huang and Zhang 2022). There are 

some advantages in using DLT, however, some research studies question the necessity of using 

this technology in a centralized issuance system (National Bank of Ukraine 2019; Sverigies 

Riksbank 2018). 

2.4 Comparison: Cryptocurrencies and Stablecoins  

The emergence of cryptocurrencies such as Bitcoin and Ethereum has experienced exponential 

growth over the last decade as an investment and means of payment. It has modified and 

revolutionized the economic and social environment with new expectations on available digital 

forms of payments. They are built on the premise of decentralization; neither Central Banks nor 

public authorities are issuers, which imposes stability concerns (IMF 2022). Christine Lagarde, 

president of the European Central Bank, regards cryptocurrencies as highly speculative and 

does not consider them as an official currency (Browne, 2022).    

 Moreover, as of today, Bitcoin is not accepted as legal tender and is even banned by 
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some Central Banks. As previously mentioned, El Salvador is the first country to recognize 

Bitcoin as legal tender, followed by the Central African Republic (CAR) (IMF 2022). The 

motivation behind the country’s decision was to make payment transfers cheaper, drive 

financial inclusion, and be less dependent on the inflation of the US dollar (Bukele 2021). 

Nevertheless, there are some associated risks and downsides with using cryptocurrencies such 

as the notorious price dynamics that may result in financial instability. Besides the tremendous 

price volatility, there are major issues with liquidity and regulation around the crypto market 

which have led to the development of stablecoins, most of which are pegged to USD (Lyons 

and Natraj 2020).          

 As opposed to volatile digital assets, these types of coins aim to achieve constant or 

stable value to offer investors protection from intense price fluctuations. Thus, the value is 

designed to be pegged to an existing asset such as fiat currencies or exchange-traded 

commodities that might serve as a means of payment. The most prominent stable coin projects 

based on market capitalization are Tether (USDT) and USD Coin (USDC); both are fiat-pegged 

to the U.S. Dollar (Baur and Hoang 2021). Although stablecoins are supposed to be stable, the 

Terra project’s failure in May 2022 proved that it is not always the case; it lost its peg to the 

U.S. dollar and collapsed (Aste et al. 2022). In the recent Digital Euro Summit 2022, industry 

experts shared the view that privately issued stablecoins are not subject to regulatory safeguards 

yet. Thus, it cannot be an effective medium of exchange; death spirals may occur where coins 

become worthless (Attanasio et al. 2022). Consequently, it is proposed for instance by Miguel 

Ordonez, former Governor of the Bank of Spain, and member of the Governing Council of the 

ECB, to issue the private sector stablecoins and back them with treasuries and Central Bank 

reserves (Ordonez 2022). The European Commission distinguishes between “asset-referenced 

tokens” and “e-money tokens”. The former token is supposed to be pegged by several fiat 

currencies, commodities, or a combination of both, while the latter token refers only to one fiat 
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currency as a legal tender (European Commission 2022).      

 In terms of crypto regulations, the first cornerstone has been set out by the European 

Union (EU) with the MiCA framework which focuses on transparency, clarity, and consumer 

protection with digital crypto assets (Mclaughlin, Morgan, and Zhang 2022). Lastly, the 

pressure increases for Central Banks due to the dominance of U.S. dollar-denominated stable 

coins, and recently private payment service providers such as Apple pay started allowing paying 

with USDC. This is regarded as a call to action.  

Chapter 3: Methodology 

3.1 Research Method 

In each chapter, a literature review is conducted first, which builds the foundation for the 

structured interview questions and provides introductory context and comprehension of the 

topics presented above.  

3.1.1 Aim of interviewed experts 

The objective for the experts is to evaluate on the findings presented in the literature of the 

individual chapters. The primary focus is on gaining further insights and identifying certain 

commonalities while also naming the distinctions to the scholarly view. The results of the 

interviews are also analyzed and interpreted. As an empirical analysis is not yet possible at this 

stage and is also outside the scope of our work, the work draws on expert knowledge. The main 

purpose of this research is to gain a realistic view as possible, generated by the analysis of 

interviews with top experts in the financial technology and payment fields. 

3.1.2 Structured interview 

Since empirical analysis is not feasible at this stage, expert knowledge is used to answer the 

research questions appropriately. The empirical investigation is conducted in the form of a 

structured interview guide, which is done based on an elaborated guideline with open questions. 

A structured interview contains a set of standards that the researcher must strictly follow 
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(Stuckey 2013). According to Castillo-Montoya (2016), an interview protocol is a tool used by 

a researcher to ask questions to obtain information relevant to the study objectives.  

 In this respect, the guided expert interview is a form of qualitative interview and, thus 

qualitative research method with a partially standardized character. This ensures clear goal 

orientation and comparability of results by answering mandatory questions. Bell and Bryman 

(2006, 28) describe qualitative research as "a research strategy that usually emphasized words 

rather than quantification in the collection and analysis of data”.    

 In addition to the welcome and closing sections, the guide consists of three sets of 

topics that are addressed in particular in the individual chapters. To accommodate the fact that 

both bank representatives and lawyers or other experts in the field of CBDC are involved in the 

interview, the guide is adapted according to the interview group in order to meet the respective 

perspectives. The content of the guide will be derived from the main points mentioned in the 

individual chapters. Furthermore, two methods are used to answer the questions in the 

corresponding block of questions: the qualitative method and the quantitative method, which 

are regarded as complementary rather than opposing methods (Roberts 2002). Roberts further 

argues that the qualitative and quantitative research methods are being in continuation of each 

other. Open-ended questions are used as a qualitative tool to obtain the most comprehensive 

and uninfluenced response possible (ibid). The expert is expected to answer the questions in his 

or her own word. The responses are categorized in the subsequent evaluation. As a quantitative 

instrument, experts are asked to assess specific, identified implications, statements, or 

challenges on a five-point scale. In the case of extreme evaluations, the expert is explicitly 

asked for a corresponding explanation.        

 To ensure a common understanding, key terms are defined before the respective 

questions. The first block of questions deals with general questions about the person and the 

profession, followed by questions on the respective sub- research question. 
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3.1.3 Expert selection  

Based on the underlying research questions, experts are selected from the fields of Central Bank 

coins, digital money, blockchain, or other related fields. The picked experts are bank advisors 

or members of the governing board with a focus on Central Bank money and payment experts 

as well as emerging technology experts, e.g., from the "Big Four" corporations, and lawyers 

who are representatives in this field. To avoid saturation at an early stage, participants from 

fields other than financial technology were chosen.      

 However, it should be emphasized that interviewing the same experts for each chapter 

was not practicable because some questions could only be addressed by specific specialists in 

the relevant industry and the appropriate expertise. Therefore, tables were created for the 

respective chapters to explain more detailed information about the experts interviewed (tables 

IV, V and VI). The researchers contacted the experts exclusively through their professional and 

private networks. There needs to be a careful assessment of the question of how many experts 

are optimal. Four to five candidates were chosen as final participants for each chapter of the 

thesis. Due to the scope of the thesis, there was an oversupply of experts with similar 

professional backgrounds and current professional positions, despite more than four or five 

participants having an acceptable comprehension of the subject. Consequently, the final 

selection was narrowed down to four or five experts, depending on the sub- RQ. The specialists 

chosen are qualified based on their experience, qualifications, and specialized expertise. The 

experts have been assured that their identities and firms would be anonymized, making it 

impossible to later link claims to specific persons or corporations. However, some experts have 

given their consent to the publication of their name. It is important to emphasize that these are 

personal opinions of the experts, which do not necessarily coincide with the opinions of their 

institutions and employers. Permission to conduct the interview was also secured during the 

procedure. The detailed interview questionnaire and reports can be found in the Appendix.  
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Chapter 6: Implications and Challenges of CBDC Privacy -how to Safeguard Consumer 

Privacy Without Facilitating Illicit Financial Activity 

6.1 Problematization and Research Objective  

To this day, cash, which is the only type of legal tender that Central Banks make available to 

individuals, serves as the most anonymous form of payment (Kahn, Mcandrews and Roberds 

2004). The question of a legal tender status of a CBDC has been raised in recent discussions 

and is seen as complicated (BIS 2018). Cash is a bearer instrument, meaning it does not require 

the services of an intermediary when transferred from one person to another. There is no record 

of who makes a cash payment, or when that cash payment was made, meaning it is fully 

anonymous and most of the time it doesn’t leave a trace (Sands et al. 2017). Aside from that, 

data protection, trust, and privacy are critical components of the monetary system, with privacy 

identified as a key factor in the development of CBDC (Bech et al. 2020).                

 In April 2021, the European Central Bank (ECB) published a comprehensive analysis 

of its public consultation on the digital euro. The ECB conducted a study of 8,221 individuals 

to determine stakeholder perceptions of a digital euro. The main finding is that people express 

a strong desire for privacy. The study reveals that respondents value privacy as its most 

important feature (43%), ahead of security (18%), followed by the ability to pay across the euro 

area (11%) (ECB 2021). This finding is independent of the respondent’s country of origin, 

socio-demographic characteristics, or socio-economic standing. This result may come as a 

surprise, but the fact that stakeholders place a strong emphasis on privacy is a consistent 

outcome in several papers (ECB 2021; Krasnova and Veltri 2010; Shostack and Syverson 

2004). A fully transparent CBDC would offer authorities full access to user identity and 

transaction data, resulting in clear financial integrity supervision advantages unless there are no 

restrictions on that. A CBDC could raise concerns about digital surveillance, such as a CBDC 

potentially being instrumentalized against users. One example is consumer profiling by 
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charging higher mortgage rates to people who purchase alcohol (Mancini-Griffoli et al. 2018). 

Consumers prefer privacy in CBDCs to avoid multiple challenges, such as being spammed or 

stalked (Böhme et al. 2022). At the same time, a CBCD should not be used to conceal illegal 

transactions. A privacy preserving CBDC must comply with legal requirements, notably with 

anti-money laundering (AML) and combating the finance of terrorism (CFT) regimes, as well 

as “Know your customer” (KYC) standards (Grothoff and Moser 2021). A high standard of 

privacy may be one of the keys to success for a future CBDC (Bech et al. 2020). Hence, it is 

essential to find a privacy-enabling solution without enabling illicit financial activity 

(AML/CTF). Ultimately, this outlines the sub-research question that the chapter intends to 

explore:  

Sub- RQ: Implications and Challenges of CBDCs Privacy – how to Safeguard Consumer 

Privacy Without Facilitating Illicit Financial Activity? 

6.2 Scope and Delimitations 

For the understanding of the sub-research question, it is first vital to define and delineate the 

terms used in this paper, as they partly differ in their definition and meaning. It must be 

highlighted that the chapter does not aim to explore the global legal problems related to a 

CBDC. Still, it is relevant to understand privacy and AML/CTF/KYC standards. In addition, 

this chapter does not represent a comprehensive analysis of the AML/CTF/KYC and other 

related laws. The chapter targets CBDCs and how they could handle personal privacy with 

respect to IFA. Because of the scope of the work, the theoretical part’s fundamental values are 

based on those of the European Union (EU). It should be noted that the concept of privacy 

differs across jurisdictions and may also vary with respect to private versus public actors. The 

work’s scope does not allow a detailed examination of countries that operate in very diverse 

ecosystems (Bahamas, Venezuela, etc.) with the exception of China. Some literature on China’s 

digital currency handling in terms of privacy and AML/CFT is analyzed. It is to be noted that 

most literature on CBDC’s have dealt with strategic considerations, technology, and economic 
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analyses (Auer, Cornelli and Frost 2020; Allen et al. 2020; Kumhof and Noone 2018), and all 

of these “flag the importance of privacy” (Böhme et al. 2022, 2).     

 Prior works have focused on privacy protection for traditional e-payments (Kim et al. 

2010; Linck, Pousttchi and Wiedemann 2007). However, CBDCs differ from traditional e-

payment systems that are secured by banks or companies such as Mastercard or PayPal. 

 Privacy is one of the most complex issues in the CBDC debate and probably sparks the 

most heated discussions (Ballaschk and Paulick 2021). Due to the lack of academic studies on 

privacy and IFA, the chapter will specifically address this research field to provide input to the 

existing research on this perspective and contributes to filling this literature gap. 

6.3 Theoretical Foundation – Privacy and illicit Financing 

In the context of this chapter, it is first crucial to concretize the definition of privacy, as it is one 

of the fundamental subjects discussed in this chapter. Brunnermeier and Landau (2022, 24) 

describe privacy as a “core value for European citizens”. It is an individual right but also a 

common and social good (Grothoff and Moser 2021). Privacy builds the basis for many other 

human rights, such as personal freedom (Banisar 2006). The principles of privacy and personal 

data protection are codified in law in articles 7 and 8 of the charter of fundamental rights of the 

European Union (CFR 2007) in the General Data Protection Regulations (GDPR) (EP and 

EUCO 2016), in Article 8 of the Convention for the protection of human rights and fundamental 

freedoms (ECtHR 1950), as well as in Article 12 of the Universal Declaration of Human Rights 

(UNGA 1948) (see Glossary for full definition of laws)     

A further key aspect of the research question addresses illicit financial activities. As per 

definition, illicit financing is defined as “money illegally earned, transferred, or used that 

crosses borders” (Forstater 2018, 4). Illicit financial flows (IFFs), falls into three main areas, 

acts that are illegal themselves: corruption, tax evasion, financing of terrorism (Reuter 2017). 

Therefore, to adequately answer the research question, numerous protection concepts must be 
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accounted for, including anti-money laundering (AML) and counter-terrorist financing (CTF) 

regulations. The status of European Central Banks is incompatible with their submission to the 

AML/CTF legislation, which applies to participants in digital money transfer markets. 

AML/CTF activities are governed by a legal framework designed to “protect the financial 

system from fraud, crime, and political violence” (Frasher 2016, 1). For the chapter’s purpose, 

“Know Your Customer” (KYC) regulations are also included. It is a process for verifying the 

identification of a customer who is “willing to onboard an institution to avail its services” 

(Malhotra, Saini and Kumar 2022, 1988). KYC is important for institutions like banks and 

insurance companies to verify their client’s involvement in illegal activity (Mondal, Deb und 

Huda 2016). KYC regulations, under certain circumstances, allow professionals, “to reveal the 

identity of counterparties or account holders with the aim of fighting against money 

laundering” (Brunnermeier and Landau 2022, 24). 

6.4. Analysis of implications and challenges of CBDCs privacy and other policy objectives 

This section outlines consumer privacy concerns and addresses the importance of some levels 

of privacy in CBDCs. It also identifies barriers, such as money laundering or terrorist financing 

for fully anonymous CBDCs and provides some examples of countries in their use.  

6.4.1 Privacy and CBDC: Implications and concerns of consumer privacy 

Consumers favor protecting their privacy in CBDCs to avoid being spammed, robbed, or having 

their identities stolen (Böhme et al. 2022). Böhme et al. further claim that payment records 

demonstrate an in-depth picture of an individual’s behavior. For example, they can reveal 

information about a person’s health or interests. Individuals do not want the burden of deciding 

whether the information is sensitive (e.g., a person’s lifestyle or political learning) or private 

(Rennie and Steele 2021). “Consumers may also demand privacy to avoid being tracked by ads 

as a result of their purchase”, especially in the digital age (Gardin 2019, 49). Some networks 

could also forcefully exploit or sell users data to third parties (Brunnermeier and Landau 2022). 
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Companies could leverage this information to, for instance, engage in price discrimination and 

extract consumer surplus (Garratt and Van Oordt 2021). Consumers may also want to remain 

anonymous to avoid signaling their wealth or to protect their reputation.   

  Rennie and Steele (2021) outline policy choices involved in designing a CBDC and the 

implications of these choices for individual privacy. They assert that Central Banks have a 

variety of priorities that could ultimately undermine privacy. They further state that the current 

CBDC models possess privacy risks to CBDC users that could materialize into losses such as 

the “loss of anonymity, loss of liberty, and loss of individual control” (ibid, 10). Privacy is a 

critical challenge, and a CBDC will “expose new forms of sensitive information to CBDC 

operators” (Allen et al. 2020, 7). Moreover, a survey conducted by BCG (2018) also reveals 

that 30% of users believe that companies are not honest with their data. The survey implies that 

users’ concern about data misuse is evident in organizations related to financial, technology, 

and government services. Consequently, the implementation of CBDC would lead to more 

privacy and trust concerns. Borio et al. (2017) claim that the main benefit a CBDC could bring 

is some level of anonymity for electronic payments. Privacy in digital payments may also yield 

legitimate reasons to stay anonymous. For instance, a consumer with a preexisting medical 

condition may want to purchase medication anonymously without facing negative 

consequences from parties such as their insurance. Some consumers may also retain privacy in 

transactions for unlawful reasons, such as the lack of a government-issued ID (Brunnermeier 

and Landau 2022). Another benefit of anonymity in CBDC is limiting exposure to hacking 

(Mancini-Griffoli et al. 2018).         

 In the country example of China, by law, all residents must accept e-CNY and other 

digital currencies (Xu 2022). The People’s Bank of China (PBC) announced a revision of the 

PBC Act, highlighting that the digital currency will be formally launched in legal forms of 

payment and that people will not be allowed to refuse to accept e-CYN if they have suitable 
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facilities (ibid). One of the main concerns raised by e-CYN detractors in China is privacy 

(Allen, Gu and Jagtiani 2022; Huang and Mayer 2022). The digital yuan is said to be “more 

about policing than progress” (Goh and Shen 2019). Because all transactions are 100% 

trackable, the PBC could monitor and cancel any transactions, including the amount and foreign 

exchange involved, as well as identify the participants. Fanusie (2020) notes that China may 

force Chinese enterprises to solely take payments in digital yuan, forcing foreign companies 

based in China to comply as well. It is said to be that the issue is less about money and more 

about data (WSJ 2021). He further states that the PBC could set an expiration date for digital 

money depending on its interests, causing further privacy concerns. That also implies that 

participants have no control over what will happen to their funds or how and when they spend 

their money. Moreover, a draft released in 2020 of the public solicitation of comments of the 

People’s Bank of China Law (PCOCL) states that the Central Bank would oversee the 

establishment of a national financial database, the collection and management of national 

financial industry data, and the supervisory exchange mechanism with the Financial Stability 

Development Committee (Cheng 2022). In other words, the notion of “controllable anonymity” 

would still allow full access to user data and criminal investigations in the future, raising further 

concerns (Chorzempa 2021).         

 On the other side, Dupuis, Gleason and Wang (2021) conducted research on CBCD, 

financial secrecy, and privacy by jurisdiction. The study analyzed 36 nations that intend to 

implement CBDCs. Among these countries, Sweden has the highest level of personal freedom, 

and trust in government is among the highest in the world (OECD 2021). In countries where 

the rights to privacy and freedom are anchored in fundamental documents and legislation, the 

implementation of CBDC may deliver advantages without causing a significant loss of freedom 

(Dupuis, Gleason and Wang 2022). Fanusie (2020) added that a fundamental assumption that 

privacy might not be a major concern is that we live in a liberal democracy with a free-market 
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economy. That also indicates that Swedish citizens have trust in the current system and that 

privacy is not a major concern.        

 Several papers explore whether consumers benefit from revealing their private 

information or not (Liu, Sockin, and Xiong 2020). 

6.4.2 Barriers to full privacy protection in a CBDC 

In addition to privacy concerns, there are policy obligations, including anti-money laundering 

(AML) and counter-terrorist financing (CTF), that must be considered in the design of a CBDC. 

These are also important factors when addressing the research questions.   

 From the standpoint of the government, privacy conflicts with other equally valid policy 

objectives (Brunnermeier and Landau 2022). Central Banks face a trade-off between satisfying 

user preferences for privacy and mitigating IFA (FED 2022). The Reserve Bank of Australia 

(2020, 37) has stated that it is not possible for a CBCD to “fully match the levels of anonymity 

and privacy,” as it carries concerns related to the facilitation of the shadow economy and illegal 

transactions. This finding is consistent in various papers: a fully anonymous digital currency 

would raise concerns and would not be compatible with regulators’ AML/CFT requirements 

(Ballaschk and Paulick 2021; Gnan and Masciandaro 2018; Mu A. and Mu Y. 2022).  

 The economic literature has often emphasized two main characteristics of money: its 

liquidity and the rate of return. Consequently, privacy and money are often analyzed through 

the lens of the adverse consequences of anonymity, such as money laundering (Rogoff and 

Woodford 2015). They further point out that “a large percentage of currency in most countries, 

generally well over 50%, is used precisely to hide transactions” (ibid, 447) and stress those 

criminal activities are prevalent due two key features, anonymity, and convenience. The EU, 

for instance, is a world leader in the fight against money laundering and the financing of 

terrorism. Four days before the ECB published its investigation phase of the digital euro, the 

European Commission unveiled its ambitious package of legislative proposals to reinforce the 
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EU’s anti-money laundering and countering terrorism financing rules, considering the emerging 

challenges linked to technological innovation such as virtual currencies (EC 2021).  

 However, according to the Bank of International Settlements (BIS), anti-money 

laundering and combating the financing of terrorism (AML/CFT) requirements “are not the 

core Central Bank objective and will not be the primary motivation to issue a CBDC” (BIS 

2020, 6), whereas for the Bank of Canada, “privacy is not the sole purview” (Shah et al. 2020). 

They also comment that they needed to determine the precise level of privacy by consulting 

with external institutions (e.g., law enforcement, financial transactions, and reports, etc.). The 

Reserve Bank of New Zealand noted that “its proposed retail CBDC would balance privacy 

protection and the government’s traceability requirement to reduce tax evasion, avoidance, 

money laundering, and terrorism financing” (Kshetri and Loukaianova 2022, 97).  

Even though CBDC will likely hinder direct criminal use, criminals will still want to 

acquire it, as it will be broadly adopted by merchants and possess some novel technical features 

such as micropayments and programmability (Fanusie 2020). As a result, financial authorities 

should be aware of illicit actors trying to get dirty money into the CBDC system. Illicit actors 

will likely adapt the rollout of a CBDC by developing more sophisticated money laundering 

schemes that trade cash and anonymous digital tokens for CBDC (ibid). Darbha and Rakesh 

(2020) outline that the main concern of privacy in a CBDC is what information to keep private 

and from whom, as many people see privacy differently. Nevertheless, they illustrate what is 

technically feasible for Central Banks, such as choosing cryptographic techniques and 

operational arrangements that have an in-built privacy design.     

 Another technical proposal is a token based CBDC that combines transaction privacy 

with KYC and AML/CFT compliance, as well as blind signatures (Grothoff and Moser 2021). 

Technology offers many degrees of flexibility in deciding and implementing privacy and 

anonymity options. As an example, privacy may be assured for offline transactions below a 
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certain threshold (Brunnermeier and Landau 2022). In the framework of most countries, privacy 

is recognized for transactions up to a certain amount. When significant amounts of cash are 

exchanged, they must be declared. (In Europe, cash transactions exceeding 10,000 EUR must 

be reported: ER 2018). For example, China’s Central Bank announced that consumers with less 

than 10,000 yuan and daily transactions of less than 2000 and 5000 yuan are simply identifiable 

by their mobile phone subscribers that are regulated by telecom operators. Only above the 

threshold would ID and banking information be required. As a result, transactions would be 

accessible for financial intermediaries and authorities in charge of AML/CFT regulations 

(PBoC 2021). However, Dupuis, Gleason, and Wang (2022) point out that certain nations, like 

China, presently exhibit low scores in terms of personal freedom, raising questions about the 

tradeoffs between AML rules and privacy rights. 

In Sweden’s approach, according to Riksbank (2021), e-krona would most likely meet 

AML and CTF requirements. All businesses that provide electronic payment and payment 

services must comply with the Swedish legislation on measures against AML and CFT. The 

Riksbank would provide e-krona to network participants, and participants, who might be 

commercial banks, would transfer e-krona to the end users. As a result, the members of the e-

krona network would be responsible for KYC. The KCY and monitoring of transactions would 

remain within the distributors, as it is currently the case. This implies that participants, such as 

commercial banks, are required to know who their customers are that utilize payment systems 

(KYC). They also indicate that e-payments would leave traces and that the Riksbank and its 

intermediaries would investigate any illicit use of e-krona. Beyond that, they argue that there is 

a tradeoff between privacy and resilience, with greater privacy resulting in less resilience. 

Anonymous payments and smaller sums would be permitted, but only to a limited degree 

according to existing AML legislation. Riksbank (2021, 14) claims that anonymous e-kronor 

may exist, but only in a "very limited area of use".      
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 Furthermore, the ECB has proposed allowing so-called “anonymity vouchers” for a 

specific number of private transactions in the digital euro (ECB 2019). These vouchers would 

allow users to transfer a specified or limited amount of CBDC anonymously over a period. In 

addition, neither Central Banks nor counterparties could view transaction histories, only the 

user. Hence, individuals would have control over a limited number, thereby protecting privacy. 

6.5. Evaluation of Interview results and analysis 

First, it should be noted that the experts represent specialist areas, and in the case of other 

specialized topics, the experts lacked the relevant expertise to provide the appropriate answer. 

Hence, in some cases, the experts refrained from answering individual questions.       

 To begin with, the experts are questioned in Q1 to discuss major challenges and 

drawbacks a CBDC has with respect to privacy. E1 shared that: “Privacy is kind of a two-edged 

sword for Central Banks in the hemisphere. On the one hand, you don’t want to seem like a 

giant sponge soaking up the citizens’ data (which would lead to reluctance to adopt the CBDC 

in some jurisdictions like Germany). On the other hand, you must fulfill AML/CFT regulations, 

because you don’t want your CBDC to be a safe haven for illicit activities”. However, E2 stated 

that “the only drawback results in traceability, which must be undermined to solve privacy 

issues.” Furthermore, E2 added that the main objective is to have characteristics of a “cash-

like design, and that depends on the technical design of a CBDC”. From a practical perspective, 

the results of the evaluation of Q1 reveal that the experts generally see the biggest challenge in 

tracking the data in a Central Bank coin, which is also consistent with the literature findings 

from chapter 3, among other things.          

 In Q2, five experts responded with an average value of 1.3 on a scale from 1 to 5, 

reaching almost the minimum value for this parameter and suggesting that spamming, stalking, 

etc., do not occur when a CBDC is designed to lack privacy. In contrast to the scholarly view, 

experts do not consider problems such as spamming, being stalked, or having your identity 

stolen to be relevant. Instead, the lack of privacy is caused by stricter control and monitoring 
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by Central Banks or governments. This is also evident in the following statement by E3: “These 

are not problems with lack of privacy; lack of privacy would rather enable Central Banks, etc., 

to gather and process the data. As a result, the individual, the data subject would be subject to 

stricter control and supervision.”           

 In Q3, the experts are asked to determine whether a CBDC can provide the same privacy 

as cash and what the privacy benefits of a CBDC are. As stated in Chapter 1, cash is anonymous, 

and a CBDC will always leave electronic traces. The experts strongly agree with this statement 

and shared that a CBDC is indistinguishable from cash; E5 stated a CBDC “will always lose; 

even if the CBDC were to be totally anonymous, you would still have digital traces. It is crucial 

to design it from the beginning with privacy in mind, as it cannot be added later.”

 Drawing on the previous question, the experts were asked in Q4 whether it is feasible 

to design a CBDC in such a way as to make it untraceable. The literature suggests that most 

Central Banks do not aim to operate in untraceable way, but the technical design could be a 

means to do so and still meet both objectives. Despite that, the views of the experts are 

somewhat varied. E1 answered, “No, because then we could not follow current AML/CFT and 

KYC regulations.” While E2 and E3 consider that it can be designed untraceable and highlight 

towards technical capabilities, such as blind signatures and DLT technology, respectively. E5 

noted that “there are some technical options that are potential solutions, but it is still necessary 

to address this issue, as currently there are only options and no solutions based on them yet.” 

 Furthermore, experts are asked in Q5 to give their views on whether a CBDC could be 

more trustworthy with legal entrenchment, meaning enriched in law as legal tender, as in the 

example of China’s e-CYN. As mentioned in Chapter 1, cash is the sole type of legal tender 

that Central Banks provide, and the question whether a CBDC should have a legal tender status 

is widely debated. On the one hand, most experts believe that it should have legal tender status 

in order to be accepted by consumers in the first place and to gain trust in digital currency. But 
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opinions remain ambivalent, which is consistent with the literature. This is also reflected in 

E3’s statement: “A legal entrenchment won’t hurt, but the positive effect would be minor. 

According to E3 research, most people are not aware of the concept and don’t know that digital 

money is not created by Central Banks. As a result, people who distrust CBDC will also likely 

distrust political, legal or governmental institutions”.     

 Next, in Q6, the experts are asked what other safeguards (e.g., fundamental rights, data 

protection) exist for privacy in a CBDC. It can be said that the E1, E3 and E5’s opinion 

coincides with the codified laws expressed in the literature (CFR 2007; ECtHR 1950; UNGA 

1948; EP 2016) and that the most important safeguards are declared to be fundamental rights. 

On the other side, E4 expressed that: “These, however, do not guarantee that these rights are 

not violated; other safeguards would be continuous supervision of the enforcement of this 

regulation; that also means that a CBDC should be designed from the beginning in such a way 

that all actors are not able to gather information and inferences from CBDC transaction data 

to perform activities against their wishes.” E1 referred to the existing data protection 

regulation, followed by technical design (pseudonymity, cyber resilience).       

The second part of the interview guide focuses on solutions to protect privacy while uncovering 

IFA. The literature confirms that different approaches and choices are dependent on the 

objectives of the respective jurisdiction. Since most projects are still in development, the 

decisions may not be final.         

 In Q7, the experts are asked about the capabilities to ensure as much privacy as possible 

while still detecting IFA. Three experts answered the question. E3 stated that “research is 

lacking in this regard,” whereas E1 noted, “to make use of existing intermediaries and use their 

known capabilities of fighting financial crime” E5 expressed that “this is a crucial thing 

because both data and privacy can be abused. One way is to have asymmetric privacy, meaning 

that you have total anonymity as the payer but not as the receiver. So, the receiver cannot, e.g., 
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avoid taxes. The tricky thing is that it is different from what is required by the regulator, and 

this is an area where you clearly see that governments would like to have more information”.  

In questions 8, 9, and 10, the experts are asked three assertions about potential solutions 

concerning privacy and illicit financial activity.       

 First, in Q8 the experts were asked whether technical design (e.g., cryptographic 

techniques, token-based, etc.) could be a solution. As assessed in Chapter 3, the literature 

suggests that there are technical options to solve the problem. This is also in line with the 

expert’s findings, as they rate an average value of 4,3 on a scale from 1 to 5, which generally 

indicates that experts consider technical design as a potential solution. Nonetheless, some 

experts have also acknowledged the negative aspects of technical design choices. E3 pointed 

toward the fact that “more research is needed here; there might be many options and advances 

for privacy, but the implementation is the challenging part. In addition, these also come with 

other disadvantages,” while E4 stated that: “Technological innovation can be a means to 

balance these competing priorities, but technology is simply inadequate to avoid the misuse of 

this data if the government insists on the data.”      

 In Q9, the experts are asked if legislation (e.g., changing the law) could help. It is to be 

noted that this question goes beyond what is presented in the literature. However, E1 notes that 

"regulation can only create the prerequisites for solving crime, but the main weight falls on the 

investigative authorities." On the contrary, E4 expressed: "The assumption is that CBDC must 

comply with all these existing AML, CFT, and KYC rules, but this is not necessarily true. The 

regulations are statutory, but Congress could modify these obligations. There should be a more 

informed discussion of how privacy in CBDC should be preserved at the legal level, rather than 

solely relying on technology that might not have been tested in real-life scenarios."  

  Q10 yields an average score of 3,33 on a scale from 1 to 5 after being asked whether 

threshold or anonymity vouchers could solve the problem. It should be noted that this falls 
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partially into the category of technological capabilities. As elaborated in the literature, for some 

countries, these design options might be a feasible option to safeguard privacy but also help 

detect IFA. While most experts rated between 3 and 5 of a scale from 1 to 5, E2 rated 1 and 

argued: “Threshold/ Anonymity vouchers cannot improve privacy because privacy is obtained 

by their design.” E1 also mentioned being aware of techniques such as “smurfing”. 

Furthermore, E3 stated that "most Central Banks will decide against it because it appears 

unconventional and messy."         

 Last, the experts are asked what other potential options there might be to safeguard 

privacy but detect IFA. Four experts expressed their views on this: E1 stated that “self-

sovereign identities could come in handy...” E2 outlined that “zero-knowledge proofs and the 

encoding of identity in coins would be another way to protect the privacy and detect illegal 

financial activity…but illegal financial activities will always find their way, just like in today's 

world. Measures will not be sufficient to fully detect IFA.” E4 further argues “that regular 

audits of government access to private transactions could be performed by an independent body 

explicitly designed to protect user privacy, which in turn could also monitor for potential AML/ 

CTF abuse.” On the other side, E5 argued that “usually you have some parliamentary 

committee to monitor the government, but the experience is that it doesn’t really work well. 

Another option would be to distribute keys, so to get access to that data, you need both the 

government and the user to agree, and only with both keys can you access data or white papers. 

I have faith in the technical solutions, but they must be tested further.”       

 In conclusion, neither a review of scholarly perspectives nor data gathered from the 

experts have confirmed a unified perception of how to protect privacy while facilitating IFA 

activity. There is no universal view on the design of a CBDC, as it largely depends on the 

different objectives and technological design options, as well as the legal framework. 
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6.6. Conclusion  

This chapter has primarily contributed to a better understanding of privacy and IFA and 

carefully studied potential solutions to safeguard privacy issues and IFA, along with existing 

scholarly research and the opinions of experts in the field. Privacy and IFA go hand in hand and 

are both integral components of the design of a CBDC. There are many complex considerations 

surrounding which authorities will have the data, how they can use it, and under what 

circumstances. Payments give insights into individuals behavior, and a CBDC could make 

individuals prone for being used for political purposes, for example. Privacy in CBDC cannot 

be compared to privacy in cash, as there will always be digital traces. It can be said that there 

is no one-size-fits-all CBDC solution that would be suitable for all Central Banks, as the design 

is dependent on the diverse policy objectives of each jurisdiction.     

 The chapter outlines modern design options, including cryptographic techniques such 

as limits or anonymity vouchers, etc., that can mask identity. The experts, as well as the scholars 

view technical design as a potential solution, despite one group of experts in the study also 

sharing technical concerns and found the topic to be controversial. These choices would not 

hinder the misuse of data, and research on the topic is lacking, as all these options merely 

provide a technical framework and are not yet final. Furthermore, the chapter has concluded 

additional methods to safeguard privacy and detect IFA. The experts interviewed outlined self-

sovereign identities, zero-knowledge proofs, encoding of identities, blind signatures, etc. as 

potential methods from the technical side. These possible solutions could offer higher degrees 

of privacy and IFA protection, but they would require further testing based on real-life 

situations, as most banks are still in the research phase. Additionally, one expert emphasized 

doing regular audits by an independent body, while another noted that there should be a more 

informed discussion about how privacy can be ensured at the legal level, as technology is 

continuously evolving along with unanticipated challenges. Technical frameworks cannot be 

made effectively without the backbone of an effective legal regulatory framework.  
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Chapter 7: Conclusion and final remarks – Group part 

Current CBDC research has only partially addressed the implications and challenges of 

launching a retail CBDC on various stakeholders such as Central Banks, commercial banks, 

and end-users. Therefore, we believe that this thesis contributes to fill a research gap, by 

analyzing the key implications and challenges of a general-purpose CBDC from three different 

perspectives: economics, privacy, and technology. This holistic approach allowed us to 

understand the global impact of CBDCs, apart from the various trade-offs that exist.  

 We contribute to the existing literature by conducting interviews with experts from 

various industries to provide superior recommendations for retail CBDC designers on how to 

successfully develop digital currency to mitigate legal and financial risk. We realized that 

implementing a new form of alternative payment for the public will have a significant effect on 

the economy and society. Therefore, Central Banks are strongly recommended to conduct a 

full-scale analysis and several pilot projects before integrating CBDC as a new means of 

payment. This involves inter alia the preparation of a strategic roadmap with clear objectives 

that are aligned with domestic policy, legal and financial foundational principles. Furthermore, 

it is essential to link the architectural model with country-specific legal, financial, and cultural 

frameworks, since a universal approach would not be the most viable option due to strong 

discrepancies. In addition, an extension of the domestic r-CBDC model is imperative to ensure 

international operability with digital currencies of other countries.    

 Due to the strong impact on different stakeholders, it is crucial that CBDCs are 

successful if implemented, mainly in terms of acceptance, convenience, and resilience of 

payment systems. In fact, if CBDCs are not widely adopted due to complexity or even safety 

issues, this could raise a variety of questions on Central Bank’s authority and reliability. The 

truth is that one of the main motivations of Central Banks to launch a CBDC relies on the 

current digital and cryptocurrency trends observed in the markets, which may undermine 

Central Banks’ authority and monetary sovereignty. In fact, if adopted widely, private digital 
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currencies might hinder the effectiveness of monetary policy and even financial stability. Even 

if valid, this reason alone does not seem to be enough for the creation of CBDCs, as this should 

be an innovation moved not only by a Central Bank need, but also by public/end-user need.  

The three different analyses allowed us to gather a broad range of opinions, ranging 

from scholars to experts working in different industries. Starting with Chapter 4, one can 

mention the importance of aligning CBDCs with the financial stability goal of Central Banks, 

given that a CBDC that would harm one of the main goals of Central Banks would be 

counterproductive and even lose its purpose. Depending on the design, CBDCs might heavily 

change the landscape under which monetary policy is conducted. On the one hand, they may 

eliminate the need for unconventional policies, given the ability to perfection the monetary 

policy transmission mechanism through an interest bearing CBDC. On the other hand, 

unconventional policies such as Helicopter Money might be easier to conduct, given the 

enhanced targeting capacity of Central Banks when injecting funds in the economy. Plus, the 

CBDC design will necessarily influence the higher or lower risk of bank runs and bank 

disintermediation, thereby influencing financial stability in a positive or negative way.  

 Chapter 5 analyzed the various design considerations and the associated trade-offs that 

the CBDC designer might face when implementing a retail CBDC for the general public. It is 

suggested that each Central Bank select the most appropriate design choice with professional 

judgement and align it with domestic cultural, legal and policy objectives. The pursuit of a 

collaborative design approach with other stakeholders minimizes the risk of developing a digital 

currency with low viability. The two common key factors that should be on the priority list of 

each CBDC designer are “Privacy” and “Interoperability”. Additionally, recent technologies 

provide myriad opportunities to make payment systems more cost efficient (e.g., reduction in 

cost of currency management), however, there are some critical touchpoints that need to be 

considered by CBDC practitioners to mitigate the threat of bad actors committing cyber- and 
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sophisticated malicious attacks. Therefore, appropriate measures need to be developed to 

leverage the benefits of the respective CBDC system. Lastly, significant importance needs to 

be place on the societal education about r-CBDC merits to ensure a high adoption. 

 Chapter 6 examined the implications and challenges of privacy in a CBDC with respect 

to IFA. Both components are integral in the design of a CBDC and must be balanced to preserve 

privacy of CBDC users and protect their data while combating illegal activity. The study 

identifies several technical design options, that cannot be made effectively without the 

backbone of a legal regulatory framework. These technological options need further testing 

based on real-world cases, as most banks are still in the pilot and research phase. It is to be 

noted that the design of a CBDC depends on the objectives of the respective jurisdiction and 

must therefore provide regulatory clarity as a preliminary objective. 

7.1 Limitations and Future research  

CBDCs are currently on the verge of being introduced by many Central Banks worldwide, and 

yet there are many unanswered questions. Once implemented, it would be relevant to assess the 

financial and economic impact of CBDCs in different geographies and jurisdictions, by having 

real-life numbers on the acceptance, use and on the implications on both Central Banks and 

commercial banks’ balance sheets. This would allow to examine country-specific and regional 

case studies on the design of CBDCs. Also, the “financial inclusion” argument should be further 

investigated to confirm or deny that underdeveloped economies will benefit from CBDCs. 

 In addition, there are still questions related to the environmental impact of CBDCs, 

mainly the energy consumption aspect which should be investigated in the future. Plus, setting 

a holding rate or limit on CBDC deposits can reduce its attractiveness compared to cash. Thus, 

this balance on user preferences should be addressed in the future. Once empirical evidence is 

gathered, it will be revealed if CBDCs, as a disruptive innovation, can deliver on the promises 

made in the literature and by supporters. 
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Appendix 

Interview-guides and Reports 

 

 

Interview Guide Sub- QR 3 

Dear Participant,   

We are pleased that you have agreed to participate in this interview guide, and we thank you 

very much for this. Without your contribution, this research would not be possible. You are 

making a great contribution to our master’s thesis at the NOVA School of Business and 

Economics.  

The purpose and objective of the study are to analyze the implications and challenges of a 

Central Bank Digital Coin (CBDC). One topic of our master's thesis focuses on privacy and 

illicit financial activities (e.g., money laundering, terrorist financing). 

The interview is divided into two parts:   

1) First, we would like to start with some general questions about yourself and your 

profession. 

2) Subsequently, we would like to discuss with you the implications and challenges of 

Central Bank coins with regards to the three subjects mentioned above. 

It goes without saying that we adhere to a high standard of data protection, so that the evaluation 

is anonymous and has no reference to society.  

Declaration of consent   

"I agree that the interview conducted with me may be used for the evaluation within the scope 

of the master’s thesis. I have been assured that all personal data that could be used to draw 

conclusions about my person will be anonymized and that these data, as well as the interview 

guide, will be deleted after completion of the master’s thesis."   

 

• Do you agree? ○ Yes   ○ No  
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Our interest is in gaining insight into your experiences and views on the topics covered in this 

interview. Thus, there are no right or wrong answers.  

 

Part 1: General section 

General questions about yourself and the expertise of the industry 

Q1) Who is your current employer?  

 

Q2) What is your current position in the 
company?   
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Part 2: Discussion 

We would like to proceed with the second part of the questions. We are interested in questions 

about the impact and challenges related to privacy and illegal financial activities, that ultimately 

helps answering our research question: 

Implications and Challenges of CBDCs' Privacy: How to Safeguard Consumer Privacy 

without Facilitating Illicit Financial Activity? 

Privacy and CBDC 

First, we would like to hear your thoughts on the privacy aspect of a CBDC. We are interested 

in your perceptions of the challenges and drawbacks of dealing with privacy, as well as the 

benefits you believe a CBDC provides in terms of privacy. The principles of privacy and 

personal data protection are codified in law in articles 7 and 8 of the Charter of Fundamental 

Rights of the European Union. "1. Everyone has the right to the protection of personal data 

concerning him or her. 2. Such data must be processed fairly for specified purposes and based 

on the consent of the person concerned or some other legitimate basis laid down by law. 

Everyone has the right to know what information has been collected about them and to have it 

corrected. 3. Compliance with these rules shall be subject to control by an independent 

authority." 

 Q3) How many years have you been in the 
CBDC industry? 
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Please rate the following assertions about the lack of privacy in a CBDC on a scale of one to 

five, with 1 representing "strongly disagree" and 5 representing "strongly agree.” 

 

Q1) What challenges or drawbacks do 
you think CBDCs might have with 
respect to privacy? (e.g., loss of identity, 
exposure of sensitive information, etc.)   

 

 

 

 

 

 

 

 

 

 

 

 Please type your answer here: 

 

 

 

 

 

 

Q2) When a Central Bank coin is designed to lack privacy, does spamming, stalking, 
robbery, and identity theft occur?  

 Do not agree (=1)   ○    ○    ○    ○    ○                 Agree (=5)             

 1        2        3       4        5                           

Explanation?  Explicitly ask for extreme results (1 and 5).   

 

 

 

 

 

 

 

dfdf 
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Q3) Compared to cash, what benefits does 
a CBDC have in terms of privacy? Does it 
provide the same privacy? 

 

 Please type your answer: 

Q4) Do you believe it is feasible to design 
a CBDC in such a way that it is 
untraceable?  

If yes/no – main reasons?  

 

 Please type your answer: 
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Q5) Do you believe that a CBDC could 
be more trustworthy with or without 
legislative entrenchment? (e.g., enshrined 
in law as legal tender)  

 

 Please type your answer here and justify 

it: 

Q6) What safeguards exist for privacy in 
a CBDC? (e.g., fundamental rights, data 
protection) 

 Please type your answer here: 
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Privacy and Illicit Financial Activity 

Next, we would like to hear your take on several prospective approaches to protect privacy but 

also uncover illicit financial activity (e.g., money laundering, terrorist financing, etc.). 

 

Please rate the following assertions about potential solutions with respect to privacy and illicit 

financial activity on a scale of one to five, with 1 representing "strongly disagree" and 5 

representing "strongly agree."  Are the proposed solutions both feasible and reasonable? 

 

 

 

 

 

 

 

 

Q7) What capabilities do you see to ensure 

as much privacy as possible in a CBDC but 

still detect illicit financial activity (e.g., 

money laundering, terrorist financing)?  

 Please type your answer here: 

Q8) Technical design could solve the problem (e.g., cryptographic techniques, token 

based CBDC, etc.). 

Do not agree (=1)   ○    ○    ○    ○    ○                 Agree (=5)             

 1        2        3       4        5                           

Explanation?  Explicitly ask for extreme results (1 and 5).   
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Q9) Legislation could solve the problem (e.g., changing the law, etc.) 

Do not agree (=1)   ○    ○    ○    ○    ○                 Agree (=5)             

 1        2        3       4        5                           

Explanation?  Explicitly ask for extreme results (1 and 5).   

 

 

 

 

 

 

 

dfdf 

 

Q10) Threshold or anonymity vouchers could help solve the problem (e.g., transfer 

anonymity up to certain amount, use a voucher for anonymous transfer, etc.)   

Do not agree (=1)   ○    ○    ○    ○    ○                 Agree (=5)             

 1        2        3       4        5                           

Explanation?  Explicitly ask for extreme results (1 and 5).   

 

 

 

 

 

 

 

dfdf 

 

Q11) Other options to safeguard privacy 

but detect illicit financial activity? 
 Please type your answer here: 
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That brings us to the end of the interview. We would like to ask you if there are any additional 

notes you would like to add to the topic we have discussed so far that have not yet been covered 

and that you would like to include. 

 

We would like to thank you very much for your participation in our interview.

Q12) What remarks on the topics discussed 

so far are there that have not yet been 

addressed and that you would like to add? 

 Please type your answer here: 
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Interview Report for sub- RQ 3: Expert 1  

Interviewee Information 

 

Name 
Anonymous 

Position  
Senior Payment Expert/ 

Innovation Hub  

Date of Interview  
26/10/2022 

Purpose 
This interview aims to 
understand the implications and 

challenges of CBDC’s privacy 

and illicit financial activity. The 
objective of the interview is to 

evaluate the findings presented 

in the literature. The focus of 

the interview is to gain further 
insight into the above-

mentioned topics and identify 

certain commonalities while 
naming distinctions to the 

scholarly view. 

Main Insights and Recommendations 

Theme 1: Privacy aspect of a CBDC  

• Compared to cash, CBDC will always lose in terms of privacy 

• Safeguards for privacy are existing data protection regulations, followed by technical design (pseudonymity 

and cyber resilience) 

• Lack of privacy means lack protection for those involved in illicit activities 

• CBDC need to bring a value add and privacy could be a deciding factor. There is a discrepancy between stated 

and revealed preference regarding privacy: Privacy is of the utmost importance for people, even though most 
people use Big Tech solutions.  

• Legal Tender could help great acceptance of CBDC and also support the government in digitization.   

 

Theme 2: Privacy and Illicit Financial Activity  

• CBDC needs to fulfill AML/CTF regulations, as a CBDC should not be a haven for illicit activities   

• Both extremes could lead to reputational damage, which Central Banks have to avoid at all costs. There is a 

fine line between privacy and AML/CTF, and there is a need to implement some kind of pseudonymity with 

the possibility for investigative authorities to get hold of the data after a digital search warrant issued by an 

independent judiciary (separation of powers is important) 

• Make use of existing intermediaries and use their known capabilities to combat financial crime  

• Technical innovations could help solve the issue (e.g., self-sovereign identities), but there are also techniques 
to avoid such as smurfing 

• The main weight falls on the investigative authorities 

 

 

 

 

 
Source: own illustration 
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Interview Report for sub- RQ 3: Expert 2 

Interviewee Information 

 

Name 
Anonymous 

Position  

Senior Consultant Emerging 
Technologies / PhD on Central 

Bank Digital Currencies and 

cryptography 

Date of Interview  
28/10/2022 

Purpose 
This interview aims to 

understand the implications and 
challenges of CBDC’s privacy 

and illicit financial activity. The 

objective of the interview is to 

evaluate the findings presented 
in the literature. The focus of 

the interview is to gain further 

insight into the above-
mentioned topics and identify 

certain commonalities while 

naming distinctions to the 

scholarly view. 

Main Insights and Recommendations 

Theme 1: Privacy aspect of a CBDC  

• CBDC should have a cash-like design, which depends on the technical design of a CBDC 

• Traceability must be undermined, which would solve most of the privacy issues 

• Technical concepts are available to protect privacy 

• Cash will always have advantages in terms of privacy. However, technical design choices can be a means to 

make it more or less private.  

• A CBDC should have legal tender status to gain wide acceptance in the first place. In addition, it should have 

simple regulated access, especially for older people (high acceptance). 

Theme 2: Privacy and Illicit Financial Activity  

• CBDC should have AML spending limits, technical capabilities could also be the integration of identity in the 

coin → should be built on a blockchain to avoid double-spending. In this case, the Central Bank would be the 

public ledger. It would be possible to verify what exists only once. In the process money laundering would also 
benefit.  

• CBDC needs a good legal framework 

• Threshold, for example, could not improve privacy, but the technical design 

• ZKP, Blind signatures 

• Illegal financial activity will always find its way – measures will not be enough to fully detect IFA 

 

 

 

 

 

Source: own illustration 
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Interview Report for sub- RQ 3: Expert 3 

Interviewee Information 

 

Name 
Anonymous 

Position  
Researcher and professor for 
CBDC, Business informatics  

Date of Interview  
01/11/2022 

Purpose 
This interview aims to 
understand the implications and 

challenges of CBDC’s privacy 

and illicit financial activity. The 
objective of the interview is to 

evaluate the findings presented 

in the literature. The focus of 

the interview is to gain further 
insight into the above-

mentioned topics and identify 

certain commonalities while 
naming distinctions to the 

scholarly view. 

Main Insights and Recommendations 

Theme 1: Privacy aspect of a CBDC  

• Under the EU GDPR, financial data might be classified as sensitive information, that requires special care. 

Examples of such data could then be identity-related information (buyer and seller names, age, gender, address) 

and transaction-related information (purchased goods or services, price, purchase frequency).  

• A lack of privacy would enable Central Banks, government to gather and process the data. The individual 
would therefore be in danger of stricter control and supervision by these actors and the government.  

• Cash remains the most anonymous payment method, as no digital information is produced and stored. 

• Privacy-enhancing technologies could be somewhat ensured by Blockchain/ DTL technology or even ZKP. 

• CBDC needs a competitive advantage to be adopted by individuals. Privacy could be this advantage. Further 

problem: Most individuals are satisfied with their choice of payment.  

• Most people are not aware of the concept of legal tender, and if people distrust CBDC they will likely distrust 

political, and legal governmental institutions such as Central Banks  

• Most important safeguard: Privacy is declared as a fundamental right that does not guarantee that rights are 
violated or that they are enforced.  

• CBDC should be designed in the beginning so that all actors are not able to gather information and make 

inferences from CBDC transactions. 

Theme 2: Privacy and Illicit Financial Activity  

• Research is lacking in this regard to detect IFA but protect privacy 

• Options: only a certain number of transactions per entity could be transferred anonymously, while others 
would be transparent; the upper limit per transaction would be one option. 

• Some solutions (e.g., token-based approach) come with other disadvantages, such as a decrease in payment 

speed or number of transactions per second. 

• Central Banks will decide against Threshold/ Anonymity Vouchers looks unconventional and messy. If this 

were to be the only option, Central Banks would rather go for a more transparent CBDC 
 

Source: own illustration 
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Interview Report for sub- RQ 3: Expert 4 

Interviewee Information 

 

Name 
Anonymous 

 

Position  
Digital Law Team; prior: Audit 

with digital focus 

Date of Interview  
02/11/2022 

Purpose 
This interview aims to 

understand the implications 
and challenges of CBDC’s 

privacy and illicit financial 

activity. The objective of the 

interview is to evaluate the 
findings presented in the 

literature. The focus of the 

interview is to gain further 
insight into the above-

mentioned topics and identify 

certain commonalities while 

naming distinctions to the 

scholarly view. 

Main Insights and Recommendations 

Theme 1: Privacy aspect of a CBDC  

• CBDC cannot have the same level of privacy as cash 

• There is a need for continuous supervision of the enforcement of this regulation. That means that a CBDC 

should be designed in a way that all actors are not able to get sensitive information and can make inferences 
from a CBDC transaction data to perform activities against their wishes.  

 

Theme 2: Privacy and Illicit Financial Activity  

• Regular audits of government access to private transactions could be performed by an independent body 

explicitly designed to protect user privacy, which in turn could also monitor for potential AML/ CTF abuse.  

• Technological innovation can be a means to balance these competing priorities, but technology is simply 

inadequate to avoid the misuse of this data if the government insists on the data. 

• The assumption is that CBDC must comply with all these existing AML, CFT, and KYC rules, but this is not 

necessarily true. The regulations are statutory, but Congress could modify these obligations.  

• There should be a more informed discussion of how privacy in CBDC should be preserved at the legal level, 
rather than solely relying on technology that might not have been tested in real-life scenarios 

 

 

 

 

 

Source: own illustration 
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Interview Report for sub- RQ 3: Expert 5 

Interviewee Information 

 

Name 
Anonymous 

 

Position Alternate Member of 

the Governing Board/ Several 

papers on CBDCs 

 

Date of Interview  
04/11/2022 

 

Purpose 
This interview aims to 

understand the implications and 

challenges of CBDC’s privacy 
and illicit financial activity. The 

objective of the interview is to 

evaluate the findings presented 
in the literature. The focus of the 

interview is to gain further 

insight into the above-

mentioned topics and identify 
certain commonalities while 

naming distinctions to the 

scholarly view. 

Main Insights and Recommendations 

Theme 1: Privacy aspect of a CBDC  

• Extremely difficult to get the same level of privacy in CBDC as with physical cash. As soon as people make 
payments digitally there will always be traces, and people leave some data.  

• It is important to design a CBDC in the beginning in a way to preserve privacy (e.g., when you have a system, 

you cannot add features later on). Privacy has to be thought through in the design.  

• Still somewhat controversial, as data and privacy can still be abused.  

• Privacy is declared to be a fundamental right and, in the legislation  

 

Theme 2: Privacy and Illicit Financial Activity  

• One way to get privacy but detect illicit financial activity is through asymmetric privacy. Total anonymity when 

someone pays, but not as a receiver. Through that, there might be options to prevent illicit use, as the receiver 

is always visible and cannot avoid taxes. That would also protect the buyer, as no one should know what the 
buyer is purchasing. This option would be less private than cash, but a payer would have total anonymity. 

• Other cryptographic techniques, such as a “whitelist”. In that case, people have to preregister, meaning to be 

whitelisted, where ZKP could help identify that people are on that so-called “while list”. Different idea from 

what is otherwise suggested or even required of regulators.  

• Other options: Cryptographic techniques (e.g., distribute keys) 

• Parliamentary committed to overview governments, but history tells that it usually doesn’t work well. 

 

 

 

 

                                                                                                                               Source: own illustration  
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Figure I: Cash usage evolution in the Netherlands and Germany (% of total transactions). 

 

 

 

 

 

 

 

 

 

 

Source: Bundesbank, DnB/Betaalvereniging Nederland in Panetta, Fabio. 2022. “Policy Panel on Central Bank 

Digital Currencies.”  

 

 

Figure II: Platform Model of a CBDC. 

 
Source: Bank of England. (2020). “Central Bank Digital Currency Opportunities, challenges and design 
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Table I: Current Status of CBDC projects 

Digital 

Currency  

Country/Region  Central 

Bank(s)  

Announcement 

year  

Status  Retail/Wholesale  Structure  DLT/Non-

DLT  

Main goals of the CBDC  

Sand 

Dollar  

Bahamas  Central Bank 

of Bahamas  

2022  Launched  Retail  Token  DLT  The CBB is to add more features to the next 

version of the Sand Dollar’s ‘core 

application’ to allow financial institutions to 

“seamlessly structure and manage merchant 

fee arrangements”  

e-CNY  China  People's Bank 

of China  

2022  Pilot  Retail  Account  Non-DLT  The main goal of e-CNY to provide a 

convenient, yet more efficient and secure 

retail payment system to increase financial 

inclusion, preserve monetary sovereignty, and 

to provide a "back up" payment infrastructure 
for the private sector payment solutions. 

Further, fair competition and interoperability 

should be promoted.  

Dinero 

Eletronico  

Ecuador  Central Bank 

of Ecuador  

2017  Cancelled  Retail  Account  Non-DLT  Electronic money will not only help the poor 

but will act as a cost-saving mechanism for 

the government: Ecuador spends more than 

$3 million every year to exchange 

deteriorating old notes for new dollars.  

Digital 

Euro  

Euro Area  European 

Central Bank  

2022  Research  Retail/Wholesale  Account/Token    A digital euro could support the Euro 

system’s objectives by providing citizens 

with access to a safe form of money in the 

fast-changing digital world.  

e-Naira  Nigeria  Central Bank 

of Nigeria  

2022  Pilot  

  

Retail    DLT  The aim is to increase efficiency in cross-

border payments, increase financial inclusion, 

facilitate remittances, and reduce informality  

e-Krona  Sweden  Sveriges 

Riksbank  

2017  Proof of 

Concept  

Retail  Account/Token  DLT  The main goal of the e-krona is to counteract 

the declining use of cash and increase 

financial stability  

USA 

CBDC  

United States of 

America  

US Federal 

Reserve  

2022  Research  Retail/Wholesale    DLT    

Source: CBDC Tracker. 2022. “Today’s Central Bank Digital Currencies Status.” CBDC Tracker. December 8, 2022. https://cbdctracker.org/. 
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Table II: Blockchain Fundamentals. 

Blockchain Features (I) Qualities of Blockchain (II) 

Block (see. Bitcoin Block III) 

   Block Header – Metadata (…) 

   Transaction Data  

Node (N.) = computer connected to network 

   Full N. – store date; ensures transaction validity 

   Lightweight N. – no storage of data; pass to full n. 

Ledger = Database 

   Records transaction history  

Public-Key-Cryptography (PKC) 

   Encrypt and Decrypt Data 

Security 

   Cryptographically secured  

Resiliency  

   Fault tolerance; copies of the entire BC 

Immutability 

   Append-only; read and write  

Transparency 

   Visible to all participants  

Verifiability 

   U. able to verify each b. independently   

Source: Anwar, Hasib. “The Ultimate Blockchain Technology Guide: A Revolution to Change the World.” 

Structure of a Block, e.g., Bitcoin (III) 

                                BITCOIN BLOCK                                                           DESCRIPTION  

 

 

 
 

 

 

 

Source: Marc Steiner. “Description of Bitcoin Blocks and Transactions.” 

Transaction Process: Step-by-Step View (IV) Public-Key Cryptography, PKC (V) 

 

 

 

  

 

Source: Medium, “Smart Contracts the Key of Web3.” Source: IBM, “Public Key Cryptography.” 

 

(1) User: Transaction Request 

(2) Block Creation

(3) Broadcasted to full nodes 

(4) Validation

(5) Block added to chain

(6) Verification and Execution

Original data

 

 

  

Scrambled 

data 

Original data 

ENCRYPTION 

DECRYPTION 

Public Key 

Private Key 

Key 

• Hash from previous block 

        Connection to previous block 

• Metadata 

        Block version number  

        Time stamp & Difficulty 

• Nonce 

        Number used once  

• Merkle Root 

        Summary of all transactions  

• Transactions per block 

        Full nodes save all transactions  

 

BLOCK HEADER 

Hash from previos Block  

Merkel root 

MetaData Nonce 

Transactions #1 

Transactions #N 

 

Digital Euro: 

A matter of 
time?! 
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Table III: Types of Blockchain Technology. 

Feature   Public Private  Consortium/ Federal 

Consensus Determination   All miners One organization Selected set of nodes 

Access  Permissionless Permissioned Permissioned 

Efficiency    Low High High 

Transaction Speed     Slow Fast Fast 

Centralized   No Yes Partial 

Notes: Overview of the main blockchain types.                                                                                                

Source: Adopted from Zheng et. al 2018b, “Blockchain Challenges and Opportunities: a survey”. 

 

 

Table VI: Overview of interviewees for sub- RQ 3. 

No. Interviewee Position Organization      YOE 

1 E1 Senior Payment Expert/ 
Innovation Hub 

Deutsche 
Bundesbank 

8+ 

2 E2 Senior Consultant Emerging 

Technologies / PhD on Central 

Bank Digital Currencies and 
cryptography 

Ernst & Young 6+ 

3 E3 Researcher and professor for 

CBDC, Business informatics 

Goethe University 

Frankfurt 

4+ 

4 E4 Digital Law Team; prior: 
Audit with digital focus 

Ernst & Young 7+ 

5 E5 Alternate Member of the 

Governing Board 

Swiss National 

Bank 

10+ 
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    Glossary 

Articles and Regulation Definition and Explanation 

Monetary System  

Article 128 of the Treaty on the 

Functioning for the European Union 

(TFEU 1957, 1) 

“1.   The European Central Bank shall have the exclusive right to authorize the issue of euro 

banknotes within the Union. The European Central Bank and the national Central Banks may issue 

such notes. The banknotes issued by the European Central Bank and the national Central Banks shall 

be the only such notes to have the status of legal tender within the Union.” 

Title 31 – Money and Finance § 510. 

Legal Tender (US Code, 1926)  

 

“United States coins and currency (including Federal reserve notes and circulating notes of Federal 

reserve banks and national banks) are legal tender for all debts, public charges, taxes, and dues. 

Foreign gold or silver coins are not legal tender for debts.” 

Central Bank Functions  

Article 127 of the Treaty on the 

Functioning for the European Union 

(TFEU 1957, 1) 

1. The primary objective of the European System of Central Banks (hereinafter referred to as 

‘the ESCB’) shall be to maintain price stability. Without prejudice to the objective of price 

stability, the ESCB shall support the general economic policies in the Union with a view to 

contributing to the achievement of the objectives of the Union as laid down in Article 3 of 

the Treaty on European Union. The ESCB shall act in accordance with the principle of an 

open market economy with free competition, favoring an efficient allocation of resources, 

and in compliance with the principles set out in Article 119. 
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Privacy and Data Protection  

Article 7 and 8 in the Charter of 

Fundamental Rights (CFR 2007). 

 

Article 8 of the Convention for the 

protection of human rights and 

fundamental freedoms (ECtHR 1950). 

“1. Everyone has the right to the protection of personal data concerning him or her. 2. Such data 

must be processed fairly for specified purposes and based on the consent of the person concerned 

or some other legitimate basis laid down by law. Everyone has the right of access to data which has 

been collected concerning him or her, and the right to have it rectified. 3. Compliance with these 

rules shall be subject to control by an independent authority”. 

Right to respect for private and family life 

“1. Everyone has the right to respect for his private and family life, his home and his correspondence. 

2. There shall be no interference by a public authority with the exercise of this right except such as 

is in accordance with the law and is necessary in a democratic society in the interests of national 

security, public safety or the economic well-being of the country, for the prevention of disorder or 

crime, for the protection of health or morals, or for the protection of the rights and freedoms of 

others.” 

Article 12 of the Universal Declaration 

of Human Rights (UNGA 1948).           

“No one shall be subjected to arbitrary interference with his privacy, family, home or 

correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the 

protection of the law against such interference or attacks.” 

General Data Protection Regulation 

(GDPR) (EC and EUCO 2016) 

 

“EGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 

on the protection of natural persons with regard to the processing of personal data and on the free 

movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)” 

 
Note: Official version of the GDPR is 261 pages long. 
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Technical Terms    

Blind signatures  Blind signatures allow a user to obtain a signature from a signer without learning anything about the 

message that the user signed or the contents of the message. The user can obtain a valid signature only 

after interacting with the signer once.  
  

Source: Chaum David. 1982.” Blind signatures for untraceable payment” Advances in Cryptology.   

Zero – knowledge proof   

  

In simple terms, a zero-knowledge proof is a technique in which one entity, the so- called prover may 

prove something to another entity, the so- called verifier without giving any information other than the 

fact that that specific assertion is true. In that case, the proofer is just getting limited or no information.   

  
Source: Feige, Uriel, Amos Fiat, Adi Shamir. 1988. “Zero- Knowledge Proofs of Identity”. Journal of Cryptology 1:77-

94.  

Self – sovereign identities   Self- sovereign identities are defined as “a specific approach within the digital identity concept that 

empowers the individual to hold their credentials and issue specific consent to share them.” (IOHK 

2021, 6)  

  
Source: IOHK. 2021.” What is decentralized identity?”  

 

 

 

 

 

 

 

 


