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ABSTRACT

In the insurance sector, machine learning techniques are widely employed to aid
auditing teams in identifying potentially fraudulent claims. At Future Healthcare Group, an
unsupervised anomaly detection (UAD) model has been deployed to support a dedicated
team in the audit process. This model incorporates an autoencoder for dimensionality
reduction of part of its feature space. This project starts with the question: 'Is it possible to
increase the efficiency of the current UAD model by increasing its interpretability with SHapley
Addictive Explanations (SHAP)?'. Due to its 'nested architecture' the direct implementation of
SHAP explanations directly into this model poses computational challenges namely in
uncovering the information compressed by the autoencoder. This project aimed at developing
a framework that efficiently integrates SHAP explanations into the unsupervised anomaly
detection model. This project is divided in two steps: In the first step, it focuses on building
the framework; in the second, the framework output is evaluated. The framework increased
the efficiency of the model. This was achieved mainly by indirectly increasing the UAD model
performance. The presence of the explanations allowed to uncover observations classified as
anomalous due to its rarity that were not true anomalies by business definition. This allowed
the pre-filtration of these, which contributed indirectly to the increased performance of the
based model. In summary, the developed framework offers an efficient solution for integrating
SHAP explanations into an unsupervised anomaly detection model, particularly when a part
of the feature space undergoes compression via an autoencoder.
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Health Insurance; Fraud Detection; Unsupervised Learning; Anomaly Detection;
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1. INTRODUCTION

This project was developed in the context of an academic traineeship at the Future
Healthcare Group (FHG), under the supervision of Professor Roberto Henriques and the
practical guidance of Ana Pina and Ricardo Galego. FHG is a Portuguese private group founded
in 2003, mainly focused on healthcare plans and healthcare insurance management that
operatesin Europe and in South America. As a common practice of the global insurance sector,
including the healthcare insurance industry, there is a dedicated team within the group
focused on the claim assessment. It seeks to, among other objectives, actively identify and
analyze potentially abusive and fraudulent behavior.

Healthcare fraud is a pervasive global phenomenon that exerts a substantial economic
impact, leading to reported losses estimated in the billions of dollars worldwide (Morris,2009;
NHCAA,2021; Glee et al, 2010; Zhang et al, 2020). The International Social Security Association
(ISSA, 2022) recognizes the healthcare insurance sector as a prime target for healthcare fraud
which is by nature difficult to evaluate. The same author state that shifting the paradigm from
post-detection to prevention, has emerged as a more effective approach in managing
improper healthcare expenditures, and that emergent technologies such as Artificial
Intelligence (Al) and advanced analytics are in the leading front of this change.

In recent years, Al namely through Machine Learning (ML) has been progressively used
as an extension and an enhancement tool of the conventional ruled-based fraud detection
systems, which despite their good results are traditionally less adaptive to sudden changes.
The unique ability to learn from data, makes ML suitable to detect data patterns often not
apparent to human eye or to ruled-based-systems (Gupta, 2023). However, the outputs
generated by ML, despite their reported effectiveness, often pose challenges for human
interpretability unlike the more transparent nature of rule-based systems. The tendency to
behave like a ‘black box’ has been a significant obstacle to its widespread adoption, a
challenge not confined to the insurance sector alone (Tu, 1996; Elshawi et al, 2019; Petch et
al, 2022).

Explainable Artificial Intelligence (XAl) is an advancing field committed to the
improving transparency of machine learning (ML) automated systems. (Abadi and Berrada,
2018). lts primary objective is to enhance the understandability of the decision-making
processes in these systems, driven by both development needs and legal requirements
(Goodman and Flaxman, 2017). XAl techniques aim to demystify the 'black box' models,
providing insights into how these arrive to their predictions, thus fostering trust and
accountability in automated decision systems (Barreto Arrieta, et al, 2020). Several techniques
have been developed and tested in the last years. One of the most popular is Shapley Additive
Explanations (SHAP) developed by Lundberg and Lee (2017), based on the game theory
concepts of Shapley Values introduced by Lloyd Shapley in 1953. SHAP has been extensively
applied in various fields, including military, healthcare, and insurance (Mihirette and Tan,
2022; Stenwig et al, 2022; Serré et al, 2021; Bora et al, 2021). While acknowledging that SHAP



may be computationally less efficient than alternative methods, such as Local Interpretable
Model-Agnostic Explanations (LIME), it is important to emphasize that SHAP was the chosen
interpretability technique for this project. This decision followed initial testing, which included
a comparison with LIME during the project's early phases. However, due to observed
inconsistencies after several iterations with the same pool of observations, LIME was not
included in the subsequent stages of this project. Notably, Molnar (2022), in the LIME chapter
of his work 'Interpretable Machine Learning,' also highlights similar concerns about LIME's
explanation variation, especially when sampling is repeated. The election of SHAP as the
explainability technique to be used in this project, was made due to the recognized SHAP’s
theoretical robustness, which according with some authors (Alvarez-Melis and Jaakkola, 2018;
Molnar, 2022) provides more consistency and less variables results when compared with
LIME. This recognized robustness can be attributed to solid theoretical foundations and
mathematical properties of SHAP values, which ensure more reliable and interpretable
explanations (Lundberg and Lee, 2017; Alvarez-Melis and Jaakkola, 2018, Molnar, 2022).
Hence, despite the potential higher computational resources demand, the consistency of
results made SHAP the preferred choice as the interpretation technique in this project.

Currently in FHG, an unsupervised anomaly detection model (UAD model) based on
the Isolation Forest algorithm, has been used to support the identification of potentially
fraudulent claims, which before any decision are mandatory to be evaluated by a human. Due
to the uninformative nature of the ML models, it's often not clear to the audit the reasons
behind the model's classification of certain claims as anomalies. The inclusion of explanations
to the model output could help the audit team and therefore increase the efficiency of the
UAD model. Therefore, this project started with the goal of answering the following question:
'Is it possible to increase the efficiency of the current UAD model by increasing its
interpretability with SHAP?'. However, the direct implementation of an explainability
technique such as SHAP, into the UAD model, poses some challenges since this model uses an
autoencoder to compress part of its input feature space before the anomaly detection step.
The architecture of this model is described further on this work, in section 1.2.

To tackle the challenge posed by the ‘nested’ architecture of the UAD model, our
project aimed at developing a framework that could allow the explanation of suspicious claims
identified by the UAD model in an efficient way without losing the quality of these
explanations. By producing human understandable explanations for the output of the UAD
model, this framework would help answer our research question: 'Is it possible to increase the
efficiency of the current UAD model by increasing its interpretability with SHAP?'.

1.1 — THESIS ORGANIZATION

The organization of this thesis proceed as follow:

Section 1 (Introduction): In this section, we introduce the project's topic, context, and
the primary research question. We also provide a description of the Unsupervised Anomaly
Detection (UAD) model to help readers understand the context of the explanation framework.



Section 2 (Literature Review): This section offers a comprehensive review of the
existing literature on XAl techniques, specifically focusing on SHAP. We explore how these
techniques are applied to explain the outputs of unsupervised learning models, namely when
there is a degree of dimensionality reduction performed by autoencoders. Key theoretical
frameworks and their applications in the insurance sector are examined.

Section 3 (Methodology): This section outlines the research methodology used in this
thesis. It includes the experiences that contributed to both the construction and evaluation of
the explanation framework. The Sections 3 to 5 are subdivided into two distinct components:
'Framework Construction' and 'Framework Evaluation,' each elucidating specific aspects of the
research process. The framework construction section explores the experiences that led to
the construction of the framework for generating explanations for the UAD model, namely in
which step of the UAD model should SHAP explanations be performed, and how should the
information compressed by the autoencoder be explained. The first experience starts with the
hypothesis that performing SHAP at the Isolation Forest step is computational less expensive
and offers the similar explanations as to englobe all UAD model in the SHAP explanations. The
second experience tests the hypothesis that both SHAP and error reconstruction method offer
concordant results in explaining the information compressed by the autoencoder. As for the
framework evaluation section, it evaluates the output of the framework namely in the effect
on the claim analysis time and on the overall UAD model’s performance.

Section 4 (Results): In this section, we present the findings from our research
experiences. We detail the most optimized way to explain the output of the UAD model and
the results of the framework evaluation.

Section 5 (Discussion): The results are interpreted within the context of the existing
literature, leading to conclusions about the initial hypotheses drawn from the explanation
framework’s construction and evaluation.

Section 6 (Conclusions): This section summarizes this thesis’ key findings, namely the
explanation framework’s effect on the efficiency and interpretability of the current UAD
model.

Through this structured approach, we aim to provide a comprehensive research
analysis of this topic.

1.2 - UAD MoODEL

On this sub-chapter, we aim at describing the UAD model in order to provide a better
context to the main goal of this project. The current UAD model, which is an unsupervised
anomaly detection model, relies on an Isolation Forest algorithm for the anomaly detection
and on an autoencoder to provide dimensionality reduction to a part of the Isolation Forest's
feature space, as illustrated in figure 1. The input feature space is then, comprised of two
distinct components: a set of features (Fi, F;, ..., Fa) that are not subject to any transformation
and therefore directly presented to the Isolation Forest and a second component, a single
feature, called on this project as Auto Error. This represents the sum of all reconstruction
errors (mean absolute error) of the features (X1, X, ..., X») that were compressed (encoder)
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Fig. 1. UAD Model. F- Feature. X — Features at the input layer level of the auto encoder, which will be subjected to encoding and
decoding. X’ — Reconstructed features at the output layer of the auto encoder. Anomaly — Claim classified as anomaly by the

Isolation Forest algorithm. Auto error — sum of all reconstruction errors (Mean absolute error) of the features that are processed
on the auto encoder.

and reconstructed (decoder) in the autoencoder. At the Isolation Forest level, the Auto Error
is then combined with the non-transformed features (Fs, F», ..., Fn), which will then classify the
observations according with the probability of being anomalous. This 'nested’ architecture
presents a challenge when attempting to implement an explainability technique such as SHAP.
The existence of a feature derived from an autoencoder (Auto Error) complicates the direct
interpretation, particularly within the context of our primary objective, which is to enhance
the interpretability of the UAD model as a tool for assisting in the claim auditing process.
When performing a local interpretation with SHAP in a specific observation, especially in those
where the Auto Error plays a role in the anomality of the observations it becomes unclear the
meaning of this feature in that context. As the output of the UAD mode serves as an additional
tool for the auditing team, it is important that the information it contain is easily interpretable
and adds tangible value to the auditing process.

To tackle this problem there was the need to build a framework that: first, could help
in the interpretation of the output of the UAD model including the original features that
contributed to the specific value of the Auto Error; and second, implement it in a time efficient
way. To approach this problem, we designed a framework that could explain this ‘nested’
explanation in a two-level process, as illustrated in figure 2.
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will be subjected to encoding and decoding. X’ — Reconstructed features at the output layer of the autoencoder.
Anomaly — Claim classified as anomaly by the Isolation Forest algorithm. Auto error — sum of all reconstruction errors
(Mean absolute error) of the features that are processed on the autoencoder.

In a first level, when the UAD model classifies an observation as anomalous, a local
explanation is conducted using SHAP to reveal the contribution of each feature to the anomaly
classification. In instances where the Auto Error plays a role in explaining the anomaly, a
secondary level is employed to identify the original features that contributed to the specific
Auto Error value, and consequently, the anomaly classification. The output of the framework
is a list of features sorted by their importance in explaining the observation’s anomaly
classification. Constructing this framework required addressing two fundamental questions:
firstly, where to apply SHAP to efficiently explain the UAD model's output, and secondly, how
to reconstruct the information embedded in the Auto Error.

This project is then developed in two steps. The first step is dedicated to the framework
construction. The first sub-step was to understand the most efficient way to explain the UAD
model output (the output of the Isolation Forest model). Our hypothesis was that the direct
implementation of SHAP in all the UAD model (involving autoencoder and anomaly detection
steps) would result in increased computational expense compared to using SHAP solely at the
anomaly detection (Isolation Forest) step. Additionally, both methods were expected to
exhibit a substantial overlap in their explanations. As for the reconstruction of the information
contained in the Auto Error, two methods were considered: the first, by calculating the
contribution of the primary features using SHAP; and the second method by calculating the
error reconstruction of the primary features between the output and in the input layer of the
autoencoder. The hypothesis is that error reconstruction method is less computational
demanding while both methods provide similar explanations. This hypothesis is also

5



supported by Antwarg et al (2021) when stating that ‘that in most of the cases, the features
with the highest SHAP values were the same as the features with the highest reconstruction
errors’.

The second step of this project is dedicated to the evaluation of explanation
framework previously built, using an audit claim specialist assessment on real data. The initial
hypothesis was that the presence of SHAP explanations on the information provided to the
audit team would result in a significant reduction in the time required for analyzing each claim.
It was also hypothesized that the explanations produced by the framework, would not directly
impact the UAD models performance. However, these explanations could offer insights about
the output, which could then be used, in the future, to further tune the model.



2. LITERATURE REVIEW

As this project uses an explainability technique (SHAP) for enhancing the
understanding of an unsupervised anomaly detection model, in which, part of its feature
space is compressed by an autoencoder, this literature review delves into these two central
subjects: eXplainable Artificial Intelligence (XAl) techniques and Autoencoders.

In the first chapter, titled 'Explainable Artificial Intelligence (XAl) and Shapley Additive
Explanations (SHAP)', we start by addressing the 'black box' paradigm in machine learning and
its potential role in hindering the widespread adoption of Al technologies. We then introduce
the emergent research field of XAl, which seeks to mitigate this issue. Subsequently, we
present a current taxonomy for the existing XAl methods found in the literature, with a specific
focus on the model-agnostic techniques, namely LIME and SHAP. At the same time, we
highlight examples of their application, on the context of anomaly detection and insurance
sector.

In the second chapter, 'Autoencoders', we explore the current definition, architecture
and the several applications of autoencoders with a particular focus on dimensionality
reduction. This chapter ends with some academic literature examples of the use of
explainability techniques, namely SHAP, in models where autoencoders are used.

2.1 - EXPLAINABLE ARTIFICIAL INTELLIGENCE (XAI) AND SHAPLEY ADDITIVE EXPLANATIONS (SHAP)

In response to the escalating volume of generated data, organizations across diverse
industries, including the insurance sector, are actively attempting to close the gap between
the data produced and the data used. This effort is driven by the pursuit of not only a
competitive edge, but also driven by the objectives of improving their existing business,
customer experience and satisfaction (Khan et al, 2014).

Artificial intelligence (Al), notably through machine learning (ML), stands at the
forefront of the current data revolution. Projections for the impact of Al in both American and
European markets over the next decade are expected to reach billions of dollars. However,
according to a recent report from Capgemini Research Institute (2022), just 18% of insurance
companies had the necessary tools, technologies, personnel, processes, skills, and
organizational culture to fully leverage the increasing volume of available data. Despite these
challenges, ML emerges as pivotal field in pursuing the maximization of data utilization in the
field of insurance. It plays a significant role in numerous applications, including personalized
and dynamic pricing (Grize et al., 2020; Kaushik et al., 2022), automating underwriting,
customer segmentation, fraud and abuse detection, client churn prediction, life event
marketing, personalized client product recommendation systems, client chatbots, and various
other applications, as described by Singh and Chivukula (2020).

While ML plays a pivotal role in steering the Al revolution, a recurring impediment to
its wider adoption is the issue of transparency within Al/ML-based systems. These are usually
portrait as ‘black box models’, since its often hard or almost impossible for the system ‘to
provide a suitable explanation for how it arrived at an answer’ as stated by Adadi and Berrada
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(2018). The issue of the lack of transparency of some AI/ML systems holds profound
implications not only for developers and researchers who encounter challenges while
attempting to improve these systems, but also to the end-users of these models, whose lives
can be influenced by the predictions of this automated decision-making systems. This latter
aspect holds exceptional significance and has been a focal point in the development of
regulatory frameworks, exemplified by the General Data Protection Regulation (GDPR). The
demand for explanations from Al-automated decision systems remains at the heart of the
ongoing and robust debate surrounding the societal impact of Al, as discussed by Ebers (2021)
on his work.

With the goal of tackling the ‘black box’ paradox, a scientifical research movement
named Explainable Artificial Intelligence (XAl), had been the subject of an increasing interest
and development over the past two decades. Since 2016, XAl has gained significant
momentum and has been progressively applied across a diverse spectrum of domain fields.
Its main goal is to enhance the transparency and trust of Al-based systems, enabling human
understanding, while attempting to not compromise the model’s learning ability, and thus
prediction power. Therefore, XAl has found applications in multiple fields, such finance and
credit risk (Gramegna and Guidici, 2021, Bussman et al, 2021), the militar field (Luotsinen et
al, 2019), transportation systems (Monje et al, 2022) and even healthcare (Stenwig et al, 2022,
Adadi and Berrada, 2018).

Different taxonomies have been proposed to classify the interpretability methods in
ML. In this work, the presented taxonomy follows the framework established by Molnar
(2022). This author makes a distinguish between intrinsic interpretability and post-hoc
(model-agnostic) interpretability. Intrinsic interpretability refers to the inherent characteristics
of models that exhibit a simple structure, such as decision trees. The term ‘post-hoc
interpretation’ refers to methods applied after the model training, which can be model-
specific (Model-Specific Interpretation), such as DeeplLift for neural networks, or can be used
with any ML model after it has been trained (Model-Agnostic Techniques). It’s worth mention
that model-specific interpretation is not exclusively to the post-hoc techniques since is a
concept that also connected with intrinsic interpretability. One last criterion, which is
extremely important, is the scope of interpretability. This distinguishes, methods that enable
the explanation of individual observations/predictions (local interpretability) from methods
that enable the explanation of the entire model (global interpretability). While global
interpretability offers an understanding on how the model makes predictions from a global
perspective, local interpretability takes interpretability one step further, allowing us to zoom
in and identify how the feature space contributed to a specific prediction. As this work focuses
on local interpretability, the next paragraphs will be dedicated to this topic. For a more
comprehensive and exhaustive reading on global interpretability strategies and methods,
please refer to Adadi and Berrada (2018) and Molnar (2022), particularly the chapter on
'Global Model-Agnostic Methods'."

In the local model-agnostic methods category, there are different approaches available
such as Individual Conditional Expectation (ICE), Local-Interpretable Model Agnostic



Explanations (LIME) and SHapley Additive exPlanations (SHAP), among others. ICE which
mimics the concept of partial dependent plot in an individual observation level, allows the
visualization of 'the functional relationship between the predicted response and the feature
forindividual observations' (Goldstein et al, 2017). Among all the methods available, LIME and
SHAP are the ones which are more commonly used to explain individual predictions. While
LIME and SHAP share some common methodological concepts, their implementations differ,
as described below.

LIME, as proposed by Ribeiro et al (2016), addresses the challenge of local
interpretability by training model approximations of the base model for the individual
predictions (local surrogate models) that need to be explained. According to Molnar (2022),
LIME recreates variations of the selected observation and then feeds them to the base model
to obtain predictions for these perturbed samples. LIME subsequently assigns weights to
these new samples based on their proximity to the selected one. Finally, it trains a local
surrogate model, typically a decision tree or a lasso regression, using these perturbed
samples. Finally, LIME produces the explanation by interpreting the local model it created.
According to the same author, LIME is still in the development phase, primarily due to the
neighborhood definition, a parameter for choosing the instances around the one selected to
be explained, which in its opinion, remains an unsolved problem for LIME in tabular data. He
also states that this can lead to unstable explanations, being advisable to experiment with
different kernel settings for each application to determine if the explanations are meaningful.

This contrasts with the more theoretical robust approach of SHAP, a popular XAl and
local model-agnostic method developed by Lundberg and Lee (2017). SHAP is based on the
game theory concept of Shapley values, which were introduced by Lloyd Shapley in 1953.
Shapley values provide a theoretical framework for allocating rewards to participants in a
given game based on their proportional contribution to the game's result or profit. If we
consider the prediction as the reward, the Shapley values helps explain what is the
contribution that each feature had for a specific prediction of a specific observation. This is
achieved by computing the marginal contribution of a feature value across all possible
coalitions, meaning all the possible feature combinations within an observation (Molnar,
2022).

According to the same author, the calculation of Shapley values follows the algorithm
below:

1. Choose an instance x, the feature j, and set the number of iterations m.
2. Ineach iteration:
e Select a random instance z from the dataset.
e Generate a random order of features.
e Create two new instances:
o One, x,j, is the same as the instance of interest x, but with values

after feature j replaced by values from sample z.



e The other, x_j, is similar to x, ;, but with feature j replaced by the

—j
value for feature j from sample z.
o Calculate the prediction differences for each iteration:
3. Average these differences over all iterations to obtain the feature’ Shapley value.

4, Repeat this procedure for each feature to compute all the Shapley values.

As the dataset size increases, the computation needed for the calculation of the
Shapley values becomes very expensive. In response to this challenge, Lundberg and Lee
(2017) introduced an innovative method known as KernelSHAP, which leverages a kernel-
based approach to enhance the efficiency of Shapley value calculations. Together with an
optimized method for ensemble of trees TreeSHAP, contributed to the recognition and
adoption of SHAP framework across multiple fields.

The general idea of KernelSHAP is to explain predictions made by machine learning
models, by generating random coalitions of features, computing their contributions to
predictions, and fitting a weighted regression model to approximate the Shapley values.
Accordingly with Molnar (2022), KernelSHAP follows the approach described in the steps
below:

1. Generate Coalition z: Random generated and in which represents a set of
features. Each feature can be either absent (0) or present (1).

2. Convert z to the Original Feature Space: When a feature in z is absent (0), the
corresponding values are replaced by randomly sampling values from the
dataset.

3. Input the transformed feature set into the ML model to obtain the prediction.
This prediction is noted as f (h(2)).

4. The step above is repeated multiples times to obtain multiples values of
f(h(2)).

Compute the weight for each z.

6. Build the weighted regression model using the weights obtain previously.
This model aims to fit the Shapley values, as Shapley values are additive.

7. Optimize the loss function, which lead to the calculation of the Shapley values,
noted as @, which represents the contributions of each feature into the final
prediction.

2.2 - AUTOENCODERS

Autoencoders are a specific type of artificial neural networks, used in different fields,
such as image classification, natural language processing, anomaly detection, network
security and financial analysis (Li et al., 2023). Autoencoders possess versatile applications
owing to their architecture, encompassing dimensionality reduction (Wang et al., 2016),
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image and video compression (Habibian et al., 2019; Pessoa et al., 2020), image noise removal
(Bajaj et al., 2020), and anomaly detection (Antwarg et al., 2021). The primary structural
objective of the autoencoders is to acquire a condensed and lower-dimensional
representation of input data, while trying to minimize the reconstruction error between the
input and the output data (Li et al, 2023). Autoencoders are categorized as unsupervised
learning methods due to their reliance on unlabeled data during the training phase. Despite
ongoing research leading to various architectural advancements, the fundamental structure
of the autoencoder has remained consistent. It comprises two integral components: the
encoder and the decoder. In the encoder phase, the input feature space learning takes place,
typically involving data compression and consequent dimensionality reduction. Subsequently,
during the decoder phase, the low-dimensional data is reconstructed to its original space or
representation. The simplest architecture comprises an input and output layer with an equal
number of neurons, along with a hidden layer. When the hidden layer contains fewer neurons
than the input layer, compression occurs, and this layer is often referred to as the 'bottleneck’
or 'sparse structure' (Li et al, 2023).

The autoencoder stands out from other dimensionality reduction methods, such as
principal component analysis or linear discriminant analysis, primarily due to its inherent non-
linearity (Wang et al., 2016). This non-linearity is attained through the utilization of non-linear
activation functions, such as the sigmoid function and hyperbolic tangent function (tanh) (Li
etal, 2023).

Autoencoders do exhibit certain limitations, including extended training durations and
limited interpretability of low-dimensional features. Over the past decade, intensive research
has been dedicated to autoencoders, particularly at the hidden-layer level. This research has
resulted in diverse architectures variations and corresponding applications. Notable examples
include denoising autoencoders, designed to filter noisy data, enhancing the network's ability
to capture underlying data patterns and relationships. Additionally, convolutional
autoencoders have emerged, bringing together the strengths of both convolutional neural
networks and autoencoders (Li et al, 2023). In the scientific literature, there can be found
several examples of the use of XAl techniques, particularly SHAP, to elucidate the outputs of
autoencoders. However mostly of these works (Roshan and Zafar, 2021; Gnoss et al, 2022;
Antwarg et al, 2021) make use of SHAP to explain the output of an autoencoder when this is
used as anomaly detection model, rather than a dimensionality reduction technique. One
work (Junior and Eler, 2022), use SHAP to explain the use of autoencoders as a dimensionality
reductor, however in this work the focus is the global interpretability and not the local one. To
the best of our knowledge, there is no published work that related the use of SHAP to explain
an unsupervised anomaly detection model that incorporate autoencoders as dimensionality
reductors of part of its input space.
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3. METHODOLOGY

3.1 - FRAMEWORK CONSTRUCTION

3.1.1 - Experience 1 — Where to use SHAP?

Python's SHAP implementation, make use of the Explainer class (shap.Explainer) in
order to produce the explanations of the desired ML model. It works by computing the
Shapley values. In order to generate the explanations’ computations, this class
(shap.Explainer) requires a function or a model object to be passed as a mandatory
parameter together with dataset (SHAP documentation, 2018).

The UAD model in study, can be considered a ‘nested’ model since it makes use of two
distinct algorithms in its pipeline (namely the autoencoder and the Isolation Forest). This led
to an increased model complexity with multiple layers of processing. So, in order the explain
the output of this model, the first approach would be to wrap all the UAD model and pass it
as the mandatory parameter of the Explainer. However, the use of all UAD model as a model
function in the Explainer to compute all the explanations, would be computational demanding
and time consuming. The alternative approach considered was to make use of the SHAP
Explainer solely at the Isolation Forest step, by passing the Isolation Forest model function
and its input data in the Explainer. Both approaches are displayed in fig. 3.
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Global SHAP Explanation SHAP SHAP Explanation at the Isolation Forest level SHAP

Fig. 2. Method A (Global SHAP explanation) and Method B (SHAP explanation at the Isolation Forest level)

Our hypothesis was that method B, by generating the SHAP explanations only at the
Isolation Forest level, would be less computational expensive when compared with the first
approach (where the entire UAD model is used to produce the explanations calculation), and
that the explanations generated by both methods would have a significant degree of similarity.
To test these two sub-hypotheses, two experiences were performed using two datasets of
completely anonymized real claim data. The first dataset (Dataset 1) comprised of 66599
observations and the second (Dataset 2) comprised of 46823 observations. For both datasets,
the SHAP explanations were calculated by using both methods: In method A, the all UAD
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model was wrapped as a function and then passed as an the model parameter in the explainer
(shap.Explainer); and in method B, only the Isolation Forest output function (Isolation Forest
decision_function) was used as the model function parameter of the explainer.

To test the sub-hypothesis that method A was computational more demanding, the
execution times of both method for Datasets 1 and 2 were registered while performing the
SHAP explanations. The execution times of both methods in the two datasets, were compared
using a simple ratio.

To test the sub-hypothesis that both methods are expected to exhibit a significant
degree of similarity in their explanations, we use the same datasets (Dataset 1 and 2). The
SHAP values calculated for each feature for each observation and using each method were
stored. In a second step, these stored values were used to calculate the Pearson's correlation
coefficient between the produced SHAP values for each feature of every observation in the
tested datasets from both methods. By calculating the magnitude of the correlation
coefficient between the explanations produced by both methods for the features within the
tested datasets, we can obtain a quantitative measure of the similarity or dissimilarity
between the two methods and assess the level of concordance in their explanatory outputs.

3.1.2 - Experience 2 — How to reconstruct the information contained in the Auto

Error?

In the previous step (Experience 1), the goal was to determine what was the most
efficient way to produce the SHAP explanations when using a model that has a nested
architecture, as seen in the UAD model. However, when the feature Auto Error plays a role in
explaining the observation’s output, especially when this is classified as anomalous, this
feature alone doesn't provide sufficient information. Since it originates from the compression
of an autoencoder, the inclusion of this feature in the final information made available to the
audit team is uninformative. Hence, it is crucial to reconstruct the information it contains,
specifically to elucidate the role of each original feature in influencing the Auto Error value.
Therefore, there was a need to develop a method that could explain this feature within the
original autoencoder input feature space and integrate this method into an explanation
Framework. This is particularly important in the context of the original project goal —
increasing the efficiency of the current UAD model through the enhancement of its
interpretability.

To determine the contribution of the original features in the Auto Error SHAP value,
obtained after the anomaly detection step, we considered two different methods: In the first
method (Method 1), SHAP explanations were employed to determine the contribution of each
feature from the initial feature space to the Auto Error value. This was accomplished by
utilizing the autoencoder model function as the required model function for the Explainer. In
the second method (Method 2), it was used the error reconstruction method between the
input and the output produced by the autoencoder. By identifying the original features
associated with the highest reconstruction error, these features were used to explain their
contribution to the Auto Error value. Our hypothesis is that both methods would yield similar
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explanations. This hypothesis as formulated after considering Antwarg et al work in 2021,
where SHAP was used for explaining the output of an autoencoder in anomaly detection task.
They noted that ‘in most cases, the feature with the highest SHAP values were the same as the
features with the highest reconstruction error'. In this experience four different datasets
(Datasety, Datasets, Datasetc, Datasetp) which comprise of totally anonymized batches of real
data obtained from the FH group databased were used. Each dataset consisted of
approximately 40 000 claims and represented different temporal batches of claims that shared
similar business characteristics.

In a first filtering step, there were only considered claims previously classified as
anomalies by the UAD model and in which the Auto error was the single explanation factor
considered. In a second step, after the previous filtration, the Auto error of the selected
observations in the four datasets were subjected to the generation of the SHAP explanations
(Method 1) and to the calculation of the error reconstruction (Method 2). In a third step, both
lists resulting from Method 1 and Method 2 were compared. To avoid considering the noise
introduced by the autoencoder during the decoding phase and focus exclusively on relevant
features for the comparison method, we applied an extra filtering process. Only features
falling within an interval of 5 standard deviations were considered in the distribution for each
method. Among these, we retained only the top five features with the highest values for each
method. Subsequently, the respective top feature sets from both methods were used to
calculate the overlap coefficient (Szymkiewicz—Simpson coefficient), as described in Equation
1. This coefficient measures the similarity and overlap between two sets (Vijaymeena and
Kavitha, 2016).

| Setl N Set2|
min ( |Setl]|, |Set2|)

Equation 1. Overlap Coefficient

3.2 - FRAMEWORK EVALUATION

After the experience steps described above that led to the construction of the
explanation framework, there was the need of evaluate its effectiveness. For this purpose, we
sought the expertise of a domain specialist, specifically, a group insurance claim auditing
specialist from FHG. His validation was instrumental in assessing the framework's results.

The goal of this evaluation step was to test the initial hypothesis that the inclusion of
explanations produced by the framework, on the information provided to the audit team,
would result in a significant reduction in claims analysis time. Which, in turn, would indirectly
increase the overall effectiveness of the UAD model process.

To ensure that the effect of generated explanations on the information could be
studied, only 50% of the cases identified as potential anomalies, were randomly assigned to
contain the explanations generated by the framework, whereas the other 50% were sent
without any explanations other than UAD model classification. The aim was to facilitate
comparability between the two groups of cases and enable the study and testing of the effects
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of the explanations using a control group (the group of data without explanations). Claims
were submitted for audit on a weekly basis over an 8-week period, spanning from the eighth
to the fifteenth week of the year 2023. In total, 234 claims were generated and submitted for
audit. Of these, 115 included explanations produced by the framework, while the remaining
119 were submitted without any explanations.

Several indicators were evaluated and compared between both groups (with and
without explanations). To test the hypothesis that the presence of the explanations could
reduce the claim analysis time in the auditing process, the specialist was tasked to record the
time taken to individually analyze each sent case, irrespective of whether it had been
submitted with or without explanations. The recorded times for both groups were then later
subjected to statistical analysis in order ot ascertain whether there was any significant
difference.

Furthermore, the specialist was requested to o assess the utility of explanations
provided with the submitted cases, assigning a score of 1 for 'Yes'and O for ‘No' based on their
usefulness in the claim analysis and decision-making process. This qualitative assessment
provides a subjective dimension to the evaluation, helping us understand the value added by
the explanations in the decision-making process.

Finally, the impact of the framework explanations on the performance of the UAD
model was systematically examined, aiming to challenge the hypothesis that these
explanations would not directly influence UAD precision but rather facilitate further model
tuning by offering insights into the model output. An assessment was conducted by seeking
the definitive classification of submitted cases based on the specialist's evaluations. This
comprehensive evaluation not only allowed us to assess the immediate impact on precision,
but also provided insights into its performance over time. Precision, which represents the
number of cases correctly identified as anomalies among all cases identified as anomalies,
was tracked on both a weekly and cumulative basis. This method allowed for a nuanced
analysis of the stability and effectiveness of the framework's explanatory capabilities,
providing valuable insights into its contribution and impact on the overall performance of the
UAD model.

3.3 - TOOLS AND TECHNOLOGIES

In the course of this project, the computational experiments described above, were
conducted on a standard laptop equipped with an Intel Core i7 2.80GHz processor and 32GB
of RAM. The experiments were implemented using Python 3.8, and the SHAP package version
0.41.0.
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4. RESULTS

4.1 - FRAMEWORK CONSTRUCTION

4.1.1 - Experience 1 — Where to use SHAP?

In this experience, it was tested the hypothesis that method B (generation of SHAP
explanations at the Isolation Forest level) would be less computational expensive when
compared with Method A (using all UAD model to produce the SHAP explanations), and that
the explanations for both methods would have a significant degree of similarity.

So, in the first part of the experience where the execution times for both methods
were compared for the two different datasets (Dataset 1 and 2), Method B was significant
faster than the first method, as displayed in table 1.

Table 1 — execution time of explanations generated by Method A (SHAP global explanations) and Method B (SHAP)
explanations at the Isolation Forest Level) for Dataset 1 and Dataset 2

Method A Method B

SHAP global explanations SHAP explanations at the
Isolation Forest level

Dataset 1
(N=66599) 27:34:54 00:05:24
Dataset 2
(N=46283) 6:01:56 00:01:50

For the first dataset (Dataset 1), Method A took approximately 27h30 min to generate
the calculations, while Method B generated the same number of calculations in 5mins and 24
seconds, which was 330 times faster than the first method for this dataset. As for the second
dataset, Method A took approximately 6h to generate the explanations, while the second
method perform the same task 200 times faster, taking roughly 2 minutes to perform the
calculations.

In the second part of this experience, it was tested the sub-hypothesis that the
explanations generated by both methods would show a significant similarity. The results for
both datasets, show a very high correlation (over 0.9) between the SHAP values generated by
both methods of the features used at the Isolation Forest level.

Table 2 — Correlation between the SHAP values generated by both methods used at the Isolation Forest level for two tested datasets (Dataset 1 and
Dataset 2).

Dataset 1 Dataset 2
(N=66599) (N=46283)
Correlation between Method A and B Correlation between Method A and B
Feature A; 0.962 Feature B; 0.984
Feature A, 0.996 Feature B, 0.997
Feature As 0.997 Feature Bs 0.996
Feature A4 0.989 Feature By 0.968
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4.1.2 - Experience 2 — How to reconstruct the information contained in the Auto

Encoder?

In this experience it was tested the hypothesis that both methods (Method 1 that
explain the contribution of each original feature in the Auto Error by calculating the Shapley
values, and Method 2 that obtain the contribution by calculating the reconstruction error)
would vyield concordant results. For the datasets tested, and using only anomalous
observations in which the Auto Error was the only feature that explained the observation’s
anomaly, the contributing original features perceived by both methods overlap significantly.
The overlap coefficients were always greater than 0.5 for all four tested datasets as
represented in Table 3. The minimum overlap coefficient value (0.774) was obtained in
Datasets and the highest (0.940) in Datasetc.

Table 3 — Overlap coefficient between the contributing features of both methods for each observation’s Auto error in the tested datasets

Dataseta Datasets Datasetc Datasetp
N=495 N=488 N=580 N=506
after filtering after filtering after filtering after filtering
Overlap
Coefficient 0.839 0.774 0.997 0.940

4.2 - FRAMEWORK EVALUATION

The first hypothesis tested was that the presence of SHAP explanations on the
information provided for further auditing would result in a significant reduction in the claim
analysis time. As mentioned previously, to conduct this test, the specialist was asked to record
the time taken to individually analyze each claim, regardless of whether it had explanations or
not. These times were recorded and analyzed both on a weekly and cumulative basis. In a
cumulative analysis covering the 8 weeks of observations, the group of data sent with
explanations generated by the framework took 7 seconds less to analyze per case, resulting in
a cumulative average of 1 min and 17 seconds per case, as illustrated in figure 4. In contrast,
the group of data sent without explanations required an average of 1 minute and 24 seconds
per case.
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Figure 3 - Average time (in minutes) for individual claim auditing over time: weekly cumulative and weekly averages. N — Number/frequency of cases.

The weekly averages display some variability over time, with certain weeks in which
the group without explanations show lower analysis times. Conversely, cumulative analysis
demonstrates that the group with explanations required less time per case compared to the
group without explanations. As mentioned before, the group of data with explanations
cumulatively took in average, less 7 seconds to analyze per claim. The Mann-Whitney
statistical test (p-value = 0.052, test statistic = 2504) suggests that, although the p-value is
marginally higher than the conventional significance level of 0.05, there is a tendency, for this
7 second difference to be statistically significant.

In line with the methodology described earlier, the specialist was tasked with
evaluating the usefulness of explanations accompanying the cases submitted for auditing. He
provided a binary assessment by assigning a score of 1 for 'yes' and 0 for 'no,' indicating
whether he considered the included explanations to be useful in the analysis and decision-
making process. The results indicate that, overall, the specialist considered the explanations
included in the information to be useful. As depicted in Figure 5, explanations accompanying
88% of the cases were deemed useful in the analysis process, while 12% were considered

useless.
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Figure 4 — Usefulness of the explanations generated by the Framework in the Figure 6 — Relationship between claim’ classification and
analysis and decision process. N — Number/Frequency of cases by label. usefulness classification by the auditing specialist.
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When we examine this relationship with the anomaly classifications performed by the
specialist, as portrayed in Figure 6, it becomes evident that all explanations deemed useful
belong to a group of claims classified as true anomalies. In contrast, for claims classified as
false anomalies, a significant portion (22%) had explanations that were considered useless.

To examine the hypothesis that the presence of the framework's explanations would
not directly impact the precision of the UAD model, the precision was calculated on a weekly
and cumulative basis over an 8-week period of observations for both groups of data (with and
without explanations). From a cumulative perspective, in the end of the 8th week of
observations, the group of data sent with explanations achieved a precision of 0.51, which
was 0.03 higher than the group sent without any explanations. This trend persisted
throughout most of the observation period, as illustrated in Figure 7. However, the same trend
was not observed in the weekly perspective, which showed a significant variability with some
inversions in precision between the two groups. Despite the cumulative perspective showing
consistently higher precision rates for the group with explanations compared to the group
without explanations, this difference did not reach statistical significance. The chi-square test
results (p-value = 0.997, Chi-square statistic = 0.164) suggest that we cannot conclude that
these differences did not occur by chance.
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Figure 7 — Precision over time: weekly cumulative and weekly averages. N — Number/frequency of cases.

During the validation step and while receiving feedback from the specialist, as
described above, it became noticeable that the explanations generated by the framework
were helping in the identification of observations classified as anomalies by the model.
However, some of these observations classified as anomalies by the UAD model were not true
anomalies according with FH group own business rules, but only rare claims. By recognizing
this, we started to remove these claims from the weekly batches’ observations sent to the
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specialist. This allowed us to calculate the UAD model precision considering this filtration and
compare it with a scenario where these cases were not filtered and sent it to the specialist
evaluation. This evaluation was conducted on both a cumulative and weekly basis, as
illustrated in Figure 8.

By assuming that these rare claims would be classified as false anomalies, and by
filtering them, the cumulative average of the group without the extra observations (Filtered
data) outperformed the group-scenario where these observations were retained (All data),
both on a weekly and cumulative basis. Once again, there is noticeable variability in precision
on a weekly basis, but this time, there are no precision inversions between the two groups.
This is even supported by the results of the Mann-Whitney test (p-value = 0.00015, U statistic
= 64), that suggest that there is statistical difference between the precision between both
groups.

It's also worth mentioning that in the test described above, comparing the effect of
explanations on precision, we had already considered the filtration described here starting
from the 9t week.
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5. DISCUSSION

5.1 - FRAMEWORK CONSTRUCTION

5.1.1 - Experience 1 — Where to use SHAP?

The results from this experience confirm the initial hypothesis that performing the
SHAP calculations at the Isolation Forest level in the UAD model provides a more time-efficient
implementation without compromising the quality of the explanations generated. This
assertion is supported by the strong correlation observed between the explanations
generated using this approach and those produced when employing the entire UAD model in
the SHAP explainer.

It is noteworthy that in this implementation it was employed the primary interface
from the SHAP Python library (shap.Explainer), configuring the algorithm parameter to 'auto.’
This allows the Explainer to attempt to make the best choice given the passed model,
accordingly with the SHAP documentation (2018). While the Isolation Forest, owing to its tree-
based nature, appears to be a potential candidate for the explanation using the Tree SHAP
algorithm (optimized for explaining the output of ensemble tree models), there was limited
existing literature evidence available at the time of composing this discussion that
demonstrated the advantages of employing this algorithm specifically with Isolation Forests
in comparison to other algorithms. Some studies have utilized TreeSHAP with Isolation
Forests, as exemplified by Bergpdrsdottir (2020). However, it is important to acknowledge the
existence of contrasting viewpoints. Anello (2021), in a Towards Al post on the 'Interpretation
of Isolation Forest with SHAP,' expressed reservations regarding the effectiveness of the
TreeExplainer—a method utilizing Tree SHAP—with Isolation Forests, suggesting that it
“doesn't work well with Isolation Forests.”

5.1.2 - Experience 2 — How to reconstruct the information contained in the Auto

Error?

In this experience, we tested the hypothesis that both utilizing SHAP explanations and
the Error reconstruction method, would provide similar information about the contribution of
the original feature from the autoencoder input space in the Auto Error value. The results
indicate substantial overlap in the explanations produced by both methods, with overlap
coefficients consistently exceeding 0.5 in all the tested datasets. This finding aligns with the
work of Antwarg et al (2021), who assert that 'in most cases, the feature with the highest
SHAP values were the same as the features with the highest reconstruction errors.' The
determination of an acceptable threshold for coefficient overlap is subject to debate. In this
study, a threshold of 0.5 was deemed the minimum for considering a significant overlap,
leading to the conclusion that both methods offer significantly concordant explanations. It is
worth noting that, although the execution time during this experiment was not formally
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recorded, it was observed that the error reconstruction method was notably faster to
compute compared to SHAP.

5.2 - FRAMEWORK EVALUATION

After completing the framework construction step, its output underwent evaluation
by a claim auditing specialist. The specialist was tasked to evaluate and registered several
parameters including claim analysis time, the usefulness of the explanations in the decision-
making process, and the impact on the overall UAD model performance, namely the UAD
precision.

Concerning claim analysis time, the initial hypothesis suggested a significant reduction
with the inclusion of explanations. On average, each observation in the group of claims sent
with explanations took seven seconds less to analyze. Although promising, the result from the
Mann-Whitney test revealed a p-value (0.052), close but higher than the conventional
significance level of 0.05. Considering the seven seconds difference across the 115
observations sent with explanations, this led to a total reduction of approximately 13 minutes
and 20 seconds, constituting an 8% decrease in analysis time.

As for the usefulness of the explanations included in the information provided to the
audit team, the overall results suggest that these explanations played a valuable role in the
analysis process. It is essential to note that this metric holds a subjective nature and relies on
the specialist's interpretation.

As for the impact on the explanations on the model performance, the obtained results
also confirmed the initial sub-hypothesis that the inclusion of explanations in the information
provided to auditing specialists would not directly enhance model performance. This was
evident from the minimal difference in cumulative precision (0.03) between both groups,
which lacked statistical significance (p-value = 0.997, Chi-square statistic = 0.164). However,
the presence of framework explanations indirectly impacted the base model performance. As
described earlier, during the validation step the presence of these explanations offered
valuable insights about cases classified as anomalies. This was valuable in helping pre-
identifying patterns of cases, classified as anomalies by the model solely due to their rarity,
rather than anomalies by business definitions. The subsequent implementation of case
filtration significantly enhanced the model performance, illustrating how SHAP can be utilized
to help tune the model. In the literature there are some examples on how SHAP has been
used to enhance indirectly model performance, such as the work of Roshan and Zafar (2021),
in which SHAP was used to identify relevant features and subsequently retrain a new model
based on these selected features. Or even the work of Arslan and Lebichot (2022), where the
SHAP explanations of the output from one classifier, were used as input space to a second
classifier.
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6. CONCLUSION

In conclusion, the experiences conducted in this project have provided key insights
regarding the construction of an explanation framework for the an unsupervised anomaly
detection (UAD) model, based on an lIsolation Forest and that uses an autoencoder to
compress part of its impute feature space. From the results it was concluded, that for the UAD
model case, the SHAP calculations only need to be performed at the anomaly detection level.
This approach simplifies the implementation and expedites the explanation process. When
the feature derived from the autoencoder, Auto Error, plays a role in explaining the UAD
model's final output, the error reconstruction method emerges as a more efficient
implementation compared to SHAP. This efficiency is supported by the consistent explanations
achieved, as demonstrated by the substantial overlap in explanations between the two
methods.

We can also conclude that, the explanation framework addresses the challenge posed
by the nested architecture of the UAD model, by producing explanations that aggregate
information from two levels, resulting in a comprehensive of features ordered by their
contribution (SHAP values and reconstruction error) to the claim’s anomaly classification. In
essence, the framework generates the final output by explaining each individual claim or
observation at the output of the anomaly detection level using SHAP. If Auto Error plays a role
in explaining the anomaly, a second level is employed to identify the original features that
contributed the most to the Auto Error value, based on reconstruction error method.

The evaluation steps of the framework, although failing to conclusively demonstrate a
significant reduction in claim analysis time, it showed promising results that could have a
relevance in a business practical context. The framework was considered helpful in the
decision-making process by specialists. Additionally, it confirmed the hypothesis that the
inclusion of explanations would not directly improve the UAD model's precision. However, a
significant achievement was the framework’s capacity to offer insights into observations
classified as anomalies by the UAD model based on their rarity, rather than anomalies
according to business-defined criteria. This unique capability facilitated model tuning by
avoiding misclassification of such cases, ultimately contributing to enhance the model
performance.

In conclusion, this research demonstrated that enhancing the interpretability of the
UAD model indeed leads to improved efficiency, addressing the research question, 'Is it
possible to increase the efficiency of the current UAD model by enhancing its interpretability
with SHAP?'. While the impact on reducing claim analysis time may be debatable in terms of
its significance for increasing the efficiency of the UAD model, the undeniable effect of SHAP
explanations on model performance, after model tuning through additional claim pre-
filtration of rare but not anomalous claims, reinforces their role in improving efficiency.

The explanation framework employed in this study has proven to be an effective
approach for addressing the challenge of explaining an unsupervised anomaly detection
model, especially when part of the input space is compressed by an autoencoder. By shedding
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light on the 'black box' nature of such models, the framework contributes to the
understanding and optimization of anomaly detection processes.
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FUTURE WORK

In our opinion there are several avenues for future research from the findings of this study,
namely:

e Testing the framework on a model where all the feature space is compressed by an
auto encoder. It will give insights about the framework’s adaptability to a broader
range of data compression scenarios.

e Comparative analysis with TreeSHAP algorithm. Could be of great importance conduct
an experiment comparing the implementation of this framework with an alternative
approach involving the forced utilization of the TreeSHAP algorithm, theoretically
optimized for ensemble of tress within the shap.Explainer. This will provide insights into
the relative performance and effectiveness of these methods, particularly within the
context of Unsupervised Anomaly Detection models.

e Testing the Framework in different business contexts, to ascertain the adaptability and
practical utility of this framework in different business and data.
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