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Abstract
Integration of simultaneous wireless information and power trans-
fer (SWIPT) into Internet of Things (IoT) network require unique se-
curity requirements. These systems operate in energy-constrained
environments, where traditional intrusion detection systems (IDS)
are mostly unable to perform as expected. In SWIPT-systems, in-
formation transmission as well as energy harvesting and allocation
systems are vulnerable to attacks, thereby requiring more sophisti-
cated security systems to support continued operation. The study
proposes an unsupervised BiLSTM attention autoencoder-based
IDS model designed specifically for SWIPT-enabled IoT systems
operating with a sequence-to-sequence framework.

CCS Concepts
• Security and privacy→ Intrusion detection systems.
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1 Introduction
The increased advancements in Internet of Things (IoT) and its
associated technologies, a higher level of importance is placed on
the maintenance of data security. The increasing number of ap-
plications such as smart cities, healthcare, industrial automation,
and smart agriculture rely on interconnected IoT networks that are
reliant on real-time data exchange and system security [1]. Yet, the
increased adoption of IoT networks towards highly sensitive use-
cases expands the threat surface of the networks, thereby exposing
the systems towards diverse security threats such as data breaches,
unauthorized access, and distributed denial-of-service (DDoS) at-
tacks. The high-value and sensitive nature of data managed by
these systems amplifies the potential impact of possible security
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violations, thereby creating a significant need to implement robust
and adaptive security mechanisms [4].

On the other hand, the integration of simultaneous wireless in-
formation and power transfer (SWIPT) into IoT systems have been
widely studied - which is an aspect that introduces additional com-
plexity to the security and operational requirements [8]. SWIPT
has been introduced to allow IoT devices to harvest energy from
radio frequency (RF) signals, simultaneously conducting informa-
tion decoding (ID) and energy harvesting (EH) - thereby extending
device longevity and reducing the dependence on power sources [7].
However, SWIPT-enabled IoT systems face unique vulnerabilities
related to energy-based attacks which can disrupt operations, ma-
nipulate power transfer to devices, and/or eavesdropping attacks
exploiting the dual-purpose RF signals. Since these systems are
implemented in a decentralized manner within energy-constrained
environments, the risks associated to maintaining system security
are further increased [6, 10].

Traditional intrusion detection systems (IDS) which rely on static
rule-based or signature-based approaches are unable to address the
dynamic and heterogeneous nature of SWIPT-based IoT networks.
These approaches depend on predefined patterns and learnt threat-
types, hence are unable to detect novel or zero-day attacks. The
computational overhead of traditional IDSmethods often exceed the
capabilities of SWIPT-based IoT systems, which already operates
under maximum energy management [2, 3, 9].

Figure 1 showcase the effect of some of the most common anom-
aly types - spike, drift, and dropout - within time-series data from
IoT devices. Thus, recent studies have highlighted the requirement
of intelligent, lightweight, and adaptive IDS, capable of real-time
anomaly detection without extensive prior knowledge.

Figure 1: Effect of anomalies on normal IoT signal data. Spike,
drift, and dropout patterns are shown.
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Machine learning (ML) and deep learning (DL) techniques have
emerged as promising solutions to address the security require-
ments of rural IoT systems. Unsupervised learning approaches are
considered well-suited for IoT environments with the high amount
of raw data generated from the sensors which are both dynamic and
subjected to changes with the operational environment. Among
the DL methods, bidirectional long short-term memory (BiLSTM)
networks have shown promising efficiency in processing sequential
data, making them ideal to analyze time-series network traffic in
IoT devices. The unique ability of BiLSTM models to capture tem-
poral variations in both forward and backward directions make the
model capable of handling complex patterns and detecting subtle
anomalies [5, 11].

This paper proposes a BiLSTM-attention autoencoder based IDS
designed for SWIPT-enabled IoT networks. The system uses unsu-
pervised learning to detect anomalies in network traffic, considering
the unique data types related to SWIPT-enabled IoT systems. The
remainder of the paper is organized as follows: Section 2 intro-
duces the system model and problem formulation, and presents the
proposed BiLSTM- attention autoencoder based IDS architecture.
The training results of the model and performance evaluation is
provided in Section 3 and discussion of the results are presented
in Section 4. Finally, Section 5 concludes the paper with future
research directions.

2 Model Training Approach
An unsupervised BiLSTM-attention autoencoder model is imple-
mented to develop a lightweight and effective anomaly detection
system for SWIPT-enabled edge IoT devices. This model uses se-
quential reconstruction capability through a learned attentionmech-
anism implemented for interpretability and increased anomaly sen-
sitivity.

2.1 Input Data and Pre-processing
The input data consists of time-series network traffic or sensor ob-
servations with 𝑛features number of features spread across 𝑛samples
number of time steps, which is represented as, X ∈ R𝑛samples×𝑛features

standardized as:

𝑋scaled =
𝑋 − 𝜇

𝜎
. (1)

A single sequence starting at time step is defined as X(𝑡 )
seq =

[𝑥scaled (𝑡), . . . , 𝑥scaled (𝑡 +𝑇 −1)] ∈ R𝑇×𝑛features , which gives,Xseq ∈
R𝑁×𝑇×𝑛features , where 𝑁 = 𝑛samples −𝑇 + 1.

Sequence labels are given as,

𝑦
(𝑡 )
seq =


1 if 1

𝑇

𝑡+𝑇−1∑
𝑖=𝑡

𝑦 (𝑖) > 𝑦𝑡ℎ

0 otherwise
(2)

2.2 BiLSTM Encoder Model
For an input 𝑥𝑡 ∈ R𝑛features at time 𝑡 , where the previous hidden
state is ℎ𝑡−1 ∈ Rℎ , and cell state is 𝑐𝑡−1 ∈ Rℎ , the LSTM computes
the LSTM computes the following gates,

(Forget gate)𝑓𝑡 = 𝜎 (𝑊𝑓 𝑥𝑡 +𝑈𝑓 ℎ𝑡−1 + 𝑏 𝑓 ) (3)
(Input gate)𝑖𝑡 = 𝜎 (𝑊𝑖𝑥𝑡 +𝑈𝑖ℎ𝑡−1 + 𝑏𝑖 ) (4)

(Candidate cell state)𝑐𝑡 = tanh(𝑊𝑐𝑥𝑡 +𝑈𝑐ℎ𝑡−1 + 𝑏𝑐 ) (5)
(Updated cell state)𝑐𝑡 = 𝑓𝑡 ⊙ 𝑐𝑡−1 + 𝑖𝑡 ⊙ 𝑐𝑡 (6)
(Output gate)𝑜𝑡 = 𝜎 (𝑊𝑜𝑥𝑡 +𝑈𝑜ℎ𝑡−1 + 𝑏𝑜 ) (7)

(Hidden state)ℎ𝑡 = 𝑜𝑡 ⊙ tanh(𝑐𝑡 ) (8)

Here,𝑊𝑓 ,𝑊𝑖 ,𝑊𝑐 ,𝑊𝑜 ∈ Rℎ×(𝑛features+ℎ) are the weight metrices,
𝑏 𝑓 , 𝑏𝑖 , 𝑏𝑐 , 𝑏𝑜 ∈ Rℎ represent the bias vectors, 𝜎 (·) denotes the sig-
moid activation function, and ⊙ is element-wise multiplication.

In the LSTM model, the forward setup produces ®ℎ ∈ Rℎ with

parameters [𝑊
®𝑓
𝑓
,𝑊

®𝑓
𝑖
,𝑊

®𝑓
𝑐 ,𝑊

®𝑓
𝑜 , 𝑏

®𝑓
𝑓
, 𝑏

®𝑓
𝑖
, 𝑏

®𝑓
𝑐 , 𝑏

®𝑓
𝑜 ], while the backward

model producesℎ𝑡 ∈ Rℎ with parameters [𝑊 𝑓

𝑓
,𝑊

𝑓

𝑖
,𝑊

𝑓
𝑐 ,𝑊

𝑓
𝑜 , 𝑏

𝑓

𝑓
, 𝑏

𝑓

𝑖
, 𝑏

𝑓
𝑐 ,

𝑏
𝑓
𝑜 ]. With these inputs, the BiLSTM output is ℎ𝑡 = [®ℎ𝑡 ;ℎ𝑡 ] ∈ R2ℎ ,
and the sequence output can be given as 𝐻 = [ℎ1, ℎ2, ..., ℎ𝑇 ] ∈
R𝑇×2ℎ .

An attention mechanism is used in the system to compute a
context vector where the score for time step 𝑡 is,

𝑒𝑡 = tanh(𝑊𝑎ℎ𝑡 + 𝑏𝑎). (9)

The attention weights of the mechanism are,

𝑎𝑡 =
exp(𝑒𝑡 )∑𝑇
𝑗=1 exp(𝑒 𝑗 )

, (10)

and the context vector 𝑐 is given as,

𝑐 =

𝑇∑︁
𝑡=1

𝛼𝑡ℎ𝑡 ∈ R2ℎ . (11)

2.3 Attention Mechanism
To capture the varying importance of time steps, we introduce an
attention mechanism. For the BiLSTM output sequence Z ∈ R𝑇×ℎ ,
the attention score for each time step 𝑡 is computed as,

e𝑡 = tanh(𝑊att𝑧𝑡 + 𝑏att) (12)

𝛼𝑡 =
exp(𝑒𝑡 )∑𝑇
𝑗=1 exp(𝑒 𝑗 )

(13)

𝑐 =

𝑇∑︁
𝑡=1

𝛼𝑡𝑧𝑡 (14)

Here, 𝛼𝑡 represents the normalized importance of each time step,
and c ∈ Rℎ is the context vector fed to the decoder.

2.4 Decoding and Anomaly Scoring
The LSTM decoder with a rectified linear unit (ReLU), is used, and
the decoder activation produces,

ℎdec𝑡 = LSTMdecoder (𝐶𝑡 , ℎ𝑑𝑒𝑐𝑡−1;𝑊𝑑 , 𝑏𝑑 ) . (15)

Instead of a sequence-to-sequence decoder, the context vector c
is passed through fully connected layers:
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ℎdense = ReLU(𝑊1𝑐 + b1) (16)
𝑥 = 𝑊2ℎdense + 𝑏2 (17)
𝑋 = Reshape(𝑥) ∈ R𝑇×𝑑 (18)

The reshape operation maps the flat output vector back to a
time-feature format.

The reconstruction error is defined as,

𝑒 (𝑡 ) =
1

𝑇 · 𝑛features

𝑇∑︁
𝑡=1

𝑛features∑︁
𝑓 =1

(
𝑋seq,𝑡,𝑓 − 𝑋seq,𝑡,𝑓

)2
. (19)

Through the reconstruction error in Eq. (19), and the log-transformed
error defined as 𝑒 (𝑡 )log = log(𝑒 (𝑡 ) + 𝜖) and the smooth error of the

system 𝑒
(𝑡 )
smooth = 1

𝑤

∑𝑤/2
𝑗=−𝑤/2 𝑒

(𝑡+𝑗 )
log , the anomaly score is derived

as,

𝑠 (𝑡 ) = 𝛼.𝑒
(𝑡 )
log + (1 − 𝛼)𝑒 (𝑡 )smooth . (20)

To reduce sensitivity to noise and stabilize anomaly detection,
we compute a smoothed anomaly score using log-reconstruction
error:

𝑒 (𝑖 ) = log(L (𝑖 )
rec + 𝜖) (21)

𝑠 (𝑖 ) = 𝛼𝑒 (𝑖 ) + (1 − 𝛼)𝑠 (𝑖−1) (22)

Here, 𝛼 ∈ [0, 1] is a smoothing factor, and 𝑠 (𝑖 ) represents the
final anomaly score at sequence 𝑖 . Threshold 𝜏 is then determined
using F1-score maximization or Youden’s J-statistic.

3 Training Results
The BiLSTM-Attention Autoencoder model was trained for 40
epochs on normal sequences for a batch size of 32, anomalies were
synthetically injected into the test set at a rate of approximately
15%. Anomaly scores were derived using reconstruction error com-
bined with smoothed log-error dynamics, and optimal detection
thresholds were determined via F1-score optimization. Performance
was evaluated using precision, recall, F1-score, ROC-AUC, and con-
fusion matrix.

The training and validation loss curves for the BiLSTM-attention
autoencoder is shown in Fig. 2. As can be seen BiLSTM achieves
convergence in under five epochs and both loss curves flatten below
0.02. This shows that the system has better reconstruction capability
without overfitting and proves that the model performs well under
unsupervised settings.

Figure 3 illustrates the anomaly detection output of the proposed
BiLSTM-Attention Autoencoder. As can be seen, the reconstruction
error closely follows the dynamics of the underlying signal which
corresponds to the actual data, while it peaks during anomalous be-
havior. The learned threshold separates true anomalies with high ac-
curacy. Also, the model captures subtle shifts in signal behavior and
maintains consistency in detection due to the attention-weighted
latent summarization.

To compare the performance of the BiLSTM-attention autoen-
coder model when implemented under SWIPT systems, the same

Figure 2: Training and validation losses of the proposed
model.

Figure 3: Anomaly detection output of the proposed model.

Figure 4: Training and validation losses of the GRU-based
model.

data was considered with a gated recurrent unit (GRU) model, and
a supervised learning model.

The loss curves for the GRU Autoencoder is shown in Fig. 4. This
model too achieves faster convergence which is comparable with
the BiLSTMmodel, yet the final validation loss is marginally higher.
Also there is an early difference between training and validation
curves, which suggests a weaker generalization ability. This limita-
tion maybe arising due to GRU’s limited expressiveness compared
to BiLSTM.

Anomaly detection of the GRU model under identical data and
training settings, is given in Fig. 5. The model shows capability of
capturing most of the high-amplitude anomalies, yet there are more
false positives in the lower-magnitude segments. The GRU model
does not have a bidirectional mechanism, and the attention layer
in the model limits its ability to prioritize significant temporal fea-
tures. Therefore the reconstruction error profile of the model is less
discriminative, compared with the BiLSTM-attention autoencoder.
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Figure 5: Anomaly detection output of the GRU-basedmodel.

Figure 6: Training and validation losses of the supervised
BiLSTM model.

The supervised learning model is also used to compare with the
BiLSTM model in order to determine the performance of super-
vised vs unsupervised models under edge-IoT components. As can
be seen from the training and validation loses in Fig. 7, though
the training loss decreases, the validation loss exhibits noticeable
fluctuations. This instability showcase a label imbalance with the
newer data being added to the IoT system, showing that there are
overfitting risks within the model. Due to these concerns, the use of
supervised models for real-time edge deployments deem less suit-
able, and comparatively, the unsupervised BiLSTM model shows
better performance.

Figure 7 demonstrates the anomaly scoring output of the super-
vised BiLSTM classifier. The output is defined through the binary
supervision of the model and therefore a step-like anomaly detec-
tion is seen. Also, the sensitivity of the system is higher for stronger
anomalies, however for low-intensity anomalies the frequency of
misclassification is high. The model maintains a rigid threshold,
which can be often viewed as a limitation of overall supervised mod-
els when generalizing performance towards unseen or unknown
anomalies.

4 Discussion
The model training and the evaluation metrics included utilized
to evaluate the model were selected in a manner which would
provide a comprehensive understanding of the trade-offs when
deploying each of the architectures in a SWIPT-enabled IoT system.
More focus was laid on the edge-based SWIPT systems since these
devices are the highest vulnerable to possible cyber attacks.

As was seen through the simulation results, the proposed model
demonstrates a strong balance between detection accuracy and per-
formance along with the lightweight design. The model achieves

Figure 7: Anomaly detection output of the supervised BiL-
STM model.

the highest F1-score (0.522), while significantly outperforming the
other two models and provides that the attention mechanism pro-
vides opportunity to enhance the capability of the model to focus
on temporally salient features.

Moreover, the proposedmodel achieved a recall of 0.814, the high-
est among the tested models, indicating its robustness in capturing
a broad spectrum of anomalous patterns. Though the precision of
the model - 0.384 is slightly lower than that of the supervised BiL-
STM (0.448), this is an expected decrement since there is a trade-off
between supervised and unsupervised learning models based on
the anomaly labels are not present in the latter during training.

The operational time of the proposed model can be considered
efficient compared with the other models. Mainly, the supervised
learning model had a higher inference time compared with the
proposed model - making the proposed system ideal for deploy-
ment in constrained environments. However, the GRU model had
a marginally faster inference, yet this came with a compromise of
accuracy.

The ROC-AUC score, which is a threshold-independent value
which evaluates the model’s ability to distinguish between nor-
mal and anomalous samples across all possible decision thresholds
shows that the proposed model has better capability to distinguish
between normal and anomalous patterns when compared with the
other models.

The summary of the performance metrics of the proposed model
in comparison with the GRU and BiLSTM-supervised model are
presented in Table 1.

Table 1: Performance Comparison of Anomaly Detection
Models

Model Prec. Rec. F1 AUC Time Size
(ms) (KB)

BiLSTM-Attn 0.384 0.814 0.522 0.720 80.10 102.70
GRU 0.359 0.782 0.489 0.694 72.55 89.50
Supervised 0.448 0.673 0.452 0.648 95.20 108.00

5 Conclusion
This paper presented an unsupervised BiLSTM-based IDS for SWIPT-
enabled IoT networks. The proposed model was designed as an
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autoencoder to reconstruct temporal input sequences and iden-
tify anomalies using reconstruction error metrics. The attention-
augmented BiLSTM encoder was shown to effectively capture for-
ward and backward dependencies in IoT signal sequences. The
model achieved competitive performance without requiring labeled
data, making it suitable for deployment in decentralized, resource-
constrained SWIPT systems implemented in energy-depleted and
rural environments. F1-score and ROC-AUC were used as evalu-
ation metrics, and the results show that the model is capable of
reliably flagging anomalous behaviors, including spikes, drifts, and
dropouts in the network data.

Future research directions include incorporating federated learn-
ing, adaptive threshold tuning, and deploying the system on em-
bedded devices for real-time energy-efficient detection.
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