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ABSTRACT Despite the growing connectivity and availability of sensor data boosted by the Industry
4.0 paradigm, data scarcity remains one of the biggest challenges for the widespread adoption of industrial
AI, particularly regarding failure or defect data required for automated quality inspection solutions. Data
sharing among different stakeholders is difficult due to data privacy, ownership, and cybersecurity concerns.
Traditional centralized Machine Learning is already an essential part of several sectors, including smart
manufacturing; however, it may lead to several issues regarding security and performance over time.
In response to these problems, federated learning can be seen as a potential catalyst and enabler for the
adoption of collaborative industrial artificial intelligence. It is an innovative and decentralized approach to
machine learning, focused on collaboration and data privacy, shifting the information flow from the data
to the models. Although considerable research efforts have been put forth towards this topic, there are still
many unresolved issues concerning the application of federated learning approaches in smart manufacturing
scenarios, including the lack of a common holistic reference framework and implementation. In this light,
the present work aims to provide the foundation for a common framework for collaborative Industrial AI
in smart manufacturing, addressing not only the collaboration aspect but also the main challenges of data
privacy, ownership, and security. Additionally, we present and make publicly available a curated dataset
focused on a manufacturing quality inspection scenario to further promote research on this topic.

INDEX TERMS Artificial intelligence, federated learning, Industry 4.0, manufacturing, privacy-
preserving AI.

I. INTRODUCTION
As a consequence of the paradigm shift to Industry 4.0 and
the subsequent push for digitalization and connectivity, the
industrial world is now more interconnected than ever.
Developments in fields such as the Internet of Things [1],
Cyber-Physical System (CPS) [2] and Industrial Artificial
Intelligence (AI) [3] elevated the industrial playing field to
meet the requirements of flexibility, agility and reliability
imposed by the current market demand.
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However, despite the added level of connectivity and
the subsequent growth in the availability of sensor data
from machines, the volume of defect or failure-related data
per asset remains relatively low [4]. This is only natural,
as not only do manufacturers generally tend to optimise
against the occurrence of defects, but also due to opera-
tional variation, assets may not present all degradation, failure
or defect patterns during their lifetime. Hence, data avail-
ability represents a major challenge for AI solutions and
their industrial adoption, particularly those based on deep
learning, which requires very large volumes of data to be
effective.
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Some approaches based on generative models have been
proposed [5], [6], [7] to address scenarios in the manufactur-
ing domain for which data are scarce and difficult to obtain
with adequate quality. However, even for such approaches a
sufficiently large amount of initial data is required.

Another promising alternative to this is the promotion
of collaborative Industrial AI approaches (i.e., aggregating
operational data from multiple stakeholders), if only the
mechanisms to ensure data privacy, data ownership and
cybersecurity issues are ensured, along with the potential for
common benefit to be attained as the motivational factor.

The present work is focused on providing a foundation for
this vision, with the main contributions being summarised as:

1) Contextualisation of Federated Learning (FL) in the
scope of Industry 4.0 and collaborative Industrial AI;

2) Conceptual framework for collaborative FL in
manufacturing;

3) Test case implementation using an automated quality
inspection application;

4) Curated dataset made publicly available to promote
research on the topic and reproducibility of the results.

The remainder of this paper is organised as follows:
Section II provides a brief overview of key concepts and
related work from current literature. Section III introduces the
proposed conceptual framework for FL in a collaborative AI
context. After this, Section IV describes the implementation
for the example test case using an open-source framework.
Afterwards, Section V presents and discusses the results, fol-
lowed by Section VI where the conclusions are summarised,
along with a brief discussion of future research directions.

II. RELATED WORK
In this section, a brief overview of the current literature is
presented, addressing the main foundational concepts and
approaches related to the proposed framework.

A. PRIVACY-PRESERVING ARTIFICIAL INTELLIGENCE
As we progress with the implementation Industry 4.0 and
beyond, organizations become increasingly reliant on AI to
drive innovation and improve efficiency by transforming data
into business value. Simultaneously, there is also a growing
number of connected machines generating data that is sensi-
tive or proprietary and, therefore, cannot be shared with other
organizations. This form of collaboration could represent a
potential new business opportunity for manufacturers, pro-
viding an additional way to leverage the larger and larger
volumes of data into a business advantage, so long as the
privacy of their customers and the proprietary nature of their
data are assured.

These topics have drawn the attention of several European
governing bodies, with the European Commission setting up
aHigh-Level expert group onAI, which has identified privacy
as one of the seven key requirements for trustworthy AI [8].

From a technical standpoint, one possible way to achieve
this is through the implementation of FL [9], [10]. It is an

approach for privacy-preserving AI, as it enables machine
learning models to be trained collaboratively on data
distributed across multiple client devices, machines or
even organizations, without requiring the data itself to be
exchanged.

while FL makes considerable progress in terms of address-
ing important issues of data privacy, recent research has
shown that there are still a number of risks present even in fed-
erated learning scenarios [11], [12], particularly with regard
to reverse-engineering attacks that can directly extract sensi-
tive information about the datasets from the model. As such,
in spite of being one of the key components of privacy-
preserving AI, FL should be employed in combination with
other mechanisms that complement its shortcomings.

One such case is Differential Privacy (DP) [13], a method
through which a certain amount of noise is added to the
training data, in a way that not only makes it more difficult to
extract information about individual data points in the dataset
but also preserves the utility of the resulting model. Several
recent studies can be found in the literature combining DP
with FL as a formal privacy guarantee [14], [15], [16].

B. FEDERATED LEARNING IN INDUSTRIAL APPLICATIONS
Being a relatively recent technology, the FL domain is in
ongoing development. Its application to industrial scenar-
ios is still mostly conceptual and several challenges are yet
to be mitigated. In an effort to create a FL solution to a
smart industry scenario, Franco et al. [17] proposed a self-
adaptive divided framework to cope with the existing indus-
trial automation systems architecture as well as the Machine
Learning (ML) procedures used in the industry. The focus of
this work was the improvement of accuracy and efficiency of
a FL framework. In order to achieve these improvements, the
authors proposed modelling a multi-assignment optimisation
problem and subsetting the datasets through the involved
devices. Model accuracy is also the focus of the work of
Liu et al. [18]. However, the effort to achieve the desired
accuracy relies on aGradient CompressionMechanismwhere
local gradients are compressed to reduce the number of
gradients exchanged between the clients and the central
server.

In [19] the authors proposed a framework for an industrial
scenario based on a combination of FL and Transfer Learning.
This framework was focused on adapting the base industrial
knowledge to each smart device’s needs and applying this
combination to locally specific data. The data division was
made through every device, making each one a client of the
FL. This approach leads to every device’s specific adaptation
of the global model suited to its particular needs.

While the aforementioned research efforts discuss FL
frameworks applied to industrial scenarios, they are focused
mostly on efficiency and adaptability to smart manufacturing.
Data privacy problems are only addressed by using a FL
system. In addition, with the information presented in the
previous section, it is safe to assume that only the FL system is
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not enough to protect data privacy it is also necessary further
measures to safeguard each FL client’s data.

With a focus on privacy preservation, Jiang et al. [20]
proposed the use of membership proof in the FL system.
Such membership proof is generated by cryptographic accu-
mulators and is issued as a smart contract by the server on
the blockchain. This technique ensures robustness to fail-
ures, verifiability of the clients and resistance against active
adversaries.

Another similar approach can be found in the work of
Hao et al. [21] which also uses encryption mechanisms to
ensure privacy, while the communication between all the ele-
ments of the framework is encrypted. Despite the high level
of encryption and consequently the high computational cost,
the framework still achieves a decent accuracy in training on
the MNIST dataset [22].

In Liu et al. [23], privacy and security of FL users were
the primary concern. A blockchain-based FL framework was
proposed, where attackers are recognised by the execution
of smart contracts, defending the system against poisoning
attacks. This study proved the trade-off between model per-
formance and client protection, which although it ensures
better protection against attacks, also under-performs com-
pared to a simpler FL model.

The previous studies focus primarily on the security and
privacy of FLmodels. Although an improvement in privacy is
noticeable, a deprecation on accuracy is evident. In addition,
all the above-mentioned frameworks create a FL system from
scratch. However, applicability to real case scenarios is not a
concern as data collection and preparation is not mentioned.
In the testing stage of these frameworks, the datasets used
were mainly MNIST [22] and CIFAR [24], which do not
necessarily represent the full spectrum of challenges faced
in an industrial scenario where data is complex and even
may be untreated. Finally, beyond the literature, none of
the frameworks were available for further improvement or
testing, making it difficult to reproduce and implement.

III. COLLABORATIVE INDUSTRIAL AI FRAMEWORK
The main goal of the proposed FL framework is to facilitate
collaboration among different stakeholders in Industrial AI
applications. While doing so, it should still be robust and
tailored to ensure the privacy of its stakeholders’ data and
modular to be easily adapted, extended and deployed to
different industrial scenarios. Although not subjected to scal-
ability testing, the framework’s scope is fixed to a cross-silo
scheme. According to the literature, the distribution in this
scheme typically ranges from a few to tens of stakeholders
[25], [26]. An overview of this framework is presented in
Figure 1.

The upcoming subsections further explore each of the
framework’s nodes.

A. GLOBAL FEDERATION NODE (GFN)
In FL the server does not have direct access to the data
from its clients. Instead, its role (and by extension the role

FIGURE 1. Conceptual framework for collaborative Industrial AI
applications.

of the Global Federation Node (GFN)) is to manage the
clients involved in the process, along with providing a secure
mechanism by which the local model updates refined by the
clients can be aggregated to form a consensus change based
on a given strategy (e.g., federated averaging [27]). This
secure mechanism includes encrypted communication points
for the stakeholders to protect the shared model, which is then
updated and propagated to the clients, after which the process
can start anew.

Thismeans that through this approach, the flow of informa-
tion is shifted frommoving data to the server tomovingmodel
parameters or gradients, providing a higher degree of privacy
than traditional ML approaches. Furthermore, in the context
of collaborative Industrial AI, such an approach provides the
means to train models on data that would have been otherwise
unavailable.

B. LOCAL FEDERATION NODE (LFN)
On the client’s side, the Local Federation Node (LFN) is
responsible for receiving updates from the global server,
refining (training) the shared model using local data made
available through the Data Collection Node (DCN) and send-
ing said updates back to the server.

However, one issue arises when considering the more sim-
plistic version of this interaction, as it requires the client to
trust the server implicitly. In order to mitigate this problem,
DP can be employed. With the usage of DP, each stakeholder
can add an amount of noise to its local training, intro-
ducing plausible deniability to data and safeguarding each
stakeholder from being associated with it. Also, this method
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protects the participants from gradient/model inversion or
attacks.

Despite the benefits of DP, a setback must be considered
upon its usage. The introduction of noise to data negatively
affects the performance of the model. As such, the trade-
off between the level of noise introduced and the model
performance must be accounted for.

C. LOCAL INTELLIGENCE NODE (LIN)
The Local Intelligence Node (LIN)’s main functionality is to
operationalize the FL model. In other words, it receives the
updated model from the LFN for deployment and uses it for
inference with the run-time data fed by the Data Collection
Node (DCN).

As such, its responsibilities are divided into two points of
view. From a data point of view, the LIN is responsible for
fusing data from multiple DCN sources, using the updated
model for inference and safely storing the data in a secure
database. On the other hand, from a model point of view, the
LFN handles local model updates, evaluating their viability
compared to the present model. Such a node can be imple-
mented, for instance, by resorting to either agent-based or
service-based approaches, as discussed later in Section IV.

D. DATA COLLECTION NODE (DCN)
Lastly, when looking through the lens of a CPS, the DCN
can be seen as a key part of the digitalisation of a physical
component or system, providing the means for run-time data
to be collected and then used for training, evaluation and
inference.

Multiple DCNs can be instantiated as needed, with data
fusion being carried out either at the DCN level (e.g., for a
subsystem abstracted by a DCN, comprising multiple com-
ponents which are in turn also abstracted by a DCN) and/or
at the LIN level.

IV. QUALITY INSPECTION TEST CASE
The test case represents an adaptation of the scenario pre-
sented in [28], based on a real industrial test case (see
Figure 2), which consists of images captured by a structural
adhesive application station. An automated quality inspection
system should detect two different defects in the adhesive
cord during the process: discontinuity and excess. With prior
knowledge of these defects, two classes of images were
labelled as depicted in Figure 3. This scenario was chosen to
establish a research guideline, where three stakeholders were
simulated with data deficiency. Based on the experiments
carried out in [29], this type of approach shows promise
regarding the generalization beyond the bead shape included
in the training set.

The used dataset comprised 372 images, 207 images of the
Discontinuity class, and 165 belonging to the Excess class.
This dataset is publicly available on Github.1

1https://github.com/AlexCosta157/CISP_FL

FIGURE 2. View of the industrial application that was simulated for the
test case (adapted from [28]).

FIGURE 3. The two classes of images contained in the test case dataset,
Discontinuity (a) and Excess (b).

This test case aims to serve the built framework with a
real scenario to demonstrate the impact a multi-stakeholder
collaborative approach based on FL can have compared to
the performance (in terms of accuracy) of local, single-
stakeholder solutions.

To this end, the dataset was split into three subsets
attributed to each client considered in this case study. Two
subsets were artificially manipulated to predominate one of
the defects, and a third subset was built with minimal data.
This division, illustrated in Figure 4, emulates a scenario
where each manufacturer has limited access to data for a
specific type of defect and an abundance of data from the
other or limited data for both defects. Thus, it highlights how
each manufacturer can benefit from a collaborative approach.
A validation subset of 116 images (49 belonging to the excess
class and 67 of discontinuity class) was used in all the model
evaluations. A validation dataset should be attributed to each
stakeholder in a real scenario. However, the same validation
dataset was used to evaluate all stakeholder’s data to have a
common evaluation baseline.

In this test case, the data collection process was abstracted
by a file containing the respective images in the dataset. As for
the LIN, its implementation could pass for using an agent-
based approach as exemplified in [30] or using a service-
oriented approach as discussed in [31]. A service-oriented
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FIGURE 4. Distribution of the defect samples amongst the different
stakeholders for the federated scenario.

approach was chosen, where a Flask API2 was implemented
in the LIN. The connected DCNs could request an image
classification when one of the collected images was passed,
being a classification provided as a response and the image
and respective label saved in a secured database. On the
other hand, the corresponding LFN could request a model
update after a FL process, passing a newly updated model,
which would be evaluated and updated if its performance was
confirmed to be better than the currently implemented model.

For the implementation of the FL system, several general-
purpose frameworks were taken into account. Among them,
Flower [32] stands out for being scalable, agnostic to the
underlying ML framework and easy to deploy. This was
used to implement the GFN as a central server for client
management and model aggregation, along with three LFNs
responsible for the local refinement and evaluation rounds for
each of the three clients using the locally held datasets. The
LFN was implemented by extending Flower’s client abstrac-
tion, while the GFN extends the server class using a gRPC
transport layer, with both the LFNs and GFN being deployed
on the same machine as this was sufficient for the scope of
the test case. Nevertheless, the same implementation could
be used for a distributed approach. In addition to the LFN’s
functionalities, the possibility to use differential privacy in the
local rounds of the FL training was also implemented. The
LFN configuration allowed stakeholders to customize their
privacy in training their model. The model training process
for this test case consisted in using the same baseline model
architecture,MobileNetV2 [33] for all individual clients, with
three implementations of the aggregation algorithm, feder-
ated averaging based on [27], federated optimization and
federated optimization the adaptive optimizer YOGI [34].
Furthermore, the centralized and individual models were
trained for 200 epochs with a batch size of 32. In contrast,
the federated models were subjected to various combinations
between local and global rounds, with a categorical cross-
entropy loss function and an Stochastic Gradient Descent
(SGD) optimizer applied to all models. The best-performing
local and global round combinations for each algorithm were
chosen for the differentially private training, and several noise
levels at different learning rates were applied to them. Also,

2https://flask.palletsprojects.com/en/2.2.x/

TABLE 1. Test case training configurations.

FIGURE 5. Comparison between the training accuracy (a) and loss (b)
with the respective validation of stakeholder D.

the optimizer was changed to DP-SGD, allowing the addition
of DP. Training configurations are summarised in Table 1,
with missing parameters taking default values. The FL sys-
tem parameters were chosen based on the recommendations
in [35]. The results will be discussed in the next section.

V. DISCUSSION OF RESULTS
To analyze the results, it is interesting to start by observing the
performance of the isolated clients emulating the case where
one manufacturer has limited access to data on a specific type
of defect. An example taken from Stakeholder D is shown in
Figure 5. Here it can be seen that despite the large number
of samples and epochs, the performance of Stakeholder D’s
model presents a significant difference compared to the vali-
dation results. This discrepancy can be most likely attributed
to a lack of examples of the excess defect in the training
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FIGURE 6. Confusion matrices of the local models of each stakeholder
when tested with the validation data.

data (which only contains eight samples of this defect in
Stakeholder D’s case). The effects of the shortage of data
can also be identified in the other stakeholders, as Figure 6
depicts.

Another noteworthy performance to analyze is the model
training with all data centralized. Although this approach in
a real-world scenario would be challenging, it provides a
baseline comparison for using FL. In Figure 7, it is possible
to verify that the centralized training presents a similar accu-
racy to stakeholder D. However, the validation loss does not
increase, contrary to the shown local model, which supports
the data shortage assumption.

The visible under-performance of local training due to a
lack of data is the main selling point for which a collaborative
approach can provide considerable value, as it is possible
to verify in the results from the FL experiments shown in
Table 2.
As can be observed, the FL training was performed with

three algorithms commonly adopted in the literature: Fed-
erated Averaging (Federated Averaging (FedAvg)), Feder-
ated Optimization (Federated Optimisation (FedOpt)) and
Federated Optimization with the adaptive optimizer YOGI
(Federated Optimization with the adaptive optimizer YOGI
(FedYOGI)). In all the tested algorithms, several combi-
nations of local and global rounds were made in order to
verify the best combination. The best accuracy results of each
aggregation algorithm are highlighted in Table 2, showing
that in terms of accuracy, the FedOpt and the FedAvg algo-
rithms achieved the same final accuracy topping the accuracy
achieved by the FedYOGI algorithm.

FIGURE 7. Centralized training accuracy (a) and loss (b) graphics.

However, it is important to evaluate further the best-
performing models of the three algorithms to assess the best
FL result. In Table 3, it is possible to verify a comparison
between these models regarding the accuracy, loss, AUC and
F1 Score.

From the comparison in Table 3, it is possible to verify that
the best overall performance belongs to the FedOpt algorithm
trained with 50 global and 20 local rounds. This model, along
with one of the best accuracies achieved, provided the smaller
value of loss, the best AUC and one of the top F1 scores.

When comparing the previously highlighted FL model
with the centralized model (Table 4), it can be seen that the
FedOpt model attained an improvement of 0.0239 accuracy
(2.39%), 0.0502AUC and 0.0239 in F1 score, with amarginal
decrease of -0.552 in loss. From these results, it is possible
to conclude that the federated model was fairly superior to
the centralized one. Furthermore, as discussed in [35], this
improvement could be limited by the scarce number of clients
involved in the FL system, as this factor was shown to dras-
tically affect the accuracy of most FL algorithms under test,
with a higher number of clients leading to more significant
improvements in accuracy. As such, further experimentation
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TABLE 2. Accuracy values resulting from the FL trains with different combinations of local and global rounds.

TABLE 3. Evaluation metrics of the models with the best accuracy from
each aggregation algorithm.

TABLE 4. Comparison between the FL train with the best performance
and the centralized training.

and assessment of the FL system parameters could further
increase the benefit of this approach.

Besides the FL testing, the framework’s general implemen-
tation should also be tested to ensure it fulfils the necessary
performance requirements. The guidelines from the IEEE Std
3652.1-2020 [36] standard were followed for these tests, as it
establishes the testing criteria that FL frameworks should
perform.

A. COMPUTATION EFFICIENCY
The first criterion that should be tested is computation
efficiency, divided into two categories: time consumption
and memory consumption. Regarding time consumption, the
framework was tested regarding the time each stakeholder
took to perform each local training and the global model eval-
uation. These values were averaged and normalized accord-
ing to Equation 1. The normalization was necessary due to
the time consumption being proportional to the dataset size
of each stakeholder.

Tte_norm =
Tte

Numte
(1)

Table 5 depicts each stakeholder’s normalized average
training time for each number of performed local rounds. It is
possible to conclude that the presented results are unexpected
since the stakeholders with higher data sizes took less time
than the ones with fewer data. This might be because all three
stakeholders were trained in the same machine without ded-
icated hardware or batch size standardization. In particular,

TABLE 5. Normalized training time for each stakeholder.

TABLE 6. Normalized average evaluation time for each stakeholder.

a standardization for all stakeholders might not be suitable
for the dataset size of stakeholder F since its batch size and
dataset size are the same.

As the evaluation time is concerned, Table 6 shows the
evaluation times normalized by the validation data. As men-
tioned before, the validation dataset used to evaluate the
global model was the same for all stakeholders to provide a
uniform global model evaluation. It is possible to conclude
that the usage of the same dataset for evaluation in all three
stakeholders was the cause of the similar evaluation time
results.

In the category of memory consumption, the evaluation of
the memory usage of the proposed framework was divided
into two subsets, the memory used by the training and eval-
uation data, and the memory used by the framework’s code.
Each stakeholder’s training dataset and the validation dataset
were contemplated to evaluate the memory of the data. The
latter was included in all three stakeholders as they used it in
the evaluation rounds.

As for the training and evaluation data, stakeholder D had
a dataset with 1.98 Mb, stakeholder E had 1.97 Mb, and
stakeholder F’s dataset had 1.3 Mb.

Table 7 depicts the consumed memory by each stakeholder
and the server. The virtual environment memory consumed
was common to all the entities as the used virtual environ-
ment possessed the same dependencies and libraries. Also,
it is essential to note that the virtual environment was com-
mon to all the stakeholders as they were instanced in the
same machine. The choice to include the virtual environment
memory in three stakeholders was made to simulate a real
scenario where all three stakeholders must include the same
dependencies in their respective machines.
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TABLE 7. Auxiliary memory consumed by each entity, measured in Mb.

B. PRIVACY AND SECURITY
Another necessary criterion to evaluate the framework is the
privacy and security it provides to its stakeholders.

Regarding privacy, FL is not enough to ensure full privacy
as it is vulnerable to, for instance, reverse-engineering attacks
that can extract sensitive information about the data directly
from the model. In order to enhance the stakeholder’s privacy,
differential privacy was added to their models. However,
adding noise to data presents a trade-off between privacy
and training accuracy. The FedAvg, with fifty global rounds
and five local rounds and FedOpt, with fifty global and
twenty local rounds, were chosen to test the model’s accuracy
depending on the amount of noise to be added and the vari-
ation of the learning rate. These algorithms were chosen for
being the ones that provided the best accuracy in the model
evaluation.

In Table 8, the influence of the noise addition on the
model accuracy becomes clear. The noise levels tested in both
algorithms were chosen empirically from several tests. The
choice of the four noise values tested relied on the capability
to improve the privacy of each local training, and as the
results show, an evident decrease in accuracy is verified as
the amount of noise is increased. It is also possible to verify
the influence of changing the learning rate in each algorithm
for the different noise values. In the FedAvg algorithm, the
increased learning rate showed improvements in the model
accuracy in constant noise values. On the other hand, in the
FedOpt algorithm increasing the learning rate proved, in gen-
eral, to worsen the accuracies when the noise value was
constant.

The privacy budget spent on the differentially private train-
ing (ε) is the quantifier of DP, where the smaller the ε, the
greater the privacy of the algorithm [37]. Figure 9 compares
the two chosen algorithms and the values of added noise.
Naturally, the value of ε decreases with the increased addition
of noise. In other words, the training guarantees more privacy
for the stakeholder. However, both algorithms have a visible
difference in the ε values. As the aggregation algorithm does
not influence the privacy budget, this difference is attributed
to the number of local epochs applied to each study case. The
FedOpt algorithm used twenty local epochs, and the FedAvg
algorithm only used five, which provoked the evident discrep-
ancy in the epsilon value computation. It is also important to
denote that the learning rate does not influence the ε, so it was
not considered for this evaluation.

Differential privacy introduces an arbitrary quantity of
noise to the DL training process, which translates into an
additional layer of privacy for the data used in each local

FIGURE 8. Resulting ε from the differentially private trains with different
noise levels.

training. As it was verified, the addition of noise also presents
a setback in the model’s performance, lowering its accu-
racy and increasing its loss. The existing trade-off between
model performance and privacy depends on several factors,
from which two were highlighted, the noise volume and
the learning rate of the model. Although the learning rate
does not directly influence the differential privacy process,
it influences the training process and, consequently, the final
model’s performance. It was later verified that the model with
the best accuracy/privacy ratio (FedAvg with noise value of
5 and learning rate of 0.15) was not the most viable for usage.
From this verification, it can be inferred that a thorough
validation is needed for differential privacy as it may be
deeply involved with themodel performance. In the presented
scenario, if the noise value was lowered to 2, the results were
proven closer to the FL model in the same conditions without
DP (Figure 9).
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TABLE 8. Resulting accuracy of the differentially private FL training with the FedAvg and the FedOpt algorithms, when applied different learning rates and
levels of noise.

FIGURE 9. Comparison of the training accuracy (a) and loss (b) of the
FedAvg algorithm with fifty global epochs, five local epochs with and
without the usage of DP with a noise value of 2.

It can be concluded that the usage of DP in FL brings an
additional privacy layer to the framework with a performance
cost. However, according to Figure 10, it is possible to ver-
ify that the results obtained from the FL process with DP
showed an improvement in the label prediction than the local
models, demonstrating a clear advantage of the collaborative
approach.

As the framework is agnostic to the study case imple-
mented, an absolute noise value cannot be recommended as it
dependsmore on theML scenario than on the framework con-
figuration. However, the framework successfully supported
the usage of DP in its trains. The ability to configure the train-
ing andDP parameters presents an advantage in protecting the
privacy of the framework’s clients.

The security testing was done considering the necessity of
the framework to defend against attacks on each stakeholder’s
database and data transmission. For the database defence,
it was decided for each stakeholder to encrypt the data before
saving it in the database, being only decrypted when used for

FIGURE 10. Confusion matrix of the model trained with the FedAvg
algorithm with fifty global epochs, five local epochs with and without the
usage of DP with a noise value of 2, when tested with the validation data.

local training. As for the defence against channel monitoring,
the SSL cryptographic protocol was chosen for encrypting the
transmitted data between the stakeholders and the GFN.

Upon testing, the framework’s security was demonstrated
to be effective against the attacks, namely man-in-the-middle
and read-write attacks. Although the security breaches in the
whole system were assumed beforehand to evaluate a more
profound attack, the framework proved to have implemented
a security system that allows the data to remain secure within
the framework’s processes.

VI. CONCLUSION, LIMITATIONS AND FUTURE WORK
This paper addressed the topic of collaborative Industrial AI,
with a particular emphasis on an automated quality inspection
test case. A conceptual framework for FL in smart manufac-
turing was presented, addressing the main challenges of data
privacy, ownership and cybersecurity.

Additionally, an initial implementation of the FL system
was described as a reference example, focusing specifically
on an automated quality inspection scenario. The results of
the study were thoroughly discussed, including considera-
tions about the potential impact of the federated solution and
its parameters.

Based on this, the main contributions of this paper can be
summarised as: i) the contextualisation of FL in the scope of
collaborative Industrial AI; ii) a conceptual framework for FL
in smart manufacturing; iii) a test case example implemen-
tation based on an automated quality inspection application;
iv) a curated dataset of structural adhesive images with two
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types of defects, made publicly available to promote research
on this topic.

Even though FL represents a large step-up in terms of
addressing critical issues of data privacy and security when
compared to more traditional ML approaches, by itself it is
still not sufficient to ensure full privacy as it has been shown
to be vulnerable to for instance reverse-engineering attacks
that can extract sensitive information about the data directly
from the model.

The addition of differential privacy to the local training
was also considered fruitful, enabling the data to remain
confidential when training the models. However, this pri-
vacy technique also proved to affect the model performance
negatively. With this factor in consideration, the framework
allowed the stakeholders to configure the DP parameters and
get the best performance/privacy ratio. The ability of the
stakeholder to use (or not) DP in its training process gives
the framework’s clients the choice to increase their privacy
with the trade-off of decreased accuracy.

The proposedwork successfully implemented a framework
which improved a manufacturing process using privacy-
preserving federated learning. The datasets were kept in each
stakeholder without information sharing among them.

Still, despite the promising results of the initial prototype,
further work is required to improve the framework’s robust-
ness and fairness to production levels for all stakeholders.
For instance, while the modularity of the proposed frame-
work allows for an escalation of the number of stakeholders
and nodes attached to them, more thorough scalability test-
ing with a larger quantity of stakeholders is required. Also,
homomorphic encryption could be applied to enable the com-
putation of data in an encrypted state, boosting the security
and privacy of the overall approach.

Lastly, a limitation of this initial implementation of the
framework is that the adopted ML model only performs
binary classification to distinguish between types of defects.
This means that to be used in production, an upstream system
capable of separating OK parts from defective ones is neces-
sary. The model itself was trained with a limited amount of
data containing only images of defective parts of each class,
which was also a constraint of the use case itself. Never-
theless, both of these limitations are not related to the main
focus of the present work, which is showcasing the capacity
of the FL framework to enable a collaborative improvement
of industrial AI processes in a limited-data context across
stakeholders in a privacy-preservingmanner. They are instead
related solely to the ML model implementation and can
be easily solved by training a different model (e.g., object
detection or multi-class classifier for OK, Discontinuity, and
Excess) and by increasing the dataset size/variety, given that
the framework is agnostic to the type of ML task being
employed.
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