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“All things are difficult before they are easy.”
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ABSTRACT

With the current increase in the volume, variety, and complexity of data, Big Data is
increasingly becoming a needed paradigm in any sector of activity. Given these facts,
the need for computer systems capable of responding to these same data, especially in
processing, storage, and presentation is increasing. All of these points are fundamental
so that it becomes to work with the data in a way that it is possible to extract value and
knowledge from it; whether to intensify productivity on an assembly line, increase a
business’ revenue, or improve the quality of life of a given population.

The question then arises of how we can develop such computer systems in the context
of Big Data applied to the healthcare sector. To respond to the challenges imposed by this
scenario, it is necessary to integrate multiple data sources, process and present them to
the end-user in an understandable and timely manner so that their use is viable.

As a solution proposal, a system architecture based on microservices is presented, in
which the presentation of data uses the latest Web development tools. Such an architec-
ture uses a Cloud infrastructure to take advantage of the inherent advantages, such as
scalability, security, and flexibility.

From the analysis of data from different sources, with various clinical practices which
add volume on which to infer, it is expected that advanced data processing techniques
will support the development of new treatment methodologies, support current methods,
or even create fertile ground for the creation of practices that could improve the quality

of oncological patients.

Keywords: Big data, Microservices architecture, Data processing, Data analysis, Cloud

Computing, Web development
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ReEsumMmo

Com o aumento no volume, variedade e complexidade dos dados, cada vez mais se cami-
nha para um paradigma de Big data em todo e qualquer sector de ativade. Perante tais
factos, surge cada vez mais a necessidade de existirem sistemas informaticos capazes de
dar resposta as necessidades impostas por estes mesmos dados, sobretudo em aspetos
como o seu processamento, armazenamento e apresentacao. Todos estes pontos sao fun-
damentais para que seja possivel trabalhar os dados de forma a que se possa extrair valor
e conhecimento destes, seja com vista a intensificacdo da produtividade numa linha de
montagem, aumento das receitas de um negdécio ou melhorar a qualidade de vida de uma
determinada populacgao.

Surge entao a questao de como podemos desenvolver tais sistemas informaticos num
contexto de Big data aplicado ao sector da satde. Tendo em conta a forma de responder
aos desafios impostos, é necessaria a integracao de multiplas fontes de dados assim como
a capacidade de as tratar e apresentar ao utilizador final de forma compreensivel e em
tempo util, para que a sua utilizacao seja viavel.

Como proposta de solugao, é proposta uma arquitetura de sistema baseada em mi-
crosservigos em que a apresentacao dos dados recorre as mais recentes ferramentas de
desenvolvimento Web. Tal arquitetura serve-se da infraestrutura Cloud por forma a tirar
partido das vantagens inerentes a mesma, tais como escalabilidade, seguranga e flexibili-
dade.

Com a analise e integracao de diferentes fontes de dados e recorrendo a técnicas
avancadas de processamento de dados, é esperado que sejam oferecidas novas perspetivas
que possam apoiar o desenvolvimento de novos métodos de tratamento, adoptar aqueles
que ja existam e criar solo fértil para a criacao de novas praticas, em que o objetivo passa

por melhorar a qualidade de vida de pacientes oncoldgicos.

Palavras-chave: Big data, Arquitetura de microsservigos, Analise e integragao de multi-

plas fontes de dados, Cloud Computing, Desenvolvimento Web
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INTRODUCTION

This chapter aims to present the proposed work. It begins with the background, which
represents a motivation for the development of the project. Then the research approach
is described and it is presented the research problem as well as the hypothetical solu-
tion. Next in order are discussed the potential contributions to the scientific community.

Finally, the structure of the document is presented.

1.1 Background

As of 2012, the digital world of data was expanded to 2.72 zettabytes' by 2024 the amount
of data is expected to reach 149 zettabytes [40] and 0.463 zettabytes will be produced
everyday by 2025 [10]. Big enterprises are collecting trillions of bytes of data regarding
their customers, suppliers and operations per hour, as it offers promise in several business
sectors to answer many issues [45].

With this kind of increase in the volume and variety of data in different sectors, it is
necessary to process and manage that data conveniently and adequately for their intended
purpose. Therefore, this implies the use of new tools, technologies and approaches for
curating, storage and processing [11], in healthcare, this need is no different [18].

In this same context and aimed at healthcare, there is even another kind of challenge.

According to [45] and [11], the main concerns are:

1. Data structure (fragmented data, incompatible formats, raw and unstructured

datasets);
2. Security (privacy, confidentiality, data duplication, integrity);

3. Data standardisation (limited interoperability, data acquisition and cleansing and

language barriers);

4. Storage and transfers (expensive to store, securely extract, transmit and process).

11 zettabyte = 10247 bytes
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Although many challenges, there are also crucial factors that drive Big data usage and

research in this field, according to [50]:

1. Clinical decision support systems;

2. Individual analytics applied for patient profile,
3. Personalised medicine,

4. Performance-based pricing for personnel,

5. Analyse disease patterns,

6. Improve public health.

Concerning the healthcare sector an enormous volume and variety of data is obtained
from several different sources, such as Electronic Health Records, monitoring devices,
health trackers and intelligent devices, medical procedures - treatments, imaging or
surgery. As so, volume and variety are two of the main concepts that contribute to
coining the term Big data [17]. This problem becomes as complex as the amount of
units in consideration increase. If the objective is to collect and process data not only
from a healthcare unit but from a group of these at local, regional, national, European
or global levels. From the analysis of data from different sources, with various clinical
practices which add volume on which to infer, it is expected that advanced data process-
ing techniques will support the development of new treatment methodologies, support
current methodologies, or even create fertile ground for the creation of practices that

could improve the quality of human life.

1.2 Research Problems

Even though there are well-known good reasons to dive deeper into Big data and its
applications, finding the right approaches to achieve it is still a challenge, specifically to
give a response to the issues mentioned above, and, for that reason, the most advanced
health IT systems still rely on data warehouse structures.

Without the proper infrastructure, as well as the appropriate analytic tools and visu-
alisation approaches, the insight provided by Big data is likely to be limited [60].

As proposed by [61], Big data healthcare analytics has five processes:

1. Data Acquisition;
2. Data Storage;
3. Data Management;

4. Data Analytics;
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5. Data Visualisation and Reporting.

Figure 1.1 shows the flow of data throughout a data-centred application.

{ Data Aguisition H Data Storage H Data Management ]—b[ Data Analylics HDam ;ﬁ:::rlt'if;on &}

Figure 1.1: Big data analysis process, adapted from [61].

This work aims to build a valuable and accessible framework for healthcare profes-
sionals to work with and make decisions, considering the clinical context. It is necessary
to address the processes mentioned earlier as different problems, considering the system’s
interoperability as a whole.

As healthcare’s Big data exceeds the ability of standard data processing techniques, we
must take to other approaches such as distributed computation [18] or cloud computing.

Considering the challenges that arise from the current status quo described above, it
should be clear that new solutions are needed. As so, the following research problem is

posed:

* How can Cloud computing support Big data Web applications to assist healthcare

professionals in a clinical scenario?

As a hypothetical solution to this problem, this work proposes the use of Google Cloud
Platform, a suite of Google’s public cloud computing resources and services, serverless
architecture, to create a Web application capable of handling Big data in healthcare. In
this work, a serverless architecture will be developed to integrate multiple data sources,
addressing the storage and management of that data. Additionally, a Web application,

which is the final product, will be implemented.

1.3 Main Contributions

The proposed problem consists of developing software capable of responding to the chal-
lenges imposed by Big data and implementing a Web application to support it. Therefore,
we can divide the problem into the following subsections:

1. Overall Systems Architecture;
2. Data Acquisition and Data Storage;
3. Data Management or Analytics;

4. Data Visualisation and Reporting.

Although it is possible to think of these subsections of distinct and separate problems
requiring different implementation, the solution should consider the system interoper-

ability across the various components.
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The architecture proposed in this project is aimed to be applied to the healthcare sec-
tor. However, any other could benefit from it with the proper adjustments, as Big data can
be found in every sector of the global economy [50]. Regarding the Web application de-
veloped, this only applies to healthcare purposes. However, it serves the implementation
presented here as a guideline for implementing applications for other sectors.

Additionally, the studies performed herein demonstrate the usefulness and perfor-
mance of the Google Cloud Platform in actual use cases. The optimisation of Google
Cloud Functions is further discussed and opportunities to improve, allowing future ap-
proaches to consider this feature to obtain better results.

The Google Cloud Platform and React-Redux Javascript framework proved to be very
useful and capable, thus encouraging further research to develop Big data platforms.

This thesis is also part of the European research project Clarify? which proposes
integrating and analysing vast quantities of heterogeneous multivariate data to aid in
the early detection of risk factors that may worsen a patient’s condition after oncological
therapy has ended. This will successfully help to stratify cancer survivors by risk so that
their follow-up can be tailored to their specific needs.

1.4 Dissertation OQutline

Initially, it introduces the background, which serves as motivation for the research devel-
oped in this document. Then the research problem is presented as well as the hypothetical
solution and potential contributions.

The Related Work section presents the state of the art regarding Big data, Cloud
computing, and related technologies such as Data Storage, Data Management, and Data
Visualisation and Reporting. After analysis of the previous section, the technology stack
to develop the work in hand and proposed architecture to address the research are dis-
cussed and presented.

A methodology is proposed for implementing the data sources, the developed services,
and the presupposed user interaction with the system.

The implementation of the proposed work explains the infrastructure, data sources,
services, and user interface. Lastly, the implementation results and the conclusion and
future work are presented, where improvements to the developed application are dis-

cussed.

Zhttps://www.clarify2020.eu



2

ReLAaTED WORK

2.1 Bigdatain healthcare

The practice of storing healthcare data in digital records is relatively new. The standard
approach to keep patient information was either handwritten notes or typed reports [19],

being the first occurrence of this practice found circa 1600 BC in a papyrus text from
Egypt [20].

With globalisation, increased access to information systems and digitalisation, the
storage of all clinical information in the healthcare systems became a standard practice
[15].

Eventually, in 2003, the Institute of Medicine chose the term Electronic Health Record
(EHR). EHR is defined by [59] as any information relating to an individual’s physical or
mental health condition that resides in an electronic system for the primary purpose of
providing healthcare and health-related services.

EHR brought many advantages, according to [15]:

1. Ease of access to medical history;

2. The overcome of logistical errors;

3. Improvement of medical practices with automatic reminders and prompts;

4. Greater continuity of care and timely interventions;

5. Faster data retrieval and facilitate reporting of key healthcare quality indicators;
6. Relevant data regarding the quality of care;

7. Reduce delays and confusion in the billing and claims management area.

Besides the advantages described above, the EHR combined with the internet have

been helping provide access to critical information for patient life and care [15].

5



CHAPTER 2. RELATED WORK

With such benefits, it is easy to understand why a Big data scenario in healthcare
has been reached nowadays, with lots of information being created every second regard-
ing operations, staff and patient information from appointments to logistics or medical

procedures, generating a vast universe of complex and difficult to analyse data.

2.1.1 Characteristics of Big data

Even though the relevance of big data has been well recognised, there is still no consensual
definition of Big data, despite several authors having similar ideas. A report submitted by
U. S. Congress in August 2012 explained big data as an enormous number of fast-moving,
complex, and changing data that necessitate modern procedures and technology to gather,
store, distribute, manage, and analyse the data [61]. Hence, the famous Big data “V’s”,
which are not consensual, also being the most well known, defined as soon as 2001, the
“3V’s” [12]. With that being said, some of the essential Big data characteristics are:

1. Volume - generation and collection of immense amounts of data leads to data scale

increasingly bigger.

2. Velocity - data is generated with such a pace that it requires distinct (distributed)

processing techniques.

3. Variety - indicates the various types of data, including structured, semi-structured

and unstructured data and the need to relate them.
4. Veracity - data can only add value if accurate and precise; thus, it can be proven.

5. Value - extracting hidden patterns from the data can lead to knowledge that can

add significant value.

2.2 Big data frameworks

Some of the most popular frameworks for Big data processing include Hadoop, and
Apache Spark [42]. In this section, its main features and corresponding architectures are

presented.

2.2.1 Hadoop

Hadoop is a highly scalable open-source framework that allows the collection, processing,
and storage of huge amounts of unstructured complex data distributed across clusters of
computers so that they can work in parallel (hardware layer) [7] [37]. Hadoop is composed

of four main layers, according to [11], [7] and [37]:

1. Core: a collection of standard utilities and libraries that support the other modules;

6
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2. Distributed file system (Hadoop Distributed File System (HDFS)): provide high-
performance access to complex data through a master-slave architecture where the
master machine controls multiple slave devices providing a parallel orchestration

as it divides the data through multiple nodes in a cluster;

3. Yet Another Resource Negotiator (YARN): a framework for job scheduling and re-

source management, such as Central Processing Unit (CPU) and memory;

4. Map-reduce: layer responsible for parallel processing of large datasets.

2.2.2 Apache Spark

Spark is an open-source unified data analytics cluster computing framework that is fast

and powerful for large-scale data processing. Standing out, according to [1]:
1. Ease of use: the possibility to write applications in several programming languages;
2. Generality: the ability to combine a stack of analytics libraries;

3. Cross-platform: able to run in several platforms and access data from hundreds of

data sources.
According to [7], typically, a Spark-based application have five layers:

1. Data storage systems: such as HDFS and HBASE (open-source non-relational dis-
tributed database !);

2. Resource management: such as YARN and Mesos (manage computer clusters ab-

stracting computer resources away from machines 2);

3. Spark Core Engine: acts as the application’s kernel as it orchestrates the data pro-

cessing and further operations;

4. Stream Processing: supports many applications and libraries such as Structured
Query Language (SQL), MLib, R, GraphX and others;

5. Application program interface: usually written in a general-purpose programming

language compatible with Spark: Java, Python or Scala.

The leading Public Cloud Providers have already adopted this design in their products

and infrastructure.

Thttps://hbase.apache.org
Zhttps://mesos.apache.org
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2.2.3 Cloud Computing

To adequately process Big data, there is a need for high computing power clusters ac-
cessed via grid computing infrastructures capable of working in a distributed way; Cloud
computing is such a system [15].

The objective of cloud computing is to use large amounts of computational resources,
such as processing capacity and storage, under concentrated management so that it can
provide applications with fine-grained computing capabilities [12].

Cloud computing has distributed storage technology that can efficiently manage vast
amounts of data, and parallel computing power can improve the efficiency of data collect-
ing and analysis. These platforms can operate as a data receiver from numerous sources,
as an infrastructure to analyse and interpret the data, and as a web-based visualisation
tool to provide the end-user with essential insights.

The use of Cloud Computing is a combination of a series of disciplines such as
Infrastructure-as-a-Service, Platform-as-a-Service, and Software-as-a-Service. In the per-
spective of the user, it can be thought of as a Pay-per-Use-On-Demand convenience capa-
ble of addressing a series of complex tasks such as networking, computing power, storage,
application, data analysis and so on [56].

According to [41] and [56] there are several implementation models which may be

considered according to the user needs:

1. Public cloud - available to the public in general, it is controlled and managed by
the organisation that contracts it from the provider; may be limited with security

control over data and network [16].

2. Private cloud - only allows the company authorised staff to access the secure internal
network. Services are not exposed to the public, meaning this solution can provide
complete control. However, it may present more significant costs related to the
data centre, cloud service management and hardware. May present fewer security-
related challenges than Public cloud since the last has a multitenancy architecture,

which increases risk [44].

3. Hybrid cloud - this model provides a combination of public and private cloud
models together [6]; offers standard services such as sharing resources, storage

space, and virtualisation.

2.2.3.1 Cloud Providers

Cloud computing models have brought significant advantages in the most varied branches
of Information and Communications Technology (ICT) and, therefore, a paradigm shift,
thus providing flexibility and benefits at the business level for companies that intend to
use this model.

For this reason, the most prominent players in the market wanted to find the means

to enter this field quickly.
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Various cloud providers are competing in the market for their shares, such as Amazon
Web Service, Microsoft Azure, IBM SmartCloud, Google Cloud Platform, and many more
(44].

In this section, the three biggest cloud providers in the market will be presented and

discussed:

+ Amazon Web Services (AWS) 3

¢ Microsoft Azure *

* Google Cloud Platform (GCP) >
The following characteristics are based on [4], [66] and [3]:

1. Amazon Web Services holds the largest market share. The vast toolset and depth of
its services are pointed as the key strength for AWS. It also presents excellent de-
veloper functionality. This wide range of offers comes with the tradeoff of standard

pricing challenges in understanding AWS metrics and estimating eventual costs.

The main focus of AWS is the Public cloud, and it offers services such as:

a) Compute;

b) Databases and storage;

)

)
c) App integration;
d) Developer, management and engagement tools;
e) Machine learning and predictive analytics;

)

f) Business productivity tools.

2. Microsoft Azure is a preferred choice of enterprises with a previous relationship
with Microsoft, presenting a combination of Azure, Teams, and Office 365, which
may answer to a wide range of organisational challenges. Azure has built-in ready
to run server apps that support programming languages such as .NET, Java, PHP,
Node.js and Python.

The main focus of Azure are Public and Hybrid cloud, and it offers services such as:

a) DevOps;

)

b) Blockchain technology;

c) Internet of Things (IoT) integration;
)

d) Big data and predictive analytics;

Shttps://docs.aws.amazon.com/
4https://docs.microsoft.com/en-us/azure
Shttps://cloud.google.com/why-google-cloud
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e) Scalable data warehousing;

f) Game and app development.

3. Google Cloud Platform is a relatively new solution with proficiency in open-source
technologies that values innovation. GCP draws corporate customers with their
profound technical expertise and tools in artificial intelligence, machine and deep
learning and data analytics. GCP has a wide range of serverless solutions and some
of the most competitive pricing in the industry, which may be especially attractive

for Small and medium-sized enterprises (SMEs).

The main focus of GCP are Public and Hybrid cloud, and it offers services such as:

a) Business analytics and Artificial Inteligence (AI);

b

Application development;

c¢) Data management and storage;

)
)
)
d) Productivity and workload management tools.

2.2.4 Serverless Clouds

Serverless applications address Web and other distributed applications. It is a cloud
computing execution model in which the cloud provider allocates machine resources
on-demand, taking care of the servers on behalf of their customers. Therefore it allows
programmers to focus on development and use a set of existing cloud services directly.

Examples of those services are Firebase (GCP) or DynamoDB (AWS), messaging sys-
tems such as GCP’s Cloud Pub/Sub ©, notification services such as Amazon Simple Noti-
fication Service (AWS SNS) 7 and many others [48].

It is also convenient to add custom features recurring to “cloud functions”, a sub-
type of Microservices” architecture, even more specialised, namely Function-as-a-Service
(FaaS). It allows teams to work in complete abstraction, contributing to the end applica-
tion. Examples of such functions include AWS Lambda 8, GCP’s Google Cloud Functions
9 or Microsoft Azure Functions '°.

Those are based on functional programming and can be deployed on the providers’
infrastructure. Functions can be triggered by: An event (database modification, file
upload, scheduled action, between others); a direct Hypertext Transfer Protocol (HTTP)
request or cloud Application Programming Interface (API) calls.

The cloud infrastructure is responsible for automatically provisioning resources, such
as CPU, memory, network and storage, and automatic scaling of function executions

according to the number of requests.

®https://cloud.google.com/pubsub/docs/overview

7https: //aws.amazon.com/sns/

8https://aws.amazon.com/lambda/

https://cloud.google.com/functions/
10https://docs.microsoft.com/en-us/azure/azure-functions/

10



2.2. BIG DATA FRAMEWORKS

In Table 2.1, the key features of the leading cloud function providers are presented.
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Google Cloud Functions

AWS Lambda

7 Azure Functions

Language

Pricing

Triggers

Deployment

Versioning
Dependency management
Execution time

Disk space

Number of functions

Parallel Execution

Node.js, Python, Go, Java, .NET,
Ruby, and PHP

First 2 million are free and $0.4

beyond 2 million

HTTP, Cloud Storage, Cloud
Pub/Sub, Cloud Firestore, Fire-
base, Cloud Logging

Zip and CVS

Possible
Yes, according to language
540s

Consumes memory resources
(configurable on deploy)

1000

400

Java, Go, PowerShell, Node. js,
C#, Python, and Ruby

$0.20 per 1 million requests
and $0.00001667 for every GB-
second used

Lambda API, AWS SDK, AWS
CLI and AWS toolkits

Container images and .zip file
archives

Possible

Yes, according to language

300s (maximum execution time)

512MB

1024

100 functions in parallel (can be
increased on request)

C#, JavaScript, F#, Java, Power-
Shell, Python, TypeScript

$0.20 per 1 million requests and
$0.000016 for every GB-second

used

Queue, Timer, Event Grid, HTTP

Zip and CVS

Possible
Yes, according to language
No limit

5TB

10

No limit

Table 2.1: Main features of leading Cloud providers, based on [47], [48], [2], [5] and [13].
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2.3 Data Storage

Storage is a critical part to take into consideration when building a Big data application.
As the data size in the healthcare industry increases day by day, an efficient, large and
scalable storage platform is needed.

With such large volumes of data, the cloud is the most promising solution since it
provides elasticity and potential for scalable analytics [61].

According to [38], cloud computing has infrastructure capable of addressing the data
storage essential to accomplish Big data analysis.

Table 2.2 describes cloud storage platforms critical points of interest.

13
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Type Vendor Components/Platform 7 Application
Google Cloud Services (Big Table/ | Cloud usage for clinical applications with private or hybrid
Bid data Storage Cloud Storage) cloud provide maximum level of security, privacy and
Amazon Cloud Services (Amazon S3, | availability.
Amazon Elastic File System)
Microsoft Azure S3
Relational Databases MMMWMMB MWMMOWOMm_mios& Database Ewmr._x m&mﬁmzm SQL database mEu:.nm.&os with m:ﬁogm.ﬂn
. provisioning, management and provided as a cloud service.
Service (RDS)
Microsoft Microsoft Azure SQL
Database
Google Firestore Healthcare applications commonly have unstructured
NoSQL Amazon Dynamo DB complex data making NoSQL databases an important tool
Microsoft Cosmos DB regarding scalability and flexibility.

Table 2.2: Cloud Storage Platforms, based on [61].
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2.4 Data Management

Data management includes organising, cleaning, retrieval, mining, and data governance
[61]. Thus, to build a practical Big data healthcare application, it is necessary to consider
strict and dedicated Extract Transform and Load (ETL) processes and the whole life cycle
of data. Then, arises the need to relate this type of process with data governance strictly.
As defined by [69], data governance is everything one does to keep data secure, private,
correct, accessible, and usable.
It entails the activities that people must take, the processes they must follow, and the

technology that will help them along the data life cycle.

2.4.1 Extract Transform and Load

ETL is a process that is used to extract complex data from different sources, transform
that data into a suitable and ready to use format and load it into the final target [49].

The goal is to prepare data for analysis by making it accessible and relevant, aggregate
it to analyse and drive business decisions. It can also be used for a variety of other activi-
ties [63], such as data cleansing, data integration, data warehousing and data migration.

Companies can benefit immensely from improved access to their data, regardless of
their size, complexity, or number of data sources. ETL processes allow users to see what
is going on in their organization’s operations.

Because the findings are only as accurate as the input given, this process is critical
and the cornerstone of data analysis-based applications [62].

ETL components are:

1. Extract - extracting data and metadata from different sources and systems inside

and outside the organization’s scope into consolidated formats.

2. Transform - transform the data into a suitable and ready to work with format.
May involve applying business rules, cleaning data, filtering, splitting and merging,
joining together data from different sources (lookup / merge), transposing rows or
columns, applying verification and validation rules or even send data to APIs for

further processing.

3. Loading - output the data to use sources such as data marts, data lakes, data ware-
houses, databases, files (.csv, .txt, .xls, .xml), other reporting applications or directly

to operational applications.
The key types of ETL tools are:

1. Third-party - are the most common ETL tools used by the majority of companies.
These tools are often built to scale and have a strong pool of developers that can
build on them. The majority of them have a high-level drag and drop interface.
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2. Library-based - those allow more flexibility and customization since they are built
on programming languages, providing developers great tools for one specific pur-

pose but taking the risk of lack of generalization.

Also, those can be divided taking into account their commercial purpose, being either
Commercially distributed or Open-source.
When choosing the adequate tool, according to business requirements, it is important

to consider the following criteria: according to [62], [46] and [49]:
1. Supported connectivities (such as different database services providers);
2. Types of data transformation;

3. Delivery support;
4. Data modelling;
5. Data governance support;
6. Debugging facility;
7. Execution and runtime metrics;
8. Usability and integration;
9. Performance;
10. Customer support;
11. Documentation;
12. Ease of use;
13. Cost (hardware, software and other).

Since there are multiple offers in terms of ETL tools and this document is written for
academic purposes, the open-source tools will be given priority.
As so, Table 2.3 intends to present some of the most relevant features of the two most

suggested and accessible open-source applications based on [55], [62], [21] and [64].
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2.5 Data Visualisation and Reporting

Data Visualisation is the process of displaying data after analysis pictorially or graphically

to understand complex data better and make better decisions. As so, analysts can use

data Visualisation to acquire a better grasp of the data and gain more economically viable

insights [61].

Because this work is intended to produce a Big data-driven Web application, it is

considered that data Visualisation tools which integrate with programming languages

are the best suited, primarily JavaScript, which is the most widely used programming

language on the internet [70].

Table 2.4 presents JavaScript based frameworks for Data Visualisation.

Tool Programming | Characteristics
Language

D3.js ! JavaScript D3.js is a JavaScript library for document manipula-
tion with powerful visualization components and a data-
driven approach to DOM manipulation that gives the
developer a wide range of functionality.

Chart.js'? | JavaScript Chart.js is a open-source JavaScript data visualization
framework that supports eight different chart types: bar,
line, area, pie (doughnut), bubble, radar, polar, and scat-
ter.

React JavaScript React is a user interface library written in JavaScript. De-

spite not being a pure data driven framework it is possi-
ble to integrate it with libraries such as nivo!?, Materia-
Ur4 D3.js, Chart.js and others.

Table 2.4: Data Visualisation JavaScript frameworks.
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ARCHITECTURE AND METHODOLOGY

As previously described, there are currently many frameworks, tools, and technologies to
deal with the implications of Big data and the universe that surrounds it. This chapter re-
flects on the previously discussed themes and presents a technological stack to implement
a solution.

A description of the system requirements to develop the proposed system is made as
is an architectural overview of the system.

It illustrates the expected interaction flow between the end-user and the application,
which directly correlates with the system developed and the functionality available.

Lastly, it presents the methodologies used in the integration of data sources and

predictive models.

3.1 Technology Stack

After analysing and studying possible solutions and different approaches in chapter 2,
the need to choose between a wide range of technologies is clear.

Regarding the infrastructure, it was chosen to use a Public Cloud Provider, namely
Google Cloud Platform. This decision came from the widely previously discussed benefits
of using Cloud computing for Big data. GCP was chosen as the provider to use because of
Google’s tendency for open-source development, an essential point regarding academic
work, and its reputation. Furthermore, the products and services available on GCP fulfill
every need of the project in hand.

In respect of Data Storage, it will be used GCP’s solutions will be used, namely:

1. Cloud SQL: to store patient data in a tabular way (Relational Database Management
System (RDBMS));

2. Cloud Firestore: documents with development elements, namely profiles, menus,

databases, services, and users;

3. Cloud Storage: buckets of information that need to be accessed in runtime such as

images, patient information, between others.
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Respecting Data Management, especially the ETL process, the Pentaho Data Integra-
tion tool was selected. This tool is open-source and is one of the most widely used for
ETL and Data pipelines in general. It presents a wide range of functionalities, ease of use,
immense documentation, and an online community. Since the infrastructure of this work
is under GCP, a Virtual Machine will be deployed and dedicated to implement, test and
deploy the ETL processes.

About Data Visualisation and Reporting, in the context of a Web application, React
was chosen. React.js is an open-source JavaScript (JS) library for creating user interfaces,
and it can be integrated with other powerful frameworks such as D3.js or Chart.js. It is
used to build massive web applications that can alter data without reloading the page,
i.e., statelessly, making it ideal for a Big data-driven application where the users need to
have the most recent and accurate data to make decisions. Furthermore, React’s primary
goal is to be quick, scalable, easy to use, and highly responsive. In order to deploy
the application, the App Engine will be used, a fully managed, serverless platform for

building and deploying large-scale online applications [22].

3.2 System Requirements

This section will present the critical requirements for the architecture to be developed. To
ensure proper functionality and ease of use, the application should fulfill some require-

ments in the end-user context. Below is a brief description of the system requirements.

* Identify and understand the data sources

To properly feed the Data Storage infrastructure, the data sources to integrate
should be well known, meaning that it is necessary to identify its content, clearly
understand it, and then arrange an efficient and secure way to collect the data from

its source into the ETL process.

* ETL process

The ETL process should be prepared to integrate the data sources efficiently, always
assuring the integrity of the data. Since the complexity and volume of the data are
considered, this process should also be as optimised as possible since the risk of
having it up and running for extended periods is higher, which also increases the

project’s total cost.

An important point regarding the ETL process is that every transformation! should
be independent and wholly decoupled between each data source; thus, facilitating

the future integration of different sources.

* Data Storage and Management

IThe concept of transformations and jobs in ETL context will be deepened in other sections.
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After the ETL process is concluded, it is necessary to address the data storage.
The appropriate data storage platform should be chosen depending on the data
characteristics and where it is needed. Also, the security and privacy of the data

should be addressed throughout the whole process?.

* Provided services - Google Cloud Functions

The services provided by the application to the end-user will highly depend on the
good functioning of the Google Cloud Functions (GCF) since those will perform
the actions required to build the actual information and knowledge that feeds the

application 3.

Consequently, this process should be as accurate as possible and performed in real-

time so that the end-user can get the most out of the tool.

e User Interface

The Web application and the information and knowledge displayed in it should be
accessed in an easy, understandable, and ergonomic manner by the end-user. Since
this project focuses on a healthcare environment, the designated professionals must

extract valuable insight as efficiently and effectively as possible.

3.3 Architecture Overview

As previously mentioned, this project aims to create an easy-to-use Web application
capable of providing a great User Experience (UX) while integrating multiple sources of
information in a healthcare environment, which inevitably leads the application to a Big
data scenario due to the nature of the data. With that being said, the need to design and
implement an architecture capable of handling such challenges arises.

In order to make this possible, this architecture is composed of several modules re-
sponsible for different system characteristics. An overview of the architecture and the
modules that comprise it, the interactions between each other and the end-user can be
seen in Figure 3.1.

The proposed architecture is a serverless approach to the several previously identified
modules that need to be addressed to provide the end-user with the capability to extract
actual knowledge from the data. As seen in Figure 3.1, the architecture can be divided
into four essential layers: an ETL layer, an Data Storage and Management layer, an Data
Processing and Analytics layer, and the User Interface (UI) layer, responsible for the
interaction between the whole system and the end-user.

2 Althought the security and privacy topics are not part of the scope of this thesis, those were taken into
account when developing it.

31t is essential to mention that the core implementation (predictive models) of those services is out of
the scope of this thesis, however, the required adaptations and optimisations will be discussed.
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Figure 3.1: Big data-driven Architecture Overview.
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3.4. END-USER INTERACTION

The ETL is responsible for the integration of multiple data sources, performing ade-
quate transformations to the data, and then loading the data into the appropriate storage
structures. The Data Storage and Management works as a mediator between the ETL
process and the Data Processing and Analytics since it will feed with clean and reliable
data every forward processing. It is also important to mention that this module plays
a crucial role in the whole system since its availability, speed, and accuracy will highly
affect the UX and, as a consequence, the fact that the application is a valuable tool in a
real-life scenario. Thus, the excellent choice of Data Storage and Management should be
addressed carefully.

The Data Processing and Analytics will be responsible for providing ready to anal-
yse data as a knowledge discovery tool; this module applies a series of algorithms and
predictive models to the data and makes it available to consume as a service.

Finally, the UI between the system and the end-user; this module serves to provide
a graphical user interface via a web page, which any device can access with an internet
connection since the application should be responsive.

3.4 End-user Interaction

The user interaction with the application is limited by the developed graphical interface
and the requests one performs. As a result, it is critical to make sure that these interactions
are simple and convenient for the user. Figure 3.2 depicts the system response to a
sequence of interactions to analyse data.

From the user’s point of view, the first interaction with the system is authentication.
The only way to register new users is by registering them in the Firebase admin console.
This process is conducted exclusively by authorised staff, and then the user/password
pair is addressed to the designated user to access the application. Also, when registering
the user, it should be configured in the Firebase admin console, which type of user it
is and which databases it can access and query. This process will be discussed in other

sections.
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Figure 3.2: User interaction flowchart.
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3.5. DATA SOURCES INTEGRATION PROCESS

Since the authentication is granted, the user should choose the database that desires
to be analysed, between the ones that they have access. It should also be mentioned that
the user has no information about which other databases are available due to privacy
questions. The user can choose between the available oncological hazard, directly affect-
ing every further interaction with the system. However, it can be changed anytime and
multiple times during the same session, allowing the user to perform several queries and
analyses across different hazards. Once chosen the database and the hazard type, the user

is presented with a menu to perform different kinds of analysis, being those:

1. Individual analysis: in this scenario, the user is asked to input a patient ID # and
is presented with a panel with general information about the patient. From there,
the user can choose different interactions with the system, which will be further
addressed.

2. Population analysis: in this scenario, it can be chosen between two different ap-

proaches:

a) Survival curves:

i. Cox model

ii. Kaplan-Meier estimator
b) Descriptive Analysis:

1. Statistics

3. Knowledge graph analysis: this submenu aims to integrate other functionalities
that are outside of the ecosystem developed in the scope of this project, namely a
drugs interaction API and predictive models. Those functionalities were created
by other entities that collaborate in the Clarify project. Thus, its integration was
done in thigh communication with the respective entities to preserve functionality
and usability. It is also important to mention that those are not fed by the data

structures previously mentioned.

3.5 Data Sources Integration Process

The process carried out to integrate the multiple data sources used in the project was iter-
ative, accompanied by the Clarify project partners responsible for each source. Figure 3.3
intends to describe the data’s process from its origin until its integration in the project’s
ecosystem.

4This information is highly confidential, and only authorised hospital staff have access to the suitable
correspondence
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Figure 3.3: Data source integration process flowchart.

26



3.6. MODELS INTEGRATION PROCESS

For choosing the adequate data structures to load the different data sources, it was
necessary to do a previous study of the provided datasets to understand the context
and its framework. Although this previous study was made, the necessity for a better
understanding eventually emerged. It was the reason that an iterative process was built
with the entities that provided the data. Hence, it was possible to completely understand
the data, interpret it, and its constraints.

It is essential to mention that it imposes an increased difficulty since this work is
inserted in a particular domain knowledge area.

For that same reason, without the required knowledge about the data, it was easy to
run into an ineffective ETL process or load the data into inadequate data stuctures, which
would affect the results built by the models in the subsequent phases.

After the interaction with the responsible entities is done and if it is possible to un-
derstand the data comfortably, the conditions to proceed are reunited. Then emerges the
necessity to decide whether the data needs further processing and thus the development

of an ETL process or it is ready to be loaded into a data structure.

3.6 Models Integration Process

The process to integrate the models was similar to the one described in the previous
section. Since the provided models were already written in a programming language
supported by the GCF, it was only necessary to perform some adaptations to use them.
Those adaptations will be discussed later in subsequent sections. Figure 3.4 describes the
process to put together the implementation of such models.

The process carried out focused mainly on ensuring that the integrity of the model
was maintained. Although some adaptations were made to have the models available in
the project ecosystem, it was fundamental to keep the results obtained by the entities
responsible for developing the models. This process even brought significant advantages
to the project since it was possible to detect eventual flaws and improve the quality and
efficiency of the code used to build the models.

Since this project is tightly related to the usability of the web application and gen-
eral UX, it is crucial to have the models available for interpretation as fast as possible,
preferably providing the user with an almost real-time experience. This is, although the
models are run in each request, its results should be presented in a few seconds to ensure
usability. Since the development of the models was made in a scientific context, the per-
formance and execution time was not the main topics of discussion. Still, that question
had to be addressed in this scenario. Thus, a series of optimisations were implemented

to accomplish this, those will be discussed in 4.3.2.
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Figure 3.4: Models integration process flowchart.
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4

IMPLEMENTATION

The implementation of the system previously mentioned and detailed in the preceding
sections is described in this chapter.

Section 4.1 discusses the infrastructure implementation and the deployment of the
necessary resources and services inside Google Cloud Platform to answer the project
requirements.

Section 4.2 details the data sources used and the process of loading them to the project
ecosystem and making them available for use in the project.

Section 4.3 presents the developed Google Cloud Functions and explains each ser-
vice’s goal and the type of communication used; it also discusses the implementation of
optimisations to the developed services.

Section 4.4 details the developed User Interface and connected the dots between the
Ul itself and the developed services.

As mentioned in section 3.1, the infrastructure of the project is based on the Google
Cloud Platform. This subsection discusses the core implementation of each module used

in the project from the GCP ecosystem.
4.1 Infrastructure
The used services in the GCP ecosystem were:
1. App Engine
2. Compute Engine
3. Storage Buckets
4. Cloud SQL
5. Google Cloud Functions

6. Firebase
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4.1.1 Google Cloud Platform Overview

Google Cloud Platform is a public cloud provider that offers various internet-based ser-
vices related to hardware or software. Those services aim to hasten an organisation’s
digital transformation [58].

GCP is composed of physical assets like computers and hard disk drives, as well as
virtual resources such as Virtual Machine (VM)s, all of which are housed in Google’s data
centers across the world. Each data center is part of an area. Asia, Australia, Europe,
North America, and South America are all available as regions. Each area consists of
zones that are separated from one another inside the region.

This resource distribution has various advantages, including redundancy in the event
of a failure and reduced latency by placing resources closer to customers [31].

Any Google Cloud resources allocated must be part of a project. A project can be
thought of as an organising entity. The settings, permissions, and other metadata that
characterise the applications are part of the project.

Within a single project, resources can readily collaborate, for example, by commu-
nicating through an internal network, as long as the regions-and-zones guidelines are

followed [31]. Each Google Cloud project has the following:
1. A project name;
2. A project ID;
3. A project number, which Google Cloud delivers.

These identifiers are used in certain command lines, configurations, and API calls.

Figure 4.1 shows the project name, its ID, and its project number.

a® Project info

Project name
clarify

Project ID
clarify-2—y

Project number

A65 e m—1 7

Figure 4.1: Project information on GCP.

Google Cloud provides three ways to interact with the services and resources, which

are:
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1. Google Cloud Console: provides a graphical user interface for managing Google

Cloud projects and resources via the web.

= Google Cloud Pltf:

2o Project info i O AppEngie { @ Google Cloud Platform status

Sy couniss)

& Biling
st chuges . [

B Toa st et

> Viewssied e

@ Resources

9 Gotothe AppExgos dushsons
ropEroie
o

Compusrgon
o

= Monioring
@ Compute Engine
o e
Sl

es

1 Enor Reporting

5 Gowbmrapong

> Cowuyoaven © saL

® Getting Started

[ e——— ) Rt rsassanies

> Gotothes0L dsrboas
® Documentation

Figure 4.2: Google Cloud Console example.

2. Command-line interface: experienced users may prefer to use the command-line
interface, which allows performing the same kind of actions and tasks as the graph-

ical interface with more flexibility and precision.

CLOUD SHELL
Terminal (clarify-2= =4) x + ~

- Type "builci

(clarify-2=  4)3 []

Figure 4.3: Cloud Shell (gcloud command-line) interface example.

3. Client libraries: the Cloud Software Development Kit (SDK) includes client li-
braries that enable easy creation and managing of resources. Those libraries expose

APIs for two primary purposes:

a) App APIs provide access to services;
b) Admin APIs offer functionality for resource management.
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4.1.2 Project Creation

To create a project in the Google Cloud Platform is necessary to have a Google domain
account and associate it with a billing account. Thus, it is only required to access the
official GCP website!. Figure 4.4 shows an example of the initial page after setting up the
GCP account.

gkt Ol Flathai  Boed o poind ~ 0, Smech préucinsed emeen

Figure 4.4: Initial page of GCP after setting up an account.

As it is possible to observe in Figure 4.4, the web page prompts the user to “Create a
Project”.

After clicking the button, the user is asked for a “Project Name”, and the project
initialisation is done, and all the GCP products are available to use.

4.1.3 App Engine

As previously discussed, the development of the UI will be done using React and recurring
to the GCP’s dynamic website hosting serverless solution App Engine. Thus, under the
previously created GCP project, an App Engine Application should be made.

To deploy the application to App Engine, running it in the local development environ-
ment is necessary. Thus, Listing 4.1 presents the Cloud Shell local installation instructions
that allow deploying a React application in localhost.

# Clone ARc template

$ git clone -b master https://github.com/diegohaz/arc.git my-app
$ cd my-app

# Creating a new repository
$ rm -rf .git
$ git init

# Install Dependencies

$ npm install

# Run the App

$ npm run dev

# App initialised on http://localhost:3000

Listing 4.1: Deploy application on localhost.

Lconsole.cloud.google.com

32



4.1. INFRASTRUCTURE

It is essential to mention that the cloned template application is an Open Source
GitHub repository? that focuses on ARc (Atomic React?), which is a React starter kit
based on the Atomic Design methodology [39]. It will be used as the foundation for
further development, which will be addressed in the UI section.

Since the application is running locally, it is ready to deploy to the App Engine, i.e.,
the production environment®. Listing 4.2 presents the Cloud Shell instructions used to
achieve it, according to [33]. Although, before performing those sets of instructions, it is
necessary to create an app.yaml Configuration File, according to [23].

# Transpile the source code into the dist folder

$ npm run build

# Deploy the application
$ gcloud app deploy

# Browse the application
$ gcloud app browse

Listing 4.2: Deploy application to App Engine.

Once the App Engine Application setup is done, the Web application is ready for
further development. Whenever desired to launch an update to the application, it is only

necessary to repeat the enumerated instructions described in Listing 4.2.

4.1.4 Compute Engine - Virtual Machine

The GCP’s Compute Engine is an Infrastructure-as-a-Service that allows users to deploy
virtual machines. In the scope of this project, a VM will be used to address the data
processing and curation needs.

This section will address the deployment of such service, setting up a Ul on the VM to
allow a more user-friendly interaction, and finally, the installation of Pentaho ETL Tool,

the previously discussed tool of choice.

4.1.4.1 Deployment

When creating a VM instance, it is recommended to do so through the Google Cloud
Console. When searching for the same expressions, the user is prompted to a menu to
create an instance. Figure 4.5 presents the produced menu®.

Following that, the user is asked to configure the machine. The usage of the VM in

the scope of this project will be especially data processing and preparation, which is not a

Zhttps://github.com/diegohaz/arc

Shttps://bradfrost.com/blog/post/atomic-web-design/

4In order to deploy the application to the production environment it is necessary to compile it into the
dist folder; "distribution"folder contains the compiled code/libraries [68].

31t is fascinating to observe that almost every GCP resource creation menu is accompanied with a quick-
start menu that presents an easy-to-understand step-by-step guide to less experienced users.

33



CHAPTER 4. IMPLEMENTATION

{# Compute Engine VM instances B CREATE INSTANCE & IMPORT VM C'REFRESH P START/RESUME W sToP ! @ OPERATIONS ~ [E) HELP ASSISTANT  HIDE INFO PANEL.
Virtual machines ~ Select aninstance
= Filter  Enter property name or value 2] m
B VMinstances ) PERMISSIONS LABELS MONITORING
O stws Name 4 Zone Recommendations Inuseby Internal IP External lf  Connect

E  Instance templates i >

@  Please select at least one resource.
Bl soletenantnodes

Bl Machine images .
& TPUs
B2 Committed use discounts [ ]
Q Migrate for Compute Engi
Storage ~
B Dpisks

Snapshots
VM instances
[{]  images Gompute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMs or larger instances running Debian, Windows or
Instance groups ~ other standard images. Create your first VM instance, import it using a migration
v service or try the quickstart to build a sample app.

¥ Marketplace

CREATE INSTANCE TAKE THE QUICKSTART

[ Release notes

Figure 4.5: Create instance menu.

real-time task. Meaning that the medical data will be made available in periods separated
by N days. It means that the VM can potentially be several days without being used.
When configuring the machine, it is intended to choose options that allow performing
the necessary data processing and is cost-effective, considering the project needs.
With that in mind, it was chosen to configure a machine with standard GCP recom-

mended characteristics, as follow:

1. Region and Zone: europe-west®

2. Machine family: general purpose’

3. Series: E2
4. Machine type: e2-medium (2v CPU, 4 GB memory)
5. Boot Disk: Ubuntu 18.04 LTS (10 GB)

6. Firewall: all incoming traffic from outside the Virtual Private Cloud (VPC) is
blocked

After that, the machine is ready to use and can be accessed via Secure Shell (SSH) as
seen in Figure 4.6.

Figure 4.7 presents the interface displayed when accessing the VM through the SSH.

D Status Name 4+ Zone Recommendations In use by Internal IP External IP Connect

O /] pl-clarify europe-westl1-b 10.132.0.2 {nic0) 34.79.8.109 E'

Figure 4.6: Configured VM ready for usage.

6The chosen data center should be as close to the users as possible to minimise latency.
"Machine types for common workloads, optimised for cost and flexibility [30].
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Figure 4.7: Configured VM SSH interface with typical Linux filesystem.

4.1.4.2 Access Virtual Machine through Virtual Network Computing (VNC)

Considering that the data needs to go through an ETL process and the VM will be the
infrastructure that allows it to do so, it is necessary to access it in a user-friendly way. For
that reason, the necessity to set up a Ul to access the VM and develop the ETL process
arise®. Listing 4.3 presents the necessary instructions to set up the VNC server on the
VM.

# Update source list and install tightVNC (https://www.tightvnc.com/)
$ sudo apt-get update

$ sudo apt-get install tightvncserver

# Installing Xfce\footnote{https://www.xfce.org/} Desktop Environment x/
$ sudo apt-get install xfce4 xfced-goodies

# Making the desktop environment accessible via VNC

$ vncserver

# Check if the VNC server is running on port 5901 with netcat
$ nc localhost 5901

# "RFB 003.008° should be returned

Listing 4.3: Setup VNC.

Since the VNC server is configured, it is necessary to create a new firewall rule to allow
a designated IP address to access it; this can be achieved by navigating to the Networking

- Firewall menu on the Google Cloud Console. Figure 4.8 presents the process.

8Pentaho ETL Tool is a drag and drop development tool, and for that reason, it is not possible to create
processes only using the command line interface
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::: VPC network & Create a firewall rule

&  VPCnetworks Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked.Learn more
[5  External IP addresses

Name *
&5  Bring your own IP [ M sever 7] ]

Lowercase letters, numbers, hyphens allowed
2= Firewall Targets

[ Specified target tags - @ ]
»  Routes
y Target tags *

ar  VPC network peering [ vne-server € ]

P4 shared VPC

Source filter
%2  Serverless VPC access [ IPv4 ranges v @ ]

o - .
fdul Packet mirroring

Source IPv4 ranges *
{ 4: M9o227 818 @ for example, 0.0.0.0/0, 192.168.2.0/24 (7] ]

[ Second source filter

None >+ 9 ]

Protocols and ports @
O Allow all
(@ Specified protocels and ports

tep: | 5901

Figure 4.8: Setting up a new firewall rule.

After the firewall rule is created, it is only necessary to install a VNC client on the
local machine, such as VNC Viewer ° to access the VM. Figure 4.9 displays the result

after connecting to the VM through the local machine.

(2 claify-test (oct's X desktop (1-clarfy1) - VNG Viewer - o x
iy P (i-clrfy:

e sricirs

Figure 4.9: VM Ul on VNC Viewer.

https://www.realvnc.com
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4.1.4.3 Pentaho ETL Tool Installation

In order to install the Pentaho ETL Tool, the responsible framework for the ETL process,
it is necessary to install Java 1.8 and download the compressed file. Listing 4.4 illustrates
the steps required to do so. Figure 4.10 illustrates the expected result.

# Installing Java 1.8
$ sudo apt install openjdk-8-jdk

# Define Java 1.8 as default Java version
sudo update-alternatives --config java

sudo apt install default-jre

# Download Pentaho ETL
$ wget https://sourceforge.net/projects/pentaho/

# Unzip downloaded file
$ unzip download

# Navigate to the unzipped folder and run Pentaho ETL
$ cd data-integration

$ sh spoon.sh

Listing 4.4: Setup VNC.

“wilP Applications E Spoon - [no name] B root@pl-clarify ~/Desktop/data " data-integration - File Manager

13:42 | root

Spoon - [no namel

Flle Edit View Action Tools Help

e E Connect
[&) view ™. Design
| X . 8=

[ Transformations

[ Jobs

Figure 4.10: VM Ul on VNC Viewer.
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4.1.5 Cloud Storage

Cloud Storage is a GCP service for object storage. An object can be thought of as an
immutable piece of data consisting of a file of any format [36]. Those objects are stored
inside containers called buckets. Listing 4.5 presents the necessary instructions to create
a bucket in the project and display its metadata.

The upload and handling of objects inside Cloud Storage and its buckets will be
addressed in further sections.

# Create bucket
$ gsutil mb gs://BUCKET_NAME

# Display bucket metadata
$ gsutil 1s -L -b gs://BUCKET_NAME

Listing 4.5: Creating a Cloud Storage bucket.

4.1.6 Cloud SQL

In order to store tabular data, it was decided to use a RDBMS. Thus, the adequate GCP
service is the Cloud SQL. This service allows deployment of a database in the most
common glssql versions, namely MySQL, Postgres, or SQL Server [27].

In order to deploy such a service, it is necessary to search for that same expression in
the Google Cloud Console and then select the creation of an instance in the prompted

menu. Figure 4.11 presents the available options to create the instance.

g saL & Create an instance

Choose your database engine

£ MysaL £ PostgreSQL £ SqL Server
Versions: 80,57, 5.6 Versians: 13,12, 11,10,9.6 Versions: 2019, 2017

Choose MysQL Choose PostgreSQL Choose SQL Server

Want more context on the Cloud SQL database engines? Learn more

Figure 4.11: Available SQL versions to create a Cloud SQL instance.

In the scope of this project, it was decided to use the MySQL version. According to
[53], it is the most widely used version and, as a consequence, it is expected that it is also
the one with better documentation and support.

For the configuration, it maintained the default recommended options. However, it
is possible to change the default anytime, for example, if more storage is necessary or n
increased throughput.

Figure 4.12 presents the final configuration of the created instance.
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MySQL instance

Region europe-west1 (Belgium)

DB version My3QL 5.7

vCPUs 4vCPU

Memory 26 GB

Storage 100 GB

Network throughput 1,000 of 2,000

(MB/s) @

Disk throughput (MB/s) Read: 48.0 of 240.0

e Write: 48.0 of 240.0

lors @ Read: 3,000 of 15,000
Write: 3,000 of 15,000

Connections Public IP

Backup Automated

Availability Multiple zones (highly available)

Point-in-time recovery

Enabled

Figure 4.12: Created MySQL instance.

For the database connection, there are two options:

1. Internal: only VPC, that is, only accessible inside the project resources;
2. External: internet-accessible Internet Protocol (IP) address.

To provide a more straightforward development, it was chosen to have a mixed solu-
tion. The instance is always available on the VPC, and it was defined to be accessible to a
list of authorised networks!°.

With that, it is possible to access the database with an authorised IP address in a
MySQL11 local installation. When it comes to authentication, built-in database authenti-
cation is used!?.

4.1.7 Google Cloud Functions

This section discusses the basic implementation and deployment of a Google Cloud Func-
tion. In further sections, it will be discussed the actual implementation of each GCF used

in this project.

10 list of IP addresses allowed to connect.
https:/ /www.mysql.com/
121 og in with a username/password set in the database engine.
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To deploy a Cloud Function, one should navigate to the designated menu on the

Google Cloud Console and select the Create
the user is asked for configurations, namely:

. Function name;
. Region;

. Trigger type;
Authentication;

. Memory allocated;

Ingress traffic.

Function option. When creating a function,

. Maximum and minimum number of instances;

In the scope of this project, the core configuration for every Cloud Function was the

same. Figure 4.13 shows an example of a configuration.

Basics

Function name *
| function-123

o

Region
europe-west1

vo‘

Trigger

® HTTP

Trigger type
HTTP

URL O

https:/fus-central1-algebraic-inn-330911.cloudfunctions.net/function-123

Authentication

@ Allow unauthenticated invocations
Check this if you are creating a public API or website

(O Require authentication
Manage authorised users with Cloud IAM

[] RequireHTTPS @

£ o

Runtime, build, connections and security settings

Memory *

| 256 MB

Timeout *

|60 seconds @ ‘

Auto-scaling @

number of i

number of i -
| ‘ 3000 ‘

|o

Ingress settings @

@ Allow all traffic

(O Allow internal traffic only
Only traffic from VPC networks in the same project or the same VPC SC perimeter is
allowed.

(O Allow internal fraffic and traffic from Cloud Load Balancing
Traffic from VPC networks in the same project, the same VPC SC perimeter or from Cloud
Load Balancing is allowed

Figure 4.13: Example of a Cloud Function Configuration.

It is at the user’s choice regarding the fun

ction’s name, although it has to be unique by

project and region. In the trigger section, it was chosen to have an HTTP trigger instead

of an event-based trigger since it provides greater flexibility and generalisation, allowing

the developer to think of the function as an API. This decision also relates to the fact

that at the date of writing of this document, the invoked Cloud Functions are used to

present data to the end-user by simple interactions in the Ul and not by complex events

that require further interaction with databases or other resources.

4
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Regarding Authentication, the configuration of the Cloud Functions allows an unau-
thenticated invocation by default. This settlement was made to give the developer greater
flexibility and allow personalisation regarding user access to resources. Each Cloud Func-
tion has its means of check authentication, particularly, check if the user is authenticated
and if the user has permission to access the designated resource.

It was left with the default GCP values, memory allocation, timeout and auto-scaling,
although it can be changed anytime if the necessity arises. Concerning the traffic ingress,
all traffic will be allowed to ease the development process. However, in a production
environment, it should be considered the option of only allowing internal traffic, i.e., the
Cloud Functions would only accept invocations from the project’s ecosystem, concretely,
from the App Engine, which is the entry point for user’s requests.

After the configuration process, the user is redirected to the development of the func-
tion itself. Figure 4.14 presents a basic example from the GCF documentation'?® and the

development environment.

o Configuration — o Code

Runtime Entry point*

‘ Python 3.9 > @ ‘ ‘ hello_world (%]
Source code 1 def hello_world(request) :

‘ @  Inline Editor - z "

B main Py

B requirements.txt /8

rn request.ar )
uest_json and request_jsen:
request_jso

Figure 4.14: GCF development environment with a basic example.

GCP makes available a simple interface where the developer can set up a function.

The user is asked for:
1. Runtime;
2. Entry point.

The runtime is essentially the programming language used to develop the Cloud
Function. In the scope of this project, it was selected to use Python 3.9!% in every Cloud
Function. This decision came from the fact that the Cloud Functions required by the
project highly rely on data science-related models, and Python is one of the most used
frameworks in the field. Therefore, facilitating the development of such models by the
project partners. The entry point is the method that will execute when invoking the
Cloud Function, i.e., Cloud Function can have several methods defined in the “main.py,”
used inside the entry point method.

Bhttps://cloud.google.com/functions/docs/quickstart-python
H4https://www.python.org/
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As it is possible to observe in Figure 4.14, there are two separated files:
1. “main.py”: used for methods development;
2. “requirements.txt”: used to specify dependencies.

It is essential to mention that the Cloud Functions menu allows the user to access a
series of metrics such as invocation per second, execution time, memory usage and active
instances, logging information, and a testing section. Also, the majority of the initial
configuration can be changed on need, except the region.

To test the functionality of the deployed Cloud Function, it can be used with an API
testing platform such as Postman!>. Figure 4.15 shows an example of an invocation to

the previously seen GCF example.

gef-generic-request v

GET ~  https:/fel mem w l1-2lge  me-inn-3= "J.cloudfunctions.net/function-1 m

Params Authorization Headers (6) Body Pre-request Script Tests Settings Cookies

Query Params

KEY VALUE DESCRIPTION 000 Bulk Edit

Body Cookies Headers (7) Test Results % sStatus: 200 0K Time: 1557 ms  Size: 424 B Save Response ~

Pretty Raw Preview Visualize HTML ~ = B a

1 Hello World!

Figure 4.15: Example of GCF invocation through Postman.

Of note, the process of deploying a Cloud Function can also be done through the

Cloud Shell. Listing 4.6 presents the necessary instructions to achieve it.

| # Navigate to desired local directory
2 $ mkdir exampleCloudFunction

3 $ cd exampleCloudFunction

4 $ touch main.py

5 $touch requirements.txt

7 # ### Development process #it#

9 #Deploy Cloud Function
$ gcloud functions deploy exampleCloudFunction --entry_point --runtime

python39 --trigger-http --region europe-westl --allow-unauthenticated

Listing 4.6: Deploy example Cloud Function.

As noticed, configuration parameters are not being used compared to the Google
Cloud Console deployment. For those, it will be used the default values; although it is
possible to configure every parameter from the Cloud Shell, as described in [54]. This

solution can be particularly interesting if there is a need to use subversion software and

Dhttps://www.postman.com/
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empowers the developer to perform deployments from the local machine, which eases

the development process.

4.1.8 Firebase

Firebase is Google’s web and mobile development platform, and it can be used together
with Google Cloud Platform to expand the functionality of an existing application [24].
According to [25], the Firebase Authentication allows multiple user authentication
mechanisms. Including Google, Facebook, and Twitter. It also accommodates the largest
number of users with the least amount of code. A GCP project is directly linked to the
Firebase, which allows the developer to proceed to Firebase without an additional account
or user configuration. Figure 4.16 shows the Firebase console menu after authentication

and project selection.

clarify (' Blaze plan

h Firebase &[> clarify + Add app

o Build

Invocations (7d total)
2%  Authentication 43 Newest error group

340 s20%

Firestore Database 4 oo

Reads (current] Writes (current)

0

Realtime Database Last seen 2 days ago

Storage Representative
Traceback (most recent call ...
Hosting

i Seenin
-)  Functions .
cox_survival_curve
Machine Learning /\/ +1more
0

Nov3 Nov 9 Nov3 Nov 9 Nov 3 Nov9

Figure 4.16: Firebase console.

As it is possible to observe, some of the Firebase services overlap with the previously
discussed GCP services; this is because both the GCP and the Firebase can be used wholly
decoupled from each other. Although used together for the same project, both present
the same information regarding metrics about the application, leaving the metrics and
logging observation to the developer’s preference.

In this project, the goals of using the Firebase interface undergo three main reasons:
1. End-user authentication;

2. Ul menus;

3. Rule definition.

The end-user authentication will be using the native provider Email/Password sign-in
method. At the date of writing this document, the users can only be registered by the
system administrator. Figure 4.17 presents the referred way enabled. Whereas the user
registration can be made in the Users tab as presented in Figure 4.18.
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Authentication

Users Sign-in method Templates Usage

Sign-in providers

Add new provider

Provider Status

Email/Password @ Enabied

Figure 4.17: Authentication methods on Firebase.

Authentication

Users  Sign-inmethod  Templates  Usage

4, Prototype and test end-to-end with the Local Emulator Suite, now with Firebase Authentication  Get started (3

Add an Email/Password user

Email

hjoaquim@campus.fct.unl.pt = |

Figure 4.18: User registration on Firebase.

Instead of defining the Ul menus in the coding development process, it was settled
directly on Firebase. To perform this action, it was used the Cloud Firestore, a NoSQL,
document-oriented database. This approach can provide a high-level abstraction of the
application, which provides the developer with a higher degree of comprehension of
the application and, consequently, makes it easier to make engineering decisions about
integrating new functionalities. The Cloud Firestore is organised as Collections that
contain Documents that, in turn, have its data. Figure 21 presents an example of that
organisation in the Cloud Firestore interface.

This kind of representation can typically be thought of as a JavaScript Object Notation
(JSON) object. As so, Listing 4.7 displays the same example presented in Figure 4.19 as a
JSON object.

B mainMenu =i B subMenul

+ Add document it + start collection
mainMenu > subMenu1 >+ addfield

order: 0"

itle: ‘exampleTitlel”

Figure 4.19: Example of a menu in Cloud Firestore.
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{
"mainMenu": {
"subMenul": {
"order": 0,
"title": "exampleTitlel"
b
"subMenu2": {
"order": 1,
"title": "exampleTitle2"
b
"subMenu3": {
"order": 2,
"title": "exampleTitle3"
}
}
}

Listing 4.7: Example of a menu organisation as a JSON object.

Regarding the rule definition, the goal is to provide the administrator with the ability
to define rules quickly and efficiently. As an example, Figure 4.20 illustrates a list of

hospitals and the definition of a user that can only access the designated hospitals. Listing

4.8 presents the same example defined as a JSON object.

> hospitalList > hospitalList1

2 algebraic-inn-330911
=+ Start collection

hospitallist

users

A > users > userl
& algebraic-inn-330911
+ start collection

hospitallist

users

B hospitalList = B hospitalList1
-+ Add document =+ Start collection
> hospitallist1 > + Add field
@: "Hospitall”
: "Hospital2®
2: "Hospital3”
B users = B user
+ Add document + start collection
L ? 4+ Addfield

~ authorizedHospitals
8 0
11
email: "email@example.com’

name: "exampleName”

Figure 4.20: Rule definition example on Firebase.
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# Hospital Listing

{
"hospitallList": {
"hospitalList1": {
"0": "Hospitall",
"1": "Hospital2",
"2": "Hospital3"
}
}
}

# User definition with authorised hospital access definition

{

"users": {
"user1": {
"authorizedHospitals": [0,1],
"name": "exampleName",
"email": "email@example.com"
}
}

Listing 4.8: Example of a rule definition as a JSON object.

4.2 Data Sources

In this section, the data sources used in the project will be presented. The focus will be
on the analysis the amount of data, typology, characteristics, and brief analysis for each
source. The necessity or not of developing an ETL process will be approached and, when
needed, presented the development of that process. Finally, it discusses the most suitable

data structures to load the data source in hand.
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4.2.1 Population Data

The population data consists of a spreadsheet with several sheets provided by one of the
project partners. Concretely, an hospital. Since the provided data is in the tabular format,
it was decided to use Cloud SQL as the final data structure to store such data; at least
while it does not hit a Big data paradigm.

The agreed typology of the spreadsheet consists of the following sheets:

1. Demographics;
2. Treatments;

3. Radiotherapy;
4. Surgery;

5. Progressions.

Every sheet has the same number of registers, each representing a patient. The pro-
vided dataset has approximately fifteen thousand patients, which translates in around
100 MB.

Although that amount of data is not near from a Big data paradigm, it is easy to
understand that that same paradigm is easily reachable with the increase of hospitals and
the inevitable increase of historical data, which will eventually support the computed
models to build better ones.

Each sheet relates to the others by a unique identifier, i.e., the information about a
patient is spread across the five tables.

Figure 4.22 presents the implemented database schema.
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Figure 4.21: Database Schema Model on MySQL Workbench.

As it is possible to understand, the schema is centered in the Patient table. Each
patient comes from a dataset, and a dataset is defined by the origin hospital and the type
of oncological hazard.

The Hospitals, OncologicalHazards, and Dataset tables can be treated as tables that
contain constant values, i.e., will not change in time; therefore, its content was manually
introduced, querying the database.

As previously mentioned, the information about a patient is separated into five areas

that translate into five tables:

1. Demographics: demographic information, i.e., information about statistical char-

acteristics of a designated population;

2. Progressions: information about the patient’s relapse and the progression of an

oncological hazard;

3. Radiotherapy: data about the patient’s radiotherapy treatment, it has done, dosage,

treatment response, and toxicities;
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4. Surgery: details concerning the surgery, if it has been done, number of times, type,

and procedure response.

5. Treatments: particulars regarding the treatments done, such as the number of

treatment lines, used drugs, and treatment response.

Of note, the provided spreadsheet contained more than a hundred variables each; to
design a comprehensive, usable, and garbage-free database, the relevance of each variable
was widely discussed with the medical staff and the project partners responsible for the

data analysis models.

4.2.1.1 ETL Process

In order to load the data into the designed database, it was necessary to develop an ETL
process, recurring to the previously selected ETL Tool, Pentaho. The primary goals of

such a process, in this context, are:

1. Extract: the need to automate the extraction of data from a provided spreadsheet.

2. Transform: necessity to transform variables, perform mappings, clean missing
values; this is especially important because the data analysis models are computed
each time an end-user request is made; with this, the data that feed the Cloud
Functions are entirely ready for use, i.e., no need for extra computation in order
to prepare data; with this strategy, the application can give an answer in a shorter
time, which significantly improves the UX.

3. Load: it is necessary to load the transformed data to the previously designed rela-

tional database.

It was developed an ETL pipeline consisting of a Job containing six Transformations,
each of those transformations, responsible for a sheet and, consequently, a table. Figure
28 illustrates the developed Job.
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Figure 4.22: ETL Job in Pentaho.

As it is possible to observe, the developed Job contemplates all the transformations; in
case of failure, an email is sent to a configured address'®. The failure event occurs when
the Pentaho Job aborts; that can happen if a file has the wrong format, in case of wrong
variable types, fails to connect to the database, and other unexpected events.

As it is possible to verify in Annex I, the approach used to develop every transfor-
mation was similar. After accessing the database in order to verify the existence of a
previously inserted record, a missing values validation recurring to “JavaScript Modified
Value”!” is done; the records with missing values are withdrawn from the process. Subse-
quently, a series of mapping is done, and, lastly, it is checked whether the record already
exists in the database, and if that is the case, an update is made; otherwise, a new record

is inserted.

4.2.2 Kronohealth files

The Kronohealth!8 files are provided by one of the project partners. Those files are reports
generated by a wearable device that collect data about sleep habits and circadian rhythms
during a designated period.

Oncological patients accompanied by the medical staff who collaborate in the project
are asked if they want to participate in the study and use the Kronohealth wearable device;
the patients who agree are then forwarded to Kronohealth.

Those reports are exclusively generated by Kronohealth and only then are made avail-
able to the Clarify partners. In the scope of this project, the only responsibility of the
reports are integrating them into the Web application; in order to perform this procedure

properly, some key points should be carried out:

1. Amount of data At the date of writing this document, approximately 160 MB of
files; spread across 100 folders with a total of approximately 400 files.

2. Organization and typology of data: The reports are organized in the main folder
that defines the oncological hazard type with a series of folders organized under

1611 order to maintain consistency, it was used the same address that was used for the project created on
the Google Cloud Platform.

17pentaho Transformation step that allows the user to modify columns as variables in plain JavaScript.

8http://www.kronohealth.com/
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unique patient identifiers; each patient folder has four files, consisting of 2 PDF
reports, 1 JSON, and 1 Comma-separated Values (CSV) file. The PDF reports are
the final product where every parameter and variable can be found under analysis,
patient info, and analysis of results accordingly. Figure 4.23 shows the described

structure of folders.

eria-pulmon>dir

wn _wul _aia teria-pulmon

5
8

[T

B

teria-pulmo

(b) Example of file structure on a given directory.

Figure 4.23: File structure of Kronohealth files.

3. Utilization of the data in the Web application: The Kronohealth reports will be
available for the patients that joined the wearables utilisation under the individual
analysis menu. Also, the data will go through Cloud Functions’ processing to match
the patient with the correct data.

4. Data update and loading: The Kronohealth partner will make the data available
whenever there is a volume of data that justifies it, and it will be made in a se-
cure way since the reports contain clinical data. Because the provided data is in a
structured format of directories, it was chosen to load it into the project infrastruc-
ture to Cloud Storage buckets, making the data easily accessible inside the project
ecosystem. Listing 4.9 presents the necessary instructions to upload the files to a
bucket.
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I #Authentication in the designated project
2 $ gcloud auth login

4 # Copy the local files to a Cloud Storage bucket, where DIR is the local
directory that contain the files and kronohealth is the unique name
per project/zone

5% gsutil -m cp -r C:\DIR\* gs://kronohealth

Listing 4.9: File upload to bucket.

When writing this document, the described instructions were being made manu-
ally whenever the partner informs that there is more data to be imported into the
project’s ecosystem.

4.2.3 Medical questionnaire

The medical questionnaire consists of a Google Forms!? built with questions formulated
by the medical staff. As it is known, Google Forms automatically integrates with Google
Sheets?? making the questionnaire responses available in a spreadsheet format.

Since that data is available in a tabular format, it is easier to access and analyse. The
questionnaire is separated into a few sections with questions. Those can vary from the
open response, numeric responses (scale), or multiple-choice questions. Currently, it is
only possible to deal with numeric and multiple-choice questions.

The responses to the questionnaire are stored, by default, in Google Sheets. Thus, the
storing is guaranteed by the Google Drive storage service. In order to maintain coherence,
the proprietary of the questionnaire and the spreadsheet should be configured with the
same email address that the project was created with. The information in the spreadsheet
can be accessed, analysed, and modeled according to the needs simply by granting access
to the spreadsheet to a project service account.

Once this is done, the spreadsheet can be accessed by the Google Cloud Functions
and, in turn, the data curated.

When it comes to loading the data, this depends on doctors’ intervention since those
should share the questionnaire with the patients.

A few dozens of responses make the data relatively easy to access and process when
writing this document. However, it is expected that those significantly increase, it is
not anticipated any scalability or performance issues since Google Drive is a distributed
system itself.

The medical questionnaire will be accessible in the Individual analysis menu, and

there are two options available:

1. Consult previously answered questionnaires for a patient;

https://docs.google.com/forms
20https://www.google.com/sheets
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2. Make a new questionnaire or provide the link for answers.

4.2.4 Container optimised VM

In the Clarify project, the different partners provided different data sources and different
methods to integrate them into the web application. As so, one of the data sources to
integrate was a Docker container?!; the provided docker contains a series of machine
learning algorithms that will be integrated into the web application as an external service
and provide a sequence of predictive models. Since the partners used the same database
as an entry point to build them, the patient’s unique identifiers will match with the
available ones across the application. Thus, providing the clinicians with the capability
to query across every possible service available on the web application in a coherent
fashion.

In order to deploy a container in the project ecosystem, it was chosen to deploy yet
another Virtual Machine, this time with the Container optimised Operating System that
is an operating system image for Compute Engine VMs that is optimised for running
Docker containers [28].

In order to do so, it is necessary to use the Container Registry on the Google Cloud
Platform to import the Docker container into the project. If the importation is successful,

the container image should be ready for use as presented in Figure 4.24.

= G°°g|e Cloud Platform ¢ clarify « Q.  Search products and resources v
[.'.] Container Registry & Images W DELETE
B Images clarify_api
£ Settings M cugerio > Mcl > Mmc L |
= Filter Enter property name or value
a Name Tags Virtual Size @ Created Uploaded Vulnerabilities
O B “06 latest 1.4GB 5 Stale @

Figure 4.24: Container Registry menu with successfully imported Docker image.

Since the container image is in the project ecosystem, the conditions to deploy the
VM are in place, and a similar procedure to the one discussed in section 4.1.4 should be
followed, with the particularity that the previously imported container image should be
selected, and the Boot disk changed to the Container optimised Operating System (OS).

In an attempt to verify the proper functionality of the VM, the instructions in Figure
4.25 should be done and returned the corresponding responses.

In Figure 4.25 is guaranteed that the previously imported image “clarify_api” is up
and running. As it is possible to observe in Figure 4.25b the curl request is made to
the IP “10.132.0.4:5000” which is the internal GCP resource IP and is only accessible on
the VPC, i.e., only accepts requests from resources inside the project ecosystem. Also, it

is possible to notice that both the request and the response are in JSON format, which

2Ihttps://www.docker.com/
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means that the Computer optimised VM is set up to function as an API, only accepting

incoming requests from within the project ecosystem.

caquim # docker ps

CREATED STATUS PORTS
driver-logging-agent:1.8.9 /point.sh /usr.” 11 minutes ago Up 11 minutes

/clarify api "/bin/sh -c 'gunicor_" 11 minutes ago Up 11 minutes

(b) Example request.

Figure 4.25: Verifying container optimised OS VM functionality.

4.3 Services - Google Cloud Functions

4.3.1 Google Cloud Functions

This section intends to describe the implementation of the services that were made avail-
able in the web application. The system architecture was designed with a microservices-
like approach. Thus, those were implemented with the Google Cloud Functions, the GCP
Function-as-a-Service (FaaS) available solution. As previously discussed, some of the
available services were developed in collaboration with the Clarify partners. Therefore,
in this project’s scope, it will only describe the core functionalities of each deployed Cloud
Function. The main difference between the Cloud Functions and the previously devel-
oped partners’ models is the access to the data. Previously, the partners had their own
sources however, migrating to the integrated project data sources was necessary. In order
to do that, an extensive iterative process was done to guarantee the model’s integrity.

Of note, every communication with the Cloud Functions is done using JSON, i.e., the
requests are expected to be in that same format and the provided response. Before any
computation, a user authentication validation and a request validation are performed to
check if every needed parameter is received. Regarding the access to the data structures,
in order to enable secure communication between the Cloud Functions and the previously
described structures, it was necessary to configure a Secret Manager?? [34].

Below, a list of the developed Cloud Functions:

1. cox_survival_curve: compute the Cox Model; this GCF is fed with data directly
from the database; it is invoked from the web application due to user interaction.
The Cloud Function receives the parameters in analysis such as hospital, timelapse,
stages, and gender. As a response, it sends back to the UI a JSON with the coordi-

nates of the curves?3.

22Secret Manager allows to adequately store sensitive information such as passwords, keys, and certifi-
cates.
23The JSON is then handled and presented by React.
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2. kh_survival_curve: compute the Kaplan-Meier Estimator; this GCF is fed with data
directly from the database; it is invoked from the web application and due to user
interaction. The Cloud Function receives the parameters in analysis, such as gender
and stage. As a response, it sends back to the UI a JSON with the coordinates of the

curves.

3. dataset_info: query the database to obtain statistical information about the re-

quired dataset, i.e., providing the statistical data from the in analysis population.

4. descriptive_analysis: query the database to obtain a descriptive analysis according

to the required selected dataset and required timelapse.

5. general_api_handler: this Cloud Function was developed from scratch to integrate
external services with the developed web application; it receives requests from the
Ul and redirects them to the intended API, redirecting the response back to the UI.

6. kronohealth: the goal is to provide the data described in section 4.2.2, a unique pa-
tient identifier is provided to the function, and it responds with the reports available

for that patient.

7. patient_info: the Cloud Function is responsible for providing demographic infor-

mation about a single patient upon request.

8. radar: computes a series of scalar variables from the data described in section 4.2.3

in order to build a radar graph?#.

9. spreadsheet_reader: queries the medical questionnaire with the required patient

identifier and returns the responses to the questionnaire.

4.3.2 Google Cloud Functions optimisation

During the implementation of the Google Cloud Functions, it was noticed that the re-
sponse time for those increasingly longer depended on the amount of data. Thus, the
necessity to do performance optimisations arose. The GCF are stateless and operate in
execution environments. Those are often initialized from scratch, which is known as
"Cold Start". The cold start can reveal itself problematic since it is unavoidable, and the
request to a GCF in the cold start will inevitably take longer. The cold state?> can be due

to one of the following:

1. Not triggered function: the function was successfully deployed, but it was not

called yet;

24 A5 mentioned, the response from the GCF is always a JSON, in this case, is no different, the UI then
processes the response JSON and finally renders as a radar graph.
25Gtate of a Cloud Function that will be initialized in cold start.
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2. Recycled function: the function has not been invoked for a certain period?®.

3. Scaling: the execution environment reached its request limit, and it was necessary

to create a new instance.
According to [26], the solutions for this issues go through:

1. Dependencies: packages need to be loaded to the execution environments; the
more significant the volume and quantity of dependencies, the longer the cold start
time. With that being said, it should be considered the following:

a) Analysis of which dependencies are strictly necessary;

b) Dependency version: because all GCF dependents share the dependency cache,

users and deployments can reuse the most popular versions of a module [51];

2. Global variables: GCF often recycles the execution environment of a previous invo-
cation; if a variable is declared in global scope, its value can be reused in subsequent

invocations without computation.

3. Lazy loading: considering the previously mentioned solutions, lazy loading can be
done on both; not every dependency and global variable are used in all code paths.

Thus, those resources can be lazily initialized on demand.

4. Cronjobs: a slightly bolder solution is proposed in [52]; using cronjobs to invoke
the GCF on regular time intervals in order to prevent the cold start. Although
this could potentially solve the issue, it adds additional resources to the project,

translating into extra costs.

Regarding the actual implementation of optimisations to the GCF, it was decided that
in the scope of the projects and according to the developed ones to act on the dependencies
and global variables issue. Concerning dependencies, a careful analysis was done on
which ones should be used for each Cloud Function; also, a web crawler was developed
recurring to Scrapy?’. The goal with the web crawler is to recursively check the used
dependencies in each Cloud Function and crawl the PyPi?® to verify if it is as updated
as possible. If that is not the case, the developed software is set to send an email to a
configured address. When writing this document, this process is scheduled to run once a
week as a shell script through the cron command-line utility on the implemented VM.

Concerning the global variable initialization, the most resource-consuming operation
in the developed Cloud Functions is the instancing of the database and, in turn, query
it. The Cloud Functions were modified to keep the database instance as global and the

query’ resulting data frame, as illustrated by the example code in Listing 4.10.

26Typically this period varies from fifteen to twenty minutes.
2"https://scrapy.org/
28https://pypi.org/ - Python Package Index
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# Global scope
db = clarify_db ()
with db.connect() as conn:

df = pd.read_sql( select « from table where condition , conn)

# Entry point scope

# - similarly to try catch syntax
# - database lazy loading

def entry_point_function(request):

global db
if not db:

db = clarify_db() # database instancing specific computation

Listing 4.10: Example of database lazy loading.

The optimisation results will be further discussed in section 5.1.

4.4 User Interface

As previously discussed, the React framework was used to develop the User interface.
React is a JavaScript library created to build scalable and fast Web applications. It con-
sists of a Single Page Application, a development feature that allows rendering only the
desired content on a web page instead of reloading the entire application to present new
information. This feature is vital since the project is aimed at a Big data context. Present-
ing enormous amounts of data on a Web page might slow down the application, and the
React method of operation can provide the tools to address this issue. Consequently, it
does not incur the risk of having the page freeze while loading data, leading to a smoother
user-system interaction and better performance, highly improving the UX.

It followed the Atomic Design principles, separating the application modules into
smaller components to reduce complexity and increase abstraction, which improves the
development process. When using React, the frontend is only responsible for rendering
the components while all the logic and rules are addressed in the backend, concretely,
by the Cloud Functions. The presentation of data is gradual and done as the end-user
makes requests. Figure 4.26 presents the component organization, which can be thought
of as menus. It starts from the main menu (MainCard) and gradually progresses to more
specific menus as the level of React components decreases.

Initially, in order to access the Homepage, the user is prompted with the required
authentication. Once the authentication is surpassed, the user is presented with three
distinct menus: "Individual Analysis", "Population Analysis,"and "Knowledge Graph".
Each of those three menus has its specific submenus that, in turn, have several options.
As demonstrated in Figure 4.26, the “get” represents the functionality responsible for the
UI - Cloud Functions interaction.

Detailing the User Interface:
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1. Login Page: it is the entry point for the application. It is provided to the user
a simple interface to log in with email and password. A form with the pair is

submitted, and Firebase handles the authentication via API.

2. Home Page: after the login is successful the user is redirected to the home page.
On this page, the user can choose the type of oncological hazard and hospital. It
presents three distinct options to proceed: Individual Analysis, Population Analysis,

and Knowledge Graph.

a) Individual Analysis: The user is requested to introduce a unique patient iden-
tifier to complete the analysis on this component. Afterward, it is presented
general demographic information on that patient and three options: Medical

Questionnaire, Kronohealth Analysis, and Intervention

i. Medical Questionnaire (QoL): it presents the options regarding the med-
ical questionnaire: Radar Graph Analysis and Questionnaire Responses.

Also, the user can start a new questionnaire.

A. Radar Graph Analysis: presents the classification that the patient ob-
tained through the questionnaire against the average, maximum and

minimum classifications of patients.

B. Questionnaire Responses: presents the patient responses to previously

done questionnaires.

ii. Kronohealth Analysis: provide the Kronohealth files prevenient from the
integration with the Clarify partner wearable devices. On this compo-
nent, the further options available are Circadian Health Report, Report

Interpretation, and Parameters Table.

A. Circadian Health Report: complete patient data analysis report, the
report is presented as a PDF preview, and it is also given the option to

download it.

B. Report Interpretation: report for results interpretation, the report is
presented as a PDF preview, and it is also given the option to download
it.

b) Population Analysis: the user is presented with information about the dataset,
such as the total of patients, population percentage in each stage, minimum,
maximum, and average population age. Also, there are two options available:

Survival Curve and Descriptive Analysis.

i. Survival Curve: the user can choose between the available estimators, Cox
Model and Kaplan-Meier. In order to plot the curves, the user is requested
to select the intended diagnostic stages and population gender; both are
not mandatory to make the request.
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c) Descriptive analysis: this feature shows the descriptive analysis of the selected
dataset regarding the number of patients, mean age, median age, and survival
time in days, months, or years. For authorised users, it is also possible to
download a CSV file with the patients’ identifiers for the desired presented
table.

3. Knowledge Graph: the user can access external services developed by the Clarify

partners. The options available are Predictive Models and Knowledge Graph.

a) Predictive Models: the user must submit a patient identifier to get a response

from the service.

b) Knowledge Graph: at the time of writing this document, this feature is still
under development; the goal is to use the component to integrate other Clarify

partner services.
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REsuLTs

This section presents the optimisation results for the Cloud Functions and the overview
of the global results for the implemented application.

5.1 Google Cloud Functions Optimisation Results

As discussed in section 4.3.2, in order to provide a better UX the developed Cloud Func-
tions were lacking the due optimisations. In order to confirm if the developed optimisa-
tions had an effect in the performance of the Cloud Functions, a series of testing was done.
The Functions that were drastically affecting the UX have been chosen to perform the test,
concretely: survival_curve!, dataset_info and patient_info. Although the optimisations
were done for every Cloud Function.

The adopted methodology for testing was as follows:

1. Conditions:

a) Anonymous navigation (in order to avoid cache effects);

b) User logged in.
2. Procedure:

a) Force cold-start: re-deploy GCF (if testing the cold start response);
b) Call in analysis GCF on the Web application;

c) Retrieve the execution time from Google Cloud Platform.
3. Keynote:

a) Google does not provide any information about the uncertainty;

b) The testing was performed by a single user, maintaining the same conditions
across testing;

I The results are analogous for Cox and Kaplan-Meier estimators.
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c) GCF works on demand, so it is expected that with the increase in request

volume, performance improves.

Performed tests:
1. Cold Start response:
a) Before optimising;
b) After optimising.
2. Warm response:
a) Before optimising;

b) After optimising.

Detailed results for each test can be found in Annex II. The obtained results can be

visualised in Figures 5.1, 5.2 and 5.3.

Microservice: survival curve
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Figure 5.1: Results on cold start and warm response before and after the optimisation for

the survival_curve Cloud Function.
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Microservice: dataset _info
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Figure 5.2: Results on cold start and warm response before and after the optimisation for
the dataset_info Cloud Function.

Microservice: patient_info
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Figure 5.3: Results on cold start and warm response before and after the optimisation for
the patient_info Cloud Function.
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As it is possible to see, the optimisations made by the Cloud Functions have a dra-
matically lower response time. This result turns out to be very important because it
dramatically improves the user experience and, consequently, the platform’s usability.

As seen, before the optimisations, some of the Cloud Functions had response times
between 15 and 20 seconds, which for a web application is unthinkable. With the reduc-
tion in response times, we are now facing very good and perfectly acceptable conditions
considering the project’s paradigm.

It is also important to mention that from the tests carried out with the end-users, they

were very impressed and satisfied with the response times of the available services.

5.2 Web Application Results Overview

As an analysis of the overall results of the implementation of the architecture and conse-

quently of the web application developed, the different screens are presented.

CLAR

Signin

Username

Passwaord

Figure 5.4: Login page.

The Login page was successfully developed, recurring to React and Firebase authenti-
cation. In order to perform a login, the user must be registered by an authorised entity
directly in the Firebase console, thus ensuring the security and confidentiality of the data
displayed inside the application.

Using the Firebase authentication, it is possible to avoid further development of a
secure authentication method. Since we are using this external provider that is used by
multiple organizations of the most diverse sizes and therefore has diverse applications
with the most distinct data of different complexities and that require different types of
care and security.

It is ensured that the developed application has all the requirements regarding au-
thentication, benefiting, once again, from the fact that the architecture is built on the
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Google Cloud Platform. It also avoids additional development that, when not developed
by security experts, can eventually leave security flaws and compromise the data, which
in this case, as they are clinical data, are pretty sensitive and may even compromise the

entire application.

SIGN OUT

CLA RCPFY LUNG | BREAST | LYMPHOMA

HUPHM | SLCG

Individual Analysis

El Ith R

Populations Analysis

Data sets.

Knowledge Graph

Quis nostrum exerciationem ullam corporis suscipit laboriosam

Copyright © 2021 Clarify | Powered by Holos

Figure 5.5: Homepage.

On the homepage, the user has three options, also the possibility to choose between
the different types of oncological hazard and the available hospital, upon configuration?.

An entity carries out the configuration of both types of cancer and hospitals with
permissions. This process is done manually. Therefore, it is also guaranteed that in a
future scenario, when there are the most diverse users, in this case, authorized. However,
different hospitals only have access to the data that is their responsibility, ending up
safeguarding non-legitimate access to data for reasons of competitiveness.

From the application’s perspective, the choice of hospital and oncological hazard
definitions is saved in dynamic variables that are handled by React. These will later be
used for requests made by the user. With this approach, the user experience is greatly
improved as the user does not have to do any other action besides placing the request.
On the other hand, this also becomes more efficient when requesting fulfillment since the
variables are instantly ready for submission.

2Permissions vary from user to user
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(a) Individual analysis main page. (b) Medical Questionnaire page.
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(c) Kronohealth analysis page. (d) Kronohealth - parameters table page.

Figure 5.6: Individual Analysis

However, all requests to Cloud Functions are protected, whether in React development
or in the Cloud Functions themselves, by checks that only allow the computation of the
request if all the conditions for this are met. Thus, obtaining the guarantee that the results
obtained are scientifically correct is of extreme importance since the application operates
in a real-life healthcare context. From a computing perspective, it is also guaranteed that
the Cloud Functions developed are idempotent.

Regarding the Individual analysis, it was possible to join several different sources
and integrate them in a single page with an easy-to-understand interface. With a few
clicks, it is possible to go through all the available information for a single patient while
maintaining simplicity and at the same time presenting complex information.

The individual patient analysis is also designed to be extremely fast and straightfor-
ward to use, whether clinicians intend to use it during an appointment and therefore
with the patient in front of them or for further analysis. In tests carried out with the
clinicians themselves, they expressed great satisfaction about the developed interface and
how information is presented and organized.

Another essential point to mention is that the information presented by the web
application in this context is mischaracterized as much as possible. Therefore, unless the
physician has the list of unique identifiers to connect the patient and the identifier, it
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(a) Population analysis main page. (b) Descriptive analysis page.
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(c) Survival curves - Cox Estimator. (d) Survival curves - Kaplan Meier Estimator.

Figure 5.7: Individual Analysis

becomes complicated to conclude someone’s identity. In this way, it is guaranteed that
sensitive information is not exposed which from the point of view of Clarify partners also
ends up being essential legal protection.

Regarding population analysis, it was possible to integrate the intended data sources,
in this case using a relational database, which in turn feeds the Cloud Functions for the
construction of models and the descriptive analysis of the population.

The developed interface is straightforward to use. Any available models can be ob-
tained with a few clicks, thus empowering clinicians, healthcare professionals, and other
project partners, such as data scientists, analysts, and others, to quickly and effectively
compute complex models.

Population analysis turns out to be of great importance either to understand the
population’s behavior as a whole or even to analyse isolated cases, with the possibility
of knowing, easily and quickly, how the population behaves, doctors also end up being
better able to make better decisions.
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6

CoNCLUSION AND FUuTURE WORK

The development of the project described throughout this document was only possible
due to the mutual help of Clarify partners. An architecture from scratch and a web

application was developed in a serverless paradigm.

To date, it is operating in a real-life context and has given the necessary answers to

the requirements imposed by its users.

It is believed that the fact that the application was developed in a serverless context
and was supported by a microservices-like architecture made the development process
more manageable and, at the same time, overcome complicated constraints inherent of
traditional architectures, from server maintenance to the development of secure authenti-
cation methods and above all about the scalability of the resources used. Being the project
at an initial stage, the serverless approach guarantees that the application developed has
all the conditions to scale up progressively without constraints, whether this growth is
the number of users, whether in the amount of data, or in the number of new data sources

to be integrated.

An ergonomic, user-friendly, and responsive tool was developed, capable of being
used comfortably on any device and without prior knowledge on how the application
works. With this project, clinicians, the end-users of this tool, were provided a tool to
obtain, analyze and communicate scientific information about their patients. These same
clinicians initially generate these data, giving rise to an increasingly positive feedback
loop in which the better and more voluminous the data that reaches the application, the

better the final result will be. That is, the more valuable the application will also be.

It is also important to mention that it is a colossal gratification to be involved in a
project of such magnitude in which doctors, data scientists, and engineers collaborate
with the common goal of solving a problem that affects society. Verifying that there are
indeed tangible results in the way the clinicians’ approach is made and that, ultimately,
it manages to have a tremendous and positive impact on people’s lives through science

and technology.
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6.1 Future Work

During the development of this project, there were found several opportunities for im-
provement, as is typical in every software application.

As mentioned, the application at the time of writing this document has not yet at-
tained a Big data paradigm, and for that reason, it was used a relational database to store
the hospital data. However, with the increase of data, such an approach will eventually
turn out inefficient in the future. This situation can be overcome by the use of the GCP ser-
vice Google Big Query, which also enables the use of SQL-like queries in order to retrieve
data while adding the capabilities of Apache Spark or Hadoop [32], and for that reason
would eventually be the adequate solution and the one that requires fewer changes in the
current system. At the time of writing this document, the Kronohealth files are being
loaded into the application manually upon request. However, a hypothetical solution for
the automation of such processes would be the use of the Vendor dropbox, which enables
the partner to submit the files directly to the project without to option to access any other
resources [35].

Another possible improvement regarding the data loading process would be to stop
using Pentaho ETL, which revealed an extremely efficient and easy-to-use tool, in ex-
change for Google Cloud Dataflow. Cloud Dataflow is a fully controlled ETL service
based on Apache Beam that is supported by Google and can be used to run a serverless
ETL pipeline built on Google ecosystem components [29]. The use of such a tool would
eventually facilitate the orchestration of programmed events, centralization of logs, and
decrease the use of software outside the GCP ecosystem.

Another topic that leaves room for further research is the use of Cloud Run over App
Engine. Cloud Run runs containers, so it is necessary to build a container for each release
and push it to GCP. Unlike App Engine, Cloud Run only runs when requests come in, so
it has no cost for time spent idling. However, containerized apps are more portable but
not something to focus on during development [14].

Another interesting topic that encourages further investigation is the performance of
serverless resources. According to [8], and [9], the performance of some GCP resources
can significantly be affected by the location in which resources are deployed and the
preferred programming language used for development. As mentioned above, the used
programming language for the development of GCF was Python. However, it has an
unsatisfactory performance. On the other hand, Go! which is a programming language
developed in the cloud for the cloud and seems to be very well adapted to the server-
less environment and microservices architecture [9] which could potentially be a perfect
match with the project in hand.

Finally, the creation of a differentiated test environment and production environment
in order to keep production data integrity or avoid affecting the use of the application

during the development process. Still regarding the development process, the creation

https://go.dev/
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of unit testing in order to assure quality and detect bugs before new developments reach

the production environment.
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PENTAHO ETL ToorL TRANSFORMATIONS

load PatientsSheet checkIfExists exists? doMothing

insertMew Patients

Figure I.1: Patients table transformation.
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ANNEXI. PENTAHO ?? TOOL TRANSFORMATIONS

missingva 7 TypeMapper LocalMapper DosesMapper ProcedureMapper ToxicityMapper radiotherdpyExists?

doNathing InsertRadiotherapy

Figure 1.2: Radiotherapy table transformation.

.
>3

DrugMapper TreatmentMapper

missingya TypeMapper DosesMapper  treatmentExists?

doMothing insertTreatment

Figure I.3: Treatments table transformation.
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load Demog fap hicss hest

getPatientD getDemographicsD
" AR AR A® AR Y
53 )
flagMissingValues enderfMapper stageiapper causeDeathMapper performSigtMappe updateExisting O ographics
x W
=) " A% AR A .
& b 5 ) I3
missin " falues? defAgeGroup okegflapper HistologyMapper famHisgapper defStageGroup  demog thsE)u'm?
A A% A% b
B B B ]
doNathing TeatmentMapper  calcSunvivalDays markersMapper  comorbiditiesMapper insertDemaohraphics

Figure I.4: Treatments table transformation.

LocalMapper  ProcedureMapper

dohothing InsertSurgery

Figure 1.5: Surgery table transformation.
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ANNEXI. PENTAHO ?? TOOL TRANSFORMATIONS

doMothing InsertProgression

Figure I1.6: Progression table transformation.
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Figure II.1: dataset_info cold start optimisation results.
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Figure I1.2: dataset_info warm response optimisation results.

81



ANNEX II. GOOGLE CLOUD FUNCTIONS OPTIMISATION RESULTS
# Cold Start (ms) # Cold Start Optimized
(ms)
1 16389 1 922
2 12207 2 1178
3 13164 3 852
4 15608 4 768
5 20643 5 1006
6 18261 6 1183
7 13303 T 907
8 13508 8 1183
9 13650 9 942
10 17272 10 1061
av 15400.5 stdev 2716.915214 av 1000.2 stdev 147664635
Figure I1.3: patient_info cold start optimisation results.
# Warm # Warm response
response (ms) Optimized{ms)
1 3675 1 445
2 3633 2 316
3 4497 3 413
4 4493 4 668
5 3585 5 561
6 1619 [ 765
7 4320 T 579
8 2249 3 412
9 3035 ] 647
10 3828 10 666
av 3493.4 stdev 950.7033887 av 5472 stdev 144.3343341
Figure II.4: patient_info warm response optimisation results.
Cold Start
# Cold Start (ms) # Optimized (ms)
1 14599 1 1662
2 21584 2 1620
3 15397 3 2099
4 12926 4 2001
5 13007 5 1625
6 11928 6 1897
7 12207 7 1923
8 12195 8 1802
9 18251 9 2147
10 12678 10 1940
av 1447720  |stdev 3167.097087 av 18716  |stdev 190.074956
Figure II.5: survival_curve cold start optimisation results.
Warm Warm
response (ms) # response
Optimized{ms)
1 3165 1 1166
2 3697 2 1303
3 8533 3 1204
4 8233 4 1316
5 3044 5 1318
6 3140 3 1193
7 3371 7 1180
8 7952 8 1065
9 7997 9 1337
10 8611 10 1195
av 82743  |stdev 265.3756457 av 12277 |stdev 87.53164507

Figure II.6: survival_curve warm response optimisation results.
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