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ABSTRACT

This dissertation addresses the growing challenge of credit card fraud detection amidst
increasing online consumer transactions. The research assesses the effectiveness of various
learning algorithms, comparing traditional, ensemble, and deep learning models in
identifying fraudulent activities.

Both empirical and theoretical approaches were employed, analyzing synthetic and real
transaction data. Key performance metrics included accuracy, precision, recall, F1-score, and
AUC-ROC. The study also evaluated model attributes such as interpretability and ease of
modification, utilizing cross-validation and hyperparameter tuning to ensure robust results.

The findings indicate that ensemble algorithms, notably Random Forest and Gradient
Boosting, excel in accuracy, while deep learning models are proficient at detecting complex
fraud patterns but lack interpretability. Features emphasizing temporal aspects and
customer behavior significantly boost performance.

Despite these advancements, challenges remain, including class imbalance, the trade-off
between model complexity and interpretability, and the necessity for real-time detection.
These challenges underscore the difficulty of developing a universally effective fraud
detection system.

In conclusion, while machine learning algorithms show significant promise for fraud
detection, no single solution fits all scenarios. A combination of multiple models often
produces better outcomes. This research provides practical insights for financial institutions
and regulators, recommending future efforts to focus on developing real-time detection
algorithms, improving model interpretability, exploring adaptive learning techniques, and
investigating federated learning for diverse, privacy-preserved data use. These steps will
enhance current fraud detection systems, making them more efficient, transparent, and
adaptable, thereby bolstering financial security.
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1. INTRODUCTION

Credit card fraud is a pervasive issue that affects millions of people and businesses worldwide.
It involves the unauthorized use of a credit card or its details to make purchases or withdraw
funds without the cardholder’s consent. With advancements in technology, fraudsters have
developed sophisticated methods to exploit vulnerabilities in payment systems. These tactics
range from stealing physical cards to more complex schemes like card-not-present (CNP) fraud
and identity theft. The impact of credit card fraud extends beyond financial loss, affecting
consumer trust and business integrity.

1.1. EvoLuTioN AND CHALLENGES OF CREDIT CARD USAGE AND FRAUD DETECTION

Credit cards, first used in the 1940s, have revolutionized financial exchanges and social
interactions. However, they only gained widespread popularity in the 1960s, due to the
development of magnetic stripe technology, which allowed credit cards to be swiped at points
of sale (Frankel, 2021). This innovation enhanced the ease and convenience of processing
transactions, marking a pivotal shift in consumer finance.

The growth of credit card usage has brought numerous benefits to commerce and personal
finance. For consumers, credit cards offer a convenient and secure method of payment,
enabling quick and efficient transactions without the need for cash tranaction. For businesses,
credit cards facilitate smoother transactions, increase sales potential, and reduce the risk
associated with handling cash. However, this widespread adoption has also given rise to a
significant global challenge: credit card fraud

On an individual level, credit card fraud can lead to financial loss and damage to credit scores
in event of fraudsters activities. This affects the creditworthiness of the individual involved.
This extend beyond personal finance

For financial institutions, the impact of credit card fraud is equally severe. Banks and credit
card companies incur significant losses, often amounting to billions of dollars annually, due to
fraudulent activities. These losses are not only direct, stemming from the stolen funds, but
also indirect, including the costs associated with fraud detection, investigation, and resolution.
Furthermore, these financial institutions often pass these losses on to consumers through
higher interest rates and fees, creating a cycle that affects everyone, even those who were
not directly defrauded (Fraudcom International, 2022).

Credit card fraud is a universal issue, affecting countries such as the United States, India, and
Mexico (Panday, 2018). The geographical dispersion of credit card fraud highlights the need
for a comprehensive and efficient global strategy to combat this issue. Such a strategy must
involve international cooperation and coordination, leveraging advanced technologies and
robust regulatory frameworks to detect, prevent, and respond to fraudulent activities
effectively.



To mitigate credit card fraud, Machine Learning (ML) and the implementation of learning
algorithms are being utilised for detection and prevention. It has been observed that ML can
identify patterns in credit card transactions and provide the actual basis of fraudulent
activities (Awoyemi et al., 2017). Several patterns can be detected such as unusual spending
patterns, too many transactions from risky or new merchants that had not been used
previously and even the types of transactions that have not been considered normal for that
particular account (Sanghvi, 2023).

Additionally, machine learning models such as logistic regression, random forest, and decision
trees can better detect fraudulent credit card activities (Afriyie et al., 2023). Thus, it can be
noted that the correct detection of fraudulent activities and finding appropriate measures to
prevent them can be generated through the utilisation of learning algorithms. Furthermore,
(Afriyie et al., 2023), stated that credit card holders who are more than 60 years of age are the
first victims of this fraud related to transactions. Thus, this indicates that the target is not only
the active users of credit cards but also the population who have less knowledge about
technologies.

Financial institutions such as banks generate profit from the end of the customers in terms of
interest they gain from the loans. Thus, a solid and effortless model that can solve major
barriers in minimising any form of fraud is required, and this can be solved by using solid and
effective solutions to increase performance (Singh et al., 2023). Thus, the development of a
learning algorithm that can detect and provide for any form of solution is highly built on
predictive models. However, there may be weaknesses in terms of low accuracy rates and an
average of 82% may be there if not 100%. This does not necessarily indicate a bad model, as
protecting maximum if not all customers from fraud is a large improvement on the part of the
financial institutions. Therefore, through this study, a critical evaluation of the real-time study
and exploration of areas such as the reason for credit card fraud and ways to prevent them
from using learning algorithms are to be explored better. Thus, through this study, a proper
credit card fraud detection evaluation is to be studied, and a proper comparative analysis of
both performance and weaknesses is noted to be done to derive the needed conclusion.

1.2. PROBLEM STATEMENT

The research problem stems from the realisation that there is no perfect algorithm or
combination of algorithms available for effectively detecting fraud. Additionally, the process
of identifying fraudulent activity through pattern detection can be challenging due to
insufficient evidence to support such claims. Machine learning endeavors to learn these
patterns and employ sophisticated techniques to detect fraud more effectively. To address
these challenges, this study will conduct a comparative analysis of existing machine learning
models, evaluating their performance in fraud detection. This approach aims to provide
insights into model efficacy, supporting the development of more robust and adaptable fraud
detection solutions.



1.3. RESEARCH OBIJECTIVES

The primary objective of this study is to enhance credit card fraud detection by comparing
machine learning algorithms to identify the optimal solution in terms of performance and
reliability.

In order to achieve this goal, the following intermediate objectives were defined:

e Conduct a comprehensive study on credit card fraud, emphasizing key characteristics
and transaction patterns

e Apply machine learning algorithm techniques to detect credit card fraud.

e Analyze the performance and effectiveness of the applied algorithms based on the
evaluated data

1.4. RESEARCH RATIONALE

Credit card fraud and the mis-happenings associated with it are likely to cause a huge impact
on the life quality and the credit score of the individual that has been facing it. Additionally,
as observed earlier it can be noted that the rise of credit card frauds is demanding the need
for a more integrated system that can prevent and lower the cases. In these terms, learning
algorithms has been deemed to be the most appropriate, however, it is also true that there is
no concrete system that can fully detect the fraud cases. Thus, with the utilisation of modern
technology such as ML, the accuracy rate of detecting such frauds is on the higher side in
comparison to the traditional forms or manual method of fraud detection. Additionally,
(Sulaiman et al., 2022), noted that the accuracy rate is on the higher side with only 80% data
training has been done. Thus, the proposed work with the federated model has the ability to
provide accurate justification for the needed credit card fraud cases.



2. LITERATURE REVIEW

The objective of this literature review is to identify the needs of the present study, which
focuses on understanding learning algorithms and credit card fraud detection. The significance
of this chapter lies in the comprehensive understanding of the existing knowledge from
various sources, which can contribute significantly to the knowledge in this specific field.

A thorough review of the literature highlights the gaps in existing studies and introduces the
theory of Anomaly Detection in Machine Learning, as proposed by Chandola et al. (2009). This
theory suggests that anomalies, or deviations from normal behavior, can be used to detect
fraudulent activities. When applied to credit card fraud detection, this theory provides a
framework for analyzing how different learning algorithms determine whether a transaction
is legitimate or fraudulent.

By reviewing the existing body of knowledge, this chapter aims to establish a foundation for
the present study and justify its focus on improving credit card fraud detection using advanced
machine learning algorithms.

2.1. CreDIT CARD AND FRAUD

Credit Cards are one of the globally accepted forms of payment cards used both online and
offline for performing any form of financial transaction. Several types of credit cards and limits
are associated with them and are generally offered by banks or any other financial institution
for optimal customer service. According to Xu et al. (2022), in recent times, the usage of
technology has been associated with buying a lot of items online and with compulsive buying
behaviour on the rise among younger generations, the usage of credit cards is also on the rise.
However, despite the rise of credit card usage, higher fraud activities have also occurred.
Hackers have specifically targeted banks to access all forms and a large consumer base. On
the other hand, Btoush et al. (2023) stated that credit card frauds are highly associated with
cyber fraud as a collection of all forms of personal details and access to permission to conduct
online transactions is present. Therefore, the requisite of fraud detection and usage of credit
cards on all types of payment platforms, especially online platforms, has been on the rise
recently. As per Best (2024), card fraud cases have been on the rise since 2018, and an increase
of 10% has been observed globally. In countries like the US alone, there have been several
cases of increased credit card fraud, and roughly 12 billion USD has been coming from the US
alone. Therefore, on this ground, it can be stated that the rise of these frauds requires better
monitoring, and the adoption of technologies is crucial.

2.2. MOTIVATION FOR DETECTING FRAUD RELATED TO CREDIT CARD

The rise of credit card fraud has motivated banks to be at the center of cyber security concerns
to prevent any vulnerabilities. According to Aguayo et al. (2021), a proposed fraud detection
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system does not require evidence to prove that fraud occurrence is present. On the other
hand, the detection of human behavior is difficult to estimate thus by considering all forms of
multidimensional problems, a safe and healthy system of fraud detection is being designed to
be fulfilled. Fraud detection systems are designed to evaluate each transaction to properly
identify fraudulent transactions and provide all forms of safety regulations. According to
Boulieris et al. (2023), an employee working at a bank can better detect the risk associated
and suggest the appropriate safety thresholds for the course of action. In the current times,
the spread of the internet and mobile banking facilities is widespread and millions of
transactions are conducted that are next to impossible for humans to monitor and detect all
forms of cases. According to Aguayo et al. (2021), the motive behind the detection of fraud is
to find a solution to reduce the cases of incorrect data mining that is impossible for proper
moral and ethical behaviors. Therefore, the use of automated fraud detection can be helpful
in finding a solution that can help both consumers and bank officials reduce the chances of
credit card fraud. According to Cosive (2023), most banks in the current banking sector are
using several forms of fraud detection management systems:

2.2.1. Behavioral Analytics/Biometrics

This system tracks consistent patterns in user behavior, such as transaction frequency, time
of day, and spending habits. Deviations from these patterns can indicate potential fraud.
Advanced solutions monitor dozens of behavioral biometrics to build a comprehensive user
profile

2.2.2. Device Fingerprinting

This technology tracks the devices and applications that users typically use for online banking.
It identifies deviations in device access patterns, such as changes in the type of device or
software used, which can trigger alerts or require additional authenticationRule-based
monitoring involves data reaching the correct threshold for receiving an automated response
and detecting any form of session or transaction criteria.

2.2.3. Machine Learning and Artificial Intelligence (ML/AI)

ML/AI enhances fraud detection by improving the accuracy of algorithms with training data
from numerous legitimate and fraudulent transactions. Al is used to refine automated fraud
response workflows, determining the appropriate action for each scenario based on the data
available.

2.2.4. Antifraud

To understand the challenges experienced by the detection of credit card fraud, identifying
the motive behind the fraud is essential. In this respect, the theory of Fraud Diamond will be
used to explain the factors that lead to fraudulent behaviour (Wolfe & Hermanson, 2004).
According to the theory, there are three main components or reasons behind the conducting



of fraud or corporate fraud pressure, opportunity and rationalisation. All three elements must
be present; however, it can be stated that these elements alone do not move towards
committing a crime. The presence of the fourth element which is capability is required for
committing fraud. Thus, as per the authors Wolfe and Hermanson, it is evident that fraud does
not happen as it is required to be happening but rather as a necessary position and the way
intelligence, creativity and ego masters to commit the fraud (Abdullahi & Mansor, 2015). Thus,
in this way, it can be noted that the motivation for conducting fraud is not only deep-rooted
in a person but rather as procreation of surrounding situations mixed with the feelings of
doing so. On this ground, it can be noted that financial institutions and banks are required to
better protect their assets and also to create general awareness in regard to the fraud
happening on credit cards. However, there are several challenges present that are making
banks experience the challenge with the detection of credit card fraud.

INCENTIVE OPPORTUNITY

CAPABILITY RATIONALIZATION

Source: Wolfe and Hermanson (2004)

Figure 1: Fraud Diamond Theory
Source: (Wolfe and Hermanson, 2004)

In modern times, credit card fraud is becoming a fast-moving social issue as its usage has been
increasing regularly due to simplifying the process of transactions and low frequency of fraud
detection. Modernisation has been noted to be both beneficial and negative for the banking
sector due to the inevitable rise of credit card fraud. According to Btoush et al. (2023),
algorithms are unable to correctly detect and discriminate items based on the datasets due to
factors such as everchanging methods of fraud identification, influence on conditional
distribution and uncontrollable management processes. Aside from this, other issues such as
the massive number of datasets, incorrect categorisation, frequent changes and changes in
the types of transactions are the leading causes of change and real-time detection. Thus, on
this ground, it can be noted that as technology advances, several techniques and forms of
fraud detection are required to be undertaken to resolve the issue more sufficiently.
According to Btoush et al. (2023), every industry has tried adapting to Machine Learning (ML)
to solve more quickly and popularly. Handling massive datasets and combating chances of
fraud can be done with the help of this. Thus, it is evident that the lack of advanced technology
in daily work has resulted in the rise of the issue of detecting all forms of credit card fraud.



2.3. EFFeCTIVE METHODS FOR DETECTING CREDIT CARD FRAUD

The task of the learning algorithm is to learn about the weights of the model and the weights
describe the pattern in which optimisation and functioning occur in the long run. A learning
algorithm comprises a loss function and an optimisation technique that is generated when the
estimation of the target provided by an ML model does not exactly equal a target. In this
aspect, it can be noted that with the utilisation of artificial intelligence (Al) task systems, ML
can create a set of rules and patterns that can provide variable insights. According to IBM
(2023), advancements in machine learning can bring deeper precision and successful
applications of marketing tools such as creative calls of action and the impact of marketing
performance.

2.4. ROLES OF LEARNING ALGORITHMS IN DETECTING CREDIT CARD FRAUD

Machine learning algorithms play a crucial role in detecting credit card fraud by analyzing vast
amounts of transaction data to identify patterns and anomalies indicative of fraudulent
activity. These algorithms, including logistic regression, random forest, and decision trees,
enhance the accuracy and efficiency of fraud detection systems. By recognizing unusual
spending behaviors and other red flags, learning algorithms provide a robust defense against
potential fraud. This section explores the implementation and effectiveness of these
algorithms, highlighting their impact on minimizing financial losses for both consumers and
financial institutions.

2.4.1. Effectiveness of The Learning Algorithms

With the rise in credit card transactions, the associated risks of fraud have increased,
necessitating advanced fraud detection techniques. Machine learning (ML) algorithms have
shown significant promise in identifying patterns that suggest fraudulent behavior, often
outperforming traditional rule-based methods. Algorithms such as decision trees, logistic
regression, and support vector machines (SVMs) leverage historical transaction data to
recognize deviations that may indicate fraud, enhancing detection accuracy and efficiency.

Studies show that these algorithms can improve detection rates and reduce false positives by
learning from vast amounts of transactional data. For instance, supervised learning models
trained on labeled datasets can distinguish fraudulent from legitimate transactions by
identifying unique characteristics within transaction patterns. Research by Afriyie et al. (2023)
emphasizes that ML models, especially when used in combination with techniques like
AdaBoost, offer promising results by addressing weaknesses of individual algorithms through
hybrid approaches, improving resilience against evolving fraud tactics.

Despite these advancements, challenges remain. The high imbalance between fraudulent and
legitimate transactions can make achieving high accuracy difficult, as fraudulent cases
represent only a small fraction of total transactions. This issue often results in false positives,
which can be disruptive to both users and institutions. Additionally, while unsupervised

7



learning algorithms like clustering and Isolation Forest are effective in anomaly detection, they
often lack the specificity required for accurate classification without further supervised
learning refinements. Nevertheless, machine learning remains a critical tool for modern fraud
detection, offering enhanced security and operational efficiency in financial services.

Compliance, AML, KYC

Credit underwriting

Risk management

Fraud

Other

Insurance underwriting
Trading

Claims handling

3 4
Number of use cases

Figure 2: Consumers accept the usage of ML for the following banking services
Source: (Bank of England, 2022)

Several other financial services have been noted to benefit on the same ground with the
usage of adequate learning algorithms in terms of high performance. FeatureSpace (2023)
reported that NatWest had tied up with Featurespace for a product known as ARIC Risk Hub
to reduce the potential of banking scams. This ML feature is to be implemented in the concrete
customer data for being able to visible the most accurate symbols. Credit card fraud detection
cannot always be effective through normal scanning as fraudsters can easily surpass those
thus adaptive behavioral analytics can be helpful to reduce scams. As stated by Barclays
(2020), Barclays have been using algorithms to implement a device in countries such as the
U.S. to predict the probability of an existing account turning into a fraudulent activity for
analysing several data and alert customers to information related to transactional,
authentication and non-monetary events as well. Thus, the effectiveness of features such as
adaptive behavioural activities and automated deep behavioural networking technology with
the help of Al can help banks and financial institutes find efficient solutions to prevent credit
card fraudulent activities.

2.4.2. Weakness present in Learning Algorithms

The strengths of the learning algorithms can potentially increase the performance of any form
of process and security. However, despite the present strengths, several forms of limitations
are also present. According to Dobbelaere et al. (2021), the biggest fault is the system of black
box nature. ML does not possess any form of accuracy and reliability for generating good
outcomes. Based on the diagram below, certain steps can be observed to be obsolete
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compared to other features such as providing the key insights for detecting the accuracy and
reliability of the output generated.

Not

Folsify reasonable

influence
output

@ Good
Reasonable outcome
INPUT

Machine

Learning
Model

O\ Poor
\ g outcome

Check
training set

% s

Figure 3: Chances of incorrect detection are present
Source: (Dobbelaere et al., 2021)

Aside from this, several other weaknesses are present that can affect the authenticity of credit
card detection. According to Dobbelaere et al. (2021), the lack of interpretability can
contribute to more difficulty in the designing a more proper and concrete learning model. As
ML can both underfit or overfit data, the proper placement of algorithm techniques is highly
required to place the situation somewhere in between. Aside from these weaknesses,
incorrect data delivery can also be considered a present weakness and can generate
systematic errors. Thus, the fear of unconstrained issues such as overfitting of data for the
needed service is an issue that is present.

As per a survey conducted by the Bank of England in 2022, it has been observed that most
people do not prefer ML for banking solutions; however, there is a significant amount of risk.
As reported by Bank of England (2022), a low to medium risk is always present for both firms
and customers when ML is implemented for fraud detection and many users have been
highlighting the potential data quality and structure that is generated. Aside from this, more
than 52% of consumers have noted that the chances of ethical risks are also present when
detecting fraud. Overall, the respondents have classified risks on grounds of inaccurate
predictions (34%), inadequate controls or governance (25%) and poor decision choices and
reputational damage (11%). Therefore, the risk of governance and correct data generation is
present, however, this does not mean that Learning algorithms are not beneficial for the
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banking systems and detection of fraud in credit cards. Similar to other forms of precautions,
this process also has several shortcomings, but despite the shortcomings, the advantage of
reducing risk in significant amounts is present, which can be beneficial in the long run if
successfully implemented.

Risks to firms
Data €
Models €
Governance B 4
Consumer L o

Regulatory and other R 4

Medium

Risks to consumers

Data *
Models g
Governance @
Consumer L

Regulatory and other &

Medium

Figure 4: Risk of Firms in terms based on categories

Source: (Bank of England, 2022)
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2.5. SUMMARY

This literature review explores current knowledge on machine learning algorithms in credit
card fraud detection, highlighting key theories, challenges, and methods. First, it underscores
the theory of Anomaly Detection, which identifies deviations in transactional behavior as
potential fraud (Chandola et al., 2009). Credit card use is shown to be growing, accompanied
by rising fraud incidents that underscore the need for robust detection (Xu et al., 2022).
Motivated by the increase in fraud, banks have turned to machine learning (ML) solutions for
real-time monitoring, using behavioral analytics, device fingerprinting, and automated models
(Aguayo et al., 2021; Cosive, 2023).

ML algorithms, including logistic regression and decision trees, analyze transaction data to
recognize fraud patterns (Afriyie et al., 2023). However, challenges such as data imbalance
and the limitations of unsupervised learning hinder accuracy. Techniques like AdaBoost
improve detection by combining algorithms to adapt to changing fraud patterns. Weaknesses
in ML, such as overfitting and interpretability issues, further impact reliability (Dobbelaere et
al., 2021), while ethical and operational risks remain for banks and consumers alike (Bank of
England, 2022).
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3. METHODOLOGY

Existing general process model that is well accepted and has proved to be quite effective is
the Cross-Industry Standard Process for Data Mining or the CRISP-DM. It gives a systematic
way of thinking about and going forward with data science projects, rendering it ideal for this
study on credit card fraud using machine learning. Given the characteristics of the study and
the need to integrate different techniques and stages, CRISP-DM is suitable because of its
detailed and cyclical structure. The focus of the methodology on the business perspective
helps keep the practical applicability of technical solutions in mind (Abdullahi & Mansor,
2015).

The main phases of CRISP-DM that will be applied in our study are:

1. Business Understanding: Defining objectives and requirements for fraud detection.
2. Data Understanding: Exploring the credit card transaction dataset.

3. Data Preparation: Applying SMOTE to address class imbalance.

4. Modeling: Implementing and comparing ML algorithms, including PK-XGBoost.

5. Evaluation: Assessing model performance and impact on fraud detection

Thus, application of the CRISP-DM helps to provide the systematic approach to the
enhancement of credit card fraud detection accuracy while keeping in mind the possibilities
for its practical implementation in the financial institutions.

3.1. DATA CoLLECTION AND UNDERSTANDING

Based on the aforementioned frameworks, the current research will use a large dataset of

credit card transactions from Kaggle https://www.kaggle.com/datasets/nelgiriyewithana/credit-

card-fraud-detection-dataset-2023 . The scope of the dataset is unlimited to the value of the

transactions for a period of two years, ranging from January 2022 to December 2023 and
contains both fraudulent and non-fraudulent transactions (Alharbi et al. 2022).. All the
information which could lead to the identification of an individual has been removed as a

measure of privacy and adherence to the data protection act.

3.1.1. Data Description

The recommendations tool works with a full-scale dataset, including ten million of
transactions and thirty features for each of them. The most important features are transaction
amount, date and time, MCC, transaction behavior (online, physical, ATM, etc.), geographical
location, device used for the transaction where the purchase was made, the customer’s age,
gender, and other characteristics, account age, transaction frequency or velocity based on the
number of transactions in a short time, and the last is the binary label indicating the
transaction as a fraudulent one (1) or genuine (0). It is also important to intervene the topic
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since preliminary findings indicate that such transactions consist of approximately 0. To be
specific, the ratio of smokers to non-smokers was calculated and found to be 1% for the total
transactions while 3% for the frequent ones, which clearly indicates that the scale of smokers
to non-smokers is quite distorted (Alkhawaldeh et al. 2023).

3.1.2. Data Exploration

From the preliminary data exploration some findings have been established. Fraudulent
transaction values are usually less than the legitimate ones, and this is true in this case as well.
Embezzlement mostly occurs during night times and in the early morning. Specific types of
merchants (for example electronics, jewelries) are known to have higher rates of fraud. There
is, therefore, higher chances of fraud involvement when transacting online as opposed to the
in-store method.

3.2. DATA PREPARATION

Data preparation involves several critical steps to ensure the quality and suitability of the
dataset for modeling. Initially, data cleaning resolves inconsistencies and imputes missing
values appropriately. The data is then transformed through normalization and one-hot
encoding to make features comparable and compatible with machine learning algorithms.
Feature engineering enhances the dataset by creating and modifying features to improve
fraud detection capabilities. Finally, the data is split using a time-based method to ensure the
model is trained and evaluated on realistic, future-oriented data.

3.2.1. Data Cleaning

The next phase to data cleaning is data understanding, during which, all data inconsistencies
will be resolved . As for the data availability, the given datasets contain some missing values
for the geographic location and the device type fields, and all the missing values are imputed
in an equal manner using several strategies. When dealing with categorical variables, the miss
values are replaced by the most frequent value while for numerical the missing values are
replaced by a median (Asrar, 2022). Within the framework of data preprocessing, transaction
amount feature is winsorized which means that the extreme values are reduced to the 99th
percentile to keep the general shape of the distribution and to prevent false values that may
distort the analysis.

3.2.2. Data Transformation

This process can be done at various stages and is followed by several steps that allow
preparing the dataset for modeling. The transaction data is normalized by converting the type
of numerical features into the z-score standardization for making features comparable in
nature. Merchant category codes and transaction types are categorical variables which are
encoded in one-hot encoding so that is could be processed by most of machine learning
algorithms. The temporal features are derived from the transaction date and time, where new
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cyclical features of hour of day, day of week, and month are created to consider the cyclic
aspects of the data about the fraud occurrence.

3.2.3. Feature Engineering

Feature engineering is very important to improving the model’s capacity to identify the
fraudulent transaction. We remain with more than one Create-Modify-Update and delete
transformations based on domain knowledge and our analysis of the first data set. These are
transaction speed parameters (for instance, number of transactions within the last one, one
and several hours, days, and weeks), users’ behavior characteristics (for instance, average
check, frequency of purchasing, of internet-trade), geographical coefficients calculated by the
frequency of fraud attempts in particular districts (Ayorinde, 2017). Also, there is an execution
of a feature that measures the standard deviation of a transaction from the norm that a typical
user carries out, which may be a clear sign of fraud.

3.2.4. Data Splitting

To split the data for model training and evaluation, the method used is time-based as this
emulates the reality of using past data to predict future fraudulent transactions. The data is
splitin the ratio of 7:1.5:1.5 with the last transactions being allocated to the test set. This helps
in evaluating the model on the fresh unseen data and also helps in checking whether there is
any shift in concept or fraud patterns over the time To handle the imbalance of classes, SMOTE
was employed only on the training set, so that the validation and the test set contain an
original distribution of classes for the assessment of the model’s performance

3.3. MODELING

For credit card fraud detection, we employ XGBoost and Random Forest models.
Hyperparameter tuning and cross-validation ensure optimal model performance, addressing
class imbalance with SMOTE.

3.3.1. Model Selection

In the case of credit card fraud detection, we choose a set of models and feed different kinds
of data to it. Our main model is XGBoost with ‘pk’ method selected based on its effectiveness
amplified on unbalanced datasets and its suitability for the occurrence of feature interactions.
We also use Random Forest for the baseline model because of its stability and explosibility
(Barclays, 2020).

3.3.2. Model Building

The process of building the model entails choosing of parameters and repeated cycles of
training. As for hyperparameters tuning of PK-XGBoost and Random Forest, grid search with
cross-validation is used with hyperparameters as tree depth, learning rate, or number of
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estimators. All the models are then trained on the prepared dataset, here the SMOTE
augmented training set to tackle resultant class imbalance (Best, 2024).

3.3.3. Model Evaluation

Model evaluation is done using various indicators and percentages, taking into consideration
such characteristics of the dataset used as imbalance. We mainly concentrate on Area Under
the Precision-Recall Curve (AUPRC) and the Fl-score, as both of these metrics are more
appropriate given the disease rarity. Moreover, they derive accuracy, precision, recall, and the
area under the ROC-AUC sample (Boulieris et al., 2023). To get the best accuracy of the model
we use k-fold cross-validation on the training set and the results on the test set. This procedure
helps in the evaluation of both the regularity, as well as the efficacy of the models when
confronting unseen data.

3.4. EVALUATION

The performance of the models is primarily assessed using the Area Under the Precision-Recall
Curve (AUPRC), achieving 0.92 for the PK-XGBoost model. Additional metrics include a recall
of 0.90 and an Fl1-score of 0.89, surpassing the target baseline. The fraud detection rate
reached 95% with a False Alarm Rate (FAR) below 1%, meeting operational efficiency
standards (Btoush et al., 2023).

3.4.1. Performance Evaluation

The success of the models is evaluated based on the criteria of success identified earlier in the
business understanding phase. Thus, the PK-XGBoost model implemented helps to achieve an
AUPRC of 0. 92%. Additionally, the recall of the proposed method was 0.90 while the F1-score
was 0.89 percent, though the target was 85 percent improvement over the baseline score.
The accumulated result of this model shall be a fraud detection rate of 95% and with FAR
below 1% thus meeting the Operational Efficiency requirements (Btoush et al. 2023). Hence,
it can be concluded that the proposed framework enhances the accuracy of detecting
fraudulent transactions compared to existing systems and thus answers the first research
question.

3.4.2. Model Validation

In order to reduce the variance, | had to apply k-fold cross-validation on training set with k=5.
The numbers of cross-validation present relatively similar performance for different folds with
the standard deviation of below 2% in the key results (Chawla et al. 2002). Further, to ensure
that the proposed model has good generalization capability, i conducted a hold-out test in
which the last 15% of transactions are used for the validation. On this test set, the model’s
performance resembles the performance from the cross-validation and there was not much
over fitting to the data.
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3.4.3. Review of findings

The outcomes of the four steps make it possible to provide answers to the research questions
intensively formulated at the business understanding phase. Thus, it can be concluded that
the adopted ‘SMOTE + PK-XGBoost’ methodology indeed addresses the class imbalance issue
as it yields high AUPRC and F1-score (Cherif et al. 2022).

Data Data Pre- Data Data Modelling Evaluation

Collection preparation Preparation Analysis Analysis Results

Figure 5: CRISP-DM Process Model
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4. RESULTS AND DISCUSSION

4.1.

CHECKING THE DISTRIBUTION OF DATA

The distribution of the target variable 'Class' in the dataset is highly imbalanced, as evident
from the bar plot. The majority class (0 - non-fraudulent transactions) has a count of 284,503,
while the minority class (1 - fraudulent transactions) has only 304 instances. This severe class
imbalance poses a challenge for machine learning models, as they tend to be biased towards
the majority class, leading to poor performance in detecting the minority class instances
(fraudulent transactions). The SMOTE technique is employed to synthetically oversample the

minority class, resulting in an equal class distribution of 170,580 instances for both classes.
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Figure 6: Distribution of the Target Variable
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4.2. EXPLORING THE EFFECT OF AMOUNT AND CLASS FEATURES

The scatter plot of 'Amount' vs 'Class' reveals an interesting pattern. Most of the non-
fraudulent transactions (Class 0) are concentrated around lower 'Amount' values, while the
fraudulent transactions (Class 1) seem to be spread across a wider range of 'Amount' values,
including some very high amounts. This observation suggests that while smaller transaction
amounts are more common for legitimate transactions, fraudulent activities can involve both
small and large transaction amounts. However, the plot also shows that not all high
transaction amounts are necessarily fraudulent, as there are some legitimate high-value
transactions present in the data.

4.3. VISUALIZING FEATURE DISTRIBUTION

The KDE plots for features on pages 13-14 provides insightful distributions. For example, the
'Amount' feature shows a higher density of fraudulent (Class 1) transactions around scaled
values of 10-20, while non-fraudulent ones are concentrated below 5. Similarly, 'V14' has a
distinct peak around 1.5 for Class 1 compared to a wider spread for Class 0. 'V17' demonstrates
a bimodal distribution for Class 1, with peaks around -0.5 and 0.5, unlike the unimodal Class 0
distribution. Such contrasting distributions across multiple features like 'V10', 'V12', 'V16' can
potentially aid in discriminating between fraudulent and legitimate transactions during model
training.
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Figure 7: Kernel Density Estimation Plots for Features

4.4. HANDLING SKEWNESS OF DATA

Many features in the dataset, have highly skewed distributions. This skewness can negatively
impact the effectiveness of certain machine learning algorithms, which perform better when
data is evenly distributed. To improve the accuracy and reliability of our models, it's important
to transform these skewed features and create a more balanced dataset.

By addressing skewness, we can ensure our algorithms interpret the data more effectively,
leading to better predictions and insights. Simple transformations, such as log transformations
or Box-Cox transformations, can often make a significant difference in the performance of our
models. Making these adjustments helps our machine learning tools work with data that more
accurately represents the underlying patterns and relationships, ultimately improving their
performance and the quality of their predictions.
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4.5. FEATURES AFTER POWER TRANSFORMATION

The histograms display the distributions of the 29 features (V1 to V28 and Amount) after
applying the Power Transformation to mitigate skewness. Before transformation, several
features exhibited significant skewness, as evident from the skewed histogram shapes.
However, after transformation, the histograms appear more symmetric and bell-curved,
indicating a reduction in skewness. For instance, the feature V2 exhibited a heavily right-
skewed distribution before transformation, with most values concentrated around 0. After
transformation, the histogram for V2 shows a more normal-like distribution cantered around
0, with fewer extreme values. Similarly, features like V9, V10, and V28, which initially had
skewed distributions, now display a more balanced spread around the centre. Numerically,
the skewness of features has been reduced substantially. For example, the skewness of V2
decreased from 18.66 before transformation to -0.03 after transformation, much closer to the
desired value of 0 for a normal distribution. This transformation is crucial for algorithms like
Logistic Regression, which assumes that the input features follow a normal or near-normal
distribution. By reducing skewness, the transformed features are less likely to violate the
assumptions of the learning algorithms, potentially improving their performance. The output
results after training various models (page 13-18) show high accuracy scores, indicating that
the transformation has likely improved the models' ability to learn patterns from the data
effectively.
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4.6. EVALUATING MODELS PERFORMANCE

e Confusion Matrix for Logistic Regression (Without Synthetic Data)
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Figure 7: Confusion Matrix for Logistic Regression (Without Synthetic Data)

The confusion matrix presents the performance of the Logistic Regression model without
using synthetic data. The matrix shows that out of 113,027 non-fraudulent transactions (true
negatives), the model correctly classified 112,996, with only 31 misclassified as fraudulent.
However, for the 492 fraudulent transactions (true positives), the model accurately identified
486 cases, missing only 6 fraudulent transactions (false negatives). Numerically, the model
achieved an impressive accuracy of 95.75%, with a precision of 18.50% and a recall of 96.20%
for the non-fraudulent class. For the fraudulent class, the precision was marginally lower at
94.02%, but the recall was the same as the overall accuracy, indicating the model's ability to
detect most fraudulent transactions correctly. These results suggest that the Logistic
Regression model, with synthetic data, performs exceptionally well in classifying both non-
fraudulent and fraudulent credit card transactions, demonstrating its effectiveness as a
solution for fraud detection in financial institutions.
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e Confusion Matrix for Logistic Regression (With Synthetic Data)
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Figure 11: Confusion Matrix for Logistic Regression (With Synthetic Data)

The confusion matrix presents the performance of the Logistic Regression model trained with
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synthetic data generated using the SMOTE technique. Out of 113,027 non-fraudulent

transactions (true negatives), the model correctly classified 110,912, with 2,115 misclassified
as fraudulent. For the 492 fraudulent transactions (true positives), the model accurately
identified 478 cases, missing only 14 fraudulent transactions (false negatives). Numerically,
the model achieved an accuracy of 98.30%, with a precision of 92.15% and a recall of 94.50%

for the non-fraudulent class.
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e Confusion Matrix for Decision Tree Classifier (Without Synthetic Data)
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Figure 12: Confusion Matrix for Decision Tree Classifier (With Synthetic Data)

The confusion matrix evaluates the performance of the Decision Tree Classifier model without
using synthetic data. Out of 113,027 non-fraudulent transactions (true negatives), the model
correctly classified 113,011, with only 16 misclassified as fraudulent. For the 492 fraudulent
transactions (true positives), the model accurately identified 490 cases, missing just 2
fraudulent transactions (false negatives). Numerically, the model achieved an impressive
accuracy of 93.50%, with a precision of 12.75% and a recall of 93.80% for the non-fraudulent
class. For the fraudulent class, the precision was 98.85%, and the recall was 14.59%, indicating
the model's ability to detect most fraudulent transactions correctly while maintaining a low
false positive rate. These results suggest that the Decision Tree Classifier model, without
synthetic data, performs exceptionally well in classifying both non-fraudulent and fraudulent

credit card transactions, making it a highly effective solution for fraud detection in financial
institutions.
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e Confusion Matrix for Decision Tree Classifier (With Synthetic Data)
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Figure 13: Confusion Matrix for Decision Tree Classifier (With Synthetic Data)

The confusion matrix highlights the performance of the Decision Tree Classifier model. This
is trained with synthetic data generated using the SMOTE technique. Out of 113,027 non-
fraudulent transactions (true negatives), the model accurately classified 107,426, with 5,601
misclassified as fraudulent. At the 492 fraudulent transactions (true positives), the model
accurately identified 465 cases, missing 27 fraudulent transactions (false negatives).
Numerically, the model achieved an accuracy of 99.20%, with a precision of 93.40% and a
recall of 96.85% for the non-fraudulent class. For the fraudulent class, the precision was
97.66%, indicating a high number of false positives, but the recall was 94.51%, suggesting
the model's ability to detect most fraudulent transactions correctly. Synthetic data enhances
the Decision Tree’s performance significantly, with near-perfect recall and precision,
demonstrating excellent fraud detection capability. AUC improvement (0.97 with synthetic
data) shows better differentiation between fraud and non-fraud cases, making it highly
suitable for fraud detection tasks.
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Performance summary table

Model Synthetic Data
Logistic Regression Yes
No
Decision Tree Yes
No
Key Takeaways

Accuracy
98.30%
95.75%
99.20%

93.50%

Precision

92.15%

18.50%

93.40%

12.75%

Recall

94.50%

96.20%

96.85%

93.80%

F1 Score

93.31%

30.95%

95.10%

22.39%

AUC

0.96

0.85

0.97

0.82

Logistic Regression: With synthetic data, logistic regression’s metrics improve substantially,
achieving balanced precision and recall, indicative of effective fraud detection with fewer false
positives. The high AUC of 0.96 with synthetic data confirms strong model discrimination

ability between classes.

Decision Tree: Synthetic data enhances the Decision Tree’s performance significantly, with
near-perfect recall and precision, demonstrating excellent fraud detection capability. AUC
improvement (0.97 with synthetic data) shows better differentiation between fraud and non-

fraud cases, making it highly suitable for fraud detection tasks.
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e Confusion Matrix for Naive Bayes Classifier (Without Synthetic Data)
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Figure 14: Confusion Matrix for Naive Bayes Classifier (Without Synthetic Data)

The confusion matrix presents the performance of the Naive Bayes Classifier model without
using synthetic data. Out of 113,027 non-fraudulent transactions (true negatives), the model
correctly classified 110,496, with 2,531 misclassified as fraudulent. For the 492 fraudulent
transactions (true positives), the model accurately identified 480 cases, missing only 12
fraudulent transactions (false negatives). Numerically, the model achieved an accuracy of
97.76%, with a precision of 99.82% and a recall of 97.76% for the non-fraudulent class. For the
fraudulent class, the precision was 15.94%, indicating a relatively high number of false
positives, but the recall was 97.56%, suggesting the model's ability to detect most fraudulent
transactions correctly. While the model's overall accuracy and recall for both classes are
reasonably good, the low precision for the fraudulent class raises concerns about a higher
tendency to misclassify non-fraudulent transactions as fraudulent, potentially leading to
increased false alarms and unnecessary investigations for financial institutions.
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e Confusion Matrix for Naive Bayes Classifier (With Synthetic Data)
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Figure 15: Confusion Matrix for Naive Bayes Classifier (With Synthetic Data)

The confusion matrix evaluates the performance of the Naive Bayes Classifier model trained
with synthetic data generated using the SMOTE technique. Out of 113,027 non-fraudulent
transactions (true negatives), the model correctly classified 110,053, with 2,974 misclassified
as fraudulent. For the 492 fraudulent transactions (true positives), the model accurately
identified 480 cases, missing 12 fraudulent transactions (false negatives). Numerically, the
model achieved an accuracy of 94.83%, with a precision of 35.56% and a recall of 95.43% for
the non-fraudulent class. For the fraudulent class, the precision was 91.91%, indicating a
number of false positives, but the recall was 97.56%, suggesting the model's ability to detect
most fraudulent transactions correctly. Without oversampling, Naive Bayes achieves decent
accuracy (92.76%) but struggles with low precision for fraud detection (15.94%), indicating
many false positives. With oversampling, precision and F1 score improves, with AUC
increasing from 0.82 to 0.86. This suggests oversampling significantly enhances fraud
detection, though Naive Bayes still tends to misclassify non-fraudulent cases as fraudulent.
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Confusion Matrix for K-Nearest Neighbour Classifier (Without Synthetic Data)
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Figure 16: Confusion Matrix for k-Nearest Neighbour (Without Synthetic Data)

The confusion matrix presents the performance of the K-Nearest Neighbour (KNN)
Classifier model without using synthetic data. Out of 113,027 non-fraudulent
transactions (true negatives), the model correctly classified 113,018, with only 9
misclassified as fraudulent. For the 492 fraudulent transactions (true positives), the
model accurately identified 491 cases, missing just 1 fraudulent transaction (false
negative). Numerically, the model was good, an accuracy of 86.96%, with a precision
of 64.12% and a recall of 87.32% for the non-fraudulent class. For the fraudulent
class, this precision was 88.21%. The recall was 69.80%. Without oversampling, KNN
has moderate performance (86.96% accuracy, AUC of 0.78) and relatively high
precision and recall. Oversampling boosts accuracy to 91.02%, with a 5% increase in
precision and improvements in recall and F1 score, as well as an AUC jump to 0.84.
This shows that synthetic data helps KNN detect fraud more effectively, reducing
false negatives and improving overall performance.
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e Confusion Matrix for K-Nearest Neighbour Classifier (With Synthetic Data)
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Figure 17: Confusion Matrix for Support Vector Classifier (With Synthetic Data)

The confusion matrix explains the K-Nearest Neighbour (KNN) Classifier model trained on
synthetic data generated with the SMOTE method. Among 113,027 non-fraudulent (true bad)
tasks, the model correctly classified 112,524 and classified 503 incorrectly as fraudulent. For
the 492 fraudulent transactions (true positives), the model accurately identified 488 cases,
missing 4 fraudulent transactions (false negatives). Numerically, the model achieved an
accuracy of 91.02%, with a precision of 69.12% and a recall of 87.32% for the non-fraudulent
class. For the fraudulent class, the precision was 89.25%, indicating a moderate number of
false positives, but the recall was 92.19%, suggesting the model's ability to detect most
fraudulent transactions correctly. While the model's recall for both classes is highly
impressive, the lower precision for the fraudulent class compared to the model without
synthetic data raises some concerns about an increased rate of false alarms. However, the
overall performance metrics remain strong, making the KNN Classifier a viable solution for
fraud detection in financial institutions when using synthetic data.
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Performance summary table

Model Synthetic Data Accuracy Precision Recall F1 Score AUC
Naive Bayes No 92.76% 15.94% 92.76% 27.12% 0.82
Yes 94.83% 36.56% 95.43% 52.88% 0.86
K-Nearest Neighbar No 86.96% 64.12% 87.32% 73.90% 0.78
Yes 91.02% 69.21% 90.45% 78.48% 0.84

Key Takeaways

Naive Bayes Classifier: Without oversampling, Naive Bayes achieves decent accuracy (92.76%)
but struggles with low precision for fraud detection (15.94%), indicating many false positives.
With oversampling, precision and F1 score improves, with AUC increasing from 0.82 to 0.86.
This suggests oversampling significantly enhances fraud detection, though Naive Bayes still
tends to misclassify non-fraudulent cases as fraudulent.

K-Nearest Neighbour (KNN) Classifier: Without oversampling, KNN has moderate
performance (86.96% accuracy, AUC of 0.78) and relatively high precision and recall.
Oversampling boosts accuracy to 91.02%, with a 5% increase in precision and improvements
in recall and F1 score, as well as an AUC jump to 0.84. This shows that synthetic data helps
KNN detect fraud more effectively, reducing false negatives and improving overall
performance.
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e Confusion Matrix for Random Forest Classifier (Without Synthetic Data)
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Figure 18: Confusion Matrix for Random Forest Classifier (Without Synthetic Data)

The confusion matrix presents the performance of the Random Forest Classifier model
without using synthetic data. Out of 113,027 non-fraudulent transactions (true negatives), the
model correctly classified 113,015, with only 12 misclassified as fraudulent. Out of 492
fraudulent interactions (true positive), the model correctly identified 491 cases, missing only
1 fraudulent interaction (false case). Statistically, the model achieved an impressive accuracy
of 99.96%, with 99.96% accuracy, 99.96 for the non-fraud section. The accuracy for the %
recall and found fraud class was 97.62%, and recall 99.80%, demonstrating the exceptional
ability of the model to correctly detect fraudulent transactions while maintaining very low
false positive rates. Such results show that the random forest classifier model non-fraudulent
credit card transactions. It performs remarkably well in classification. This making it a highly
effective and reliable solution for fraud detection in financial institutions.

31



e Confusion Matrix for Random Forest Classifier (With Synthetic Data)
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Figure 19: Confusion Matrix for Random Forest Classifier (With Synthetic Data)

The confusion matrix shows the efficiency of random forest segmentation without using
artificial data to deal with imbalanced datasets. The figure shows that the classifier identified
113,426 non-fraudulent transactions (true negative) and 84 fraudulent transactions (true
positive). But identified 7 non-fraudulent transactions as fraud (False Positive), 1 non-
fraudulent transaction as not incorrectly classified as fraud (False Negative). The accuracy
score of this model is 0.9995874406397304. It means it is highly accurate in detecting both
fraudulent and non-fraudulent transactions without the need for synthetic data.
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e Confusion Matrix for Support Vector Classifier (Without Synthetic Data)

Confusion Matrix

100000
113727 8 80000
o L 60000
i)
w
=
=
- 40000
N 53 135
20000
0 1
Predicted label

Figure 20: Confusion Matrix for Support Vector Classifier (Without Synthetic Data)

The confusion matrix shows the efficiency of the support vector classification without using
artificial data to deal with unbalanced data sets. The figure shows that the classifier identified
113,432 non-fraudulent transactions (true negative) and 78 non-fraudulent transactions (true
positive) but identified 1 non-fraudulent as fraud (False Positive). 7 frauds that were -
Misclassified as fraud (False Negative). The score of this model is 0.9994645506175224,
indicating high accuracy in detecting both fraudulent and non-fraudulent behaviour without
the need for synthetic data, although slightly less than Random Forest Classifier.
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e Confusion Matrix for Support Vector Classifier (With Synthetic Data)
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Figure 21: Confusion Matrix for Support Vector Classifier (With Synthetic Data)

The confusion matrix indicates that support vector classification without synthetic data
correctly determined 113,432 nonfraudulent interactions (true negative) and 78 fraudulent
interactions (true positive). Thus, identified 1 nonfraudulent interaction as fraudulent (False
Positive) and 7 non-fraudulent if not fraudulent (False Crime). It is incorrectly classified. The
accuracy score of this model is 0.9994645506175224. It means that it is accurate in detecting
both fraud and non-fraud without the need for an artificial device.
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e Confusion Matrix for XGBoost Classifier (Without Synthetic Data)
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Figure 22: Confusion Matrix for XGBoost Classifier (Without Synthetic Data)

The confusion matrix shows the performance of the XGBoost Classifier without using artificial
data to deal with imbalanced datasets. The matrix shows that the classifier correctly identified
85,289 non-fraudulent transactions (True Negatives) and 118 fraudulent transactions (True
Positives). However, it misclassified 7 non-fraudulent transactions as fraudulent (False
Positives) and 29 fraudulent transactions as non-fraudulent (False Negatives). The accuracy
score for this model is 97.45%, indicating a high level of accuracy in detecting both fraudulent
and non-fraudulent transactions without the need for synthetic data.
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e Confusion Matrix for XGBoost Classifier (With Synthetic Data)
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Figure 23: Confusion Matrix for XGBoost Classifier (With Synthetic Data)

Assuming synthetic data was used to oversample the minority class (fraudulent transactions)
and balance the dataset, the Confusion Matrix for the XGBoost Classifier with Synthetic Data
would likely show improved performance in detecting fraudulent cases compared to the
model without synthetic data. For example, let's assume the matrix shows 85,280 True
Negatives, 125 True Positives, 15 False Positives, and 23 False Negatives. This would result in
an accuracy score of around 0.9996, a precision of 0.9992, a recall of 0.8448, and an F1-score
of 0.9500. While the accuracy remains high, the increased number of True Positives and
slightly lower False Negatives indicate better fraud detection capability. However, the
precision may decrease slightly due to the increased False Positives from oversampling.
Overall, using synthetic data could enhance the model's ability to identify fraudulent
transactions while maintaining a high overall accuracy.
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Performance summary table

Model Synthetic Data Accuracy Precision Recall F1 Score AUC
SVM No 93.55% 91.23% 82.98% 86.89% 0.85
Yes 96.69% 98.56% 91.63% 94.95% 0.89
XGBoost No 97.45% 89.72% 85.71% 87.67% 0.91
Yes 99.96% 99.92% 99.99% 99.96% 0.95

Key Takeaway

Support Vector Machine (SVM): Without oversampling, SVM excels in precision but struggles
with recall, often missing fraudulent transactions.

Oversampling improves recall significantly, making it better at detecting fraud, albeit at a slight
cost to precision.

XGBoost Classifier: Without oversampling, XGBoost already performs well in both accuracy
and recall, providing a solid baseline.

Oversampling further boosts XGBoost's performance, especially in recall, making it the most
reliable model for detecting fraudulent transactions.

4.7. SUMMARY OF MODELS PERFORMANCE

In comparing the performance metrics of various classifiers for fraud detection, it is evident
that without synthetic data, models like K-Nearest Neighbors (KNN), Decision Tree, and
Random Forest classifiers demonstrate exceptionally high accuracy, precision, and recall,
effectively identifying fraudulent transactions with minimal false positives. The XGBoost in
particular, show an impressive accuracy of 99.96%, underscoring their robustness. Conversely,
the use of synthetic data via the SMOTE technique results in a trade-off: while recall generally
improves across models, precision often declines due to increased false positives. For
instance, Logistic Regression and Decision Tree classifiers exhibit reduced precision for
fraudulent transactions when trained with synthetic data, highlighting the challenges in
balancing precision and recall. Overall, although synthetic data aids in better fraud detection
(higher recall), it can lead to more false alarms, making models without synthetic data slightly
more reliable for financial fraud detection scenarios.
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5. CONCLUSIONS AND FUTURE WORKS

This research has provided a comprehensive comparison of various machine learning
algorithms and their respective strengths and weaknesses in detecting credit card fraud. By
meticulously analyzing multiple algorithms, the study offers valuable insights crucial in
combating the increasing incidence of financial fraud, particularly in the digital space where
online transactions are predominant. The study's findings underscore the efficacy of machine
learning algorithms, particularly ensemble methods and deep learning models, in accurately
identifying fraudulent credit card transactions.

The findings reveal that machine learning algorithms, including ensemble methods such as
Random Forest and Gradient Boosting Machines (GBM), and deep learning models like Deep
Neural Networks (DNN), significantly outperform traditional methods. These advanced
techniques demonstrated remarkable improvements in accuracy, precision, and recall,
highlighting their superior performance. Specifically, Random Forest and GBM exhibited high
performance across all datasets, showcasing their robustness and reliability. Their ability to
handle a large number of variables and interactions makes them particularly adept at
detecting fraud, ensuring a high level of security for financial transactions.

Deep Neural Networks, on the other hand, offered exceptional accuracy in approximating
false fraud samples. The complex architectures of DNNs enable them to learn intricate
patterns and representations from large datasets, making them highly effective in detecting
subtle and sophisticated fraud schemes that traditional methods might miss. This ability to
accurately distinguish between legitimate and fraudulent transactions positions DNNs as a
powerful tool in the arsenal against financial fraud.

The study's results indicated that these advanced machine learning models not only surpass
traditional statistical methods but also provide enhanced detection capabilities by correctly
identifying fraudulent transactions while minimizing false positives and negatives. This dual
advantage of high sensitivity and specificity is critical for financial institutions seeking to
protect their customers and reduce financial losses due to fraud.

In addition to highlighting the superior performance of these models, the research also
underscores the broader impact of adopting advanced machine learning techniques in fraud
detection. Financial institutions and online platforms can leverage these insights to enhance
their security measures, protect customer data, and build more resilient systems against
fraudulent activities. The continuous innovation and adaptation in fraud detection strategies,
driven by machine learning advancements, are essential to staying ahead of increasingly
sophisticated fraud schemes.
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5.1. LIMITATION OF STUDY

Despite the promising results, several limitations were identified in this study:

5.1.1. Class Imbalance

A significant challenge remains in addressing the class imbalance problem, where fraudulent
transactions constitute a small fraction of total transactions. While techniques like SMOTE
have partially mitigated this issue, they have not fully resolved it, often leading to over-
sampling, bias, and the risk of over-fitting.

5.1.2. Model Complexity vs. Interpretability

Advanced models like deep neural networks, though highly accurate, lack transparency in
their decision-making processes. This poses challenges for regulatory compliance and trust-
building. Simpler models, such as logistic regression and decision trees, offer better
interpretability but lower sensitivity in detecting complex fraud schemes.

5.1.3. Feature Engineering and Selection

Effective feature engineering is critical, as features capturing temporal patterns and customer
behaviors significantly enhance model performance. However, this aspect requires further
exploration to optimize the preprocessing steps.

5.2. FuTture WORK

Several promising avenues for future research have emerged from our findings:Adaptive
Learning: Investigating learning algorithms that can adapt to low-density fraud patterns
without the need for re-learning is necessary due to the evolving nature of fraud.

1) Explainable Al: Enhancing the interpretability of complex models without
compromising their efficiency is essential for regulatory acceptance and stakeholder
confidence.

2) Federated Learning: Exploring federated learning approaches to develop better
models while preserving data confidentiality is valuable for financial applications.

3) Graph-Based Anomaly Detection: Given that fraudsters often operate within networks,
graph-based anomaly detection could offer significant benefits.

4) Integration of External Data: Implementing external data sources, such as social
networks and economic forecasts, could improve fraud detection efficiency.

5) Adversarial Machine Learning: Building resistance against adversarial examples is
crucial as fraudsters increasingly attempt to deceive ML systems.

6) Cost-Sensitive Learning: Incorporating cost matrices to address the variability in the
costs of false positives and false negatives can enhance model effectiveness in fraud
detection.

39



These future directions aim to address current limitations and further enhance the
effectiveness of machine learning algorithms in credit card fraud detection
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