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Abstract

Purpose - Digital data wallets are emerging privacy-enhancing technologies that give
users greater control over their personal information, yet trust remains a major barrier to
adoption. This study aims to identify the factors shaping trust and how perceived risks
moderate these relationships.

Design/methodology/approach — Using a mixed-methods approach, thirty qualitative
interviews conducted in Austria, Romania, and Spain identified four key antecedents of
trust: trust in the Internet, trust in the community of internet users, trust in the provider,
and trust in the information system. A follow-up survey of 1,200 respondents tested the
impact of these antecedents and the moderating role of perceived risks (identity theft and
financial loss) on trust formation.

Findings — Results show that all antecedents, specifically performance expectancy,
transparency, social influence, and safety, significantly related to their respective trust
targets, and that trust relationships are interdependent across targets. Risk perceptions
strengthen the influence of performance expectancy and social influence but weaken the
effect of transparency.

Originality — The study contributes to research on trust in digital data wallets by
empirically applying and extending the application network-of-trust model to the context
of decentralized personal data management. The findings demonstrate that the trust
formation is differentiated across multiple trust targets and shaped by context-specific
antecedents and perceived risks. The study also provides actionable insights for designers
and policymakers seeking to build trustworthy digital data wallets.

Keywords: Digital data wallets, privacy-enhancing technology, trust formation, risk
perceptions, mixed-method

Paper type: Research paper
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1. Introduction

Digital platforms have extensively collected and commodified personal data, prompting
serious concerns about data misuse and diminishing individual autonomy (Lukkien et al.,
2023; Silva et al., 2022). A global survey revealed that 84% of users feel they lack control
over their personal information, underscoring a deep crisis of trust and a structural
asymmetry between data subjects and controllers (Cassie, 2024). This imbalance erodes
user agency and fuels growing skepticism toward digital services, creating an urgent need
for solutions that restore control and rebuild confidence in data exchanges (Ashuri, 2024).
Privacy-enhancing technologies (PETs) have emerged in response to these concerns,
offering users tools to manage their personal data more securely (Fischer-Hbner and
Berthold, 2017). Among these, digital data wallets represent a particularly promising
approach. Digital data wallets are designed to store and manage access to personal data
(SOTERIA, 2023). By integrating decentralized data storage with secure identity
management, these tools aim to empower individuals to control access to their personal
information (European Commission, 2023; SOTERIA, 2023). However, the effectiveness
of these technologies depends on public trust (Coopamootoo, 2020; Ghaiumy Anaraky et
al., 2024; Harborth and Pape, 2020).

Although trust is widely recognized as a critical factor in the adoption of PETs, there is
limited understanding of how trust specifically develops in the context of digital data
wallets, which combine elements of data management, credential storage, and user-
controlled data sharing. Recent initiatives, including the EU Digital Identity Wallet
(European Commission, 2023), Brazil’s dWallet (Srnicek, 2026), and Soteria (SOTERIA,
2023), reflect a broader move toward user-centric data control and highlight the
importance of understanding how trust forms in this emerging technology.

Previous literature on digital data wallets provides valuable insights into usability (Babel
et al., 2025), security (Sauer et al., 2025), and governance (Lukkien et al., 2023).
However, it does not systematically examine how users develop trust in these
technologies. Prior research has not investigated how different factors influence distinct
trust targets - such as the system itself, the service provider, the internet, or the user
community — within a unified framework (Kuen, Westmattelmann, et al., 2023; Sollner
et al., 2016). Furthermore, perceived risks, including fears of identity theft or financial
loss, complicate the formation and maintenance of trust (Yan et al., 2024; Zou et al.,
2020).

This study investigates these dynamics by examining the antecedents of trust in digital
data wallets. It explores how trust develops across distinct targets and how perceived risks
moderate these relationships. Specifically, the research addresses three key questions: (1)
What factors influence trust in digital data wallets? (2) How do these factors shape trust
across different trust targets? (3) In what ways do risk perceptions alter these
relationships? By answering these questions, the study contributes to the development of
trustworthy digital identity infrastructures and advances theoretical understanding of trust
in digital data wallets.
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2. Theoretical background

Digital data wallets

Digital transformation has intensified data exchange between organizations and
individuals while amplifying concerns about privacy, control, and data governance
(Lukkien et al., 2023). Digital data wallets have emerged as a distinct form of self-
sovereign identity technology that allows individuals to store and selectively share
personal data while accessing online services (Keba et al., 2025; SOTERIA, 2023).
Despite the establishment of governmental initiatives like the EU Digital Identity Wallet
(European Commission, 2023), Brazil’s dWallet (Srnicek, 2026), and commercial
equivalence like Soteria (SOTERIA, 2023), understanding how end-users perceive and
adopt these technologies remains limited (Babel ef al., 2025; Korir et al., 2022).

Most research on digital data wallets and related technologies examines technical
architecture (Sedlmeir ez al., 2021), conceptual foundations (Babel et al., 2025; Jorgensen
and Beck, 2022), and regulatory frameworks (Comande and Varilek, 2024; Ngwenyama
et al., 2021). Few studies examine a sociotechnical perspective that considers both
technical and social factors (Keba et al., 2025; Laatikainen et al., 2025), leaving a gap in
understanding end-users' behavior.

Usability emerges as a critical factor in engagement with digital data wallets (Korir et al.,
2022; Sauer et al., 2025). Barriers such as technical complexity and a lack of user-friendly
interfaces with privacy and control are confusing or difficult for users (Lukkien et al.,
2023; Podgorelec et al., 2022; Yan et al., 2024). Trust plays a pivotal role in the successful
implementation and user adoption of digital data wallets. Previous research emphasized
that robust security measures and regulatory frameworks are essential for protecting
credentials and fostering trust (Ngwenyama et al., 2023; Sauer et al., 2025). Without
sufficient trust, adoption barriers can reduce usage and limit the potential benefits, such
as enhanced privacy. Digital data wallets are novel technologies. Therefore, deciding to
use digital data wallets might be strongly influenced by users' trust in these technologies'
ability to achieve their objectives.

Digital data wallets aim to empower users with greater control over their personal
information in digital environments (European Commission, 2023; SOTERIA, 2023).
These technologies integrate secure identity mechanisms and decentralized data storage
to reduce unnecessary disclosure of personal information, embodying the principles of
PETs (Fischer-Hbner and Berthold, 2017). Table 1 presents research on PETs from the
behavioral perspective from the last 10 years.

Table 1. Research on PETs

Source Context Method Main findings
Ashuri, (2024) I* Quahtat.lve Users felt en.lpowered bgt wanted
analysis more user-friendly solutions.
. Promotion-focused users prioritized
Ghaiumy Anaraky . . ) L
IoTInspector? Experiment benefits; prevention-focused users

et al. (2024) prioritized trust.

NeuroTech and mobile
authentication reduced privacy
risks, anxiety and increased
download intention and positive
attitudes.

Lucier et al.

—
(2023) NeuroTechnology*z

Experiment
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Qualitative and

Awareness, usability, usefulness,

Coopamootoo, PETs quantitative negd for privacy, cost, trust, and .
(2020) analysis social support are obstacles to using
advanced PETs.
Trust increased behavioral
Harborth and Tor* Quantitative intention, especially among
Pape, (2020) analysis privacy-conscious and privacy-
literate users.
Kaaniche et al. PETs Literature review Solutions should be user-centered

(2020)

and easy to use.

Skalkos g Anonymity tools

Qualitative

Participants value anonymity tools
for freedom, personal privacy,

(2020) analysis economic prosperity, professional
development, and fear-free living.
Security, . .
rivacy, and identity Quantitative LOV.V va.lue,. inconvenience, and
Zou et al. (2020) p ’ . . subjective judgment led to
theft protection analysis . . .
. abandoning protection practices.
practices
Alaqra et al. . % Qualitative Technical users lacked trust in the
(2018) RedagfDNysignature analysis validity of the doctor’s signature.
, . Ad and privacy-related filtering
b Arrzl;)olsg()) ctal mNoTrace* Experiment reduce battery consumption on

phones.

Notes: * - Name of a PET

While PETs are intended to reduce data processing and give users agency over their
privacy (Fischer-Hbner and Berthold, 2017), prior research consistently shows that users
perceive advanced PETs as technically complex and difficult to navigate (Ashuri, 2024;
Kaaniche et al., 2020; Sauer et al., 2024; Zou et al., 2020).

Trust dynamics

Trust is a psychological state characterized by the readiness to accept vulnerability in
exchange for positive expectations of the trustee (Gefen et al., 2008; Mayer et al., 1995;
McKnight et al., 2002). Previous information system (IS) literature analyzed trust as a
single concept (Lin et al., 2021; Oliveira et al., 2014) or incorporated multiple trust targets
(Shao et al., 2022; Sollner et al., 2016). Kuen, Westmattelmann, et al. (2023) highlighted
that trust in the provider and in the technology are distinct yet interdependent, yet Sollner
et al. (2016) emphasized that multiple trust targets should be considered to better explain
information system adoption. Therefore, we adapted a network-of-trust model to capture
a more holistic view of trust dynamics (Sollner et al., 2016).

Unlike institutional trust which reflects confidence in formal institutions such as
governments or regulatory bodies, S6llner et al. (2016) identify distinct trust targets - the
provider, the information system, the Internet, and the community of users. Table 2
presents the antecedents of trust targets in various contexts (online health, the sharing
economy, e-commerce, and others).

Table 2. Antecedents of trust targets
Trust
target

Antecedents Source

Community attributes (recommendations,

social influence) (Belanche et al., 2014)

Trust in the
Internet

Technology attributes (service quality) (Belanche et al., 2014)

Trust in the ~ Community and technology attributes

community  (recommendations, perceived interactivity) (Awais Shakir Goraya et al., 2019)

4
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1
2
3 . . . oqe

of Internet  Situational fagtors (member credibility, (Lee and Cha, 2022; Shao et al., 2022)
4 users voluntary anti-consumption)
5 .
. t{;ﬁiﬁigﬁ;ﬁf;‘;rs (trustin the Internet, - o .4 Cha, 2022; Séliner et al., 2016)
7 Personal characteristic (Kuen, Westmattelmann, et al., 2023)
g Community attributes (Gong et al., 2019)
10 sgﬁ‘la;;;)fya;f;‘ftcoszs(j;rl;ﬁ;‘;? assurance, (Lee and Cha, 2022; Shao et al., 2022)
11 : - -

Trust inthe  Technology attributes (perceived
:; provider usefulness, perceived ease of use) (Mou et al., 2017)

. (Kuen, Westmattelmann, et al., 2023;

14 ?;;fﬁfgﬁﬁj:gors (trust in technology, "1\ Cha, 2022: Mou et al.. 2020;
12 Shao et al., 2022; Sollner et al., 2016)
17 Values (hedonic, utilitarian) (Zhang et al., 2024)
18 i?gﬁfgg;g?gbmes (recommendations, (Awais Shakir Goraya et al., 2019)
;g Recognition factors (familiarity, (Hallem et al., 2021; Kuen, Schiirmann,
21 reputation) et al., 2023; Shao and Yin, 2019)
2 Personal characteristics (disposition to (Kuen, Westmattelmann, et al., 2023;
23 trust) Miiller et al., 2024)
24 Risks (privacy risk, performance risk) (Martmez-Lopslz eztg 11'3:)2021; Wang et
2 Situational factors (blockchain certificate, (Kim et al., 2020; Shao et al., 2022; Zhai
26 Trustinthe trust in physician) and Chen, 2023)
27 information (Awais Shakir Goraya et al., 2019; Habib
28 system et al.,2020; Hua et al., 2021; Lee et al.,
29 Technology attributes (perceived 2018; Liu et al., 2023; Lu et al., 2021;
30 usefulness, security, quality) Mao et al., 2020; Miiller et al., 2024;
31 Prakash and Das, 2020; Shao et al., 2019;
32 Shao and Yin, 2019; Sun et al., 2022)
33 . (Cha and Lee, 2022; Kuen, Schiirmann,
34 Eﬁ?:u?f;rz?rguf:titors (trust in technology, et al.,2023; Mao et al., 2020; Sollner et
35 al., 2016)
36 . e . (Singh and Malik, 2024; Vongyvit et al.,
37 Value (hedonic, utilitarian, functional) 2024; Wang, 2014)
38
ig Trust in the provider refers to the organization or entity behind the system and is
a1 influenced by personal characteristics, community and recognition factors, situational
42 conditions, technology attributes, and trust network factors, ncluding trust in technology,
43 members, and the Internet (Kuen, Westmattelmann, et al., 2023; Lee and Cha, 2022).
44 Trust in the information system refers to the perception that the system is reliable and
45 performs as expected, with technology attributes and trust network factors being the most
46 frequently examined antecedents, alongside personal characteristics, situational factors,
2273 and value (Singh and Malik, 2024; Wang et al., 2024). Trust in the Internet reflects an
49 individual's perception of the Internet as a reliable infrastructure and has received limited
50 attention as a dependent variable, with social influence and service quality identified as
51 its main antecedents (Belanche et al., 2014; Mensah et al., 2022). Trust in the community
52 of internet users reflects confidence in other users” behavior while using the system. It is
53 often shaped by community attributes. Situational factors, and trust network factors,
2;‘ including trust in the Internet and technology (Cha and Lee, 2022; Sollner et al., 2016).
56 . . .. . .
57 Studies have shown that trust drivers vary significantly across domains - what builds trust
58 in e-commerce may differ from what works in e-health or e-banking (Kuen,
59 Westmattelmann, et al., 2023; Mou and Cohen, 2015). Hence, the roles of trust targets
60 and their relationships are context-specific. Users may trust a well-known provider based
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on its reputation but still distrust the underlying system's technical functionality due to
concerns about identity theft or hacking (Ngwenyama et al., 2023). In the PET adoption
literature, trust is a recurring theme and is often cited as the most significant barrier to
adoption (Coopamootoo, 2020; Harborth and Pape, 2020). While digital data wallets are
framed as tools that enhance user control and security, trust in these wallets remains
fragile.

Risk perceptions

Prior research shows that individuals evaluate technological benefits in relation to
potential privacy, security, and financial risks (Alalwan et al., 2016; Hanif et al., 2022;
Marriott and Williams, 2018). Perceived risks reduce users’ willingness to accept and use
technology across diverse user groups and situational contexts (Bohari et al., 2025; Zhao
and Khaliq, 2024). While some studies conceptualize perceived risk as an antecedent or
mediator of technology use, several empirical studies indicate that risk conditions how
performance-related and institutional attributes influence usage intention (Padma Kiran
and Vedala, 2025; Sinha et al., 2024). Building on this perspective, this research considers
risks as a moderator that influences the impact of antecedents on trust formation. Identity
theft and financial risks are considered the major risks that are associated with identity
management technologies (Ngwenyama et al., 2023). Consistent with previous literature
(Hanif et al., 2022; Marriott and Williams, 2018; Ngwenyama et al., 2023), we
operationalized risks along two salient dimensions: identity theft and financial loss.

PETs are often introduced in high-risk scenarios, where individuals seek protection from
privacy violations (Zou et al., 2020). Nevertheless, it is precisely in these contexts that
perceived risk tends to suppress adoption. Risks related to identity theft and financial loss
have been shown to significantly reduce trust in digital platforms (Martinez-Lopez et al.,
2021; Wang et al., 2024). While technological coupling (e.g., integrating PETs with
biometric or mobile authentication) can reduce anxiety and enhance adoption (Lucier et
al., 2023). Hence, these solutions may heighten concerns by introducing unfamiliar
security mechanisms, especially in decentralized architectures (Yan et al., 2024).

3. Theoretical and methodological framework

Trust formation in digital data wallets is a multidimensional and context-dependent,
making it difficult to capture through purely deductive or quantitative approaches. While
prior research has acknowledged the importance of trust in the adoption of PETs
(Coopamootoo, 2020; Ghaiumy Anaraky et al., 2024; Harborth and Pape, 2020), it often
overlooks the contextual characteristics of digital data wallets, particularly their
decentralized architecture and associated risks perceptions (Ngwenyama ef al., 2023; Yan
et al.,2024). To address this complexity, we adopt sequential exploratory mixed-methods
with a developmental purpose, integrating qualitative exploration with quantitative
assessment (Creswell, 2014; Venkatesh et al., 2023).

The qualitative phase addressed the limited understanding of trust formation in digital
data wallets by identifying context-specific antecedents that reflect users’ perceptions.
We conducted 30 semi-structured interviews across Austria (Central Europe), Romania
(Eastern Europe), and Spain (Western Europe). The countries were selected to capture
variation in regional contexts and digital maturity within the European Union, as reflected
in European Commission’s Digital Decade, (2025) report. Theoretically, our study builds

Page 6 of 73
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on the network-of-trust model (Sollner et al., 2016). Through inductive coding and
thematic analysis, we identified four key antecedents: performance expectancy,
transparency, social influence, and safety. Each antecedent was mapped to a specific trust
target within the network model: trust in the information system, the Internet, the user
community, and the provider (Sollner et al., 2016). Thus, the qualitative phase identified
context-specific antecedents, which were subsequently incorporated into the theoretical
network-of-trust model and tested quantitatively.

The quantitative phase operationalized these antecedents in a survey completed by 1,200
respondents across the same three European countries. Using Partial Least Squares
Structural Equation Modeling (PLS-SEM) analysis, we validated the influence of each
antecedent on its respective trust target and tested the moderating effect of perceived risks
on these relationships (Cheng et al., 2021; Wang et al., 2024). The qualitative findings
informed construct development, survey design and structural model (Venkatesh et al.,
2016; Appendix A — Table 10). Figure 1 summarizes the research process.

—/

[ Qualitative study ] [ Quantitative study

Qualitative Construct Research model Measurement Surve
findings E> development E> and hypotheses |:> (items) |:> Y

Figure 1. Research process

4. Qualitative phase
4.1 Context

Our literature review revealed that trust formation in digital platforms is highly context-
dependent, with the salience and structure of trust targets shaped by the technological
environment and user expectations (Kuen, Schiirmann, et al., 2023; Sollner et al., 2016).
Digital data wallets, a novel form of privacy-enhancing technology, leverage
decentralized storage and user-controlled data permissions to give individuals greater
agency over their digital identities (European Commission, 2023; SOTERIA, 2023).
However, the adoption of such technologies remains low, in part due to their perceived
complexity, limited usability, and concerns over security and transparency (Ashuri, 2024;
Kaaniche et al., 2020; Zou et al., 2020).

Given the novelty of digital data wallets and the lack of research on how users form initial
trust in them, we conducted a qualitative study to address the following research question:
What are the antecedents of different trust targets in the context of digital data wallets?
Specifically, we sought to identify user-defined antecedents of trust within the network-
of-trust model (Sollner ef al., 2016), focusing on four primary trust targets: Trust in the
Internet; Trust in the community of Internet users; Trust in the provider; Trust in the
information system. This phase served as the foundation for developing the research
model tested in the subsequent quantitative study.

4.2 Data collection
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To ensure cultural and contextual diversity, 30 semi-structured interviews were
conducted across three European countries—Austria (Central), Romania (Eastern), and
Spain (Western Europe). Interviews were conducted in the participants’ native
languages—German, Romanian, and Spanish—to ensure depth, clarity, and comfort. All
transcripts were professionally translated into English.

A purposive sampling strategy was used to maximize variation in age, gender,
employment status, digital literacy, and nationality (Appendix B — Table 11). The
participants were recruited through partner institutions and personal contacts. The
inclusion criteria required participants to be at least 18 years old and to be residents of
Austria, Romania, or Spain. Interviews ranged from 35 to 80 minutes and included a mix
of open- and closed-ended questions (Appendix C). Three pilot interviews were
conducted to refine the guide and ensure clarity of the questions. The final interviews
began with general questions about digital privacy, then introduced digital data wallets,
and concluded with targeted questions about trust perceptions, expectations, and
concerns. Interviews were conducted until data saturation was reached, indicated by
recurring conceptual patterns (Fusch and Ness, 2015). Saturation was assessed through
ongoing preliminary coding and comparison of interviews, which revealed no substantial
new themes in the later stages of data collection.

4.3 Qualitative data analysis

We employed an inductive open coding strategy to identify user-defined antecedents of
trust, followed by axial and theoretical aggregation techniques to organize findings into
a structured model (Miles, 1994). Two researchers conducted open coding of the
interview transcripts. Differences in coding were discussed and resolved through
consensus.

e Open coding: First-order codes were developed from direct statements across
transcripts. These included concepts such as ‘“need for quick access”,
“transparency about data usage”, “peer validation”, and “demand for security
guarantees.”

o Axial coding: Related first-order codes were grouped into second-order
categories, such as task accomplishment, transparency mechanisms, and
recommendations from important others. This step allowed us to uncover patterns
across interviews and cluster user sentiments into cohesive themes.

o Theoretical aggregation: These second-order codes were then synthesized into
four overarching constructs: performance expectancy, importance of
transparency, social influence, and safety. These constructs were systematically
mapped to trust targets, drawing on established IS adoption theories, particularly
the Unified Theory of Acceptance and Use of Technology (UTAUT) 2
(Venkatesh et al., 2012) for performance expectancy and social influence,
information privacy literature for transparency (Dinev et al., 2013), and prior
technology adoption for safety (Cheng et al., 2021; Yang et al., 2017). The coding
structure, supporting quotes, and the full data structure are visualized in Table 3.

’

Table 3. First order, second order, and aggregate constructs

Aggregate
First-Order Select Interview Quotes Interviewee(s) zeocl(l);gl-l(c)trder grorr:lssttruct

Antecedent)
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“What matters to me is how quickly I can
complete the task. If it’s a simple document or
verification, I shouldn’t need to go through
layers of steps.”

“I’m used to platforms that work immediately.
If the wallet is slow, I’d think twice about
trusting it with my data.”

#7

Perceived
Responsiveness
and Speed

“Being able to see all the data that’s stored
about me, and delete it if I want to, is non-

negotiable.”

“If I’'m using a digital wallet, [ need smart

tools to manage what I share, not just basic
settings hidden in menus.”

#3

Task-Oriented
Privacy Control

“If it’s just another app on my phone, I’ll
probably ignore it. But if it really adds value, I
need to see that upfront.”

“I’d expect it to replace several apps or
processes. If it can do that, then it’s clearly
useful.”

“Such a tool is more useful. If I were to use it,
the factors that would influence its use would
determine its utility.”

#11

Functional
Usefulness and
Relevance

Performance
Expectancy

“I’d feel more confident if I knew experts
could examine how the wallet works—open
source makes that possible.”

“To be able to trust, I want to understand how
my data is used and stored.”

#2,#27

Mechanisms for
Data Handling
Transparency

“It should be standard to get a clear
explanation—who’s collecting, for what
purpose, and where it’s going. Right now, it’s
all hidden behind layers of legal jargon.”

“I feel forced to agree. Most websites won’t
even let you browse unless you click ‘accept
all.” That’s not real consent.”

#3,16

Transparency
about External
Data Practices

Importance of
Transparency

“Usually, I go by recommendations from
people close to me. If they’re on board, I’'m
more likely to follow.”

“Sometimes I’m not sure about a tech tool, but
if enough people around me are using it, that
gives me confidence.”

“If my friends or parents told me it was very
good, I would use it.”

#24

Social Proof from
Close Network

“The experiences of other users give me a
sense of whether the technology is actually
trustworthy.”

“Before using anything new, I always check
what others have said. Reviews help me
decide if it’s worth my time.”

“I’d consider using it if other people had
positive experiences with it.”

#14,8

Crowdsourced
User Validation

Social
Influence

“I only use platforms that have a strong track
record when it comes to safety. That matters
more than convenience.”

“Certainly, it should be a safe one, because
otherwise it would make no sense. It should
have some security guarantees.”

#17,25

Provider Trust
Guarantees

“Centralized platforms are targets. If this gets
hacked, my entire identity could be at risk.”
“What if someone gains access without my
consent? That’s what makes me hesitate.” If

#9,30

Cybersecurity
Risk Awareness

Safety
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this platform had all the data, it would be a
target for hackers... It’s convenient, but also
dangerous.”

4.4 Identified constructs and trust targets

Performance expectancy — Trust in the information system

Performance expectancy refers to the perceived usefulness and efficiency of digital data
wallets in enhancing users’ digital productivity (Venkatesh et al., 2003). Participants
emphasized task facilitation, speed, and data control.

“Such a tool is more useful. If I were to use it, the factors that would influence
its use would determine its utility” (Interviewee 11).

“You can always go on the platform and take it fast—it doesn’t take as long as
always searching for things on your phone” (Interviewee 7).

These perceptions align with the literature, which shows that performance expectancy
significantly predicts both adoption and trust in digital systems (Jacob et al., 2023; Kajol
etal., 2022).

Transparency — Trust in the Internet
Transparency emerged as a core concern. Participants expressed skepticism about current
online privacy practices and demanded clear data usage disclosures from any new system.

“To be able to trust, I want to understand how my data is used and stored”
(Interviewee 27).

“Even though we have GDPR, it’s still very unclear what is happening with your
data” (Interviewee 3).

Such expectations mirror prior findings that transparency mechanisms enhance perceived
safety in online environments (Esmaeilzadeh, 2020; Mayr et al., 2024).

Social influence — Trust in the community of internet users
Participants highlighted the value of peer recommendations in mitigating uncertainty,
particularly in adopting unfamiliar technologies.

“If my friends or parents told me it was very good, I would use it” (Interviewee
24).

“I’d consider using it if other people had positive experiences with it”
(Interviewee 14).

This pattern of responses aligns with findings from Venkatesh et al. (2012) and Zhang
et al. (2020), which indicate that social influence is a strong predictor of trust in peer-
based digital environments.

Safety — Trust in the provider
Security concerns were prevalent. Participants sought clear assurances from providers
that their personal data would be safe from misuse or breaches.

“If this platform had all the data, they would be a target for hackers... It’s
convenient, but also dangerous” (Interviewee 9).

10
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“Certainly, it should be a safe one, because otherwise it would make no sense. It
should have some security guarantees” (Interviewee 17).

These insights reinforce the central role of perceived safety in trust-building, particularly
for high-risk technologies (Cheng ef al., 2021; Kuen, Westmattelmann, et al., 2023).

5. Research model

A research model is build based on the network-of-trust framework (Séllner et al., 2016).
Recognizing the context-specific nature of trust targets and their antecedents, we first
conducted a qualitative study to identify relevant antecedents and then validated the
model quantitatively. Additionally, we considered perceived risks—specifically financial
loss and identity theft—as moderating variables that shape the influence of these
antecedents on trust targets. Figure 2 depicts the research model.
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Figure 2. The research model

Performance expectancy — Trust in the information system

Performance expectancy has a positive effect on the acceptance of various technologies
(Jacob et al., 2023; Kajol et al., 2022). Users who perceive a system as useful, efficient,
and supportive of privacy control report higher trust in the information system.
Participants emphasized the value of usefulness, speed, and control over personal data in
fostering trust. One participant shared, “Such a tool is more useful. If I were to use it, the
factors that would influence its use would determine its utility” (Interviewee 11). In the
case of digital data wallets, performance expectancy could directly signal the system’s
capability to execute privacy-related functions, thereby contributing to trust in the
information system. Hence, digital data wallets need to clearly demonstrate key
performance attributes, in terms of productivity, privacy management, and usefulness.

H1: Performance expectancy positively influences trust in the information
system.
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Transparency — Trust in the Internet

Transparency involves informing users about what data is collected and how it is
processed (Dinev et al., 2013). Previous literature suggests that transparency is positively
associated with trust (Esmaeilzadeh, 2020; Mayr et al., 2024). Participants linked
transparency directly to trust, stating that they feel safer and more confident when data
handling is clear. One participant noted, “To be able to trust, I want to understand how
my data is used and stored.” (Interviewee 27). According to the network-of-trust model,
trust developed toward a specific digital service can extend beyond the focal technology
to the broader technological environment in which it operates. When users perceive
transparent data practices in a digital data wallet, they may infer that digital interactions
within the online ecosystem are more predictable and trustworthy, strengthening trust in
the Internet.

H2: Transparency positively influences trust in the Internet.

Social influence — Trust in the community of Internet users

Social influence is a significant factor in explaining both initial trust formation and
technology adoption (Venkatesh et al., 2012; Zhang et al., 2020). Many participants
reported relying on feedback and experiences from their social circle. For example, one
participant said, “I think I would consider if other people use it or if they had a previous
experience with it.” (Interviewee 14). Such endorsements serve as trusted
recommendations that develop confidence in other users. Although social influence
originates from close referents, in situations of high uncertainty, users generalize these
trusted opinions to infer the reliability of other users. Since digital data wallets are new
technologies, recommendations from a close social circle can provide social cues that
other users also perceive the technology as trustworthy, fostering broader users'
recommendations.

H3: Social influence positively influences trust in the community of Internet
users.

Safety — Trust in the provider

Safety is often considered a priority by users (Cheng, Su, et al., 2021). Safety concerns
were strongly emphasized, with participants highlighting the importance of data
protection and security guarantees. One user shared: “If this platform had all the data, it
would be a target for hackers... the platforms are very convenient, but also very
dangerous” (Interviewee 9). Users are more likely to trust providers who prioritize and
communicate robust safety measures. Since digital data wallets include sensitive personal
information, users associate the effectiveness of safety measures with providers’
responsibility. Hence, if digital data wallet providers enable safe sharing and offer robust
safety measures, users' trust in the provider will grow.

H4: Safety positively influences trust in the provider.

Interrelationships among trust targets

As posited in the network-of-trust model, trust in one domain often reinforces trust in
others. Trust in the Internet has a positive effect on users’ belief in the reliability of other
users, the system, and the provider. Similarly, trusting the community positively influence
trust in the provider, and trusting the provider positively influence trust in the system
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(Sollner et al., 2016). We argue that in the context of digital data wallets, trust in one
domain will positively influence trust in others.

HS5a: Trust in the Internet positively influences trust in the community of Internet
users.

HS5b: Trust in the Internet positively influences trust in the information system.
HSc: Trust in the Internet positively influences trust in the provider.
H6: Trust in the community of Internet users positively influences trust in the
provider.

H7: Trust in the provider positively influences trust in the information system.

The moderating role of risk

Risks are potential negative outcomes arising from another party’s actions that may lead
to losses (Fox and James, 2021). Identity theft and financial risks are the major risks
associated with identity management technologies (Ngwenyama et al., 2023). Hence, it
1s argued that perceived risks—particularly concerns about identity theft and financial
loss—moderate the strength of the relationships between antecedents and trust targets. If
potential users consider digital data wallets too risky for privacy management, the
expectation that the technology could improve productivity will be less relevant. Also,
with high-risk perceptions, users may consider safety guarantees and transparency
mechanisms insufficient to form trust in the provider and trust in the Internet. On the
contrary, for users with high-risk perceptions, suggestions from important others could
be an important factor in building trust in the Internet users' community.

H8a: Risks moderate the relationship between performance expectancy and trust
in the information system, such that the relationship is weaker among users with
high risk perceptions.

H8b: Risks moderate the relationship between transparency and trust in the
Internet, such that the relationship is weaker among users with high risk
perceptions.

H8c: Risks moderate the relationship between social influence and trust in the
community of Internet users, such that the relationship is stronger among users
with high risk perceptions.

H8d: Risks moderate the relationship between safety and trust in the provider,
such that the relationship is weaker among users with high risk perceptions.

6. Quantitative phase

A quantitative study assessed the research model by examining the effects of antecedents
on trust targets and the moderating role of risks.

An online questionnaire was designed to collect data, with constructs adapted to the
study’s context (Appendix D — Table 12). Items were measured on a 7-point numerical
scale (1 = strongly disagree, 7 = strongly agree). The survey was administered in Austria,
Romania, and Spain. The questionnaire was developed in English, translated into
German, Romanian, and Spanish, and back-translated to ensure equivalence. A pilot test
was conducted to ensure item clarity.

13



oNOYTULT D WN =

Journal of Enterprise Information Management

Participants were recruited through a professional marketing company to ensure a diverse
and representative sample in Austria, Romania, and Spain. The company invited
respondents who met age- and gender-based quotas in each country, resulting in 1,200
valid responses. A Chi-squared test confirmed that there were no significant differences
between the sample and population distributions for age and gender (Appendix E — Table
13). Sample characteristics are presented in Table 4.

Table 4. Sample characteristics

Sample characteristics Descriptive statistics
Gender Female 50.9%
Male 49.1%
Age 18-24 9.0%
25-47 42.2%
48-64 25.5%
65+ 23.3%
Occupation Student 5.3%
Employed 49.3%
Self-employed 9.8%
Unemployed / Retired 35.7%
Education No school degree 0.1%
Primary school 2.9%
High school 25.7%
Apprenticeship 25.2%
Bachelor’s degree 32.5%
Master’s degree 11.4%
Doctoral Degree 2.3%

To reduce a common method bias, the questionnaire incorporated several procedural
remedies, including respondent anonymity, psychological separation through distinct
sections, and improved item design with clear wording. Furthermore, Harman’s one-
factor test was conducted to assess common method bias, with no indicator explaining
more than 50% of the variance. Additionally, a marker variable test was conducted,
producing a maximum shared variance of 0.025 (2.5%) (Lindell and Whitney, 2001),
indicating no significant bias.

6.1 Measurement model

The partial least squares structural equation modeling method (PLS-SEM) was used to
assess the research model, enabling us to test a new complex model with both reflective
and formative constructs, and does not require strong distributional assumptions (Fornell
and Bookstein, 1982). Following the network-of trust model, the four trust targets are
formative constructs because each target is formed by a unique combination of beliefs
specific to that referent (Internet, community of users, provider, and information system)
rather than being a reflection of a single general trust factor. The antecedents and risks
are reflective because the constructs are represented by the observed indicators.
SmartPLS 4 was used to perform the analysis (Ringle ef al., 2022). First, the measurement
model was assessed, followed by the structural model (Anderson and Gerbing, 1988).

Reflective constructs demonstrated composite reliability (CR) above 0.7 and average
variance extracted (AVE) above 0.5, confirming reliability and convergent validity (Hair
et al., 2011). Discriminant validity was assessed using the Fornell-Larcker criterion
(Fornell and Larcker, 1981), cross-loadings (Chin, 1998), and Heterotrait-Monotrait
Ratio (HTMT) (Henseler et al., 2015), with all criteria met: AVE square roots exceeded
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inter-construct correlations, loadings surpassed cross-loadings (Appendix F — Table 14),
and HTMT values were below 0.9 (Appendix F — Table 15). Table 5 presents the means,
standard deviations, AVE, CR, Cronbach’s alpha (CA), and the Fornell-Larcker criterion.

Table 5. Means, standard deviations, AVE, CR, CA, and the Fornell-Larcker

criterion
Mean Std AVE CR CA PE T SI Saf FR ITR
PE 460 173 087 095  0.95 0.93

T 5.59 1.45 0.90 0.94 0.95 0.24%** 0.95

SI 3.73 1.88 0.93 0.96 0.96 0.71%**  0.09%* 0.96

Saf 3.90 1.70 0.86 0.92 0.92 0.63***  0.09**  0.65%** 0.93

FR 4.04 1.52 0.81 0.89 0.89 -0.19%** 0.06*  -0.12%**  _02]*** 0.90

ITR  4.28 1.64 0.89 0.94 0.94 -0.21%%%  0.09%% Q. 17***  -0.28%FF  0.76%*F*F  0.94

Notes: *p<0.05, **p<0.01, ***p<0.001, PE — performance expectancy, T — transparency, SI — social influence, Saf
— safety, FR — financial risks, ITR - identity theft risks

For the formative constructs, indicator multicollinearity, and the statistical significance
and relevance of the outer weights were assessed (Becker et al., 2012; Hair et al., 2011).
Table 6 presents variance inflation factors (VIFs), weights, and loadings. The VIFs are
lower than 5, indicating no collinearity issues (Lee and Xia, 2010). Additionally, all items
show statistically significant weights and loadings.

Table 6. Measurement model evaluation for formative constructs

VIF Weights Loadings
TInl 3.12 0.62*** 0.97***
TIn2 3.12 0.43*** 0.94***
TCIU1 2.70 0.43*** 0.93***
TCIU2 2.99 0.32%** 0.90***
TCIU3 3.30 0.34*** 0.92%**
TP1 2.60 0.24*** 0.86***
TP2 4.15 0.34*** 0.94***
TP3 341 0.50*** 0.95%***
TIS1 3.01 0.57*** 0.96***
TIS2 2.40 0.27*** 0.87***
TIS3 2.25 0.25%** 0.85%***

Notes: TIn - trust in the Internet, TCIU - trust in the community of Internet
users, TP - trust in the provider, TIS - trust in the information system, *p<0.05,
**p<0.01, ***p<0.001.

The standardized root mean square residual (SRMR) was used to assess model fit,
yielding 0.086, indicating acceptable fit (Hu and Bentler, 1998; “Model Fit”, 2026). The
measurement model is considered adequate for subsequent structural model analysis.

6.2 Structural model

Multicollinearity was assessed, with all VIFs below 5, confirming no issues (Hair et al.,
2011). The structural model was evaluated using bootstrapping with 5,000 iterations. The
model explained 31.6% of the variance in trust in the Internet, 56.1% in trust in the
community of Internet users, 59.0% in trust in the provider, and 77.6% in trust in the
information system. Figure 3 presents the structural model results.
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Figure 3. Structural model (*p<0.05, **p<0.01, ***p<0.001)

All antecedents significantly influenced their respective trust targets: performance
expectancy positively affected trust in the information system (B=0.26, p<0.001),
transparency positively affected trust in the Internet (=0.09, p<0.01), social influence
positively affected trust in the community of Internet users (=0.24, p<0.001), and safety
positively affected trust in the provider (B=0.31, p<0.001), supporting H1-H4. The
network-of-trust model was also supported: trust in the Internet positively influenced trust
in the community of Internet users (f=0.45, p<0.001), trust in the information system
(B=0.08, p<0.01), and trust in the provider (=0.47, p<0.001), supporting H5a—HS5c. Trust
in the community of Internet users (f=0.18, p<0.001) and trust in the provider (=0.38,
p<0.001) positively influenced trust in the information system, supporting H6 and H7.
Risks moderated the relationships between performance expectancy and trust in the
information system (B=0.09, p<0.05), transparency and trust in the Internet (f=-0.08,
p<0.01), and social influence and trust in the community of Internet users (f=0.04,
p<0.05), supporting H8a—H8c, but not H8d (f=-0.01, p>0.05).

As for control variables, Trust in the community of Internet users is lower (f =-0.06, p <
0.01) and Trust in the provider is higher (B = 0.04, p < 0.05) among older users. Trust in
the community of Internet users (f =—0.14, p <0.01) and trust in the provider (B =—0.18,
p <0.001) are lower among females. Digital literacy positively influences all trust targets,
specifically Trust in the Internet (3=0.37, p<0.001), Trust in the community of Internet
users (f=0.18, p<0.001), Trust in the provider (p=0.14, p<0.001), and Trust in the
information system ($=0.13, p<0.001). Compared to Spain, trust in the provider is higher
in Austria (B = 0.23, p < 0.01) and Romania (f = 0.08, p < 0.05). Also, trust in the
information system is higher (B = 0.10, p < 0.01), and trust in the Internet is lower in
Austria (B =-0.43, p <0.001). Table 7 presents the results.

Table 7. Results of the research model

Hypotheses B 95% CI
H1: PE — TIS 0.26%** [0.20, 0.32]
H2: T — TIn 0.09** [0.03, 0.15]
H3: SI — TCIU 0.24%** [0.18, 0.29]
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H4: Saf —» TP 0.31%** [0.26, 0.38]

H5a: TIn —» TCIU 0.45%** [0.38, 0.51]

H5b: TIn — TIS 0.08** [0.02, 0.15]

H5¢: TIn —» TP 0.47%** [0.39, 0.54]

H6: TCIU — TIS 0.18%** [0.12, 0.25]

H7: TP —>TIS 0.38%** [0.30, 0.45]

H8a: Risks x PE — TIS 0.09* [0.002, 0.06]
H8b: Risks x T — TIn -0.08** [-0.14, -0.02]
HS8c: Risks x SI — TCIU 0.04* [0.001, 0.07]
H8d: Risks x Saf — TP -0.01NS [-0.04, 0.03]
Control variables

Age — Tn -0.01NS [-0.06, 0.04]
Age — TCIU -0.06%* [-0.10, -0.02]
Age — TP 0.04* [0.004, 0.08]
Age — TIS 0.021NS [-0.01, 0.05]
Gender — TIn 0.04NS [-0.06, 0.13]
Gender — TCIU -0.14** [-0.22, -0.66]
Gender — TP -0.18%** [-0.25,-0.10]
Gender — TIS -0.01NS [-0.06, 0.05]
DL — TIn 0.37%** [0.31, 0.43]

DL — TCIU 0.18%** [0.12, 0.24]

DL — TP 0.14%** [0.09, 0.20]

DL — TIS 0.13%** [0.09, 0.18]

Austria — Tln -0.43%** [-0.54,-0.31]
Austria — TCIU -0.03NS [-0.13, 0.08]
Austria — TP 0.23** [0.04, 0.33]

Austria — TIS 0.10** [0.03, 0.17]

Romania — TIn 0.00NS [-0.12,0.11]
Romania — TCIU -0.04NS [-0.05, 0.13]
Romania — TP 0.08* [0.01,0.17]

Romania — TIS 0.02NS [-0.04, 0.08]

Notes: PE — performance expectancy, T — transparency, SI — social influence, Saf — safety, TIn - trust in
the Internet, TCIU - trust in the community of Internet users, TP - trust in the provider, TIS - trust in the
information system, DL — digital literacy, NS — not significant *p<0.05, **p<0.01, ***p<0.001

To assess the model’s predictive relevance, Q? values were calculated for each
endogenous variable (Hair ef al., 2011), presented in Table 8. All Q? values are greater
than 0, indicating that the model has predictive relevance. Appendix G presents the results
of the robustness analysis. Overall, the results indicate that the main findings are robust
to non-linearity, endogeneity bias, and unobserved heterogeneity.

Table 8. Q? values for endogenous variables

Constructs Q2

Identity theft risks 0.89
Financial risks 0.87
Trust in the information system 0.77
Trust in the provider 0.58
Trust in the community of Internet users 0.54
Trust in the Internet 0.29

Moderation effects were analyzed at one standard deviation above and below the mean,
shown in Figure 4. Contrary to expectations, performance expectancy had a stronger
effect on trust in the information system among users with high-risk perceptions. This
finding suggests that perceived risk does not necessarily diminish the importance of
performance expectancy. Instead, in the context of digital data wallets, expected
functional effectiveness may remain an important consideration of trust even when users
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perceive higher levels of risk. Transparency’s effect on trust in the Internet was stronger
among users with low-risk perceptions, suggesting that transparency alone may not be
sufficient for high-risk users. Social influence had a stronger effect on trust in the
community of Internet users among high-risk users, highlighting the role of social
recommendations.
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Figure 4. (a): Effects of risks and performance expectancy on trust in the
information system; (b): Effects of risks and transparency on trust in the Internet;
(c): Effects of risks and social influence on trust in the community of Internet users

6.3 Interpretations

This study examines trust formation and the role of risks in digital data wallets, within
the European context, where digital data wallets are emerging under the eIDAS 2.0
regulation and GDPR, supported by relatively mature institutional mechanisms. Using a
mixed-methods approach and drawing on the network-of-trust model, four antecedents
were examined in terms of their impact on trust targets, as well as the moderating role of
risks.

All antecedents had significant positive effect on their respective trust targets.
Performance expectancy positively influences trust in the information system. It makes
users more confident that digital data wallets will perform reliably and support their tasks.
Transparency has a positive effect on trust in the Internet, although the effect was
relatively small (B = 0.09, p < 0.01). Hence, transparency alone is a necessary but
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insufficient condition for building trust in the Internet, and other factors, such as
institutional assurances, also need to be considered. Social influence positively influences
trust in the community of Internet users. Consequently, recommendations from friends,
family, or close peers foster users’ trust in the broader community of Internet users. Safety
strengthened trust in the provider. Safety reassures users that the data is protected and
handled securely, increasing trust in the provider. The applicability of the network-of-
trust model was extended, with significant relationships among trust targets: trust in the
Internet positively influenced other trust targets, and trust in the community of Internet
users and the provider positively influence trust in the information system.

Risks (financial and identity theft) moderated key relationships. Overall, the modest
moderation effects suggest that perceived risks act as a contextual influence rather than a
dominant driver of trust formation, while influencing some relationships while leaving
others. Performance expectancy and social influence had stronger effects on trust among
high-risk users, suggesting that digital data wallets are perceived as privacy-enhancing
tools and that social recommendations are critical for them. Conversely, transparency’s
effect on trust in the Internet was weaker among high-risk users, indicating that
transparency alone is insufficient for building trust in high-risk contexts. Additionally,
risks do not weaken the relationship between safety and trust in the provider. Users
generally expect providers to ensure adequate security and data protection as basic

conditions for using digital data wallets. Table 9 presents the meta-inferences.

Table 9. Qualitative Inferences, quantitative Inferences, and meta-inferences

Constructs Qualitative Quantitative Meta-inference Explanation
inference inference

Performance  Digital data Consistent with ~ Effective Aligns with prior

expectancy wallets’ qualitative performance research (Hua et al.,
productivity is findings. attributes of digital ~ 2021; Sun et al.,
positively related data wallets 2022), significantly
to trust in the advance trust in the  increasing trust in the
information information system, information system of
system. enhancing privacy digital data wallets.

management.

Transparency Transparency Consistent with ~ Transparent digital ~ Consistent with
mechanisms have  qualitative data wallets make literature
a positive effect findings. the digital (Esmaeilzadeh, 2020;
on trust in the environment safer, Mayr et al., 2024),
Internet. fostering trust in the  positively related to

Internet. trust in the Internet.

Social Recommendations Consistent with Recommendations Supports trust

influence from a close qualitative from close social formation and
social circle have  findings. circles are more technology adoption
a positive effect reliable, increasing  (Venkatesh et al.,
on trust in the trust in the 2012; Zhang et al.,
community of community of 2020), increasing trust
Internet users. Internet users. in the community of

Internet users.

Safety Clear security Consistent with ~ Safety guarantees in  User priority (Cheng,
measures qualitative digital data wallets Su, et al., 2021),
positively findings. positively influence  strengthen trust in the
influence trust in trust in the provider. provider of digital data
the provider. wallets.

Trust in the - Positively Following the Extended by

Internet influence trust ~ network- identifying

in the

antecedents for each
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community, of-trust model trust target in digital
information (Sollner et al., data wallet adoption.
system, and 2016), when
provider. individuals trust in
the Internet, they
also tend to trust in
Trustin the - Positively the community of

influence trust  Internet users, trust
in the provider. 1N the information
system, and trust in
the provider. Also,
users who trust in

community of
Internet users

Trust in the - Positively .
. . the community of
provider influence trust
. Internet users tend
in the .
. . to trust in the
information . ,
termn provider. Users
system. trust in the provider
has a positive effect
on their trust in the
information system.
Risks - Moderates Risks strengthen Context-specific factor
relationships performance (Kuen, Schiirmann, et
between expectancy and al.,2023; Lee and

antecedents and  social influence
trust targets.

Turban, 2001),
effects, but weaken  strengthening
transparency’s performance

effect on trust in the ~ expectancy and social
Internet. influence on trust, but
weakening
transparency’s impact
on trust in the Internet.

7. Discussion

7.1 Theoretical contributions
This study makes three theoretical contributions.

Advancing research on trust formation in privacy-enhancing technologies
The study empirically examines trust formation in digital data wallets—a novel class of
PETs that enable decentralized personal data management (European Commission, 2023;
SOTERIA, 2023). Drawing on the network-of-trust model (Sollner et al., 2016), we
identify four key antecedents: performance expectancy, transparency, social influence,
and safety. Each maps onto a distinct trust target: the information system, the Internet,
the community of Internet users, and the provider, respectively. Our findings indicate that
each antecedent have a positive and significant effect on its corresponding trust target,
resulting in a granular, empirically validated trust model tailored to digital data wallets.
This work contributes to addressing a notable gap in IS research, namely the limited
examination of PET adoption at the individual level (Coopamootoo, 2020; Ghaiumy
Anaraky et al., 2024; Harborth and Pape, 2020). This study contextualizes and
reconfigures antecedents derived from a qualitative study and prior literature within
digital data wallets, by extending the empirical account of how trust forms across multiple
trust targets in this previously unexamined setting.
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Extending the applicability of the network-of-trust model for decentralized
infrastructures

We extend the applicability of the network-of-trust model to decentralized identity
ecosystems. The findings show that trust targets are both context-specific and
interdependent. Trust in the internet positively influence trust in the information system,
provider, and community; trust in the provider strengthens trust in the system; and trust
in the community has a positive effect on trust in the provider (Kuen, Westmattelmann,
et al., 2023; Sollner et al., 2016). This layered interconnection demonstrates the
applicability of the trust model to the context of digital data wallets and provides insights
into trust formation in emerging digital ecosystems. Furthermore, different antecedents
influence specific trust targets: performance expectancy has a positive effect on trust in
the system, transparency is positively associated with trust in the Internet, social influence
is positively related to trust in the user community, and safety positively influence trust
in the provider. These results underscore the need for trust models that capture the
differentiated nature of trust pathways in decentralized infrastructures.

Reconceptualizing risk as a contextual moderator

This study reconceptualizes perceived risk as a contextual moderator of trust formation
rather than merely a barrier. Identity theft and financial risk—two common concerns in
the adoption of decentralized technologies—shape how individuals evaluate trust
antecedents (Ngwenyama et al., 2023; Yan et al., 2024). The modest and selective
moderation effects indicate that perceived risk does not uniformly shape trust formation.
Instead, it acts as contextual condition that strengthens or weakens specific trust
mechanisms depending on the nature of the antecedent. High-risk perceptions strengthen
the effect of performance expectancy on trust in the system and the importance of social
influence on trust in the community of internet users. Privacy-conscious users are more
likely to see digital data wallets as protective tools and to rely on peer recommendations
(Lucier et al., 2023). Hence, users with high-risk perception appear to evaluate whether
the digital data wallet, as a system, provides sufficient utility, such as enhanced privacy
controls, to offset perceived threats. Similarly, social influence became more important
under high perceived risk, indicating that users rely on more peer recommendations and
collective experiences to reduce uncertainty and strengthen trust in the community of
Internet users. Conversely, high risk dampens the effect of transparency on trust in the
Internet, suggesting that openness alone may be insufficient for highly risk-averse users
(Martinez-Lopez et al., 2021; Wang et al., 2024). Hence, transparency alone may be
insufficient to alleviate high-risk concerns. Highly risk-averse users may prioritize
tangible protections, for example, safety features and recommendations. Additionally,
risk does not influence the effect of safety on trust in the provider, indicating that security
and data protection remain a key determinant of trust even when risk perceptions are high.

7.2 Practical contributions

Our study demonstrates that trust in digital data wallets is multifaceted, spanning four
distinct targets: the information system, the Internet, the provider, and the user
community. Each is driven by a specific antecedent—performance expectancy,
transparency, safety, and social influence—requiring tailored strategies. Performance
expectancy positively influence trust in digital data wallets, especially for high-risk users.
Providers should prioritize features that deliver clear functional value, such as selective
data sharing, automated identity verification, and interoperability with e[DAS-compliant
public and private services. Transparency had a small effect on trust in the Internet and
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weakened under high-risk perceptions. Hence, transparency is important, but not
sufficient to build trust in the Internet. Nevertheless, even small improvements in
transparency can still contribute meaningfully when implemented consistently. Providers
should embed transparency through regular independent audits, GDPR and eIDAS
compliance certifications, and public reporting of data processing activities. Social
influence strengthens trust in the community of Internet users, especially among high-
risk individuals. Community trust grows through peer validation. Hence, providers may
collaborate with trusted intermediaries, such as universities, reputable organizations, and
professional associations. Safety predicts trust in the provider and remains stable across
risk levels. Hence, providers should guarantee safety through certified encryption, regular
testing, and hardware-backed key management.

Extending the network-of-trust model, we show that trust targets are interdependent: trust
in one domain (e.g., the Internet) reinforces trust in others (e.g., the provider or system).
A coherent trust ecosystem requires unified governance frameworks, interoperable
protocols (e.g. OpenlD for Verifiable Credentials), and aligned privacy policies across all
touchpoints. Unified branding, interoperable protocols, and aligned privacy policies
support seamless user experiences and sustained trust across decentralized environments.

We also reframe perceived risk as a contextual moderator. Although the moderating
effects are modest, their consistent significance indicates meaningful boundary conditions
for trust formation under risk. High-risk perceptions heighten the importance of
performance and social validation but weaken transparency. Hence, in high-risk sensitive
contexts such as identity data management or financial data exchange, providers should
emphasize functional benefits, peer endorsements, real-time audit trails, and customizable
security settings. Transparency mechanisms should be paired with tangible reassurances,
such as real-time alerts and verified certifications.

As for demographic variables, older users tend to rely on institutional providers rather
than online communities, suggesting that trust-building efforts for this group should
emphasize regulatory compliance and long-term service stability. Female users report
lower trust in both providers and the internet community, indicating the need for stronger
user control mechanisms, transparent compliance, and explicit safeguards against data
misuse. Digital literacy has a significant effect on trust across all target groups,
underscoring the importance of accessible onboarding, step-by-step tutorials, and user
support. Additionally, cross-country differences imply that providers should adapt their
governance and communication strategies to national regulatory cultures rather than rely
on a single approach. For instance, in Spain, policymakers and providers should
strengthen institutional assurances to effect on trust in the provider. In Austria, greater
emphasis should be placed on reinforcing safety and transparency mechanisms to address
lower trust in the Internet.

8. Limitations and future research

First, we focused on initial trust formation, using a cross-sectional design. User behaviors
may evolve over time. Future longitudinal research could examine how trust develops
and the identified relationships change with continued use. Second, the sample was
restricted to three European countries, Austria, Romania, and Spain, which, despite EU
diversity, share a relatively similar regulatory context. Future studies should expand to
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non-EU contexts to examine cultural and institutional effects. Third, additional
technology features, such as anonymity, granularity of privacy control, and data
portability, may further influence trust formation. Finaly, the study adopts user-level
perspective. Future research could examine broader organizational factors, such as
organizational data governance or enterprise digital infrastructure design.

9. Conclusions

This study provides the empirical investigations into trust formation in digital data wallets—
an emerging class of PETs—by integrating qualitative and quantitative data within a network-
of-trust model. We identified four key antecedents of trust—performance expectancy,
transparency, social influence, and safety—each linked to a specific trust target. We
demonstrated that perceived risks (e.g., identity theft and financial loss) moderate these
relationships. The integration of qualitative and quantitative methods strengthened the
reliability of our findings. By identifying antecedents grounded in real user concerns and
empirically validating them, this study offers both theoretical advancements and practical
insights. Key performance attributes were found to drive trust in the system; transparency
mechanisms have a positive effect on trust in the Internet; social influence positively influence
trust in the user community; and safety assurances have a positive effect on trust in the
provider. Interestingly, risk perceptions strengthen the effects of performance expectancy and
social influence but weaken the effect of transparency, suggesting that trust-building strategies
must be adapted to users’ risk perceptions.
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Appendix A
Table 10. Decision choice
Steps Topic Decision Design
Qualitative: What are the antecedents
of different trust targets?
Quantitative: How do the antecedents
influence the trust targets? What is
Research Mixed-method the influence of risks on the
questions research relationship between antecedents and
trust targets?
Mixed-method: Do identified
antecedents positively influence trust
Appropriateness targets?
Qualitative study helps Developmental purpose: qualitative
study developed the model and
Purpose to develop hypotheses . .
Lo hypotheses, which were tested in the
for quantitative study. o
quantitative study.
. ) Different
Epistemological . . . .
) epistemological Multiple paradigm
perspective .
assumptions
Paradigmatic Rifferent . Inductive qualitative study followed
. methodological S o
assumptions by a positivist quantitative study.
approaches
. Exploratory qualitative study
i?r\;iztlgatlon Mixed-method strategy ~ followed by a confirmatory
) gy quantitative study
Strands Multiple stands Multistrand design.
The elements of the
qualitative and
Research Mixing strategy  quantitative studies Partially mixed methods

designs

were combined at the
inferential stages.

Time
orientation

Qualitative precedes
quantitative

Sequential exploratory design

Dominant-less dominant design:

Priori o, . .
riority Not equal qualitative—less dominant,
quantitative-dominant.
Sampling Same population, Purposive sample for qualitative

different strategies

study. Probability sample for
quantitative study.

Data collection

Separate data
collection in each
phase

Qualitative: the combination of open-
and closed-ended questions
(interviews);

Quantitative: closed-ended questions
(online questionnaire).

Data collection

and analysis Data analysis

Firstly, the qualitative
data was analyzed, and
secondly, the
quantitative data.

Sequential design
Qualitative: open coding,
aggregation of categories into
constructs.

Quantitative: sample of 1800
answers, rsing PLS-SEM.

Types of
reasoning

The hypotheses were
developed and then
tested.

Inductive (qualitative) and deductive
(quantitative).

Interference
quality

Quality standards
addressed

Credibility, reliability, validity, and
statistical assumptions were assessed
to ensure robust findings.

Notes: adapted from (Venkatesh et al., 2013).
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Appendix B
Table 11. Interviewee details

Pseudonyms Age Employment Gender Country
I1 26 Student Female Austria
12 21 Self-employed Male Austria
13 27 Data protection Female Austria
14 27 Financial controller Female Austria
15 36 Consulting Male Austria
16 26 Processing system manager Female Austria
17 22 Student Female Austria
18 25 Railway company Male Austria
19 45 IT Consultant Male Austria
110 36 Sales Director Female Austria
111 30 Assistant Manager Female Romania
112 39 Nurse Female Romania
113 38 Lawyer Male Romania
114 54 Teacher Male Romania
115 49 Teacher Female Romania
116 39 Unemployed Female Romania
117 38 Public procurement expert Female Romania
118 39 Tourism Female Romania
119 39 Marketing Manager Female Romania
120 32 Driver Male Romania
121 26 Human resources Female Spain
122 31 Business development Male Spain
123 46 Professor Male Spain
124 19 Student Male Spain
125 37 Product Manager Male Spain
126 20 Student Female Spain
127 34 IT consultant Male Spain
128 40 Professor Female Spain
129 25 Pre-doctoral program Female Spain
130 36 Computer engineer Male Spain
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Appendix C
Interview Guide

How do you perceive the importance of data privacy in online transactions?
How would you describe your level of concern about data privacy when engaging in
online activities?
3. What are your thoughts on the use of cookies in online environments?
4. Do you currently use any tools or methods to protect your online privacy?
o Ifyes:
o  Which specific tools or methods do you use? Why?
e Ifno:
o Have you considered using such tools in the past? Why?

N —

Explanation of digital data wallets

5. What do you think of digital data wallets? (benefits or drawbacks)
6. What features or requirements would you prioritize in digital data wallets?
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Appendix D
Table 12. Survey items
Construct Items Source
PE1. I find that digital data wallets could be useful in my daily life.
PE2. Using digital data wallets could increase my chances of
Performance achieving things that are important to me. Venkatesh et
expectancy PE3. Using digital data wallets could help me accomplish things al. (2012)
more quickly.
PE4. Using digital data wallets could increase my productivity.
Please specify the importance of the following items:
T1. Whether digital data wallets would allow me to find out what
information about me they keep in their databases.
Transparency T2. Whether digital data wallets will tell me how long they will Xu, (2019)

retain information they collect from me.

T3. The purpose for which digital data wallets would want to
collect data from me.

Social influence

SI1. People who are important to me think that I should use digital
data wallets.

SI2. People who influence my behavior think that I should use Venkatesh et
digital data wallets. al. (2012)
SI3. People whose opinions I value prefer that I use digital data

wallets.

Safl. Providing identification information using digital data wallets
would make me feel safe.

Saf2. Providing identification information using digital data wallet

Safety would make me less concerned about online crime issues. (1- Cheng et al.
strongly disagree, 7-strongly agree) (2021)
Saf3. To what extent would you provide identification information
in digital data wallet due to the security issue? (1-very low, 7-very
high)

Trust in the TIS1. I believe that digital data wallets could perform well.

information system TIS2. It is important to understand the inner processes that digital

. data wallet uses to support me.
(formative)

TIS3. I understand why digital data wallets were developed.

Trust in the Internet

TInl. I feel good about how things go when I do activities on the
Internet.

(formative) TIn2. I feel assured that legal and technological structures
adequately protect me from problems on the Internet.
TCIU1. Information provided by other users of the Internet is i
. Sollner et al.
Trust in the valuable. (2016)
community of TCIU2. Other users of the Internet offer me help when I have
Internet users questions.
(formative) TCIU3. In general, I can count on the information provided by
other internet users.
TP1. I expect that the digital wallet providers to do a good job.
. . TP2. I believe that digital data wallet providers will be willing to
Trust in the provider .
(formative) support me to achl'eve my goals as a user.
TP3. I believe I will be able to count on the statements of the
digital wallet providers.
FR1. Providing my identification information by using digital data
wallets would make me lose money.
Financial risks FR2. Providing identification information by using digital data Cheng et al.
wallets would subject my bank account to potential fraud. (2021)

FR3. Providing my identification information by using digital data
wallets would lead to a financial loss for me.

34



Page 35 of 73 Journal of Enterprise Information Management

ITR1. Providing identification information by using digital data
wallets would make my identification information to be illegally
used by others.

ITR2. Providing identification information by using digital data
wallets would lead to unauthorized charges on my bank or credit
card account.

Identity theft risks

oNOYTULT D WN =

9 ITR3. Somebody will use my identity for criminal purposes if
10 provide my identification information to a digital data wallet.
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Appendix E

Table 13. Age and gender distribution

Country Age/gender Sample Population  Chi-squared (p-value)
18-24 9.5% 9.5%
25-47 41.0% 40.9% 0.0017 (1.0000)
. 48-64 26.5% 26.6%
Austria
65+ 23.0% 23.0%
[ )
Male 49.0% 49.0% 0.1601 (0.6891)
Female 51.0% 51.0%
18-24 9.0% 9.0%
25-47 43.3% 43.2% 0.3408 (0.9522)
48-64 24.5% 24.5% ' '
Romania ’ ’
65+ 23.3% 23.3%
Male 49.0% 48.9%
0.1601 (0.6891)
Female 51.0% 51.1%
18-24 8.5% 8.5%
- V) o
25-47 42.3% 42.3% 0.22284 (0.9729)
. 48-64 25.5% 25.5%
Spain
65+ 23.8% 23.8%
Male 49.3% 49.2% 0.1158 (0.7338)
Female 50.8% 50.8% ' '
Notes:

https://ec.europa.eu/eurostat/databrowser/view/demo_pjan/default/table?lang=en
(EUROSTAT: Population on 1 January by age and sex. Extracted on 04.04.22.

Latest update on 03.07.23).
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Appendix F
Table 14. Heterotrait-Monotrait Ratio.
PE T SI Saf FR ITR
Performance expectancy (PE)
Transparency (T) 0.25
Social influence (SI) 0.75 0.09
Safety (Saf) 0.68 0.10 0.69
Financial risks (FR) 0.20 0.07 0.13 0.24
Identity theft risks (ITR) 0.22 0.10 0.18 0.30 0.83
Table 15. Loadings and cross-loadings.
Performance Transparency . Social Financial Ident.ity
expectancy (T) influence Safety (Saf) risks (FR) theft risks
(PE) (SI) (ITR)
PE1 0.93 0.26 0.63 0.58 -0.20 -0.22
PE2 0.93 0.18 0.71 0.62 -0.17 -0.19
PE3 0.94 0.28 0.61 0.54 -0.17 -0.19
PE4 0.92 0.19 0.71 0.61 -0.16 -0.17
T1 0.24 0.95 0.10 0.10 0.06 0.08
T2 0.24 0.95 0.09 0.09 0.05 0.08
T3 0.21 0.94 0.06 0.07 0.06 0.09
S11 0.69 0.07 0.96 0.62 -0.12 -0.17
SI2 0.66 0.08 0.96 0.62 -0.10 -0.15
SI3 0.70 0.11 0.97 0.64 -0.13 -0.18
Safl 0.60 0.11 0.61 0.94 -0.21 -0.28
Saf2 0.56 0.07 0.61 0.92 -0.17 -0.22
Saf3 0.58 0.08 0.58 0.91 -0.22 -0.27
FR1 -0.12 0.01 -0.02 -0.10 0.90 0.63
FR2 -0.20 0.13 -0.20 -0.30 0.88 0.71
FR3 -0.18 0.02 -0.10 -0.17 0.93 0.71
ITR1 -0.20 0.10 -0.18 -0.29 0.71 0.94
ITR2 -0.19 0.07 -0.15 -0.25 0.73 0.95
ITR3 -0.19 0.09 -0.16 -0.25 0.71 0.95
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To ensure model robustness, three analyses were performed (Sarstedt et al., 2020;
Vaithilingam et al., 2024). Firstly, the quadratic effect was assessed (Table 16).
relationships were non-significant (p > 0.05), while Transparency — Trust in the Internet
(p <0.001), Safety — Trust in the provider (p = 0.004), and Trust in the community of
Internet users — Trust in the information system (p = 0.026) showed significant negative
quadric effects, indicating diminishing returns at higher levels.

Table 16. Quadratic effects

Coefficients P values

Non-linear relationships

PE — TIS 0.011 0.592
T — TIn -0.119 0.000
SI — TCIU 0.000 0.989
S — TP -0.069 0.004
TIn — TCIU 0.012 0.619
TIn — TIS 0.029 0.247
TIn — TP 0.030 0.191
TCIU — TIS -0.050 0.026
TP — TIS -0.011 0.642
Linear relationship

PE — TIS 0.287 0.000
T — Tln 0.063 0.077
SI — TCIU 0.280 0.000
S — TP 0.313 0.000
TIn — TCIU 0.523 0.000
TIn — TIS 0.518 0.000
TIn — TP 0.110 0.000
TCIU — TIS 0.182 0.000
TP — TIS 0.380 0.000

Notes: PE — performance expectancy, T — transparency, SI — social influence, Saf — safety, TIn - trust in
the Internet, TCIU - trust in the community of Internet users, TP - trust in the provider, TIS - trust in the

information system.

Second, Gaussian Copula analysis assessed endogeneity (Table 17; Sarstedt ez al., 2020).
Significant endogeneity was found for Transparency — Trust in the Internet, Safety —
Trust in the provider, and Trust in the community of Internet users — Trust in the
information system. The remaining relationships showed no endogeneity issues.
Although endogeneity attenuated these coefficients, their direction and significance

remained unchanged.

Table 17. Gaussian Copula analysis

Gaussian Copula of the final model Coefficients P values
GC: PE - TIS -0.010 0.519
GC: T — TIn -0.672 0.000
GC: SI — TCIU -0.051 0.359
GC: S —> TP -0.248 0.000
GC: TIn — TCIU -0.046 0.398
GC: TIn — TIS 0.026 0.290
GC: TIn — TP -0.232 0.000
GC: TCIU — TIS -0.043 0.096
GC: TP — TIS -0.029 0.171
PE — TIS 0.251 0.000
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T— Tln 0.486 0.000
SI — TCIU 0.316 0.000
S — TP 0.525 0.000
TIn — TCIU 0.533 0.000
TIn — TIS 0.049 0.218
TIn —» TP 0.563 0.000
TCIU — TIS 0.259 0.000
TP — TIS 0.425 0.000

Notes: GC - Gaussian Copula, PE — performance expectancy, T — transparency, SI — social influence, Saf
— safety, TIn - trust in the Internet, TCIU - trust in the community of Internet users, TP - trust in the
provider, TIS - trust in the information system.

Finally, unobserved heterogeneity was assessed using Finite Mixture PLS (Table 18).
Model selection criteria suggest 4-14 segments, with no consistent optimal solution. Thus,
unobserved heterogeneity was not considered critical.

Table 18. Fit indices for the one- to fourteen-segment solutions.

1 2 3 4 5 6 7 8 9 10 11 12 13 14
AIC 11621.2 9856.5 8595.0 82723 7979.7 7779.3 7461.2 7249.5 7159.4 6949.2 6883.3 6760.6 6631.5 6500.4
AIC3 11646.2 9907.5 8672.0 8375.3 8108.7 7934.3 7642.2 7456.5 7392.4 7208.2 7168.3 7071.6 6968.5 6863.4
CAIC 11773.5  10167.1 9063.9 8899.6 8765.4 87233 8563.5 8510.2 8578.4 8526.5 8619.0 8654.7 8683.9 8711.1
AIC4 11671.2 9958.5 8749.0 8478.3 8237.7 8089.3 7823.2 7663.5 7625.4 7467.2 7453.3 7382.6 7305.5 7226.4
BIC 11748.5  10116.1 8986.9 8796.6 8636.4 8568.3 8382.5 8303.2 8345.4 8267.5 8334.0 8343.7 8346.9 8348.1
MDLS5 124575 11562.5 11170.7 11717.7 122948 12964.1 135157 14173.8 149534 156129 16416.7 17163.7 17904.3 18642.9
EN 0.0 0.7 0.8 0.7 0.8 0.8 0.8 0.8 0.8 0.8 0.8 0.8 0.8 0.8

Overall, the robustness analyses confirmed the model’s stability. Minor non-linearity and
endogeneity did not affect the main conclusions.
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