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A B S T R A C T

The oil and gas industry is changing. The drive towards cleaner and safer operations is becoming increasingly 
important. Researchers are looking for more efficient and accurate ways to detect faults that could lead to 
environmental and sustainability issues. This study aims to enhance the safety and sustainability of the oil and 
gas industry by improving existing artificial intelligence approaches to automate monitoring and detection of 
malfunctions. This article explores the application of deep neural networks for anomaly detection in monitoring 
oil and gas flow in natural flow offshore wells, proposing an innovative approach that takes advantage of the 
power of Genetic Algorithms and Gated Recurrent Units (GRU). The study aims to enhance the safety and sus
tainability of the oil and gas industry by leveraging artificial intelligence to automate the monitoring and 
detection malfunctions. Utilizing a comprehensive dataset from the 3W Petrobras project, which includes real- 
time data from 21 wells collected between 2012 and 2018, the research focuses on detecting various anoma
lies such as abrupt increases in basic sediment and water, spurious closures of downhole safety valves, severe 
slugging, flow instability, rapid productivity loss, quick restrictions in the production choke, scaling, and hydrate 
formation in production lines. The methodology integrates Long Short-Term Memory (LSTM) networks and GRU 
backbones with genetic algorithms to optimise model performance. Several hyperparameter optimisation tools 
were explored innovatively, focusing mainly on Genetic Algorithms, and it was possible to obtain an algorithm 
with 2 stacked GRU with better comparative performance compared to what is reported in the literature and 
producing an F1 equal to 0.97. The findings demonstrate the potential of AI to improve real-time anomaly 
detection, thereby reducing operational risks and contributing to the industry’s transition towards greener 
practices. It also underscores the importance of open data and collaborative efforts in advancing AI applications 
in the oil and gas sector, aligning with the United Nations’ Sustainable Development Goals to mitigate climate 
impact and promote responsible consumption and production.

1. Introduction

Artificial Intelligence (AI) has revolutionized the perspectives of in
dustries and businesses worldwide, creating value by learning from data, 
accumulating knowledge from patterns and trends, simulating human 
logic and automating decision making. It has been used in many in
dustries, such as finance, smart cities, healthcare, cybersecurity, edu
cation, criminal justice, etc. (Koroteev and Tekic, 2021). Domain 
knowledge and expertise are the main pillars of decision-making. 
However, AI brings huge benefits by automating many processes, 
improving accuracy, and further augmenting human intelligence.

The Oil and Gas industry has been somewhat relatively slow in 

applying AI to many parts of the Exploration and Production (E&P) life 
cycle, which would enable a reduction in costs and risks (Kuang et al., 
2021) and thereby converting the industry into a greener version of it
self. Nowadays, AI has entered all its branches, creating many “intelli
gent” versions of the sectors, such as intelligent drilling, intelligent 
development, intelligent exploration, intelligent production, etc. (Sircar 
et al., 2021). However, there is still massive potential for further AI 
development within the industry, such that the E&P industry can reach 
the point where many industries enjoy the full scale of revolution 4.0.

Due to the demanding nature of the Oil and Gas industry, consistent 
real time monitoring is essential, requiring constant monitoring by 
surveillance engineers. This is a formidable task that has been in 
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existence for many years (Hasan et al., 2017). In the Upstream sector, 
one engineer might be in charge of not just one well but multiple wells 
within one field, monitoring many aspects of the production from these 
wells. Considering the limited time window available between the start 
of the issue and the actual failure, anomaly detection in real time can 
significantly alleviate the surveillance task.

The Upstream sector is the most capital-intensive and important 
sector compared to Midstream and Downstream segments (Koroteev and 
Tekic, 2021). However, it is the least automated in many aspects due to 
the activity’s nature, often performed in harsh conditions, such as 
deep-water, arid deserts, arctic colds, extreme wind, etc. Drilling is a 
high risk and high capital expenditure operation that involves fire and 
explosion risks, operations with radioactive sources, the threat of gas 
leaks, and the movement of personnel by unconventional means of 
transport, such as helicopters and supply boats, which offer many pos
sibilities of human error due to the complexity of the operations.

Digital oilfield is a new concept, symbolising a collection of auto
mation and information technologies that revolutionise how the petro
leum industry operates and allows for work processes to be conducted 
more efficiently (Pandey et al., 2020). It involves data management, 
automation, integrated production models, predictive maintenance, etc. 
– a combination of all the emerging technologies that assist in timely 
reaction and decision making.

A unique challenge for the Oil and Gas industry is the lack and 
availability of open data (Vargas et al., 2019a), which hinders further 
research and AI application advancement. The main reason is the 
confidentiality of high-cost information, whilst another is the difficulty 
in recognising and labelling all potential unlikely events from the 
available data (Soriano-Vargas et al., 2021).

Another issue is the absence of an author’s active date network, 
which was used to research the subject matter. It slows any advancement 
because most papers were not produced by academic researchers but by 
company appointed professionals, applying AI to specific core activities 
and using proprietary data, which does not encourage further 
networking (D’Almeida et al., 2022). The lack of collaboration between 
oil companies, perceiving each other as competitors, does not help in AI 
advancement within the petroleum industry (Koroteev and Tekic, 
2021). Most companies tend to follow a strategy of developing their own 
AI projects without experience and knowledge sharing.

This research aims to make a novel contribution to the application of 
artificial intelligence in the oil and gas industry by improving the ac
curacy of the existing algorithms to strongly mitigate its adverse climate 
effect while enhancing its safety and sustainability. We will focus on 
malfunctions within naturally flowing wells since the availability of 
open data dictates this research. However, most wells require Artificial 
lift methods. Hence, more failures are observed due to the failure of 
pumps or turbines. This research would deepen the knowledge of 
anomaly detection in the oil and gas industry to demonstrate the un
limited potential of data science applications in the hydrocarbon and 
fossil fuel domain and to encourage all industry key players to imple
ment AI-based processes more extensively and willingly. To make a 
comparative analysis, the Petrobras 3W dataset, already studied in 
previous works, was taken as an example of labelled time series data. 
Ten initial RNN models with LSTM and GRU architectures were tested, 
and the best was optimised using Random Search, Hyperopt and three 
Genetic Algorithms. Compared to previous work on the same data set 
(Turan and Jaschke, 2021; Santos et al., 2021; Gatta et al., 2022), the 
results achieved a higher F1 score, up to 0.97%, in the optimised models, 
particularly those using Genetic Algorithms.

The United Nations “17 Sustainable Development Goals” calls for a 
global partnership in collaboration for a Better World with less poverty, 
increased economic growth, tackled climate change, preservation of 
nature, etc. (United Nations, 2022). The fossil fuels sector emits signif
icant amounts of GHG, which affects local ecosystems and the envi
ronment via each oil spill, produced water and drilling waste discharge. 
The UN goals N◦ 12 “Responsible consumption and production” and N◦

13 “Climate action” are the first two that need to be addressed by the 
petroleum business. With a better understanding of timely 
decision-making and the impact of predictive maintenance, this research 
could contribute to accomplishing the United Nations’ goals and 
potentially make our world a greener and safer place.

This paper is organised as follows. Section 2 presents the background 
of the 3W Petrobras dataset project and its objectives. Section 3 analyses 
all the related work published up to December 2022, describes the 
application of PRISMA, details the collected data from the survey, and 
presents the results using the visualisation and bibliometric tool. Section 
4 defines the adopted methodology of the research, followed by further 
data preprocessing steps. Section 5 discusses our findings, which are 
aligned with our research questions, while Section 6 presents our 
conclusions.

2. Background

The primary goal of the 3W Petrobras project is the development of a 
new automated AEM (Abnormal Event Management) process with ma
chine learning algorithms, for which the 3W dataset was created by 
compiling accurate data from 21 wells during actual operations from 
2012 to 2018 (Vargas et al., 2019b). The naturally flowing wells were 
selected as less complex and more suitable for research and innovation 
in predictive maintenance.

Naturally flowing wells are those in which the formation pressure is 
sufficient to produce oil commercially without requiring a pump. Most 
reservoirs at the initial stage of development have enough pressure for a 
natural flow and thus require less equipment and automation for control 
and successful oil and gas production. Fig. 1 presents the basic schema of 
an offshore platform connecting to a subsea christmas tree through a 
production line and subsequently to production tubing and the reservoir 
itself. Subsea christmas trees are a complex assembly installed on top of 
the wellhead to monitor and control the production while operated 
through an electro-hydraulic umbilical.

The 3W dataset combines measurements from topside and subsea 
sensors located in the production tubing (P-PDG), on the subsea 
christmas tree (P-TPT and T-TPT), the production line (P-MON-CKP and 
T-JUS-CKP), and the gas lift line (P-JUS-CKGL, T-JUS-CKGL, and QGL) 
(Santos et al., 2021) (Table 1).

The 3W Dataset is organised into folders according to the type of 
fault, with each event progressing from regular operation to transient 
condition, following through to a steady-state anomaly. The 8 types of 
recognised and labelled events are:

• Class 0 – Normal operation

Fig. 1. Simplified schematic of a typical offshore naturally flowing well (Vargas 
et al., 2019b).
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• Class 1 – Abrupt increase of basic sediment and water (BSW) – sus
pended water, sediments and other impurities in the production 
measured as a percentage of the production stream (The SLB Energy 
Glossary | Energy Glossary, n.d.). The lifecycle of each well contains 
periods of increasing levels of BSW. However, an unexpected rise 
indicates a developing production issue, which needs to be remedied 
quickly.

• Class 2 – Spurious closure of the downhole safety valve (DHSV) – the 
valve isolates wellbore fluids in a catastrophic failure of surface 
equipment (The SLB Energy Glossary | Energy Glossary, n.d.). If the 
valve fails spuriously without any surface signs, it needs to be 
reopened; hence, an automatic event identification is essential.

• Class 3 – Severe slugging – an event in which large gas bubbles follow 
a sequence of liquid slugs. It is a cyclical phenomenon that can lead 
to wellhead and pipeline damage. Hence, it is considered a critical 
abnormality (Vargas et al., 2019b).

• Class 4 – Flow instability – pressure changes within acceptable 
thresholds, with differences due to slugging, representing the 
absence of cyclicity. This event can transform into slugging and then 
a severe variant, which requires imminent actions (Vargas et al., 
2019b).

• Class 5 – Rapid productivity loss – flow loss due to changes in 
reservoir static pressure, alternating BSW percentage, production 
viscosity, changes in production line diameter, etc. (Vargas et al., 
2019b).

• Class 6 – Quick restriction in the production choke (PCK) – a term 
Petrobras uses to indicate issues with a PCK valve installed at the 
beginning of the production line. Short restrictions might be 
observed when operated manually due to operational problems that 
need to be identified and reversed (Vargas et al., 2019b).

• Class 7 – Scaling in PCK – a mineral deposit, which can create a 
significant restriction or even a plug in the production tubing (The 
SLB Energy Glossary | Energy Glossary, n.d.). Thus, monitoring the 

production choke helps recognise the event and take appropriate 
actions, such as scale inhibitor injections (Vargas et al., 2019b).

• Class 8 – Hydrate in production line – compounds of complex ions 
formed by water and other substances at reduced temperatures and 
high pressure, which might lead to plugging of the pipelines (The SLB 
Energy Glossary | Energy Glossary, n.d.). It is one of the most signifi
cant issues in oil and gas production, and it can stop flow for an 
extended period; hence, it needs to be recognised immediately.

Two types of labelling are implemented on two levels: first by 
instance (a file within each folder, be it actual, simulated or hand- 
drawn) and second by observation (each row within each file also has 
a label according to the event).

The real ones were obtained from the actual wells; Schlumberger 
generated the simulated one through the OLGA system (OLGA Dynamic 
Multiphase Flow Simulator, n.d.); the hand-drawn ones were produced by 
the 3W database creators using expert knowledge so that the data 
mimics a typical sensor reading of the particular event type (Fig. 2).

As depicted in Figs. 3 and 4, each observation is labelled as a normal, 
faulty transient and faulty steady state according to the three periods. 
The faulty transient state is characterised by the development of unde
sirable events but still not reaching a failure condition and is labelled by 
three digits, with the last one corresponding to the event label (for 
example, 105 as faulty transient and 5 as steady state fault).

3. Related work

All the identified literature was classified according to industry di
vision into 4 main groups: (1) Drilling and exploration, (2) Oil and Gas 
pipelines transportation system, (3) Production and reservoir manage
ment, and (4) 3W dataset. Most of the publications are related to the 
production sector and the least to the Oil and Gas pipeline and trans
portation equipment. The range of applied methods is broad, and many 
advanced techniques are implemented to enhance the result, such as 
using Genetic Algorithms (GA) for Machine Learning (ML) and Deep 
Learning (DL) model optimisation, creating stacked Autoencoders al
gorithms, applying Convolutional Neural Networks (CNN) for improved 
feature extraction and explaining black box models using Explainable 
Artificial Intelligence (XAI) techniques.

3.1. Drilling and exploration anomaly detection

There are 15 articles related to drilling operations, which focus on 
issues such as circulation loss, stuck pipe, washout, bit balling, drill pipe 
breaks, fluid show, potential kick and other downhole abnormalities. 
For anomaly detection, several unsupervised methods were applied to 

Table 1 
3W dataset variables.

Number Tag Name Unit

1 P-PDG Pressure at the PDG Pa
2 P-TPT Pressure at the TPT Pa
3 T-TPT Temperature at the TPT deg◦C
4 P-MON-CKP Pressure upstream of the PCK Pa
5 T-JUS-CKP Temperature downstream of the PCK deg◦C
6 P-JUS-CKGL Pressure downstream of the GLCK Pa
7 T-JUS-CKGL Temperature downstream of the GLCK deg◦C
8 QGL Gas lift flow rate sm^3/s

Fig. 2. – The number of instances in the 3W dataset.
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identify unusual data records in multivariate time series from downhole 
and rig floor sensors, such as Regression, K-Nearest Neighbor (KNN), K- 
Means, t-distributed Stochastic Neighbor Embedding (t-SNE), dendro
grams clustering analysis, Recurrent Neural Networks (RNN), LSTM 
Autoencoder (LSTM-AE).

The following supervised Machine Learning methods were imple
mented to classify the abnormalities: Adaptive Neuro-Fuzzy Inference 
System (ANFIS), Random Forest (RF), Support vector machine (SVM), K- 
Nearest Neighbor (KNN), Gradient Boosting (GB), Shapley additive ex
planations (SHAP), Fully Connected network that has a multi-head 
attention mechanism (FCMH), eXtreme Gradient Boosting (XGBoost), 
Adaboost (ADA), Decision tree (DT), Multilayer Perceptron (MLP), 
Naïve Bayes Classifier (NBC) and Quadratic Discriminant Analysis 
(QDA).

In some publications DL methods were used either as an unsuper
vised learning tool to build Autoencoders (Mopuri et al., 2022) or for 
Classification: CNN, Artificial Neural Network (ANN), Functional 
Network (FN), Bag-of-features, the Feed Forward Back Propagation 
neural network (FFBPN), RNN with Long Short-Term Memory variant 
(LSTM-RNN) or Gated Recurrent Unit variant (GRU-RNN) type of 
architecture.

In a few cases, a Genetic Algorithm was applied to optimise the 
multilayer Back Propagation Neural Network, creating a GA-BP Neural 
Network ((Su et al., 2021; Li et al., 2022)).

3.2. Oil and gas pipelines transportation system anomaly detection

There are 8 articles with the research subject related to pipeline 
transportation systems. The significant problems highlighted are pipe
line leakage due to corrosion and harsh environments, damaged insu
lation, equipment failure that provides pressure for oil and gas 
transportation, such as pumps and compressors, and the formation of gas 
hydrates due to low temperature and high pressure. Since most pipelines 
are unobservable to humans in real time, many remote surveillance al
gorithms using computer vision have been implemented.

Among the unsupervised learning methods applied for pattern 
recognition and clustering were the Gaussian mixture model (GMM) and 
K-Means. The supervised models employed are Random Forest (RF), 
SVM, KNN, Gradient Boosting (GB), Decision Tree (DT), Multiple Linear 
Regression, Neural Network and Multilayer perceptron (MLP).

The following Deep Learning methods were used: LSTM and Stacked 
Auto-Encoder (SAE) (Seo et al., 2021), CNN, Inception ResNet V2 and 
Visual Geometry Group with 16 layers (VGG16) (Vankov et al., 2020).

3.3. Production and reservoir management anomaly detection

24 articles are related to production and reservoir management, and 
it is the biggest group from the pool of the identified literature. Apart 
from naturally flowing wells, in which formation pressure is high 
enough to provide extraction without additional treatment, most wells 
require Artificial lift techniques: beam pumps (sucker rod system), 
electrical submersible pumping (ESP), gas lift systems, hydraulic pumps, 

Fig. 3. Class 5 time series of the WELL-00015 instance.

Fig. 4. Class 5 time series of the WELL-00015 instance with observations normal (green), faulty transient (yellow) and faulty steady state (red).
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plungers and progressive cavity pumps (PCP) (The Defining Series: Arti
ficial Lift | SLB, n.d.). Regardless of how robust and well maintained this 
equipment is, they are susceptible to many potential failures, and most 
of the research is focused on anomaly detection in this production 
branch of the industry.

The following supervised learning methods were applied: KNN, Lo
gistic Regression (Logit), SVM, DT, RF, Rule Fit Classifier (RFC), Extreme 
Learning Machine (ELM), supervised shapelet-based classification al
gorithm Fast Shapelets, Naive Bayes (NB), Stochastic Gradient Descent 
(SGD), Quadratic discriminant analysis (QDA), Linear Discriminant 
Analysis (LDA), boosting techniques e.g., XGBoost), AdaBoost, and 
Categorical Boosting (CatBoost).

A few Genetic Algorithms were applied to optimise the SVM model 
due to the problem that the parameters are difficult to determine when 
classifying: Chicken Swarm Optimisation (CSO), differential mutation 
strategy, adaptive inertial strategy (DACSO), Particle Swarm Optimisa
tion (PSO) and Bat Algorithm (BA) (J. Liu et al., 2019). Also, GA opti
mised Back Propagation neural network (GA-BP) was implemented for 
offshore submersible motor fault diagnosis (Y. Zhang and Yang, 2022).

Unsupervised machine learning algorithms that were used are 
Cluster based local outlier factor (CBLOF), Histogram-based Outlier 
Score (HBOS), Isolation Forest (IF), Median Absolute Deviation (MAD), 
Minimum Covariance Determinant (MCD), Principal Component Anal
ysis (PCA), Gaussian Markov random fields (GMRF), graphical Gaussian 
model (GGM), sparse Principal Component Analysis (sPCA), sparse 
Autoencoder, Alternating Decision Tree (ADTree), SVM, Naïve Bayesian 
Network, Fuzzy C-means algorithm.

A semi-supervised method of Random peek was employed for the 
case of Artificial lift systems anomaly detection, where only a small 
number of samples is labelled, assuming that most of the unlabeled 
samples should be labelled normal ((Y. Liu et al., 2010) (Y. Liu et al., 
2011)).

Out of the DL methods, the next were implemented: Back Propaga
tion Neural Network (BPNN), CNN, Triplet network, i.e., an artificial 
neural network based on a Triplet loss metric, and other metric learning 
losses, such as Proxy-Anchor loss, Contrastive loss, Lifted Structured 
loss, CosFace loss (Mello et al., 2022), two stacked Autoencoders 
(Scoralick et al., 2021), Multilayer Feedforward Neural Network 
(MFNN), LSTM, Convolutional-LSTM (CONV-LSTM) (Sinha et al., 2020), 
CNN with backbones ResNet50, SE-ResNet50, ResNet50II, SE-R
esNet50II, AlexNet (Tan et al., 2022), Deep-Broad Learning System 
(DBLS), Fast Fourier transform (FFT), Wavelet transformation (Wei and 
Gao, 2020).

3.4. 3W dataset anomaly detection and classification

To the best of our knowledge, 11 officially published articles about 
anomaly detection and Classification on the offshore naturally flowing 
wells, using 3W Dataset from Petrobras, were created by combining real, 
simulated and hand-drawn records written in English and having open 
access.

Many experiments were attempted to set up multiclass or binary 
classifications. An array of supervised and unsupervised learning 
methods was applied with outstanding results. Some researchers 
attempted multiclass Classification of undesirable events, while others 
selected one particular abnormality (ex., flow instability) and performed 
binary Classification against all the rest of the classes (Marins et al., 
2021). Performed 3 experiments: (a) One-class classifier to identify 
normal vs abnormal events, thus combining all faults into one unique 
class; (b) Multiple binary classifiers with several classifiers discrimi
nating each fault against normal events; and (c) Single multiclass clas
sifier, identifying each fault against all events, as mentioned earlier.

The following supervised learning methods were applied: KNN, One 
Nearest Neighbor (1NN), Logistic regression (LR), Support Vector 
Classifier (SVC), LDA & QDA, DT, RF, ADA, GNB, Zero Rule (ZR), 
Extreme Learning Machine (ELM), MLP.

A few GA were used to optimise the algorithm: (Gatta et al., 2022) 
created a Convolutional 1D Autoencoder with a genetic approach for 
hyperparameters selection via Biased Random Key Genetic Algorithm 
(BRKGA), in which different combinations of hyperparameters are 
regarded as an individual of a population, and each hyperparameter is 
regarded as a gene of the individual.

Explainability of the classifiers was also researched, and three XAI 
techniques were applied to interpret black box models to understand the 
causes of abnormalities: global surrogate model using DT, Shapley Ad
ditive Explanation (SHAP), and Local Interpretable-Agnostic Explana
tion (LIME) (Aslam et al., 2022).

Unsupervised algorithms that were implemented are t-SNE, PCA, 
one-class SVM, Cluster-based Algorithm for Anomaly Detection in Time 
Series Using Mahalanobis Distance (C-AMDATS), Luminol Bitmap, SAX- 
REPEAT, KNN, Bootstrap, and Robust Random Cut Forest (RRCF).

Finally, the attempted deep learning methods were LSTM-AE and 
CNN 1D Autoencoder.

The systematic literature review following the PRISMA methodology 
allowed an insight into the current state of knowledge in the area of 
anomaly detection in the petroleum industry generally, as well as the 
3W dataset. The recent publications, made in 2022, focused more on DL 
algorithms since they provide higher classification accuracy. Since it 
would be of great interest to further develop the latest processes that use 
DL algorithms, the authors of this research attempted other RNN con
figurations with LSTM and GRU architectures and GA hyperparameter 
optimisation.

The summary of all the publications with corresponding AI methods 
is represented in Table 2.

3.5. Visual analysis

The PRISMA bibliometric methodology selected the final 58 papers, 
from which 44 were journal articles and 14 were conference pro
ceedings. The co-occurrence of keywords was performed using VOS
viewer, a text mining software for creating maps based on network data. 
The analysis used the complete counting method with a minimum 
number of two keyword occurrences.

The top five keywords that were encountered most often are Machine 
learning (9 occurrences, 15 total link strength), Fault diagnosis (6 oc
currences, 10 total link strength), Classification (3 occurrences, 9 total 
link strength), Oil well monitoring (3 occurrences, 8 total link strength) 
and Electrical submersible pump (2 occurrences, 7 total link strength).

As shown in Fig. 5, the keywords co-occurrence analysis revealed 5 
clusters with 25 keywords, 52 links and 66 total line strength. The 
clusters are characterised by colours with the following major nodes:

- Machine learning – Red
- Fault diagnosis – Yellow
- Anomaly detection – Blue
- Unsupervised machine learning – Purple
- Convolutional neural network – Green.

The keyword co-occurrence network shows that clusters exhibit 
distinct separation with limited interconnections. Specifically, the blue 
cluster (major node Anomaly detection), the purple cluster (Unsuper
vised machine learning) and the green cluster (Convolutional neural 
network) link just to the yellow (Fault diagnosis) and red (Machine 
learning) clusters. None of them have any links to each other. The two 
biggest clusters, yellow (Fault diagnostics) and red (Machine learning), 
have multiple links in-between and with other clusters.

The keywords co-occurrence network by year overlay visualisation 
shows that Machine learning methods gained the most popularity from 
2021, and there were many methodologies tried and implemented for 
anomaly detection, such as unsupervised machine learning methods, 
Random Forest, Support Vector Machine, the most recent being 
Autoencoder and Neural Network (Fig. 6).
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Table 2 
PRISMA method selected publications.

No Publication Research Question Methods

Drilling and Exploration Anomaly Detection
1 Application of 

adaptive neuro-fuzzy 
inference system and 
data mining approach 
to predict lost 
circulation using DOE 
technique (case 
study: Maroon 
oilfield) (Agin et al., 
2020)

Prediction of lost 
circulation problem 
during drilling

Data mining (regression) 
and Adaptive Neuro-Fuzzy 
Inference System (ANFIS).

2 Deep Learning and 
Time-Series Analysis 
for the Early 
Detection of Lost 
Circulation Incidents 
during Drilling 
Operations (Aljubran 
et al., 2021)

Detection of lost 
circulation during 
drilling

Random Forest is used as a 
baseline, and deep 
learning methods include 
CNN, ANN, and LSTM.

3 Application of 
Machine Learning 
Methods in Modeling 
the Loss of 
Circulation Rate 
while Drilling 
Operation (Alsaihati 
et al., 2022)

Predicting the loss of 
circulation rate (LCR) 
while drilling

Support vector machine 
(SVM), 
Random Forest (RF), and 
K-Nearest Neighbor 
(KNN).

4 Use of Machine 
Learning and Data 
Analytics to Detect 
Downhole 
Abnormalities while 
Drilling Horizontal 
Wells, with Real Case 
Study (Alsaihati et al., 
2021)

Continuous profile of 
the surface drilling 
torque (T&D) 
prediction to enable 
the detection of 
operational problems 
ahead of time.

Random forest (RF), 
Artificial Neural Network 
(ANN), and Functional 
Network (FN).

5 Forecasting the 
abnormal events at 
well drilling with 
machine learning (
Gurina et al., 2022a)

Prediction of six 
types of drilling 
accident probabilities 
in real-time, using 
the data from the 
drilling telemetry 
representing the 
time-series.

Bag-of-features, K-Means, 
Gradient Boosting (GB), 
Convolution Neural 
Network (CNN)

6 Making the black-box 
brighter: Interpreting 
machine learning 
algorithm for 
forecasting drilling 
accidents (Gurina 
et al., 2022b)

Interpretability and 
development of the 
explanatory model of 
Bag-of-features 
approach, used for 
drilling accidents 
prediction.

Bag-of-features, Shapley 
additive explanations 
(SHAP), Fully connected 
network that has a multi- 
head attention mechanism 
(FCMH), T-SNE

7 Application of 
machine learning to 
accident detection at 
directional drilling (
Gurina et al., 2020)

Development of data- 
driven Algorithm for 
anomaly alarming for 
directional drilling.

Gradient Boosting (GB), 
dendrograms clustering 
analysis

8 AI-Driven 
maintenance support 
for downhole tools 
and electronics 
operated in dynamic 
drilling environments 
(Kirschbaum et al., 
2020)

Artificial Intelligence 
(AI)-driven Condition 
Maintenance (CBM), 
combining Bottom 
Hole Assembly (BHA) 
data with Big Data 
Analytics (BDA) for 
downhole electronics 
failure detection

Random Forest (RF), 
eXtreme Gradient 
Boosting (XGBoost)

9 Drilling performance 
monitoring and 
optimisation: a data- 
driven approach (
Lashari et al., 2019)

Prediction of ROP, 
drilling performance 
monitoring and 
optimisation, 
identifying the bit 
malfunction or 
failure, like bit 
balling.

The feed forward back 
propagation neural 
network (FFBPN)

Table 2 (continued ) 

No Publication Research Question Methods

10 A New Method for 
Intelligent Prediction 
of Drilling Overflow 
and Leakage Based on 
Multi-Parameter 
Fusion (Li et al., 
2022)

Mud overflow and 
leakage prediction 
during drilling

Genetic algorithm to 
optimise the multilayer 
Back Propagation Neural 
Network (GA-BP Neural 
Network)

11 Well Control Space 
Out: A Deep-Learning 
Approach for the 
Optimisation of 
Drilling Safety 
Operations (
Magana-Mora et al., 
2021)

Surveillance method 
for drilling 
operations control 
using cameras and 
computer vision in 
real time. The model 
for tool joint 
detection is used to 
compute the location 
of the tool joint 
below the drill floor. 
In the case of an 
uncontrolled flow, 
the Well Control 
Space Out determines 
the appropriate 
measures to take.

Deep Learning methods: 
Regional Convolutional 
Neural Network (Faster-R- 
CNN), Single Shot 
Detector (SSD), You Only 
Look Once (YOLOv3), 
ResNet, DarkNet and 
Inception backbones.

12 Early sign detection 
for the stuck pipe 
scenarios using 
unsupervised deep 
learning (Mopuri 
et al., 2022)

Detecting early signs 
for the stuck events in 
drilling

Unsupervised learning: 
Recurrent Neural 
Networks (RNNs), LSTM 
Autoencoder (LSTM-AE)

13 Supervised data- 
driven approach to 
early kick detection 
during drilling 
operation (Muojeke 
et al., 2020)

Early kick detection 
during drilling for 
implementing the 
appropriate well 
control strategy to 
manage kick 
situations

Supervised models: 
Artificial Neural Network 
(ANN), Recurrent Neural 
Networks (RNN), Long 
Short-Term Memory 
variant of RNN (LSTM- 
RNN), Gated Recurrent 
Unit variant of RNN, 
(GRU-RNN)

14 Prediction of drilling 
leakage locations 
based on optimised 
neural networks and 
the standard random 
forest method (Su 
et al., 2021)

Creating a real time 
model for predicting 
leakage layer 
locations in drilled 
formations that cause 
potential circulation 
loss

Genetic Algorithm-Back 
Propagation (GA-BP) 
neural network, Random 
Forest (RF)

15 Effective prediction 
of lost circulation 
from multiple drilling 
variables: a class 
imbalance problem 
for machine and deep 
learning algorithms (
Wood et al., 2022)

Prediction of lost 
circulation during 
drilling

8 Machine Learning 
methods: Adaboost (ADA), 
Decision tree (DT), K- 
Nearest Neighbor (KNN), 
Multilayer Perceptron 
(MLP), Naïve Bayes 
Classifier (NBC), 
Quadratic Discriminant 
Analysis (QDA), Random 
Forest (RF) and Support 
Vector Classifier (SVR).
3 Deep Learning methods: 
Convolutional Neural 
Network (CNN), Gated 
Recurrent Unit (GRU) and 
Long Short-Term Memory 
(LSTM).

Production anomaly detection and Classification
16 Explainable and 

Interpretable 
Anomaly Detection 
Models for 
Production Data (
Alharbi et al., 2022)

Study of white-box 
and black-box 
classifiers for 
supervised anomaly 
detection on oil and 
gas production data.

K-Nearest Neighbor 
(KNN), Logistic Regression 
(Logit), Support Vector 
Machines (SVMs), 
Decision Tree (DT), 
Random Forest (RF), and 
Rule Fit Classifier (RFC). 
Further models analysis 
for explainability using 
LIME (local interpretable 
model-agnostic 

(continued on next page) 
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Table 2 (continued ) 

No Publication Research Question Methods

explanations) and 
interpretability.

17 Self-Diagnosis of 
Multiphase Flow 
Meters through 
Machine Learning- 
Based Anomaly 
Detection (Barbariol 
et al., 2020)

Method AD4MPFM 
(Anomaly Detection 
for Multiphase Flow 
Meters), enabling the 
metrology system to 
detect outliers and 
provide a statistical 
level of confidence in 
the measures for oil 
production.

Unsupervised machine 
learning algorithms: 
Cluster based local outlier 
factor (CBLOF), 
Histogram-based Outlier 
Score (HBOS), Isolation 
Forest (IF), Median 
Absolute Deviation 
(MAD), Minimum 
Covariance Determinant 
(MCD), and Principal 
Component Analysis 
(PCA)

18 Sparse Gaussian 
Markov Random 
Field Mixtures for 
Anomaly Detection (
Ide et al., 2017)

Anomaly detection of 
a compressor of 
offshore oil 
production from 
multivariate noisy 
sensor data.

Gaussian Markov random 
fields (GMRF), graphical 
Gaussian model (GGM), 
sparse Principal 
Component Analysis 
(sPCA), sparse 
Autoencoder

19 Fault Diagnosis of 
Rod Pumping Wells 
Based on Support 
Vector Machine 
Optimised by 
Improved Chicken 
Swarm Optimisation 
(J. Liu et al., 2019)

Diagnosis of the 
faults of pumping 
wells by classifying 
and identifying the 
indicator diagrams

Support vector machine 
(SVM), chicken swarm 
optimisation (CSO), 
differential mutation 
strategy, and adaptive 
inertial strategy (DACSO), 
particle swarm 
optimisation (PSO) and 
bat algorithm (BA)

20 Failure Prediction for 
Rod Pump Artificial 
Lift Systems (Y. Liu 
et al., 2010)

Prediction of Failure 
for Rod Pump 
Artificial Lift Systems

Unsupervised methods: 
Alternating Decision Tree 
(ADTree), Support Vector 
Machine (SVM), Naïve 
Bayesian Network. Semi- 
supervised: Random Peek.

21 Semi-supervised 
failure prediction for 
oil production wells 
(Y. Liu et al., 2011)

Development of 
Smart Engineering 
Apprentice (SEA) 
framework for 
Artificial Lift Systems 
failure prediction

Semi-supervised 
Classification using 
Random Peek, Support 
Vector Machines (SVM)

22 Adaptive fault 
diagnosis of sucker 
rod pump systems 
based on optimal 
perceptron and 
simulation data (X.-X. 
Lv et al., 2022)

The improved model 
of fault diagnosis for 
the sucker rod 
production system 
(SRPS)

Back Propagation Neural 
Network (BPNN), Extreme 
Learning Machine (ELM), 
and Support Vector 
Machine (SVM) with 
improved feature 
extraction

23 An evolutional SVM 
method based on 
incremental 
algorithm and 
simulated indicator 
diagrams for fault 
diagnosis in sucker 
rod pumping systems 
(X. Lv et al., 2021)

Fault diagnosis of the 
sucker rod pumping 
system (SRPS)

Evolutional SVM method 
based on incremental 
Algorithm and simulated 
IDs, ELM, PSO-ELM, BPNN 
and SVM as baselines

24 Anomaly Detection 
Based on Sensor Data 
in Petroleum Industry 
Applications (Martí 
et al., 2015)

Anomaly Detection in 
Offshore Oil 
Extraction 
Turbomachines

One-class support vector 
machine (SVM), Yet 
Another Segmentation 
Algorithm (YASA)

25 On the combination 
of support vector 
machines and 
segmentation 
algorithms for 
anomaly detection: A 
petroleum industry 
comparative study (
Martí et al., 2017)

Anomaly detection of 
turbomachinery 
installed in offshore 
petroleum extraction 
platforms.

One-class Support Vector 
Machines (SVM), Kalman 
filters, Yet Another 
Segmentation Algorithm 
(YASA)

26 Metric Learning for 
Electrical 
Submersible Pump 

Electrical 
Submersible Pump 
(ESP) fault diagnosis

Convolutional neural 
network (CNN) trained 
with a triplet loss learning  

Table 2 (continued ) 

No Publication Research Question Methods

Fault Diagnosis (
Mello et al., 2020)

for extracting relevant 
features, standard 
machine learning 
algorithms such as K- 
Nearest Neighbors, 
Support Vector Machine, 
Decision Tree, Random 
Forest, Quadratic 
Discriminant Analysis and 
Naïve Bayes Classifier.

27 Ensemble metric 
learners for 
improving electrical 
submersible pump 
fault diagnosis (Mello 
et al., 2022)

Electrical 
Submersible Pump 
(ESP) fault diagnosis

Ensembles composed of 
deep neural networks 
(convolutional network 
(ConvNet) with 5 metrics: 
Triplet network, i.e., an 
artificial neural network 
based on a metric called 
Triplet loss, Proxy-Anchor 
loss, Contrastive loss, 
Lifted Structured loss, 
CosFace loss. Random 
Forest (RF), majority 
voting, Principal 
Component Analysis 
(PCA)

28 Unsupervised 
Methods to Classify 
Real Data from 
Offshore Wells (
Orestes et al., 2021)

Anomalies detection 
during oil and gas 
production

Fuzzy C-means algorithm 
for Classification into 
clusters, Control Chart 
method, Random Forest 
(RF)

29 Predicting 
Compressor Valve 
Failures from Multi- 
Sensor Data (Patri 
et al., 2015)

Ranking sensor 
dimensions and 
finding signatures in 
compressor sensor 
data, which may aid 
in the prediction of 
valve failure

Decision Tree supervised 
shapelet-based 
classification algorithm 
Fast Shapelets.

30 Electric submersible 
pump broken shaft 
fault diagnosis based 
on principal 
component analysis (
Peng et al., 2020)

Identify the cause 
and the time of ESP 
shaft fracture, predict 
the impending 
breakage time and 
determine the 
variable most 
responsible.

Principal Component 
Analysis (PCA)

31 Machine Learning 
Models to Predict Gas 
Hydrate Plugging 
Risks Using Flowloop 
and Field Data (Qin 
et al., 2019)

Evaluating gas 
hydrate risk based on 
measurable process 
parameters

Support vector classifier 
(SVC) with several kernels, 
such as linear, polynomial, 
radial basis functional 
(RBF), and artificial neural 
networks (ANN). Feature 
selection methods 
SelectKBest and 
ExtraTreesClassifier.

32 A novel machine 
learning model for 
autonomous analysis 
and diagnosis of well 
integrity failures in 
artificial-lift 
production systems (
Salem et al., 2022)

Automated 
prediction of 
integrity failures in 
wells with Artificial 
Lift gas lift 
production method

Logistic regression, Naive 
Bayes (NB), Decision trees 
(DT), Random Forests 
(RF), KNN, SVM, 
Stochastic gradient 
descent (SGD), Quadratic 
discriminant analysis 
(QDA), boosting 
techniques e.g., Extreme 
Gradient Boosting
(XGB), Adaptive Boosting 
(AdaBoost) and 
Categorical Boosting 
(CatBoost).

33 Fault detection with 
Stacked 
Autoencoders and 
pattern recognition 
techniques in gas lift 
operated oil wells (
Scoralick et al., 2021)

Detection and 
Classification of 
failures in oil 
production wells 
operated with 
elevation by gas lift.

Two stacked autoencoders 
with 9 and 5 neurons, 
Decision Tree (DT), Linear 
Discriminant Analysis 
(LDA), Support Vector 
Machine (SVM), KNN

(continued on next page) 
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Table 2 (continued ) 

No Publication Research Question Methods

34 Normal or abnormal? 
Machine learning for 
the leakage detection 
in carbon 
sequestration projects 
using pressure field 
data (Sinha et al., 
2020)

Automation of the 
leakage detection 
process in carbon 
storage reservoirs 
using rates of (CO2) 
injection and 
pressure data 
measured by simple 
harmonic pulse 
testing (HPT).

Multilayer Feedforward 
Neural Networks (MFNN), 
Long Short-Term Memory 
(LSTM), Convolutional 
Neural Networks (CNN), 
Convolutional-LSTM 
(CONV-LSTM)

35 A visual analytics 
approach to anomaly 
detection in 
hydrocarbon 
reservoir time series 
data (Soriano-Vargas 
et al., 2021b)

Anomaly detection in 
time series data of 
hydrocarbon 
reservoir using visual 
analytics approach 
based on interactive 
visualisations of time 
series connected with 
machine learning 
approaches.

Isolation Forest (IF)

36 Multiscale 
Normalization 
Method Combined 
with a Deep CNN 
Diagnosis Model of 
Dynamometer Card in 
SRP Well (Tan et al., 
2022)

Development of a 
diagnosis model to 
identify the working 
condition of each 
sucker rod pumping 
(SRP) well

Four CNN backbones: 
ResNet50, SE-ResNet50, 
ResNet50II, SE- 
ResNet50II, SVM with 
radial basis function and 
particle swarm 
optimisation (PSO), 
AlexNet model for 
comparison

37 Fault Diagnosis of 
Sucker Rod Pump 
Based on Deep-Broad 
Learning Using Motor 
Data (Wei and Gao, 
2020)

Fault diagnosis 
methods of sucker 
rod pump (SRP)

Convolutional Neural 
Network (CNN), Deep- 
Broad Learning System 
(DBLS), Fast Fourier 
transform (FFT), Wavelet 
transformation, Extreme 
Learning Machine (ELM), 
Support Vector Machine 
(SVM), Hidden Markov 
Model (HMM)

38 Fault Diagnosis of 
Submersible Motor on 
Offshore Platform 
Based on Multi-Signal 
Fusion (Y. Zhang and 
Yang, 2022)

Offshore submersible 
motor fault diagnosis

Back Propagation Neural 
Network (BP), Genetic 
Algorithm optimised Back 
Propagation neural 
network (GA-BP)

39 An intelligent 
diagnosis method of 
the working 
conditions in sucker- 
rod pump wells based 
on convolutional 
neural networks and 
transfer learning (R. 
Zhang et al., 2021)

Diagnosis of sucker- 
rod pump working 
conditions.

Transfer deep learning 
methods: AlexNet 
Network, GoogLeNet 
Network, shallow 
convolutional neural 
networks (CNN3 model 
and CNN2 model) and 
Fully Connected Neural 
Network model (FC 
model)

Oil Pipelines and Transportation System Anomaly Detection
40 An Anomaly 

Detection Model for 
Oil and Gas Pipelines 
Using Machine 
Learning (Aljameel 
et al., 2022)

Oil pipeline leakage 
detection.

Random Forest (RF), 
Support Vector Machine 
(SVM), K-Nearest 
Neighbor (KNN), Gradient 
Boosting (GB), Decision 
Tree (DT).

41 A data-driven 
pipeline pressure 
procedure for remote 
monitoring of 
centrifugal pumps (
Giro et al., 2021)

Automated strategy 
to remotely monitor 
the status of 
centrifugal pumps in 
pipeline 
transportation 
systems when the 
network of sensors is 
unavailable or not 
present.

Unsupervised clustering 
techniques: Gaussian 
mixture model (GMM)

42 Deep Learning 
Approach for Objects 
Detection in 
Underwater Pipeline 

Underwater seafloor 
pipeline leakage 
detection, using 
images to verify their 

Convolutional Neural 
Network (CNN), Six 
different architectures: 
You Only Look Once  

Table 2 (continued ) 

No Publication Research Question Methods

Images (Gasparovic 
et al., 2022)

integrity and 
determine the need 
for maintenance

(YOLO) architectures 
(YOLOv4, YOLOv4-Tiny, 
CSP-YOLOv4, 
YOLOv4@Resnet, 
YOLOv4@DenseNet), and 
one on the Faster Region- 
based CNN (RCNN) 
architecture.

43 DARTS-Drone and 
Artificial Intelligence 
Reconsolidated 
Technological 
Solution for 
Increasing the Oil and 
Gas Pipeline 
Resilience (
Ravishankar et al., 
2022)

Integrating drone 
technology and deep 
learning techniques 
to detect the targeted 
potential root 
problems that can 
cause critical pipeline 
failures and predict 
the progress of the 
detected problems by 
collecting and 
analysing image data 
periodically

Computer vision algorithm 
using deep learning neural 
network DeepLabV3+, 
data augmentation

44 Development of an 
AI-based diagnostic 
model for predicting 
hydrate in gas 
pipelines (Seo et al., 
2021)

Diagnose hydrate for 
flow assurance 
purposes in gas 
pipelines.

Multilayer perceptron 
(MLP), Long Short-Term 
Memory LSTM, and 
Stacked Auto-Encoder 
(SAE)

45 Microwave 
Nondestructive 
Testing for Defect 
Detection in 
Composites Based on 
K-Means Clustering 
Algorithm (Shrifan 
et al., 2021)

Nondestructive 
testing (NDT) to 
detect the 
underneath defect in 
composites, used for 
insulation of steel 
pipelines in oil and 
gas industry, based 
on microwave 
reflection 
coefficients.

Unsupervised machine 
learning: K-Means 
clustering

46 Assessment of the 
condition of pipelines 
using convolutional 
neural networks (
Vankov et al., 2020)

Analysis of 
amplitude-frequency 
measurements in 
pipelines to identify 
the presence of a 
defect and further 
clarify its variety.

Convolutional Neural 
Network (CNN), Inception 
ResNet V2, Visual 
Geometry Group with 16 
layers (VGG16)

47 A minimalist 
approach for 
detecting sensor 
abnormality in oil and 
gas platforms (Wong 
et al., 2022)

Detecting 
abnormality of 
compressor’s shaft’s 
RPM sensor

Multiple Linear 
Regression, Neural 
Network

3W Dataset Anomaly Detection and Classification
48 Proposal for two 

classifiers of offshore 
naturally flowing 
wells events using k- 
nearest neighbors, 
sliding windows and 
time multiscale (
Vargas et al., 2017)

Identification of four 
anomalous events in 
oil wells for 3W 
Dataset: Spurious 
Closure of DHSV, 
Rapid Productivity 
Loss, Hydrates in 
Production Lines, 
Choke Valve Closure

KNN (k-Nearest 
Neighbors), t-distributed 
Stochastic Neighbor 
Embedding) (t-SNE)

49 Classification of 
undesirable events in 
oil well operation (
Turan and Jaschke, 
2021)

Multiclass 
classification of 
anomalous events in 
oil wells for 3W 
Dataset

Decision Tree, as baseline 
attempted Logistic 
Regression (LR), Support 
Vector Classifier (SVC), 
Linear and Quadratic 
Discriminant Analysis 
(LDA & QDA), Random 
Forest, AdaBoost (ADA), 
Principal Component 
Analysis (PCA)

50 Statistical analysis of 
offshore production 
sensors for failure 
detection 

Identification of 
abnormal events in 
oil wells for 3W 
Dataset

Principal Component 
Analysis (PCA) and 
Logistic Regression (LR)

(continued on next page) 
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The author’s co-authorship was performed in VOSviewer using 25 
maximum authors per document and a minimum number of documents 
of an author of 2. Out of 282 authors, only 20 meet the threshold.

In the author’s co-authorship network, 6 clusters were identified 
with 20 items, 32 links and a total link strength of 65, as depicted in 
Fig. 7.

The red and yellow clusters are connected through Varejão, Flávio 
Miguel, who collaborated the most with other authors.

4. Methodology

AI and the Internet of Things application in the Oil and Gas industry 
have spurred increased interest in the research of recent ML, Data 

Table 2 (continued ) 

No Publication Research Question Methods

applications (Santos 
et al., 2021)

51 Fault detection and 
Classification in oil 
wells and production/ 
service lines using 
random forest (
Marins et al., 2021)

Development of CBM 
system for 
identification of 
anomalous events in 
oil wells for 3W 
Dataset

Random Forest, Principal 
component Analysis 
(PCA), Bayesian non- 
convex optimisation 
strategy

52 Improving the 
performance of one- 
class classifiers 
applied to anomaly 
detection in oil wells (
Machado et al., 2022)

Identification of two 
types of faults in oil 
wells for 3W Dataset: 
Spurious closing of 
Downhole Safety 
Valves (DHSV) and 
Hydrate in 
Production Line.

Two unsupervised 
learning methods, a Long 
Short-Term Memory 
(LSTM) autoencoder and a 
one-class Support Vector 
Machine (OCSVM), are 
trained on faulty events as 
a target class.

53 Predictive 
maintenance for 
offshore oil wells by 
means of deep 
learning features 
extraction (Gatta 
et al., 2022)

Multiclass 
Classification of 
anomalous events in 
oil wells for 3W 
Dataset

Deep learning method for 
feature extraction: 1D 
AutoEncoder using 
Convolutional Neural 
Network. Machine 
learning classifiers: 
Random Forest, Nearest 
Neighbors, Gaussian Naive 
Bayes and Quadratic 
Discriminant Analysis, 
hyperparameters selection 
via Biased Random Key 
Genetic Algorithm 
(BRKGA).

54 Data-driven 
Detection and 
Identification of 
Undesirable Events in 
Subsea Oil Wells (
Brønstad et al., 2021)

Development of a 
CBM system for 
identification of 
anomalous events in 
oil wells for 3W 
Dataset

Random Forest (RF), 
Principal Component 
Analysis (PCA)

55 Flow Instability 
Detection in Offshore 
Oil Wells with 
Multivariate Time 
Series Machine 
Learning Classifiers (
Carvalho et al., 
2021a,b)

3W Dataset Flow 
Instability prediction

Binary machine learning 
classifiers: One Nearest 
Neighbor (1NN), Gaussian 
Naïve Bayes (GNB), Linear 
Discriminant Analysis 
(LDA) and Quadratic 
Discriminant Analysis 
(QDA), Random Forest 
(RF). As a baseline, use the 
Zero Rule (ZR) classifier.

56 Hyperparameter 
Tuning and Feature 
Selection for 
Improving Flow 
Instability Detection 
in Offshore Oil Wells (
Carvalho et al., 
2021a,b).

Improvement of 
previous 3W Dataset 
Flow Instability 
prediction

Random Forest (RF), 
Support Vector Machine 
(SVM), K-Nearest 
Neighbor (KNN), Adaptive 
Boosting (ADA), Extreme 
Learning Machine (ELM) 
and Multilayer Perceptron 
(MLP), Zero-rule (ZR) 
classifier, Sequential 
Feature Selection SFS-F 
(forward), SFS-B 
(backward) and Genetic 
Algorithm for feature 
selection.

57 Detecting Interesting 
and Anomalous 
Patterns in 
Multivariate Time- 
Series Data in an 
Offshore Platform 
Using Unsupervised 
Learning (Figueirêdo 
et al., 2021)

A comparative 
evaluation 
performance of 
unsupervised 
learning algorithms 
for pattern 
recognition in 3W 
Dataset undesirable 
events, such as 
Spurious closure of 
DHSV and Quick 
restriction in PCK

Six unsupervised machine 
learning algorithms: 
Cluster-based Algorithm 
for Anomaly Detection in 
Time Series Using 
Mahalanobis Distance (C- 
AMDATS), Luminol 
Bitmap, SAX-REPEAT, 
KNN, Bootstrap, and 
Robust Random Cut Forest 
(RRCF).

58 Anomaly Detection 
Using Explainable 
Random Forest for 
the Prediction of 

Identification of 
anomalous events in 
oil wells for 3W 

Logistic Regression (LR), 
Decision Tree (DT), 
Random Forest (RF), and 
K-Nearest Neighbor (K-  

Table 2 (continued ) 

No Publication Research Question Methods

Undesirable Events in 
Oil Wells (Aslam 
et al., 2022)

Dataset and model 
interpretation

NN), SMOTE, Explainable 
Artificial Intelligence 
(XAI). Three XAI 
techniques: global 
surrogate model using DT, 
Shapley Additive 
Explanation (SHAP), and 
Local Interpretable- 
Agnostic Explanation 
(LIME).

Fig. 5. Keywords co-occurrence network.

Fig. 6. Keywords co-occurrence by year.
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Mining (DM) and DL models to resolve its everyday demands. A growing 
number of publications in the last few years have created a necessity to 
understand better the most popular algorithms and the latest de
velopments in the subject.

Anomaly detection is a statistical technique used to identify 
abnormal patterns in data that deviate from a priori expected behaviour 
(Martí et al., 2015). It is applied in many industries: manufacturing, 
aviation, transportation, banking, health, etc. The oil and gas industry 
has recently joined the trend and started to take the opportunity to 
identify anomalies in time and improve general performance, reducing 
potential downtime, minimising costs, and, on some occasions, saving 
lives. The framework of this analysis focuses on the Upstream and 
Midstream sectors of the petroleum industry, which involves Drilling 
and Exploration, Production and Transportation, where most of the 
failures occur.

The Systematic Literature Review (SLR) was performed following the 
Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) methodology, a well-known method for establishing a state 
of knowledge regarding specific topics. The quantitative and qualitative 
analysis was initialised by collecting 2814 articles published in the 
2019–2022 frame for further analysis. Of the final selected publications, 
44 were journal articles, and 14 were conference proceedings analysed.

4.1. Developed algorithms

RNN is a specialised neural network designed for processing 
sequential or time-series data. It features a feedback connection (Fig. 8) 
that feeds the output back into the network as input, along with new 
data at each time step. This feedback mechanism enables the network to 
remember past data when generating the following output (Das et al., 
2023).

RNNs are called recurrent because they have a “memory” feature 
that allows the network to perform the same operation for each sequence 
element. One of the major disadvantages is a vanishing or exploding 
gradient, which can become very small or too large due to exponential 
backpropagation, and the training becomes insufficient. This issue is 
addressed by altering the gates within the network, leading to the cre
ation of LSTM and GRU backbones.

LSTM is a type of RNN architecture that addresses the vanishing or 
exploding gradient by controlling the flow of information using addi
tional gating units within each cell (Das et al., 2023). Three gates, 
namely the input gate, forget gate and output gate, create a “self-loop” 
that decides which information will be passed further and which can be 
overlooked (Figs. 9 and 10). The forget gate updates the internal state; 
the output gate determines if the value should be moved further or shut 
off (Das et al., 2023).

GRU is another variation of RNN, similar to LSTM, having an addi
tional gating unit but with a reset gate and update gate that controls 
which information will be forgotten and updated simultaneously 
(Goodfellow et al., n.d.) (see Fig. 11). The reset gate controls the state of 
information being passed to the next stage, and the update gate de
termines how many long-term dependencies would be active to forward 
previous information (Das et al., 2023). It is faster and hence more 
efficient, as it doesn’t possess internal memory, as LSTM and fewer 
parameters are used for backpropagation.

4.2. Research process

The research methodology is composed of 3 main phases, which are 
exploration, analytical and conductive phases. As the objective of the 
literature review process was to obtain insight into the state of the 
knowledge in the area of anomaly detection, identifying potentially 
applicable but not yet exploited algorithms, the result will be imple
mented for designing the methodology of the project.

The exploration phase starts with a literature review of the recent 
developments in AI in the oil and gas industry, particularly the 3W 

Fig. 7. Authors co-authorship network visualisation.

Fig. 8. – RNN schema (adapted from (Goodfellow et al., n.d.)).

G. Bayazitova et al.                                                                                                                                                                                                                            



Geoenergy Science and Engineering 242 (2024) 213240

11

dataset (Fig. 12). It was recognised that DL methods were implemented 
only in 2 out of 11 official publications (taking into account those only 
written in English).

The suggested methodology of the research is based on further 
exploration of DL techniques for multiclass Classification, creating RNN 
configurations with LSTM and GRU architectures.

The analytical phase would include the following intermediate 
objectives:

• Preprocessing the 3W dataset by data cleaning, imputing or 
removing missing values, and standardising the data for better per
formance of the deep neural networks

• Data transformation by converting into the 3D matrix expected by 
LSTM and GRU backbones: [samples, timesteps, features]

• Based on RNN, developing the Algorithm with LSTM and GRU ar
chitectures to perform the abnormal events multiclass Classification

• Evaluating the results by comparing them with benchmarks from the 
previous research.

The suggested workflow is presented in Fig. 13, starting with the 
overview of the 3W Dataset. Its descriptive introduction and analysis are 
essential and detailed in the Data processing part of the research since it 
is a challenging dataset and requires a thorough grasp of the anomaly 
detection task in this project.

The research design runs in parallel, including an already performed 
literature review, an overview of the suggested algorithms, and an 
ongoing process of improving the model, with the consideration of 
potentially adding unsupervised algorithms for dimensionality 

Fig. 9. LSTM schema (adapted from (Goodfellow et al., n.d.)).

Fig. 10. LSTM schema (adapted from (Das et al., 2023)).
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reduction or genetic algorithms for hyperparameter tuning.
The core of the research is the project itself, where the pipeline of the 

algorithms will be set up, and Classification will be performed to detect 
undesirable events. Finally, a comparison with the results of the previ
ous publication will be implemented, with the main focus on the papers 

which performed multiclass Classification.

4.3. Data preprocessing

Since the objective of this project is anomaly detection, only actual 

Fig. 11. GRU schema (adapted from (Das et al., 2023)).

Fig. 12. Phases of the research.

Fig. 13. Methodology overview.
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instances were considered for the analysis. All the simulated and drawn 
cases were ignored, leaving only files that start with “Well”. The removal 
of synthetic data turns into a very imbalanced dataset, with classes 0 and 
4 being the majority classes and the rest a minority (Fig. 14).

For this project, it is decided to treat faulty transients as faulty events 
since they naturally progress into failure, and this way, they will be 
recognised sooner. First, all the csv files were combined into one file, 
converting all faulty transient classes into corresponding steady state 
faulty. Considering them as faulty events, the Classification becomes 
multiclass with 9 classes identified. Also, while concatenating the files, 
they were down sampled to 1 min to decrease the calculation time. As 
demonstrated in Fig. 15, the final combined file shows the presence of 
multiple spikes and noise as well as frozen and missing data.

The “forward fill” method fills the missing values, in which the last 
valid observation is propagated forward. The final processed dataset is 
saved and divided into training and testing sets, stratifying by y to 
ensure that relative class frequencies are approximately preserved in 
each train and test split. The relationships between variables and classes 
of the final processed data are shown in Fig. 16.

Since RNN requires a 3D format [samples, timesteps, features], the 
data was converted into a 3D matrix with a window size equal to 30 as 
an initial experiment.

5. Results

The first attempt of an LSTM algorithm was run with the original 
processed data (without the train set being transformed by SMOTE) to 
evaluate the initial Classification. The network had just 2 stacked LSTM 

layers and one Dense layer, with the number of hidden units equal to 10, 
an activation function “tanh”, a batch size equal to 30 and 10 epochs, 
resulting in a macro average F1 score of 0.75.

To understand the general response of different backbones and their 
parameters, the algorithms were run with the same batch size, timestep 
and number of epochs but with activation functions “relu”, “softmax”, 
“LeakyReLU” or “swish”, with 10 or 20 number of hidden units, and a 
different number of LSTM or GRU layers, applied both before and after 
SMOTE oversampled train data (Table 3).

The best result was achieved by models with LSTM and GRU back
bones of 2 layers with 20 hidden units each, giving an F1 score equal to 
0.90 before SMOTE (Fig. 17) and 0.92 after SMOTE.

To summarise the observations from the initial algorithm settings, it 
is recognised that an increased number of layers doesn’t improve the 
results. On the contrary, it makes them worse. A higher number of 
hidden units in each layer helps increase the classification metrics. 
However, it is unclear whether there is an optimal number that would 
significantly affect the results or whether 20 units is a plateau value, 
which has already produced the maximum possible F1 score.

5.1. Hyperparameters optimisation

The following hyperparameters were selected for the model 
optimisation:

- timestep (or window size)
- number of hidden units of each layer
- number of epochs

Fig. 14. Real instances and observations distribution according to fault events.
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- batch size.

Many other parameters, such as learning rate, activation function, 
optimiser type, and number of layers, could be optimised. Some have 
already been attempted to ensure the visibility and transparency of the 
model performance: both LSTM and GRU backbones were implemented 
with various activations, and several network layers were also built, 
which showed poorer results. To make computations less expensive, 
only quantitative parameters were estimated. RNN was run with just the 
GRU backbone since it is much faster and produces results similar to 
those of the LSTM. All attempts were made on the original without 
oversampling with SMOTE data for the abovementioned reasons. To 
investigate further effects of hyperparameter settings, their optimisation 
was performed using Random search, Hyperopt and GA to identify the 
best model for Classification. The Random Search and Hyperopt 
methods produced an F1 score equal to 0.94, an improvement from the 
original result.

5.2. GA 1

The DEAP framework was selected for this project since it provides a 
unique evolutionary algorithm that simplifies each step with its toolbox 
– a container of tools for all sorts of initialisers and genetic operators 
(Overview — DEAP 1.3.3 Documentation, n.d.). Each individual was 
encoded into a binary string of bit length 26, with the timestep equal to 8 
bits, the number of hidden units 6, epoch 5 bits and a batch size of 7 bits. 
The gene initialisation values are chosen as the most appropriate for 
representing the decimal values of the hyperparameters. To identify the 
best model settings, the DEAP toolbox was run for 5 generations with a 
population size of 5 each. The hyperparameters range was not set to 
have limits, as was done with Random search and Hyperopt, since this 
method doesn’t require an exhaustive search by iteration through the 
entire search space. The variables could have extreme values, and the 
best model achieved an F1 score of 0.96 with a window size equal to 1, a 
number of hidden units of 53, 29 epochs and a batch size of 25.

5.3. GA 2

Another approach is creating the GA by assigning all operators 
manually, which would give more transparency to the optimisation 
process and an opportunity to tailor the process for the task. The initial 
set up is similar to the previous experiment, with binary encoding, with 
each chromosome length equal to 26 bits. This time, the fitness function 
was selected as the F1 score of each model. The evolutionary algorithm 
included the selection of the fittest individual with maximum fitness in 
each population, one point crossover and mutation by flipping bits at the 
random change point.

The algorithm was run for 3 generations with 3 chromosomes in each 
population. It was highly desired to experiment with a higher number of 
individuals and iterations; however, due to technical limitations, it was 
not feasible. The best result was achieved with a timestep of 125, a 
number of hidden units of 61, epochs of 15 and a batch size of 99, 
resulting in a final F1 of 0.94.

5.4. GA 3

The third GA experiment was performed with value chromosome 
encoding, in which each phenotype is represented as a string of direct 
hyperparameter decimal values. The fitness function was set as a vali
dation loss of each model. The evolutionary operators included tour
nament selection with size 3, one point crossover and random resetting 
mutation methods. The algorithm was attempted to run many times, 
with 5 generations and 3 generations and a corresponding population 
size; however, it was revealed that for successful evolution, the number 
of individuals should be sufficient for an increased chance of crossover 
and mutation. With a few chromosomes, the algorithm selected the best 
individual and converged early without attempting any other variations 
of hyperparameters. Increasing the number of generations and popula
tion size was not feasible, as it became extremely computationally 
expensive.

To overcome this issue, and considering GA 1 results with the DEAP 
toolbox, it was decided to decrease the timestep size to 1 and the number 

Fig. 15. Combined data visualisation.
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of epochs to 1 for the initial set up, which would speed up the process 
and allow for increasing population size and the running of more gen
erations. In this case, the objective was to optimise the number of hidden 
units and batch size, which could be implemented later for the final 
model evaluation with an arbitrary number of selected epochs.

The algorithm converged with the best model [1, 47, 1, 14] and the 
best model for all 5 generations. The variation in the best model fitness is 
due to the stochastic nature of RNN algorithms. However, the best 
fitness was still the smallest in each generation (Fig. 18).

To evaluate the final best model, it was run for an arbitrary 40 
epochs, assigning the best model with a timestep of 1, the number of 
hidden units equal to 47 and a batch size of 14. As shown in Fig. 19, the 
F1 score achieved is 0.97, which is the best result for all the algorithms.

All hyperparameter tuning method outcomes are presented in 
Table 4, where the final F1 score per best model is calculated.

The best F1 score was achieved with GA. However, it is worth 

mentioning that a few limitations potentially affected the results. The 
first two Genetic Algorithms were performed with binary chromosome 
representation, so each parameter’s upper and lower limits were not set 
but configured by selecting the number of bits for each gene. This 
allowed for an “accidental” application of the most extreme version of 
3D GRU matrix selection, with a timestep equal to 1, i.e., selecting each 
observation for Classification rather than a window of several observa
tions. Despite producing a good F1 score, it could create an “overfitting” 
issue if applied to new timeseries data.

For the current project, overfitting was carefully monitored in every 
application of LSTM and GRU by plotting training and validation loss, 
ensuring that the curves both decrease and converge after a selected 
number of epochs without further degradation in validation set perfor
mance. GRU, known for better handling the vanishing gradient problem, 
was chosen for the final evaluation. Additionally, regularisation tech
niques, such as early stopping, were applied during training and 

Fig. 16. Relationship between variables and classes.
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implemented in each RNN model variation.
Another limitation was the difficulty of running all Genetic Algo

rithms for more than 5 generations. While DEAP allowed this to occur 
due to internal shortcuts through not running all individual evaluations, 
the second and third experiments struggled to run until the end. GA 2 
could not be run for more than 3 generations, leading to poor individual 

crossover, mutation, and convergence with the best model on the 2nd 
generation. It could only be speculated that with higher computational 
resources, this algorithm could have been run for many more genera
tions and individuals in each population, possibly resulting in a higher 
F1 score.

GA 3, in which each chromosome was represented as decimal values, 
was also attempted to run for more than 3 generations. However, since it 
also failed to run until the end, the decision was made to amalgamate the 
DEAP finding, where the best timestep was equal to 1, and rerun the GA 
3 for just 1 epoch for each chromosome, but with an increased number of 
generations and individuals. This allowed for the simulation of the 
desired wide range of chromosome evaluation, assuming an increasing 
number of epochs on the most successful final model. As a result, the 
algorithm was allowed to create many variations of individuals by 
mutating and creating new children with crossover operators and pro
duced the best F1 equal to 0.97.

This result might not be strictly comparable to the outcomes in other 
papers since each research applied different assumptions for evalua
tions, such as choice of training and testing sets treatment of faulty 
transient observations (in this project, they were combined with faulty 
steady state events and considered faults). Despite that, it can form the 
basis for developing further DL algorithms as a precedent with a 
confirmed good response to the task and a high attained outcome. 
Nevertheless, our model was better than the 2 other research that also 
did multiclass Classification based on the 3W Dataset, see Table 5. The 
optimised models, particularly those using GA, achieved a high F1 score 
of up to 0.97. This indicates a highly accurate anomaly detection system, 
which is the novelty of this work.

Table 3 
Deep neural networks model architectures F1 scores.

Model architecture Before 
SMOTE F1

After 
SMOTE F1

Stacked 2 LSTM and 1 Dense, 10 hidden units, 
activation “tanh"

0.75 0.90

Stacked 2 LSTM and 1 Dense, 10 hidden units, 
activation “softmax"

0.19 0.71

Stacked 2 LSTM and 1 Dense, 10 hidden units, 
activation “relu"

0.85 0.88

Stacked 2 LSTM and 1 Dense, 20 hidden units, 
activation “relu"

0.90 0.92

Stacked 2 LSTM and 1 Dense, 10 hidden units, 
activation “LeakyReLU"

0.83 0.91

Stacked 2 LSTM and 1 Dense, 20 hidden units, 
activation “LeakyReLU"

0.85 0.85

Stacked 2 LSTM and 1 Dense, 10 hidden units, 
activation “swish"

0.87 0.88

Stacked 3 LSTM, 1 RepeatVector, 1 Dense, 10 
hidden units, activation “relu"

0.82 0.90

Stacked 2 GRU and 1 Dense, 10 hidden units, 
activation “LeakyReLU"

0.86 0.87

Stacked 2 GRU and 1 Dense, 20 hidden units, 
activation “LeakyReLU"

0.90 0.92

Fig. 17. LSTM with “relu” activation and 20 hidden units.
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6. Conclusions

In this project, detecting anomalies in oil and gas production was 
addressed using DL Neural Networks and GA for their optimisation. The 

3W Dataset from Petrobras was taken as an example of labelled time 
series data, which can be applied to the pre-build algorithm and iden
tification of anomalies with high accuracy.

For the project, two algorithms were selected as potentially most 

Fig. 18. GA 3 fitness evolution per generation.

Fig. 19. GA 3 optimised model with F1 = 0.97.
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powerful for resolving such tasks, and they were currently unexplored, 
according to the literature review, namely RNN configurations with 
LSTM and GRU architectures.

The research was conducted through several steps, beginning with 
the basic setup of an LSTM backbone to evaluate the model’s general 
response. The network comprised two stacked LSTM layers and one 
Dense layer, resulting in a macro average F1 score of 0.75.

To assess further the general response of various backbones and their 
parameters, the algorithms were executed with consistent batch size, 
timestep, and the number of epochs, but different activation functions 
(“relu”, “softmax”, “LeakyReLU”, or “swish”), hidden units, and varying 
numbers of LSTM or GRU layers. These configurations were applied both 
before and after the SMOTE oversampling of the training data.

The initial algorithm settings revealed that increasing the number of 
layers did not improve the results. However, a higher number of hidden 
units per layer did enhance the classification metrics. Since it remained 
unclear whether there was an optimal number of hidden units that 
would significantly impact the results, further optimisation of the 
hyperparameter settings was performed using Random search, Hyper
opt, and 3 versions of GA to identify the best model for Classification.

Timestep (or window size), number of hidden units of each layer, 
number of epochs and batch size were selected for the model optimi
sation. Both LSTM and GRU backbones were implemented with various 
activation functions, and several network layer configurations were 
tested. To reduce computational expense, only quantitative parameters 
were estimated. For the final evaluation, the RNN was run with the GRU 
backbone, as it is faster and yields results similar to those of the LSTM. 
All attempts were made using the original data without SMOTE over
sampling for the reasons mentioned above.

Both random search and hyperopt showed the same result, achieving 
an F1 equal to 0.94. Next, three GA were performed to tune the hyper
parameters that were encoded into vectors of decimals by an iterative 
process of improving an initial random population, using nature- 
inspired concepts like selection, crossover, and mutation. To apply ge
netic operators, each phenotype is converted to a genotype, entirely 
independent of fitness and represented in binary form using 0s and 1s.

GA 1 was performed using the DEAP framework, in which each in
dividual was encoded into a binary string of 26 bits, with the timestep 
represented by 8 bits, the number of hidden units by 6 bits, the number 
of epochs by 5 bits, and the batch size by 7 bits, which were further 
decoded into integer values. To identify the optimal model settings, the 
DEAP toolbox was executed for 5 generations, each with a population 
size of 5, and the loss function was set up as validation loss. The best 
model achieved an F1 score of 0.96 with a window size of 1, 53 hidden 
units, 29 epochs, and a batch size 25.

GA 2 was designed using binary encoding; each chromosome was 26 
bits in length. The fitness function was defined as the F1 score of each 
model. The evolutionary algorithm involved selecting the fittest indi
vidual with the highest fitness in each population, performing one-point 
crossover, and applying mutation by flipping bits at random points. Due 
to memory limitations, the algorithm was run for 3 generations and 3 
individuals, resulting in a final F1 score of 0.94 with a timestep of 125, 
61 hidden units, 15 epochs, and a batch size of 99.

GA 3 was an experiment with a value chromosome encoding; in this 
approach, each phenotype is represented as a string of direct hyper
parameter decimal values. The fitness function was defined as the 
validation loss of each model. The evolutionary operators used included 
tournament selection with a size of 3, one-point crossover, and random 
resetting mutation methods. The best result, F1 equal to 0.97, was 
achieved with a timestep 1, 47 hidden units, 40 epochs and batch size 
14. This accomplishment represents the highest F1 score attained among 
all other attempts, making it the most effective solution for the task at 
hand that can be implemented for other labelled time series anomalies 
detection and Classification, that can be implemented for other labelled 
time series anomalies detection and Classification.

The main limitation of the project, as with any DL and Big Data 
projects, is the technical capacity to perform the algorithms for the 
desired number of epochs and iterations. Since the main objective was 
creating a pipeline of models for detecting and classifying anomalies, 
Google Colab was sufficient to obtain the primary results and an F1 score 
for quality justification. However, more computational resources will be 
needed in the more robust calculation required by GA hyperparameter 
optimisation.

For future work, it would be highly interesting to employ XAI algo
rithms to interpret the DL algorithms as black box models due to the 
hidden nature of layers and neurons’ actions to foster transparency. 
With a better understanding of which parameters reveal potential faults 
and the need to diagnose them sooner with higher precision within the 
scope of the suggested DL algorithm, anomaly detection can become a 

Table 4 
Hyperparameters optimisation best results.

Algorithm Best model F1 score

Random search [23, 40, 16, 24] 0.94
Hyperopt [10, 20, 20, 10] 0.94
GA 1 [1, 53, 29, 25] 0.96
GA 2 [125, 61, 15, 99] 0.94
GA 3 [1, 47, 40, 14] 0.97

Table 5 
– Results comparison.

3W Dataset Anomaly Detection and Classification

No Publication Research 
Question

Methods Results

1 Classification of 
undesirable 
events in oil well 
operation (Turan 
and Jaschke, 
2021)

Multiclass 
Classification of 
anomalous 
events in oil 
wells for 3W 
Dataset

Decision Tree, as 
baseline attempted 
Logistic Regression 
(LR), Support Vector 
Classifier (SVC), 
Linear and 
Quadratic 
Discriminant 
Analysis (LDA & 
QDA), Random 
Forest, AdaBoost 
(ADA), Principal 
Component Analysis 
(PCA)

Precision 
= 0.83
Recall =
0.88
F1 = 0.85

2 Predictive 
maintenance for 
offshore oil wells 
by means of deep 
learning features 
extraction (Gatta 
et al., 2022)

Multiclass 
Classification of 
anomalous 
events in oil 
wells for 3W 
Dataset

Deep learning 
method for feature 
extraction: 1D 
AutoEncoder using 
Convolutional 
Neural Network. 
Machine learning 
classifiers: Random 
Forest, Nearest 
Neighbors, Gaussian 
Naive Bayes and 
Quadratic 
Discriminant 
Analysis, 
hyperparameters 
selection via Biased 
Random Key Genetic 
Algorithm (BRKGA).

Precision 
= 0.95
Recall =
0.517
F1 = 0.898

3 Our Model Anomaly 
detection in the 
production of 
oil and gas 
using Deep 
Neural 
Networks and 
Genetic 
Algorithms for 
their 
optimisation

Long Short-Term 
Memory (LSTM) 
and Gated 
Recurrent Unit 
(GRU) 
architectures, 
0ptimized using 
Random Search, 
Hyperopt, and 
Genetic Algorithms

Precision 
= 0.96
Recall =
0.98
F1 = 0.97
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straightforward task for reservoir and production engineers in the Oil 
and Gas industry.
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