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Abstract  

Digital data wallets are user-centric platforms that enable users to control their privacy online. The 
relationship between trust and digital data wallets remains unclear. This study aims to examine factors that 
influence different trust targets. We constructed the research model based on a mixed methods approach. 
The qualitative study is used to identify antecedents of each trust target. We built the research model based 
on the network of trust model and the qualitative study results. The model will then be tested with data 
from three European countries - Austria, Romania, and Spain. 
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Introduction 

Obtaining personal information has become easier because of the perpetual burgeoning of tools, services, 
and apps that require increasing volumes of personally identifiable information (Silva et al. 2022). A recent 
survey found that it is too difficult for 79% of worldwide consumers to understand how companies use their 
data (CISCO 2022). Consequently, the aggregation of personal information online raises numerous privacy 
concerns (Davidson et al. 2023). Nevertheless, there still remains a low level of adoption of privacy-
enhancing technologies and practices (Zou et al. 2020).  

Digital data wallets are user-centric personal data management platforms that enable users to control their 
privacy online (European Commission 2023; SOTERIA 2023). Digital data wallets are a relatively new 
technological advancement. Therefore, understanding how people form their initial trust is critical for 
developing trustworthy technologies. Additionally, the requirements of potential users are often overlooked 
in privacy-enhancing technology development (Bélanger and Crossler 2011). Therefore, the study seeks to 
answer the following questions: what are the antecedents of different trust targets and how do the 
antecedents influence the trust targets? 
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To answer the research questions, we developed the research model based on the network of trust model 
(Söllner et al. 2016) and the qualitative study. The qualitative study is used to identify the antecedents of 
different trust targets, which are integrated into the model. The quantitative study will be used to test the 
research model. The presented research model is not complete. The quantitative study is in progress.  

The contributions of the study are fourfold. Firstly, the study contributes to trust literature by identifying 
the mechanism of trust formation in digital data wallets. Secondly, the study extends the application of the 
network of trust model in the context of privacy-enhancing technology adoption, specifically digital data 
wallet adoption. Thirdly, a mixed methods approach is adopted following Venkatesh et al, (2023), allowing 
the building of a comprehensive framework for forming trust mechanisms in digital data wallets. Finally, 
the study findings can be used to build reliable relationships with digital data wallet users and providers. 

Theoretical background 

Privacy-enhancing technologies 

Privacy-enhancing technologies are technologies that are designed to reduce unnecessary processing of 
personal information by limiting information disclosure (Fischer-Hbner and Berthold 2017). Digital data 
wallets are user-centric personal data management platforms that enable users to control their privacy 
online while accessing different electronic services (European Commission 2023; SOTERIA 2023). 
Individuals consider advanced privacy-enhancing technologies and practices complex and untrustworthy 
(Bracamonte et al. 2022). Lack of trust in privacy-enhancing technologies is regarded as one of the main 
barriers to adoption (Coopamootoo 2020). Harborth et al, (2020) indicated that trust in privacy-enhancing 
technologies is the most important factor in explaining behavioral intention. Nevertheless, the relationship 
between trust and privacy-enhancing technology, like digital data wallets, remains unclear.  

Trust 

Trust is a psychological state characterized by the readiness to accept vulnerability in exchange for positive 
expectations (McKnight et al. 2002). Söllner et al, (2016) developed a network of trust model to examine 
the various trust relationships, which includes five different targets of trust, specifically the user, the 
information system, the internet, the provider, and the community of internet users. Different trust targets 
have been examined in the literature in various contexts. Although different trust targets are studied in the 
literature, most research focuses on the mediation role of trust targets or considers them the antecedents 
of behavioral intention (e.g. Shao et al. 2022, Kuen et al. 2023, Gan and Lau 2024). Since trust is one of the 
key predictors of technology use (Li et al. 2008), the main focus of the study is to explore trust formation 
in digital data wallets by examining the antecedents of different trust targets.  

Mixed methods design approach 

To answer the research questions, the mixed methods approach is adopted (Venkatesh et al. 2023). The 
purpose of the study is developmental. Hence, the qualitative study is used to identify antecedents to 
different trust targets, and the quantitative study will be used to test the research model and hypotheses.  

Qualitative Study 

The goal of the qualitative study is to identify antecedents of trust targets. The qualitative study enabled us 
to analyze the requirements of potential users. Thirty interviews were conducted in three European 
countries, specifically Austria (Central), Romania (Eastern), and Spain (Western Europe), representing the 
sample of a European Union. The interviews were conducted in the participant's native language. 
Interviews were conducted until conceptual themes began to repeat, achieving data saturation (Fusch and 
Ness 2015). We followed an open coding methodology to analyze the data, segmenting data for quotes and 
associating it with categories. 

The qualitative study identified three antecedents of trust targets, specifically transparency, social 
influence, and safety. Table 1 presents representative quotations. Transparency refers to providing 
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information about the types of data a company has acquired about them and how that data will be utilized 
(Dinev et al. 2013). When individuals talk about transparency, they often mention how important it is for 
websites and online services to operate transparently in general. Transparency empowers individuals to 
make informed decisions about their online activities. Hence, we consider transparency as an antecedent 
of trust in the internet. Social influence is defined as the individuals’ perception of how important others, 
such as friends and family, believe that they use the technology (Venkatesh et al. 2012). People tend to trust 
technology more if other users recommend using it. Nevertheless, a positive recommendation from a close 
social circle is considered more reliable than a general recommendation regarding new technologies, such 
as digital data wallets. Safety is the relief from worry over potential crimes or injuries (Yang et al. 2017). 
Prioritizing safety allows providers to clearly show their commitment to protecting users and earning their 
trust. To increase trust in the provider, potential users expect that they will offer some safety guarantees.  

Categories Quotes 

Transparency “I think transparency goes together with trustworthiness. To be able to trust, I also 
want to understand how my data is handled.” (Interviewee 21); “because of the 
transparency, I can have an influence over what happens with it, and I can control it. 
(Interviewee 24)”; “Well, with many websites, it is not clear what happens with the 
data; there is no transparency. And it is not clear what kind of data is being processed, 
and that doesn’t provide a comfortable feeling.” (Interviewee 28). 

Social 
influence 

“I would for sure look for reviews and experiences of others regarding this platform. I 
would read more about it on the internet.” (Interviewee 8); “If they [DDW providers] 
have very good reviews from other people, I may give it a go and try” (Interviewee 19); 
“If my friends or parents or someone told me that it was very good, I would use it the 
truth.” (Interviewee 14).  

Safety “I would definitely before giving any money to that company, I would need to do my 
research, is it safe, is it reliable, is it a scam, or not.” (Interviewee 2); “I am unsure if I 
would use something like this, just because I am missing the security and guarantee 
that it is safe.” (Interviewee 11); “Although at the same time you are aware that more 
and more attacks to big companies are becoming more and more present and therefore 
the possibility that your data or your information is not safe there is greater.” 
(Interviewee 18). 

Table 1. Representative quotations 

Research Model and Hypotheses Development 

Figure 1 presents the research model. The model is built based on the qualitative study results and the 
network of trust model. The presented model is not complete and will be tested in the quantitative study.  

 

Figure 1. Research model 
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Previous literature suggests that transparency increases trust (Esmaeilzadeh 2020). Trust in the internet 
refers to users' perception that the internet is a safe environment (Söllner et al. 2016). We argue that if 
digital data wallets transparently inform their users about handling information online, individuals will 
consider the digital environment safer and increase their trust in the internet. One respondent affirms the 
argument: “I think transparency goes together with trustworthiness. To be able to trust, I also want to 
understand how my data is handled.” (Interviewee 21). Therefore, it is hypothesized:  

H1: Transparency will positively influence trust in the internet. 

Social influence is a significant factor in explaining both initial trust formation and technology adoption 
(Zhang et al. 2020; Venkatesh et al. 2012). Trust in the community of the internet users refers to the ability 
to rely on suggestions from other online users (Söllner et al. 2016). Since digital data wallets are innovative 
technologies, recommendations from close social circles can enhance the recommendations of other users. 
One respondent emphasized: “If my friends or parents or someone told me that it was very good, I would 
use it the truth.” (Interviewee 14). Therefore, it is hypothesized: 

H2: Social influence will positively influence trust in the community of internet users. 

Safety is often considered a priority by users (Cheng et al. 2021). Trust in a provider refers to the confidence 
placed in individuals or organizations responsible for the usefulness of an information system (Söllner et 
al. 2016). We argue that if digital data wallets protect personal information and provide a safe environment 
for information sharing, users' trust in the provider will increase. One respondent affirms the argument: “I 
would definitely before giving any money to that company, I would need to do my research, is it safe, is it 
reliable, is it a scam, or not.” (Interviewee 2). Therefore, it is hypothesized: 

H3: Safety will positively influence trust in the provider. 

According to Söllner et al, (2016), if individuals trust in the internet as the environment, they will be more 
likely to consider other targets trustworthy, including trust in the community of internet users and trust in 
the provider. We also argue that if potential users trust recommendations from the internet community, 
their trust in the provider will also increase. Therefore, it is hypothesized: 

H4a (b): Trust in the internet will positively influence trust in the community of internet users (trust in the 
provider).  

H5: Trust in the community of internet users will positively influence trust in the provider.  
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