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ABSTRACT

A need in the development of secure quantum communications is the scalable extension
of key distribution protocols. The greatest advantage of these protocols is the fact that its
security does not rely on mathematical assumptions and can achieve perfect secrecy. In
order to make these protocols scalable, has been developed the concept of Conference
Key Agreements, among multiple users.

In this thesis we propose a key distribution protocol among several users using a
semi-quantum approach. We assume that only one of the users is equipped with quantum
devices and generates quantum states, while the other users are classical, i.e., they are only
equipped with a device capable of measuring or reflecting the information. This approach has
the advantage of simplicity and reduced costs.

We prove our proposal is secure and we present some numerical results on the lower
bounds for the key rate. The security proof applies new techniques derived from some
already well established work.

From the practical point of view, we developed a toolkit called Qis|krypt⟩ that is able to
simulate not only our protocol but also some well-known quantum key distribution protocols.
The source-code is available on the following link:
- https://github.com/qiskrypt/qiskrypt/.

Keywords: Quantum, Mechanics, Physics, Optics, Cryptography, Cybersecurity,
Communications, Computing, Quantum Mechanics, Quantum Physics, Quantum
Cryptography, Quantum Communications, Quantum Computing, Computer Science,
Informatics, Key Agreement Protocols
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RESUMO

Uma das necessidades no desenvolvimento de comunicações quânticas seguras é a extensão
escalável de protocolos de distribuição de chaves. A grande vantagem destes protocolos é o
facto da sua segurança não depender de suposições matemáticas e poder atingir segurança
perfeita. Para tornar estes protocolos escaláveis, desenvolveu-se o conceito de Acordo
de Chaves de Conferência, entre múltiplos utilizadores.

Nesta tese propomos um protocolo para distribuição de chaves entre vários utilizadores
usando uma abordagem semi-quântica. Assumimos que apenas um dos utilizadores está
equipado com dispositivos quânticos e é capaz de gerar estados quânticos, enquanto que
os outros utilizadores são clássicos, isto é, estão apenas equipados com dispositivos capazes
de efectuar uma medição ou refletir a informação. Esta abordagem tem a vantagem de ser
mais simples e de reduzir custos.

Provamos que a nossa proposta é segura e apresentamos alguns resultados numéricos
sobre limites inferiores para o rácio de geração de chaves. A prova de segurança aplica novas
técnicas derivadas de alguns resultados já bem estabelecidos.

Do ponto de vista prático, desenvolvemos uma ferramenta chamada Qis|krypt⟩ que é capaz
de simular não só o nosso protocolo como também outros protocolos distribuição de chaves
bem conhecidos. O código fonte encontra-se disponível no seguinte link:
- https://github.com/qiskrypt/qiskrypt/.

Palavras-chave: Quântica, Mecânica, Física, Óptica, Criptografia, Cibersegurança,
Comunicações, Computação, Mecânica Quântica, Física Quântica, Criptografia Quântica,
Comunicações Quânticas, Computação Quântica, Ciências da Computação, Informática,
Protocolos de Acordo de Chaves
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INTRODUCTION

1.1 Historical Review and Context

We often wonder what mankind’s invention or achievement was the greatest of them all...

Many will say it was the discovery of fire, while others say it was the invention of the wheel.
The building of spaceships and rockets that made it possible for Neil Armstrong to be the first
man ever to travel to the moon was also considered an enormous achievement of humanity.

Other younger people will probably say that it was the invention of the Internet and the
WWW (World Wide Web). It is easy to see that this magnificent technology allows us to be
connected worldwide, regardless of the distance involved, completely changing our lives.

But have we already accomplished the best achievements of our entire history? Have we
discovered all that is unknown? Can we better understand the natural world around us? Or
can we even fully understand our nature or consciousness? Can we fully comprehend how our
brains work? Most of these questions still remain unanswered in the current days...

Perhaps we are about to create a wonderful and magical tool to help us on this exciting
journey: the Quantum Computers! The Quantum Computing field, despite its hype, is still in
its infancy. Yet, we do not know what problems these new devices can solve and how. It is also
unknown what new possibilities Quantum Computing will offer us. However, it is reasonable
to think that we can also consider this achievement one of the greatest in our history!

1.1.1 The 1𝑠𝑡 Quantum Revolution: Discovering Quantum Mechanics

Since our beginnings, we have always struggled to understand the principles of nature, time,
and reality, as well how the world and universe that surrounds us fundamentally work. And
Quantum Mechanics seems to be the best tool we currently have to describe these principles.

Indeed, Quantum Mechanics is perhaps the most successful theory ever formulated!

1



CHAPTER 1. INTRODUCTION

Throughout the 1800s, most physicists considered Isaac Newton’s Dynamical Laws [1] as
being unquestionable. But it became increasingly clear during the next century that many
physical phenomena, especially those related to radiation, absolutely defy Newtonian physics.

Thomas Young revealed the probabilistic nature of Quantum Mechanics and all its strange
phenomena, in 1801, with his Double-Slit Experiment [2]. In this experiment, he showed that
light behaves like both a wave and a particle, at the same time, in their classical definition.

This experiment introduced one of the most important requirements for the development
of Quantum Computers: the Interference! And this experiment was just the starting point for
what we would know as the Old Quantum Theory, between the XIX and XX centuries.

Half a century later, in 1860, Gustav Kirchhoff demonstrated that the emissive power of
a black-body depends only on its frequency and on its temperature [3]. This claim gave the
origin of both radiation and matter branches currently studied in Quantum Mechanics.

By following this claim, both experimentalists and theoreticians were challenged to find
such dependencies. In 1893, Wilhelm Wien showed his Displacement Law [4], and in 1896, he
proposed an exponential meaning to that dependence [5]. However, the black-body radiation
problem only met its solution in 1900, when Max Planck modified that dependency with an
exceptional success, which still holds nowadays, by introducing his own constant [6].

Also in 1900 and 1901, Max Planck suggested that the radiation, being matter or light, is
quantized in discrete values, giving rise to the term quantum itself [7]. A quantum (or quanta,
in plural) is the minimum and indivisible amount of any physical entity and property involved
in an interaction. However, some entities and properties still take on continuous values.

In 1905, inspired by Planck, Albert Einstein suggested that radiation existed in spatially
localized packets, proposing the quanta of light for them [8], or photons1, as we call them
today. One year later, he also proposed the well-known Particle-Wave Duality of Photons [9].

Some years later, in 1911, Hans Geiger and Ernest Marsden, under the direction of Ernest
Rutherford, showed conclusively that a hydrogen atom comprises one electron outside the
positively charged nucleus, where almost all the mass is concentrated [10]. This work is known
as Rutherford’s Model. Namely, electrons were supposed to be just particles but were verified
later that they also behave like waves. In 1913, Niels Bohr and Ernest Rutherford improved that
model, proposing the Rutherford–Bohr’s Model (or just Bohr’s Model) [11]. This improvement
mainly concerned the new quantum physical interpretation, considering its quantization and
describing its discrete energy levels, where electrons can revolve in a definite shell.

Between 1916 and 1917, Albert Einstein made huge contributions to the theory of radiation,
combining classical thermodynamics and electromagnetism with Niels Bohr’s postulates [12].

Later on, in 1919, during his experiments, Ernest Rutherford found the first evidence ever
for a proton, when he found that nitrogen nuclei and other light elements ejected what he
suspected was “a hydrogen atom” when he bombarded it with energetic alpha particles [13].

Additionally, in 1924, Louis de Broglie proposed that matter has wave properties [14], while
one year later, Wolfgang Pauli formulated the exclusion principle for electrons in an atom [15].

1The term “photon” was only coined during the 1920s.
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Also in 1925, Niels Bohr, Hans Kramers, Werner Heisenberg, and Wolfgang Pauli addressed
the ongoing crisis in Quantum Mechanics, in Copenhagen, starting the transition from the Old
Quantum Theory to the Full-Fledged Quantum Mechanics [16–18]. During this time, Werner
Heisenberg successfully formulated the theory only in terms of “observable” quantities, to treat
the behavior of electrons, carrying away the concepts of orbits and trajectories. Here, these
“observable” quantities are the frequencies of light that atoms absorbed and emitted. This new
type of formulation of Quantum Mechanics was mainly based on unitary matrices.

One year later, in 1926, Erwin Schrödinger developed wave mechanics by formulating a
wave equation that accurately calculated the energy levels of electrons in atoms, assuming
that matter, such as electrons, could be regarded as being both particles and waves [19].

In the same year, Max Born gave a probability interpretation of Quantum Mechanics,
when he stated that the probability density of finding a particle at a point, when measured, is
proportional to the squared magnitude of the particle’s wave-function at that point [20–22].

In 1927, Werner Heisenberg formulated the well-known Principle of Uncertainty, by setting
the fundamental limits for how accurate physical quantities of a particle, such as position,
momentum, and velocity, can be simultaneously predicted, from its initial conditions [23].

Also in 1927, happened what is perhaps the most famous Solvay Conference on Physics,
mainly focused on Electrons and Photons. The world’s most notable physicists met there to
discuss the newly formulated Quantum Theory. Some participants of this conference were
Erwin Schrödinger, Wolfgang Pauli, Werner Heisenberg, Hans Kramers, Paul Dirac, Louis de
Broglie, Max Born, Niels Bohr, Max Planck, Marie Curie, Hendrik Lorentz, and Albert Einstein.

Additionally, Paul Dirac combined both Quantum Mechanics and Albert Einstein’s Special
Relativity Theory, in 1928, to formulate a Fully Relativistic Quantum Theory, making Quantum
Mechanics to finally become well established [24]. The equation developed by Paul Dirac gave
solutions he interpreted as being caused by an unknown particle equivalent to the electron,
but with a positive charge. This unknown particle was confirmed to be the positron2, the first
evidence ever of antimatter, through experiments performed by Carl Anderson in 1932 [25].

In the early 1930s, electrons, protons, and photons were demonstrated to be the first-ever
identified fundamental particles3. However, nowadays, protons are no more considered as
being fundamental particles. Since, through Quantum Theory, they were found to contain
quarks. And quarks are now considered fundamental particles, in the current Standard Model.

More than half a decade later, in 1935, Erwin Schrödinger proposed the famous Schrödinger’s
Cat Experiment, during a discussion with Albert Einstein, to illustrate the paradox of quantum
superposition, as well as the Copenhagen Interpretation of Quantum Mechanics [26].

We currently address all these events and achievements as the 1𝑠𝑡 Quantum Revolution!
And they gave us the rules that govern physical reality, at the atomic and subatomic levels. De
facto, they helped us to interpret and understand a substantial part of everything in our lives!

2Initially, Carl Anderson did not coin the term “positron” but allowed it at the suggestion of the Physical Review
journal editor to whom he submitted his discovery paper.

3A fundamental particle (or elemental particle) is a subatomic particle that is not composed of other particles.
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1.1.2 The rise of Information and Computing

As the world progresses in this never-ending chase for time and wealth, it is undeniable that
computer science has made astounding developments. They help us execute complex and
complicated tasks much quicker, in an efficient manner. It is almost impossible to imagine
modern facilities without the use of computers. And just as computers have become essential
in our lives, so is technology. It can be powerful and have an enormous impact on everything.

It influences the way we communicate, learn, and think. It can help society and determine
how people interact with each other daily. It can bring people together or drive them away.

Or it can support and transform education, making it easier for teachers and lecturers to
create instructional materials, enabling new ways for individuals to learn and work together.

It can even help us in healthcare services by providing the best diagnostic tools, innovative
treatments, and minimally invasive procedures, resulting in less pain and quicker healing.

In sciences, it allows scientists to explore nature in different ways and make discoveries.
It provides a source of novel and more challenging scientific questions, helping to justify the
allocation of resources needed to address them in an efficient and timely manner. It also works
as a source of unavailable instruments and techniques desired to address those questions.

For these reasons, it plays a crucial role today, having positive and negative effects on the
world. And recently, it became even more important because of the COVID-19 pandemics.

We are living in an era where technological advances are frequent and necessary! But can
these technologies become more powerful? Can we develop new technologies different from
those we know today? Could they help us make discoveries and solve brand-new problems?

To find the first attempt to represent the information, we must go back some 40, 000 years
ago. In prehistoric times, cavemen already used pet paintings to illustrate information about
wild animals, symbols, or religious beliefs and practices. It was also painted abstract patterns,
or even traces of human hands, as the personal signatures of the “artist” who painted them.

Then, between 2,700 B.C. and 2,300 B.C., the Sumerians created the earliest computational
tool known, the Sumerian Abacus [27], in Babylon. The Abacus (also called Counting Frame) is
a calculating tool composed of rows of movable beads strung on a wire. These beans represent
digits and allow mathematical operations, such as addition, and even a square or cubic root.

But it was necessary to wait until the XIX century to have the first automated machines,
slightly similar to what we have today. In 1801, Joseph Jacquard invented a loom based on
punched wooden cards which automatically weave fabric designs in France [28]. Following
this idea, the early known computational devices would also use that similar punched cards.

Two decades later, in 1822, Charles Babbage conceived a steam-driven calculating machine
capable of computing tables of numbers [29]. This machine was part of a project funded by
the English Government, but it was a failure. In fact, we needed to wait more than a century to
have the world’s first digital computer machine built during WWII (World War II) in the 1940s.

Inspired by the first computational devices based on punched cards, Herman Hollerith
designed a similar system in 1890 [30, 31], which computed the 1880 census in just three years.
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This performance saved the American government $5 million. He also established a company
that would ultimately become IBM (International Business Machines) a few years later.

However, if the XIX century presented a considerable technological advance, the XX century
even more so! Many current technologies we use started to be thought out during these times...

Between 1935 and 1937, Alonzo Church and Alan Turing presented us with a change of
paradigm given by their Church-Turing Thesis [32–35]. Their work introduced a universal
machine (or Turing Machine), as any machine capable of computing anything computable
through efficient methods. The main concept of the modern computer is based on their ideas.

Also in 1937, John Atanasoff tried to build the first electronic digital computer without gears,
cams, belts, or shafts [36]. Four years later, in 1941, he and his graduate student, Clifford Berry,
designed a computer that could solve 29 equations simultaneously [37]. This achievement
marked the first time a computer was able to store data and information on its main memory.

Then, between 1943 and 1946, John Eckert and John Mauchly built the ENIAC (Electronic
Numerical Integrator And Calculator) as the first programmable, electronic, general-purpose
digital computer [38]. It was considered the grandfather of digital computers, and it filled a
20-foot by 40-foot room and had 18, 000 vacuum tubes. In 1946, they received funding from
the American Census Bureau to build the UNIVAC (UNIVersal Automatic Computer) as the
first commercial electronic digital computer for business and government applications [39].

Another landmark was the introduction of the Von Neumann Architecture by John von
Neumann in 1945 as a model for computer architecture [40]. Namely, this model describes a
stored-program computer concept, storing instruction and program data, in the same
RW-RAM (Read-Write and Random-Access Memory), still used in most computers produced.

Later, we took an enormous step toward computational growth when William Shockley,
John Bardeen, and Walter Brattain of Bell Labs invented the Transistor in 1947 [41–43]. They
discovered how to make an electric switch with solid materials and with no need for a vacuum.
This notable achievement contributed to their winning Nobel Prize in 1956 for their researches
on Semiconductor Devices and their remarkable discovery of the Transistor field effect [44].

In 1948, Frederic Williams, Tom Kilburn, and Geoff Tootill designed and introduced one
of the first programmable computers, the Manchester Mark 1 [45–47]. It was used for many
purposes, including investigation of the Riemann hypothesis and some calculations in optics.

Extending the earlier idea of William Shockley, John Bardeen, and Walter Brattain, when
they invented the Transistor, Jack Kilby and Robert Noyce produced in 1958 the first-ever IC
(Integrated Circuit) [48–50]. This component is also known as Computer Chip, Silicon Chip, or
just Microchip. It is one of the main components of any computational device we use today.
Later, in 2000, Jack Kilby was awarded the Nobel Prize in Physics for his research work [51, 52].

Following the growing manufacturing trend of Transistors and ICs, the newly formed Intel
unveiled the Intel 1103, the first DRAM (Dynamic Random Access Memory) chip, and the Intel
4004, the first commercially available microprocessor, in 1970 and 1971, respectively [53].

All of these events and technological advances only prepared us in a way for the beginning
of what is probably the most prosperous period in technology: the Digital Information Age!
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1.1.3 The birth of the Digital Information Age

In the present, we are all surrounded by data, information, and technology almost everywhere.
Computers, smartphones, tablets, or any other similar computational devices have become
essential in our quotidian. We can even look at the digital platforms and social networks as
being crucial frameworks. Most people nowadays cannot even imagine their lives without
them. Everyone now is linked worldwide, practically at a distance of just a single “click”.

Over the last years, we entered a new age of technology due to the advances in computing
and telecommunications that started in the mid-XX century, mainly because of the beginning
of the Internet and WWW. We first started living in the Digital Information Era a few decades
ago, or the lovely epoch of IoT (Internet of Things) more recently. Both of these landmarks
revolutionized society and industry, changing our lives totally, as never seen before.

In its Annual Internet Report (2018–2023) White Paper, Cisco estimated that existed 3.9
billion total Internet users (51% of the global population) in 2018 [54]. And in this report, Cisco
predicts that there will be 5.3 billion total Internet users (66% of the global population) in 2023.
This means that nearly two-thirds of the global population will have Internet access soon.

These mentioned technological advances made many research areas emerge over the years,
such as Cloud Computing, Ubiquitous Computing, Fog and Edge Computing, or even Smart
Cities. And all these new trends demand massive data storage and bandwidth capabilities.
This new trend will not only allow us to be connected, but it will allow all smart devices or
to communicate among themselves via cloudlets or similar technologies. And, these smart
devices could be anything, from a simple coffee machine to an autonomous vehicle.

In the future, smart cities will increase social activities and facilitate living conditions by
creating sustainable mechanisms and ensuring the sustainability of cities. The IoT (Internet of
Things) has become a prevalent system in which people, processes, data, and things connect to
each other through the Internet. Globally, M2M (Machine-to-Machine) connections will grow
from 6.1 billion in 2018 to 14.7 billion by 2023, so there will be 1.8 M2M connections for each
member of the global population by 2023. And the connected home, car, and city applications
via M2M connections will grow from 26% to 48% until 2023 [54]. This phenomenon will affect
home security, video surveillance, tracking applications, fleet management, emergency calling,
vehicle diagnostics and navigation, showing the pervasiveness of these technologies in our lives.
This trend is growing so fast that some experts started to call it IoE (Internet of Everything).

But when and how about all this Internet phenomena started? How can we build efficient
and fast communications like the ones we use today? How do we can encode information to
transmit them to each other, even if we are physically far away apart? How did we transform
these technologies to be pervasive? To answer these questions, we need to go back to the 1790s,
when some experts started to think about more efficient ways of connecting people...

In 1792, Claude Chappe built the first-ever Optical Visual Telegraph (or “semaphore”) [55]
for a communication line between Lille and Paris and later between Paris and Strasbourg. This
telegraph used two sets of jointed wooden beams moved by operators through cranks and
wires. However, the last commercial lines of Optical Telegraphs were closed in the 1880s.
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Almost 50 years later, in 1831, Joseph Henry invented the Electric Telegraph [56], which
allowed to send and receive messages over long distances. Then, Samuel Morse invented the
Morse Code as a method for the encoding of text characters in standardized sequences of two
different signal durations, called dots and dashes (or dits and dahs), in 1835 [57, 58]. Two years
later, William Cooke and Charles Wheatstone invented the Electrical Telegraph system [56]. A
year later, Samuel Morse developed another type of Electrical Telegraph based on armature
systems that use the electric current to activate a telegraph sounder, making the sound of
a “click” [56]. However, just in 1844, we had the first-ever communication line of Electrical
Telegraph in USA, which was accomplished jointly by Samuel Morse and Alfred Vail [56].

In the next decade, were made the first steps in overseas and continental communications
via Electrical Telegraph. First, Cyrus Field succeeded in laying a Telegraph cable across the
Atlantic in 1858 [59]. However, it failed after only a month. A few years later, Adelaide and
Darwin were linked across the Australian continent by the Overland Telegraph Line in 1870.

One year later, Antonio Meucci filed a patent for the development of a voice-communication
apparatus in New York [60]. However, we often credit Alexander Bell as being the inventor of
the Telephone [60]. He was awarded the first-ever successful patent for the electromagnetic
transmission of vocal sound by undulatory electric current between 1876 and 1877. He made
the first practical use of his Telephone patent when called for his assistant from another room.
In the same year, he also demonstrated his new invention at the USA’s Centennial Exhibition.

In the following 20 years, it is worth mentioning Wireless Communication [61] and Remote
Control [62], both created by Nikola Tesla in 1893 and 1898, respectively. Not least important,
Guglielmo Marconi, inspired by Heinrich Hertz, invented Radio Signals between 1895 and 1896
for the wireless transmission of Telegraph signals by radio waves communications [63].

Between 1906 and 1907, Lee de Forest developed the Triode Vacuum Tube, called Audion
[64], as the first Radio Amplifier, making wireless radio broadcasting practicable. And in 1910,
he broadcasted an experimental transmission of a live Metropolitan Opera House performance
by several famous opera singers, but with mixed success owing to the poor quality.

Then, in 1913, the USA’s navy began transmitting a regular time signal by radio, much used
by the nation’s watchmakers and menders [65]. And two years later, Alexander Bell called again
his assistant as before. But this time, he was in New York, and his assistant was in San Francisco.
And, at the same time, radiotelephone messages were transmitted from Arlington in Virginia
to the Eiffel Tower in Paris, demonstrating communications across the Atlantic again.

At the beginning of the second half of the XX century, in 1958, the Defence Department of
the USA launched the ARPA (Advanced Research Projects Agency), currently known as DARPA
(Defense Advanced Research Projects Agency) [66]. Just four years after, ARPA financed the
ARPANET (Advanced Research Projects Agency NETwork) [67], between 1962 and 1966, with the
idea of being the first-ever wide-area packet-switching network distributed control, enabling
remote access to computers. The ARPANET was the experimental computer network that was
the forerunner of the Internet we know today. Bob Taylor started this project based on the
ideas of Joseph Licklider, who had proposed the Cloud Computing concept in 1963.

During these times, were also launched the first communication satellites. In 1962, NASA
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(National Aeronautics and Space Administration), AT&T, and Bell Labs jointly produced and
launched the Telstar 1 [68], the first communication satellite, allowing the first live broadcast
of television images between the USA and Europe. Then, Hughes Aircraft built the Intelsat I
[69] for COMSAT (COMmunications SATellite Corporation) for the first-ever commercial
communications via satellite, launched in 1965, in Florida, USA, and deactivated in 1969.

Also between 1963 and 1965, Ted Nelson developed a model for creating and using linked
content, coining the terms “hypertext” and “hypermedia” [70]. In 1967, he and Andries van
Dam invented the HES (Hypertext Editing System) [71], with links and branching text.

In the following year, in 1968, BBN (Bolt Beranek and Newman Inc.) was selected to build
an IMP (Interface Message Processor) [72]. One year later, they started to ship these IMPs to
Universities and Research Institutes. In 1969, the first message was sent over the ARPANET,
between the first two shipped IMPs. That message was supposed to be the word “LOGIN”
transmitted between UCLA (University of California, Los Angeles) and SRI (Stanford Research
Institute), both in USA. However, the system crashed right after being typed the “LO” part.

And at the beginning of the 1970s, we started living in what is probably the most remarkable
era of technology, which is still ongoing nowadays: the Digital Information Age. This new
technological era mainly rose with the introduction of the Internet [73], WWW [74], and PCs
(Personal Computers) [75] to the civilization and all the applications they can provide daily.

The 1970s already started to be memorable, when in 1971, Ray Tomlinson invented the
networked E-mail [76] as a system capable of send and receive mails between users on different
hosts across the ARPANET. These e-mails used the “@” sign to link the username with a
destination server, which by the mid-1970s was the form recognized as e-mail. Two years later,
Robert Metcalfe and David Boggs developed Ethernet [77] for connecting multiple computers.

In parallel, the Internet as we know took its first steps. First, WHOIS [78] was released as
one of the earliest domain search engines. Three years later, the first “.com” domain name
was registered, and the Symbolics Computer Company [79] registered the “Symbolics.com”,
even before the formal beginning of Internet history. Over two years later, only one hundred
of “.com”s had been registered. Finally, Tim-Berners Lee invented WWW [74] in 1989, and one
year later, he developed the HTML (HyperText Markup Language) [80], leveraging the WWW.

After the creation of the WWW, the first-ever search engines appeared. In 1990, Alan Emtage
developed Archie, the first search engine, as a tool for indexing FTP (File Transfer Protocol) [81]
archives, allowing users to find specific files easily. In 1996, Sergey Brin and Larry Page started
developing the Google search engine [82] as a research project. A year later, the domain name
“www.google.com” was registered, and finally, Google [83] became established in 1998.

But should most of these technologies meet any security concerns? Do we need to address
some confidentiality and privacy requirements when developing these applications that share
data and information among the users? How can we guarantee such demands? How strongly
do those demands need to be? Can those secure mechanisms last a considerable amount
of time or even forever? Can we design effective or even unbreakable mechanisms? We can
answer those questions and analyze such demands from the point of view of Cryptography.
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1.1.4 A retrospective of Cryptography: From Ancient Egypt to Modern Times

To develop secure technologies and applications in scenarios that an unauthorized person
or entity could try to gain access to the data and information involved, we need to ensure a
set of assumptions, requirements, and properties. Areas such as Cryptography, Cryptanalysis,
Cryptology aims to study these security aspects, being constantly revised and improved.

However, for simplification reasons, all these aspects are commonly just referred to as
Cryptography. And it is from the need to exchange data and information in private, that the
Cryptography field emerged as the study of secure communication techniques, allowing only
a sender and a set of authorized receivers of a message to view its content. We achieve this by
performing the processes of encryption and decryption. First, the sender encrypts the message
to send to the receiver, by scrambling ordinary text (known as plain-text) into a transformed
and unperceivable representation of it (known as cipher-text). Then, the receiver applies the
reverse operation, decrypting that scrambled message and recovering its original content.

We define this scrambling process (or encryption) by a mechanism that would transform
the content of an original message, usually called a cipher or encryption algorithm. Most
specifically, this mechanism receives the original message as input, and possibly, a secret
parameter (often denoted as secret key). For instance, this secret key determines the behavior
of the cipher, being usually and inherently related to the difficulty of an unauthorized entity
undoing the process, following a “try-and-guess” strategy. But if an entity has access to that
secret parameter, it can easily undo the applied transformation to the original message.

To speak about Cryptography, we must return around 4, 000 years ago. The first evidence
of Cryptography came from Ancient Egyptians, with complex Hieroglyphs [84] and Pictograms
[85], written in tombs, chambers and walls. Those Hieroglyphs and Pictograms encoded secret
messages often directed to the emperor or other high-ranked people, and only the scribes knew
the secret encoding and were capable of unveiling their true meaning. This method of secret
encoding (or encryption) is an example of Substitution Cipher, which is any cryptographic
mechanism where one character or symbol is replaced by another one. As the Egyptian culture
evolved, Substitution Ciphers using Hieroglyph and Pictogram symbols became more common.
In fact, this method of encryption was relatively easy to break for those who could read and
write. This seems to be very similar to formal and complicated language used in any modern
legal document. The Ancient Egyptian Cryptography, at that time, could also have been a
manner of a scribe impress others by showing that he could write at a higher level.

Some years later, about 500 B.C., the Spartans developed the Scytale [86], a device used to
send and receive secret messages. This device was a cylinder in which they wound a narrow
strip of parchment, and they wrote the confidential messages length-wise on that parchment.
Once someone unwound the parchment, the secret message became unreadable. To decipher
the actual content of that secret message was needed an identical cylinder. Since it was only
then that the characters would line up, resulting in the original message. The Scytale is an
example of Transposition/Shifting Cipher, where a character or a symbol is shifted and has its
order changed in the respective alphabet, rather than being replaced. In the current days, the
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Scytale would be very easy to decipher. However, 2, 500 years ago, just a few people could read
or write, and thus, the Scytale provided the Spartans a secure method of communication.

The earliest military use of Cryptography came from the Roman Empire, around 2, 000
years ago. During these times, the emperor Julius Caesar, as the commander of the Roman
army, solved the dilemma of making secure communications with his troops. He and his troops
developed a Transposition/Shifting Cipher, in which they shifted characters of the alphabet
[87]. Only those who knew the fixed number of positions to shift could decipher the secret
messages. The messengers delivering those confidential messages did not know that shifting
parameter. Thus, if someone caught the messengers, they could not expose the actual content
of those secret messages. This gave the Roman army a tremendous advantage during the war.

Later, during the mid-1400s, Leon Alberti invented an encryption system using a cipher
disk [88]. This system was a mechanical device with sliding disks that allowed many methods
of substitution. This is the base concept of a Poly-Alphabetic Cipher, as an encryption method
that switched through several substitution ciphers throughout the encryption process.

In the 1500s, Blaise de Vigenère, taking inspiration from the earlier Alberti’s Poly-Alphabetic
Cipher, created a cipher that would be later known as the Vigenère Cipher [89]. The Vigenère
Cipher worked similarly to the Caesar Cipher, except that it changes with a shifting parameter
chosen from a keyword adopted as a secret key throughout the encryption process. This cipher
used a grid of characters, giving the shifting parameter and the correspondent character to
follow as a replacement. This grid was often called the Vigenère Square, or Vigenère Table.

During the 1700s, Thomas Jefferson came up with a cryptographic system very similar to
the Vigenère Cipher, except with higher security [90]. His invention had 26 wheels, with the
alphabet randomly scattered on each wheel. The wheels were numbered and ordered in a
specific order, and this order worked as the secret key of the encryption algorithm.

The start of WWI (World War I) introduced two essential aspects in Cryptography. First,
every time that a cryptographic system is “broken”, a stronger one is developed. And second,
the reveal of the success in “breaking” a cipher takes time to provide an adversarial advantage
from which arise the concept of Cryptanalysis. In 1917, British cryptographers encountered a
German encoded Telegram. We refer to this telegram as the Zimmerman Telegram [91]. These
cryptographers deciphered this Telegram, and in doing so, they changed Cryptanalysis history.
Using this decrypted message, they convinced the USA to join the war. The Zimmerman
Telegram was a secret communication method between the Foreign Secretary of the German
Empire, Arthur Zimmerman, to the German ambassador in Mexico, Heinrich von Eckardt.

At the end of WWI, Arthur Scherbius invented one of the most ever known cryptographic
systems, an electro-mechanical machine called Enigma [92]. The Enigma had several rotors
and gears that allowed up to 10, 114 possible configurations and it was considered to be
unbreakable with “brute-force” approaches, at these times. The first commercial versions
were available in the 1920s and the Enigma gained its fame even before WWII. Because of the
Enigma’s statistical security, Nazi Germany became overconfident about its ability to encrypt
secret messages. However, this overconfidence caused the downfall of the Enigma, in a certain
sense. Along with several operator errors, the Enigma also had many built-in weaknesses
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that Allies’ Cryptographers exploited. The major weakness was that its Substitution Cipher
mechanism did not allow any character to be mapped to itself. This fault allowed the Allies’
Cryptographers to decrypt a huge number of ciphered messages sent by Nazi Germany.

Prior to the beginning of WWII, in 1938, Marian Rejewski designed the Bomba, or Bomba
Kryptologiczna (“Bomb” or “Cryptologic Bomb”) [93], a special-purpose machine for breaking
the Enigma machine ciphers. In 1939, the Poles had been decrypting Enigma messages for over
more than 6 years without telling their Allies. Then, they revealed their decryption devices and
techniques to the Allies, making it possible for them to decrypt important secret messages
of Nazi Germany. For instance, Alan Turing and Gordon Welchman created another version
of the “Cryptologic Bomb”, and from mid-1940s, German Air Force signals were being read at
Bletchley Park and the intelligence gained from them was helping the war effort. However, the
success in “breaking” the Enigma machine was only made public more than 20 years later.

While the Allies were focused on “breaking” the Enigma machine during WWII, the Japanese
Navy developed a cryptographic system called Purple [94]. In contrast to the Enigma’s rotors,
the Purple machine was made using stepping switches commonly used for routing telephone
signals. During the war, the Japanese were probably the most efficient ones in destroying
their cryptographic machines, since nearly no complete Purple system has currently been
discovered. Because the Japanese were so good at keeping their encryption methods secret,
the American cryptographers had a rough time decrypting their messages. Later on, William
Friedman, a renowned cryptographer, and his team built a replica of Purple based only on the
encrypted messages recovered, but since they had never seen a Purple system and didn’t know
how it worked, this proved to be very difficult. Eventually, the team figured out the encryption
method used by Purple, and they were able to build a different machine for the decryption of
it [95]. This gave an advancement that allowed the USA to access Japanese diplomatic secrets.

However, were other Code-breakers used during WWII, such as the Colossus computers,
developed between 1943 and 1945, to help in the Cryptanalysis of the Lorenz Cipher [96]. These
Colossus computers4 were designed by Tommy Flowers, and are also often regarded as the
world’s first programmable, electronic, digital computers for special purposes, although they
were programmed by switches and plugs, not by stored data [97, 98]. A total of 10 Colossus were
delivered, each using as many as 2, 500 vacuum tubes. More specifically, a series of pulleys
transported continuous rolls of punched paper tape, containing some possible solutions to
a particular code. The 1𝑠𝑡 prototype, the Colossus Mark 1, was shown working at the end of
1943. The 2𝑛𝑑 prototype, the Colossus Mark 2, had several improvements, such as the use
of shift registers to quintuple the processing speed, which was worked for the first time, in
mid-1944. The Colossus reduced the time needed to “break” messages encrypted with Lorenz
Cipher, from weeks to hours. Thus, it is believed that the use of Colossus machines significantly
shortened the time of the war by providing evidence of enemy intentions and beliefs. Once
again, the existence of the Colossus computers was not made public until the 1970s.

At the beginning of the XX century, the OTP (One-Time Pad) [99] encryption algorithm was

4See more information in: https://www.tnmoc.org/colossus
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invented and showed to be unbreakable since then. The OTP algorithm was derived from an
early cipher called Vernam Cipher [100], created by Gilbert Vernam in 1917. The Vernam Cipher
was an algorithm devised to encrypt TTY (TeleTYpe) messages, combining a message with a
key read from a paper tape or pad [101]. We did not consider the Vernam Cipher as unbreakable
until Joseph Mauborgne recognized that if the key was completely random, the difficulty of
Cryptanalysis would be equal to attempting every possible secret key. Even when trying them,
one would still have to review each decryption attempt, verifying if he used the proper key.
Thus, the unbreakable property of the OTP came from two assumptions. First, the secret key
used needs to be completely random. Second, that same key could not be used more than
once since the security of the OTP also relies on keeping the key 100% confidential. The OTP
is often implemented with the modular addition (XOR, or eXclusive OR) operation to combine
the elements of the plaintext with the respective elements of the secret key. We should also
use the same secret key used in the encryption for the decryption process. Then, performing
the OTP with the same secret key to the ciphertext would result back in the plaintext.

Until 1972, there was no global standard cipher for encrypting secret or private messages.
The NBS (National Bureau of Standards) of the USA, which later became the NIST (National
for Standards and Technology), launched an initiative for finding a single secure algorithm for
these purposes. The USA’s Government had traditionally kept their knowledge of Cryptography
to themselves since they considered it crucial to their national security. Because of the NIST
initiative, they received several cipher proposals as candidates for the first encryption standard.

When the NIST examined the security of the cipher candidates, they reached out to the NSA
(National Security Agency) for help. In 1977, the NIST presented an altered version of a proposal
from IBM [102–105], as the new standard with a smaller secret key size, which they called the
DES (Data Encryption Standard) [106]. It became the first modern, public, freely-available
encryption algorithm. They made all the details regarding DES public, which is always a good
practice since it allows researchers to inspect the mathematical formulation. However, the
motivation for the design criteria remained secret. The public never learned why the secret
key size was reduced, which resulted on some suspicion regarding the involvement of the NSA.

Initially, the DES was meant to be the standard cipher for encryption, from 1977 to 1987.
However, no relevant weakness was found, and DES reigned as the standard algorithm for
more than two decades, until 1999. During these times, several attempts were made to design
and build a machine to attack it, following a Brute-Force approach, what would cost millions
of dollars. It was speculated that only government agencies would have the financial resources
to build it, and by this time, it was widely believed that the NSA could really “crack” DES.

As the price of hardware fell during the 1990s, the EFF (Electronic Frontier Foundation)
built the machine Deep Crack [107, 108]. In 1998, Deep Crack could brute force DES in 56 hours.
This event showed us that it was time to select a new standard cipher for encryption.

To prevent this type of attacks in the future, the NIST started an open competition to find a
new standard encryption cipher in 1997. The competition had first five finalists: Rijndael [109],
MARS [110], RC6 [111], Serpent [112] and TwoFish [113]. This time, the selection process was
completely transparent. In 2001, after three competitive rounds and intense Cryptanalysis by
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the world’s foremost experts, they decided on the winner proposal. The cipher Rijndael [109],
designed by Vincent Rijmen and Joan Daemen, was declared as the new encryption standard
and was called AES (Advanced Encryption Standard) [114]. This cipher has three possible secret
key sizes: 128 bits, 192 bits, and 256 bits. All these secret key sizes were sufficiently large to
withstand Brute-Force attacks during these times. For this reason, AES is still widely regarded
as the most secure encryption cipher invented and is still the standard in use nowadays.

At the beginning of the XXI century, we felt a significant management problem with the
growth of the business industry, powered by the Digital Information Age. Due to the increasing
number of secret keys to be distributed between companies and their customers, the direct
handling of the secret keys became unbearable. However, Whitfield Diffie, Martin Hellman,
and Ralph Merkle anticipated this problem in 1976 [115, 116]. They proposed the idea of key
distribution as a workable solution, different from the current public-key cryptosystems. It
was based on a pair of asymmetric keys, where one key is public, and the other is kept private.

This procedure, currently known as the Diffie-Hellman Key Exchange, made it possible
to establish secret keys, with no need for two participants to share any previous information
in advance. It allows an exchange of messages in public while ensuring confidentiality. For
instance, it uses modular arithmetic operations and a one-way function, where its security is
based essentially on the mathematical properties of the Discrete Logarithm Problem, believed
to be computationally hard or an NP-Intermediate Problem, and thus, it is difficult to “break”.

Later, in 1977, Ronald Rivest, Adi Shamir, and Leonard Adleman also proposed the RSA
cryptosystem, extending the work of Diffie and Hellman [117]. In their cryptosystem, anyone
would use the same “public” key to communicate with a user in private. This cryptosystem
uses the Factorization Problem, which is a problem also considered as being computationally
hard. Its security relies on the mathematical assumption that, if a very large prime number
is used in it, it would be extremely difficult to compute the private-key in a reasonable and
non-exponential amount of time, considering only the knowledge about the public-key.

Other cryptographic primitives were proposed recently, such as Digital Signatures [116–119],
Elliptic-Curve Cryptography [120, 121], Interactive Proofs [122–128], Byzantine Agreements [129,
130], Cryptocurrencies [131, 132], Blockchains [133, 134], or Homomorphic Encryption [135–141].

But can these cryptographic primitives and key exchanges be safe against some future
technologies? Can appear even more powerful computing machines in the future? And how
can we build more robust cryptographic primitives against these new technologies? Would
we still be base these new cryptographic primitives on mathematical assumptions? Or would
we follow a novel approach for the future? Can these new cryptographic primitives provide
unconditional feasible security? Maybe we will find the answers for these questions very soon...

1.1.5 The 2𝑛𝑑 Quantum Revolution: Enabling Quantum Technologies

Over the years, the experts always thought about new ways of developing even more powerful
computing machines. But not even the most powerful conventional computers can solve all
the computational problems... Could we build new models of computing machines provide
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us with technological devices capable of solving those problems never solved before?
During the 1980s, Richard Feynman gave an initial perspective into a different manner of

performing computations when he proposed harnessing Quantum Mechanics to build a new,
more powerful type of computer distinct from the conventional ones we use nowadays [142].

As conventional computers grew in power, so theoretical physicists started to use them
in computations and modeling of physical systems. However, they often struggled to develop
ways of representing things that could exist in multiple states simultaneously. But in most
cases, many of the systems that the physicist wants to investigate may have many millions
of electrons, and the respective number of possibilities becomes unimaginably large. Then,
this observation leads us to argue that these physical systems have an enormous complexity,
explaining why conventional classical computers cannot simulate them quickly and efficiently.

In fact, Richard Feynman theorized we need to build Quantum Computers to simulate
quantum physical systems efficiently. An idea that he postulated in 1982, in a paper entitled
“Simulating Physics with Computers” [142], marking the “birth” of Quantum Computing.

Some years earlier, Roman Ingarden already tried to create a Quantum Information Theory
in 1976 [143], showing that Claude Shannon’s Information Theory does not generalize naturally
to the case of Quantum Information. In 1982, Paul Benioff developed his original model of
Quantum Turing Machine, when he published a paper that described a Quantum Mechanical
Model of a Turing Machine, demonstrating the theoretical possibility of Quantum Computing
[144]. A few years later, in 1985, David Deutsch and Roger Penrose gave us the definition of a
Universal Quantum Turing Machine [145], extending the earlier work of Church-Turing Thesis.

The first known Quantum Algorithms were proposed in 1992, demonstrating beforehand
speedups over their Classical counterparts. First, David Deutsch and Richard Jozsa proposed
one of the first examples ever of a Quantum Algorithm, proving that there can be advantages
of using a Quantum Computer as a computational tool for a specific problem [146]. Namely, in
the respective Deutsch-Jozsa Problem, we have a black-box Quantum Computer known as an
Oracle that implements some mapping function. In fact, this Quantum Algorithm showed that
a Quantum Computer can solve a black-box problem efficiently with no error. A deterministic
Classical Computer would need many queries to the black box to solve the same problem.
Later, in 1998, Richard Cleve, Artur Ekert, Chiara Macchiavello, and Michele Mosca proposed
improvements to this algorithm [147]. During these times, Ethan Bernstein and Umesh Vazirani
proposed the Bernstein-Vazirani Algorithm [148], as a restrictive extension version of the earlier
Deutsch-Jozsa Algorithm. This algorithm is devised to learn a string encoded in a function
through a dot product and modular arithmetic. They also designed this Quantum Algorithm
to demonstrate an Oracle separation between the complexity classes, BQP (Bounded-error
Quantum Polynomial time) and BPP (Bounded-error Probabilistic Polynomial time).

Between 1993 and 1994, Daniel Simon invented an Oracle-based problem known as Simon’s
Problem [149], for which a Quantum Computer would be exponentially faster than a Classical
Computer. We set this problem in the model of a Decision Tree or Query Complexity. This
Quantum Algorithm introduced the main ideas used for the Quantum Fourier Transform and
the later Quantum Algorithms for Factoring. In particular, it used only a linear number of
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queries to solve Simon’s Problem. In opposition, any probabilistic (or deterministic) Classical
Algorithm would need an exponential number of queries. Similar to what we verified with
the Bernstein-Vazirani Algorithm [148], the Simon’s Algorithm also held an Oracle separation
between the BQP and BPP complexity classes, but nowadays, this separation is exponential.

In 1994, Peter Shor, at AT&T’s Bell Labs, during his Ph.D., developed the first-ever Quantum
Algorithm for factoring [150, 151], which is exponentially faster than the best currently known
algorithm running on a Classical Computer. His algorithm was an important discovery since
it allows a Quantum Computer to factor large integer numbers quickly. For this reason, Shor’s
invention sparked a tremendous interest in Quantum Computing. Additionally, it is probably
the most famous Quantum Algorithm because it can seriously affect the modern Cryptography.

Then, in 1996, Lov Grover, also from AT&T’s Bell’s Labs, invented a Quantum Algorithm for
Database Search [152]. This Quantum Algorithm could also affect modern Cryptography soon.
Its quadratic speedup is not as dramatic as the speedup from the Shor’s algorithm. However, it
can be applied and adapted to a much wider variety of problems compared to the other ones.
For instance, any problem that has to be solved by random, brute-force search approaches
can take advantage of its inherent quadratic speedup in the number of queries required.

Later, in 1997 and 1998, David Cory, Amr Fahmy, and Timothy Havel, as also, at the same
time, Neil Gershenfeld and Isaac Chuang, published the first papers performing quantum
operations for Quantum Computers based on Nuclear Spin-Resonance, or Thermal Ensembles
[153, 154]. The technology used was based on NMR (Nuclear Magnetic Resonance), similar to
the well-known medical MRI (Magnetic Resonance Imaging) machines used on healthcare.

Also in 1998, we witnessed the first-ever experimental running demonstration of Quantum
Algorithms. More specifically, Jonathan Jones and Michele Mosca, and shortly after, Isaac
Chuang, Neil Gershenfeld, and Mark Kubinec used a small NMR Quantum Computer to run
Deutsch-Jozsa’s and Grover’s Algorithms [155, 156], respectively. Additionally, another research
group with Isaac Chuang and Seth Lloyd involved, proposed a similar experimental work [157].

In the latter year, Justin Brooke, David Bitko, Thomas Rosenbaum, and Gabriel Aeppli
jointly and experimentally demonstrated the basic concepts of Quantum Annealing through a
condensed matter system [158]. They argued that using Quantum Tunneling as a mechanism
for moving between states could reduce the time scales for Mathematical Optimization.

At the beginning of the century, we witnessed the first execution of Shor’s Algorithm on an
IBM’s Quantum Computer. They executed this Quantum Algorithm at IBM’s Almaden Research
Center and Stanford University, USA, in 2001. This Quantum Computer factored the number
15 using 1, 018 molecules in a test tube, each one containing 7 active nuclear spins [159].

Also in 2001, Robert Raussendorf and Hans Briegel jointly proposed an innovative scheme
of Quantum Computation that consists entirely of single measurements [160]. We know this
scheme as Measurement-Based Quantum Computation or One-Way Quantum Computation.
They used measurements of quantum states to imprint Quantum Logic Circuits on those same
quantum states. This scheme were based on grids of quantum particles, forming a particular
case of quantum states, known as the Cluster States. Those Cluster States are thus One-Way
Quantum Computers and the measurements are performed to compose the program.
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Between 2002 and 2007, the DARPA’s Quantum Network was developed as the first-ever
Quantum Cryptographic Network in the world, operating 10 optical nodes in Massachusetts,
USA [161–163]. The DARPA sponsored it as part of the QuIST Program (Quantum Information
Science and Technology Program), being built by BBN Technologies’ Labs in collaboration
with Harvard University and BUPC (Boston University Photonics Center), both in USA. At
last, it eventually became fully operational in 2003 at BBN Technologies’ Labs and was fielded
through dark fiber5 under the streets of Cambridge and Boston, Massachusetts, in 2004. This
project also introduced the world’s first Superconducting Nanowire Single-Photon Detector.

In 2006, we also witnessed some discoveries in Quantum Computing architectures based
on QDs (Quantum Dots). Namely, a research team from TU Delft (Technische Universiteit
Delft), Netherlands, created a device to manipulate the “up” or “down” states of electrons
on QDs [164]. They showed the feasibility of operating single-electron spins in a QD as the
fundamental blocks of quantum information for the development of a Quantum Computer.

Following these breakthroughs, a group from Harvard University and Texas A&M University,
both in USA, with other researchers from the University of Stuttgart, Germany, developed a
Quantum Register based on Diamond in 2007 [165]. The authors used optical and microwave
radiation to control an electron spin associated with a novel NV (Nitrogen-Vacancy) center in
Diamond. They also demonstrated excellent coherence properties in such quantum registers,
arguing that they could be used as a basis for near-term scalable quantum computers.

Also in 2007, Vittorio Giovannetti, Seth Lloyd, and Lorenzo Maccone, unveiled together a
novel QRAM (Quantum Random Access Memory) to address any quantum superposition of
numerous memory cells [166]. They presented a more robust architecture that exponentially
reduced the requirements for each memory RAM (Random Access Memory) call in contrast to
the conventional designs. Their proposal required entanglement among exponentially fewer
Quantum Gates, leading to an exponential decrease in the power needed for its addressing.

Two independent R&D Labs also developed the first-ever prototypes of Quantum Bus to
connect basic blocks of quantum information on a chip in 2007. First, Mika Sillanpää, Jae Park,
and Raymond Simmonds, from NIST, demonstrated how to independently control their two
Superconducting units of quantum information [167]. Then, researchers from Yale University,
USA, could also transfer quantum states between two units of quantum information, via a
superposed state using “virtual” photons, with no energy loss in the Quantum Bus [168].

Over the years, we also witnessed some developments regarding the lifetimes, as also the
handing of decoherence in quantum states used in Quantum Computing. First, a research
team from NIST extended the life of those quantum states from one millisecond to hundreds
of them, using simple operations [169]. Then, another group of physicists from the University
of Michigan, Naval Research Laboratory, and University of California San Diego, all in the USA,
jointly with collaborators from the University of Hong Kong, China, also extended the lifetime
of the basic units of quantum information over 1, 000 times the order of magnitude [170].

Then, Hartmut Neven presented a Quantum Adiabatic Algorithm being developed jointly

5A Dark Fibre (or Unlit Fibre) is an unused Optical Fibre, available for use in Fibre-Optic Communications.
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by Google, D-Wave Systems, and Purdue University, USA, for training a Binary Classifier, at
the NeurIPS (Neural Information Processing Systems) conference [171, 172]. Their algorithm
automatically recognized and sorted objects, images, or videos. They tested their algorithm for
sorting car images from 20, 000 photos faster than anything running in a Google’s Data Center.

Additionally, we also witnessed some developments in Quantum Computing processors.
First, NIST developed the first-ever chip-scale Quantum Computer with 2 particles [173, 174].
They showed sustained, reliable, scalable Quantum Information Processing operations on
internal states of electrically trapped and charged ions, observing no performance loss despite
quantum states transport over macroscopic distances. Then, researchers from the University of
Waterloo and Université de Sherbrooke, both in Canada, as Yale University, USA, and TU Wien
(Technische Universität Wien), Austria, created the first solid-state superconducting Quantum
Processor and used it to successfully execute some elementary Quantum Algorithms [175].

In 2011, D-Wave Systems offered the world’s first-ever commercially available integrated
Quantum Computer based on a Quantum Annealer architecture, called D-Wave One [176]. This
Quantum Annealer had a Quantum Processor named “Rainier", which was capable to perform
single mathematical discrete optimization operations to solve optimization problems.

At the same time, researchers from the University of California, USA, and the University
of Konstanz, Germany, demonstrated a Quantum Memory based on Diamond [177]. They
presented us with a room-temperature quantum memory based on the spin of the nitrogen
nucleus intrinsic to each NV (Nitrogen-Vacancy) Centre in Diamond. The authors showed that
even at room temperature, these defects in a diamond could manipulate quantum information,
and these diamonds could become a leading candidate to be a quantum version of a Transistor.

Still in 2011, a group of researchers and scientists from USA, Japan and China, demonstrated
a Quantum Integrated Circuit that implemented a quantum version of the Von Neumann
architecture [178]. A long-lived QRAM could be programmed in this architecture, exchanging
data with a QCPU (Quantum Central Processing Unit), on a single chip, via a Quantum Bus.

Then, NASA, USRA (Universities Space Research Association), and Google jointly launched
the initiative Quantum AI Lab (Quantum Artificial Intelligence Lab) in 2013 [179]. The major
goal of this initiative was to pioneer research on how Quantum Computing might help with
Machine Learning and other computational problems. Initially, this lab was using the most
advanced commercially available Quantum Computer, the D-Wave Two, from D-Wave Systems.

Moreover, scientists from TU Delft, Netherlands, collaborating with the British company,
Element Six, could transfer data by Quantum Teleportation over more than 3 meters with no
error rates in 2014, through a fully deterministic BSM (Bell-State Measurement) combined with
a real-time feed-forward [180]. They also got an average quantum state fidelity exceeding the
respective classical limit. These results established Diamond Spins as a prime candidate for
Quantum Communication Networks, representing a vital step towards a Quantum Internet.

In 2016, a group of physicists from Universität Innsbruck, and ÖAW, both in Austria, jointly
with MIT, USA, reported a fully scalable implementation of Shor’s Algorithm in an Ion-Trap
Quantum Computer [181]. They factored the number 15 by controlling 7 particles for general
purposes and 7 particles acting as “cache”, together with generalized arithmetic operations.
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In the following years, many big players in Information Technology started to put huge
efforts into Quantum Computing, in a quest to achieve the so desired Quantum Supremacy.

First, in 2017, IBM announced an industry initiative, called IBM Q, to build commercially
available Universal Quantum Computing systems [182]. Then, scientists from IBM successfully
broke the barrier for the simulation of 49 quantum particles [183]. Not least, IBM also revealed
a working Quantum Computer with 50 fundamental units of quantum information [184]. One
of their Quantum Computers managed to maintain quantum states for 90 microseconds [182].

Between 2017 and 2018, IBM, Intel, and Google already each reported preliminary testings
on Quantum Processors containing 49, 50, and 72 quantum information units [182–189].

Then, Intel kept pushing significant efforts in developing their first Quantum Processor
chips [186]. In 2018, Intel began testing its silicon-based Quantum Computing chip [190]. This
Quantum Processor was constructed with isotopically pure silicon wafers and used magnetic
resonance to manipulate individual electrons. Then, Intel also confirmed the development of
a superconducting chip, with 49 units of quantum information, called “Tangle Lake” [185].

In 2018, Google announced the creation of a superconducting Quantum Processor based
on 72 superconducting units of quantum information, called “Bristlecone” [188, 189]. Some
experts argued this new Quantum Computer could possess enough power to equalize with any
supercomputer in the world, and even overpower it to aim the desirable Quantum Supremacy.

Moreover, the National Quantum Initiative Act was signed into law, establishing the major
goals for a 10-year plan to speed up Quantum Information Science in the USA [191, 192].

Finally, IonQ introduced the first commercial Quantum Computer based on trapped ions,
hosting 160 units of quantum information [193]. This Quantum Computer was capable of
performing simple and full quantum operations on 76 and 11 units of quantum information,
respectively. They showed ions could be less error-prone, with error rates lower than 1%.

Then, we witnessed one of the most remarkable events ever in Quantum Computing when,
in late 2019, Google finally claimed to reach the Quantum Supremacy, using their Quantum
Computer Sycamore, with 53 units of quantum information [194]. Namely, Google’s Sycamore
could calculate a proof in 3 minutes and 20 seconds, showing the numbers created by an RNG
(Random Number Generator) are indeed random. Theoretically, it would take IBM’s Summit,
the world’s most powerful classical supercomputer at that time, about 10, 000 years to complete
the same task, making the proof practically impossible to be solved by any classical means. At
the same time, IBM also revealed its biggest Quantum Computing system until the date, IBM’s
Q 53 with 53 quantum information units, available online via IBM’s Quantum Experience [195].

In 2020, researchers from Harvard and MIT, both in the USA, managed to correct signal
losses in a prototype of a quantum node capable of catch, store and entangle units of quantum
information [196]. They used a single solid-state spin memory integrated into a nano-photonic
diamond resonator to implement an asynchronous BSM. This improved Quantum Memory
increased the secret key rate of MDI-QKD (Measurement Device-Independent - Quantum
Key Distribution) over the loss-equivalent direct-transmission method while operating MHz
(MegaHertz) clock rates. Their concepts could be used in the key components of Quantum
Repeaters in Quantum Communication Networks and possibly extend their highest ranges.
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Later on, a team of engineers from Google achieved the largest chemical simulation on a
Quantum Computer, a Hartree-Fock Approximation [197]. They used Google’s Sycamore paired
with a Classical Computer which analyzed results to tune new parameters for quantum systems
up to 12 hydrogen molecules. Then, they modeled those quantum systems via the binding
energies of chains of the hydrogen molecules, as well as the isomerization of diazene. The team
also demonstrated error-mitigation strategies, improving the fidelity of their experiments.

At the end of the year, another remarkable event on Quantum Computing took place,
when Chinese researchers from USTC (University of Science and Technology of China), China,
claimed to have achieved Quantum Supremacy, by using a Photonic Quantum Computer with
a maximum of 76 (and an average of 43) detectable photons, known as Jiuzhang [198]. The
research team improved their previous Quantum Computing system [199] in performing a GBS
(Gaussian Boson Sampling) in about 3 minutes [198]. The same computation would have taken
10, 000 years on Fugaku, the world’s current most powerful classical supercomputer with 442
PFLOPS (Peta Floating Point Operations per Second), as well as over 2 billion years on Sunway
TaihuLight, China’s most powerful classical supercomputer with 93 PFLOPS. The researchers
also claimed that their Quantum Computer is 10 billion times faster than Google’s Sycamore.

In 2021, Frederico Centrone, Niraj Kumar, Ionardis Kerenis, and Eleni Diamanti reported
the achievement of Quantum Advantage in an OWC (One-Way Communication) protocol [200].
In their work, they used the Sampling Matching Problem, inspired by the Hidden Matching
Problem, featuring an exponential gap between quantum and classical protocols. Then, they
showed a Quantum Advantage in the transmitted information over the best-known classical
protocol, impossible to be reached for the original Hidden Matching Problem. Namely, their
research could have implications in Quantum Verification Proofs and Quantum Cryptography.

Then, researchers from D-Wave Systems also reported a significant near-term Quantum
Advantage over classical methods for practical problems, such as designing new materials [201].
For instance, the team showed that their new low-noise Quantum Processor with 1, 440 units of
quantum information could simulate the behavior of an “untwisting” quantum magnet much
faster than a Classical Computer, offering increased speedups for harder simulations.

Later, the same group from USTC, China, whose achieved Quantum Supremacy in 2020,
reported again the achievement of Quantum Advantage, introducing a new Photonic Quantum
Computer with a maximum of 113 detectable photons, called Jiuzhang 2.0 [202]. A few months
later, they also unveiled a super-advanced Quantum Processor, called Zuchongzhi, with 66
units of quantum information in a tunable coupling architecture [203]. They also developed a
benchmark on their Quantum Processor by performing a Random Quantum Circuit Sampling,
up to a quantum system of 56 quantum particles and 20 cycles, taking around 1 hour and
10 minutes. The authors estimated that the computational cost of this task was 100 to 1, 000
times harder than the task performed by Google’s Sycamore in 2019, and it would take over 8
years to compute the same calculation using the classical supercomputer Summit from IBM.

In the following months, this team of researchers from USTC, China, kept improving their
prototype of a quantum programmable processor, releasing new versions, namely, Zuchongzhi
2.1, with better experimental results for harder problems compared to other prototypes [204].
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Then, we witnessed another memorable achievement in Quantum Computing, which
could have a vast impact in many areas, when we could create a Time Crystal for the first
time. First, a group of Dutch, British, and American researchers built a DTC (Discrete Time
Crystal) in a Diamond [205]. One month later, Google in collaboration with Universities and
R&D Labs, in the USA and Germany, used Google’s Sycamore to show a genuine DTC [206].
Both results could have a huge impact on designing new Materials, Quantum Hardware, and
Quantum Processors. They could also boost Quantum Metrology, Quantum Communications,
Quantum Simulations, Quantum Optimization, and Quantum Machine Learning applications.

All these events and developments led to an era commonly known as the 2𝑛𝑑 Quantum
Revolution. The 1𝑠𝑡 Quantum Revolution, formulated by some notable names, such as Albert
Einstein, Max Planck, Werner Heisenberg, Erwin Schrödinger, or Wolfgang Pauli, gave us new
rules that govern physical reality, in its fundamental atomic and subatomic levels, during the
XX century. The 2𝑛𝑑 Quantum Revolution takes these rules and uses them to develop new
powerful technologies, where Quantum Computing is one of the most remarkable examples.
From this new paradigm in Science and Technology, other novel research topics emerged,
such as Quantum Cryptography, Quantum Networks, Quantum Communications, Quantum
Artificial Intelligence, Quantum Game Theory, Quantum Machine Learning, Quantum Deep
Learning, Quantum Natural Language Processing, Quantum Optimization, Quantum Finance,
Quantum Simulation, Quantum Chemistry, Quantum Sensing, or even Quantum Metrology.

It is reasonable to think that Quantum Computing is still living its infancy. However, it
already revealed a glimpse of what could be its true potential. The current major drawback
of Quantum Computing is its inherent errors and noise, caused by the decoherence of the
respective quantum systems used and its information lost during the process, which is always
very difficult to overcome. For this reason, we also refer to this era of Quantum Computing
as the NISQ (Noisy Intermediate-Scale Quantum) era. The NISQ era was a term coined by John
Preskill in 2018 to refer to the state-of-the-art near-term Quantum Processors and Quantum
Computers with about 50 to a few hundreds of units of quantum information, but not
advanced enough to reach the desired fault-tolerance nor large enough to profit sustainably
from Quantum Supremacy and Quantum Advantage [207]. Beyond the NISQ era, we can
achieve the FTQC (Fault-Tolerant Quantum Computing). But to reach the FTQC, we need more
sophisticated Quantum Hardware capable of support better QEC (Quantum Error-Correction)
methods to handle the sensitivity of such systems to the environment, improving the fidelity
of the quantum operations while increasing the number of units of quantum information.

But when will we achieve the FTQC? What kind of practical problems will be solvable by
the FTQC in the future? Will the FTQC be just about good news for Science and Technology?
Could this FTQC represent any threat to other technologies we use nowadays? And could we
use it to develop other more powerful technologies capable of protecting us from such threats?
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1.2 Motivations for Quantum Computing

There are several motivations for Quantum Computing that we can mention, starting with its
almost unlimited applications in science. However, here we will only introduce some simple
motivations, which are more directed to the current limitations of Classical Computing.

1.2.1 The end of Moore’s Law

The initial massive integration of ICs, with several Transistors, into computational devices led
Gordon Moore, from Intel, in 1965, to predict the number of that Transistors in each IC doubles
about every year [208–210]. Over the years, this prediction became known as Moore’s Law. In
fact, this prediction was accurate from 1975 until the current days, mainly due to the constant
miniaturization of the Transistors, from 𝜇ms to nms. For instance, the average size of a single
Transistor inside an IC in 2022 is about 3 nms [211]. On the other hand, we estimate that a single
IC may include between hundreds and thousands of billions of Transistors inside it [211].

The problem with this process is when we reach scales below the order of nms and pms,
where laws of physics start to act differently. Namely, in such small scales, we need to deal
with some random quantum effects, such as quantum tunneling [212–214] and Heisenberg’s
Principle of Uncertainty [23]. In quantum tunneling, an electron does not have a well defined
position and behaves like a wave, varying its position within it in a probabilistic sense. As this
wave comes close to a barrier, such as a gap between two semiconductors, one end of this
wave might overlap that barrier and touch the other semiconductor. That means the electron
has the potential to be on the other side of the gap. If the potential is there, it could mean
that sometimes the electron is on the other side, like the electron tunneled right through the
barrier. This phenomenon follows the probabilistic nature of Quantum Mechanics, inducing
randomness and errors in computations, being also predicted by Gordon Moore himself.

For that reason, many scientists and experts agree that Moore’s Law will eventually reach
its end between 2020 and 2035 [215, 216]. Therefore, it is urgent for us to think of alternatives,
such as Quantum Computing [142, 145], Chaos Computing [217–219], DNA Computing
[220–224], Membrane Computing [225–227], and Neuromorphic Computing [228–231].

1.2.2 The need for more processing power

In the current state-of-the-art of Computer Science, we know it is impracticable to use Classical
Computing to address some problems believed to be computationally hard in a reasonable
amount of time. One of the reasons to explain this is that Classical Computing does not scale
in terms of parallelism, even when we consider solutions based on GPUs (Graphical Processing
Units), Distributed Computing, or other derivatives for HPC (High-Performance Computing).
In Classical Computing, the computational devices work with digits as their basic units of
information. These classical information digits are often bits, but they can also be trits, quads,
or ultimately dits, for 𝑘 = 2, 𝑘 = 3, 𝑘 = 4, and 𝑘 = 𝑑 possible configurations, respectively.
However, we can only have a single configuration of classical units of information at a time
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for every type of these information units, even if we consider 𝑛 units. Thus, it can lead us to
try a single set of inputs in an algorithm for each computational step in an exhaustive search.

On the other hand, the quantum analogous of these classical information digits are often
quantum bits, but they can also be quantum trits, quantum quads, or ultimately quantum dits.
From the probabilistic and random nature of Quantum Mechanics, we know that an atomic or
sub-atomic particle could not have a well-defined position or property. Therefore, a particle
can have multiple configurations simultaneously, in a probabilistic sense, in a phenomenon
called Quantum Superposition. In that case, if we use these particles to employ the previously
mentioned quantum units of information, we can take advantage of this phenomenon. Namely,
these quantum units of information can have infinite configurations of simultaneous classical
digits. In particular, we can have 2𝑛 , 3𝑛 , 4𝑛 , and 𝑑𝑛 possible configurations for 𝑛 classical
units of information. For instance, we can try all these 𝑘𝑛 possible inputs at once in a single
computational step in an exhaustive search strategy. This phenomenon offers us exponential
computational power, allowing more powerful and quicker computations when compared to
our traditional counterparts. Thus, Quantum Computing could be a better tool to approach
some computationally hard problems we know, or even ones never approached before.

In fact, one of the greatest motivations for Quantum Computing is that we cannot perform
accurate Quantum Simulations with Classical Computing due to the exponential complexity
of quantum systems. The obstacle from the exponential complexity of this problem could be
surpassed with Quantum Computing, as Richard Feynman suggested previously [142].

1.3 Proposal and Contributions

In this Master Thesis, we proposed a new cryptographic protocol that achieves a conference
key agreement, allowing several users to share a common private key. The novelty of our
work relies on the use of entangled quantum states, jointly with a semi-quantum approach
for this purpose. In particular, one of the parties, namely Alice, is a fully-quantum entity and
can prepare entangled quantum states, namely GHZ State, of arbitrary size. Oppositely, the
remaining parties of the protocol, namely multiple Bobs, are only allowed to perform two
possible operations: Reflect or Measure in the standard computational basis and Resend the
classical outcome. Our protocol has the additional advantages of being accessible and scalable.

We prove that the presented protocol is secure in the standard adversary models. In order
to achieve this, we developed reduction techniques specifically for this proposal, which
consists of the transformation of our initial protocol to a one-way protocol with the property
that if the latter one is secure, so it is the original one. Considering the specific use of GHZ
States, we also developed an extensive numerical analysis for the estimation of the key rate
based on well-known results using Von Neuman’s Entropy. Additionally, we also developed
other security proofs against other common attacks, such as IR (Intercept-and-Resend).

From the practical point of view, we developed a custom library called Qis|krypt⟩ based
on IBM Qiskit. Our library can simulate not only our protocol but also some other well-known
quantum protocols. The source code is available on https://github.com/qiskrypt/qiskrypt/.
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1.4 Outline

We organize this document into several chapters, where each of them has a specific purpose.
In Chapter 1, we present an initial insight to this Master’s Thesis by giving a historical review
and context for the several areas of study involved in this work proposal, namely Quantum
Mechanics, Computer Science, Communications, Cryptography, and Quantum Computing.
Moreover, we also provide some brief motivations for Quantum Computing. Afterward, in
Chapter Chapter 2, we review some required preliminaries and other introductory notions of
Quantum Mechanics and Quantum Computing. At the end of this chapter, we also review the
quantum algorithms that represent a threat to Classical Cryptography, as well as some existing
approaches to address this problem in the current state-of-the-art. Then, we introduce the
concepts of Quantum Cryptography in Chapter 3 as an ultimate solution for the problem that
results from the impact of Quantum Computing in Classical Cryptography, and we describe
some quantum cryptographic protocols, mostly in terms of Key Exchanges. In this case, we
describe some of the most relevant protocols of Quantum Key Distribution, Semi-Quantum Key
Distribution, and Quantum Conference Key Agreement. In addition, we also describe some
known attacks on Quantum Cryptography and its security notions in Chapter 3. Next, we
introduce the concept of Semi-Quantum Conference Key Agreement protocols, which are the
main focus of this work proposal. Namely, we describe our protocol, code-named BKMPS22
Protocol, jointly with its simulation and security analysis (in terms of adversary model we
consider, as well as its countermeasures, and its security proof, considering noisy scenarios).
Finally, in Chapter 5, we present the conclusions of this work proposal and its future work.
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BACKGROUND

We have already seen how Quantum Computing could shake Science and Technology in the
near term future. Furthermore, we also saw what type of applications it could have. But what
is the science behind these Quantum Computing systems? How can we build and model these
units of quantum information mentioned early? How do they behave following the laws of
Quantum Mechanics? What kind of interactions can we perform with these same units?

In the following chapter, we will explain some of the science behind these new enthusiastic
Quantum Computers. We will also describe some of the fundamental principles which make
them get so much attention from scientists and researchers over the last couple of years.

2.1 Preliminaries of Quantum Mechanics

Before introducing what Quantum Computing really is, we first need to enumerate and explain
some preliminaries from Quantum Mechanics and its inherent basic algebraic concepts.

2.1.1 Dirac’s Notation

Before starting with any topic of Quantum Mechanics and Quantum Computing, we need to
introduce Dirac’s Notation. The Dirac’s Notation (or Bra-Ket Notation) is a specific instance
of algebraic notation inherently connected to Quantum Mechanics and Quantum Computing.
We use this notation to denote and describe a vector space𝜓 , mainly through “bras” and “kets”.
These “bras” and “kets” are basically algebraic vectors with complex numbers as elements.

So, the “ket” representation of a vector space 𝜓 is the following column-vector:

|𝜓⟩ =


𝜓0
...

𝜓(𝑛−1)

 ∈ ℂ
𝑛 (2.1.1.1)
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On the other hand, a “bra” is a row-vector composed by the complex conjugates of a given
“ket” representation of a vector space 𝜓 . In this case, its “bra” representation is the following:

⟨𝜓 | =
[
𝜓 ∗0 . . .𝜓

∗
(𝑛−1)

]
∈ ℂ𝑛 (2.1.1.2)

As we can see at this point, there is an inherent relationship between the “bra” and “ket”
representations of a vector space, since the “bra” vector is nothing more than the conjugate
transpose (also known as Hemitian conjugate or adjoint) of the “ket” vector, and vice-versa.
Usually, we represent the conjugate transpose of a complex vector space with a “dagger”. Thus,
from this mathematical definition, we end up having the two following enumerated equalities:

⟨𝜓 |† = |𝜓⟩ (2.1.1.3)

|𝜓⟩† = ⟨𝜓 | (2.1.1.4)

The reason for this terminology is that an inner product between two vector spaces 𝜙 and
𝜓 corresponds to the dot product between the “bra” and “ket” (“Bra-Ket”) vectors of those
vector spaces, respectively. From this mathematical definition, we get the following equality:

⟨𝜙,𝜓⟩ = ⟨𝜙 | · |𝜓⟩ = ⟨𝜙 |𝜓⟩, where 𝜙,𝜓 ∈ ℂ𝑛 (2.1.1.5)

We can define the inner product (or dot product) of two vector spaces 𝜙 and𝜓 as the sum
of the multiplication of their corresponding components as demonstrated following:

⟨𝜙 |𝜓⟩ =
[
𝜙∗0 . . . 𝜙

∗
(𝑛−1)

]
·


𝜓0
...

𝜓(𝑛−1)

 = 𝜙∗0𝜓0 + ... + 𝜙∗(𝑛−1)𝜓(𝑛−1) , where 𝜙,𝜓 ∈ ℂ𝑛 (2.1.1.6)

Similarly, the inner product of 𝜙 and𝜓 can also be represented in terms of trigonometry:

⟨𝜙 |𝜓⟩ = |𝜙 | |𝜓 | cos
( 𝜃

2

)
, where 𝜙,𝜓 ∈ ℂ𝑛 and 𝜃 ∈ [0, 2𝜋] (2.1.1.7)

In this case, 𝜃 represents the existing angle between these two vector spaces 𝜙 and 𝜓 .
Furthermore, the inner product of two vector spaces is commutative. More specifically,

the order of the vector spaces in the inner product does not matter, from which we have:

⟨𝜙 |𝜓⟩ = ⟨𝜓 |𝜙⟩, where 𝜙,𝜓 ∈ ℂ𝑛 (2.1.1.8)

If we multiply a vector space 𝜓 by a constant 𝑐 , we also need to multiply its dot product
with any other vector space 𝜙 by the same constant 𝑐 as we demonstrate following:

if 𝜏 = 𝑐𝜓 =⇒ ⟨𝜙 |𝜏⟩ = ⟨𝜙 |𝑐𝜓⟩ = 𝑐 ⟨𝜙 |𝜓⟩, where 𝜙,𝜓 ∈ ℂ𝑛 and 𝑐 ∈ ℝ (2.1.1.9)

The inner product of a vector space with itself corresponds to the square of its magnitude:

⟨𝜓 |𝜓⟩ = |𝜓 |2 =

√︃
|𝜓0 |2 + · · · + |𝜓(𝑛−1) |2, where 𝜓 ∈ ℂ𝑛 (2.1.1.10)
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Obviously, the inner product of a vector space with the zero vector is equal to zero:

⟨0|𝜓⟩ = 0, where 𝜓 ∈ ℂ𝑛 (2.1.1.11)

Finally, we consider that some vector spaces 𝜙 and 𝜓 are perpendicular only if their inner
product is zero. In that case, those vector spaces are completely distinguishable:

𝜙 ⊥ 𝜓 =⇒ ⟨𝜙 |𝜓⟩ = 0, where 𝜙,𝜓 ∈ ℂ𝑛 (2.1.1.12)

Therefore, we can also use the inner product to calculate the fidelity of a given vector space
𝜓 compared to another expected vector space 𝜙 . If the inner product is equal to zero, the two
vector spaces𝜓 and 𝜙 are completely distinguishable. On the other hand, if the inner product
is equal to one, the two vector spaces 𝜓 and 𝜙 are completely indistinguishable (or equal).

2.1.2 Quantum State

Now, we can define introduce the notion of what a quantum state really is. A quantum state
is some physical system that can exist in 𝑛 different mutually exclusive classical states. Each
one of these exclusive classical states is related to a complex number 𝛼𝑘 = (𝑎 + 𝑏𝑖 )𝑘 , with an
amplitude and a phase, where 0 ≤ 𝑘 ≤ (𝑛−1). More specifically, by a “classical state” we mean
a state on which we can find that physical system if we observe it. Additionally, we have two
slightly different types of quantum states: pure quantum states and mixed quantum states.

2.1.2.1 Pure Quantum State

A pure quantum state is the most known type of quantum state. We represent a quantum
state by a “ket” (or column-vector) in Dirac’s Notation, with the respective complex number
elements representing the amplitudes for each one of its possible observable classical states:

|𝜓⟩ =


𝛼0
...

𝛼 (𝑛−1)

 =


(𝑎 + 𝑏𝑖 )0

...

(𝑎 + 𝑏𝑖 ) (𝑛−1)

 ∈ ℂ
𝑛 (2.1.2.1.1)

A pure quantum state can have multiple classical states. Generally, we can denote those
classical states as |0⟩, ..., | (𝑛 − 1)⟩. Mathematically, the classical states |0⟩, ..., | (𝑛 − 1)⟩ form
an orthonormal basis of an n-dimensional Hilbert SpaceH . Therefore, these classical states
are also themselves n-dimensional column-vectors equipped with an inner product:

|𝜓⟩ = { |0⟩, ..., | (𝑛 − 1)⟩ }, where |0⟩, ..., | (𝑛 − 1)⟩ ∈ ℂ𝑛 (2.1.2.1.2)

So, the quantum state𝜓 is in the classical state |0⟩ with amplitude 𝛼0, in the classical state
|1⟩ with amplitude 𝛼1, and so on. In the end, the quantum state 𝜓 is in the classical state
| (𝑛 − 1)⟩ with amplitude 𝛼 (𝑛−1) , as well. Additionally, a pure quantum state is a quantum state
that we cannot define as a probabilistic mixture of other quantum states. In this case, we can
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also represent a pure quantum state 𝜓 by a density matrix (or density operator) 𝜌 = |𝜓⟩⟨𝜓 |,
where |𝜓⟩⟨𝜓 | is the outer product of this quantum state𝜓 with itself, demonstrated as follows:

𝜌 = |𝜓⟩⟨𝜓 | =


𝛼0
...

𝛼 (𝑛−1)

 ·
[
𝛼∗0 . . . 𝛼∗(𝑛−1)

]
=


|𝛼0 |2 . . . 𝛼0𝛼

∗
(𝑛−1)

...
. . .

...

𝛼 (𝑛−1)𝛼
∗
0 . . . |𝛼 (𝑛−1) |2

 ∈ ℂ
(𝑛×𝑛) (2.1.2.1.3)

The pure quantum states are also known as wave functions. This term applies particularly
when they represent the function of the position or momentum of particles, such as photons.

2.1.2.2 Mixed Quantum State

On the other hand, we can view mixed quantum states as statistical ensembles of other pure
quantum states. More specifically, a mixed quantum state cannot be described with a single
“ket” (or column-vector) as happens with pure quantum states. For this reason, it is more
convenient to define this type of quantum state just as density matrices (or density operators).

Therefore, we can represent a mixed quantum state as a probability distribution over 𝑛
pure quantum states, represented by the density operator 𝜌 =

∑𝑛
𝑖=1 𝑝𝑖 |𝜓𝑖 ⟩⟨𝜓𝑖 |. In simple terms,

a mixed quantum state is in pure quantum states |𝜓1⟩, ..., |𝜓𝑛⟩, with probability 𝑝1, ..., 𝑝𝑛 . This
density operator 𝜌 is also called a “mixture” of the pure quantum states |𝜓1⟩, ..., |𝜓𝑛⟩.

In particular, these mixed quantum states arise in Quantum Mechanics in two different
situations. First, when the preparation of the physical system is not fully known. Here, we
must consider a statistical ensemble of possible preparations of that physical system. And
second, when we want to describe a physical system entangled with another quantum state
which we cannot define as a pure quantum state. These mixed quantum states are quantum
states on which we have limited or even no knowledge about the respective physical system.

2.1.2.3 Tensor Product of Multiple Quantum States

Additionally, we can combine different Hilbert Spaces using the mathematical tensor product
rule. For example, if |0⟩, ..., | (𝑚 − 1)⟩ are an orthonormal basis of the Hilbert Space H𝐴 and
|0⟩, ..., | (𝑛 − 1)⟩ are an orthonormal basis of the Hilbert SpaceH𝐵 , then the tensor product of
those Hilbert SpaceH = H𝐴 ⊗ H𝐵 is an mn-dimensional Hilbert Space spanned by the set of
spaces { |𝜙⟩ ⊗ |𝜏⟩ : 𝜙 ∈ {0, ..., (𝑚 − 1)},𝜏 ∈ {0, ..., (𝑛 − 1)} }. In this case, we obtain a new
arbitrarily quantum state |𝜓⟩ in Hilbert SpaceH which has the following enumerated form:

|𝜓⟩ =
(𝑚−1)∑︁
𝜙=0

(𝑛−1)∑︁
𝜏=0

𝛿 (𝜙,𝜏) |𝜙⟩ ⊗ |𝜏⟩ (2.1.2.3.1)
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For example, consider |𝜙⟩ and |𝜏⟩ are pure quantum states represented as follows:

|𝜙⟩ =


𝛼0
...

𝛼 (𝑚−1)

 and |𝜏⟩ =


𝛽0
...

𝛽 (𝑛−1)

 (2.1.2.3.2)

Then, we define |𝜓⟩ as a tensor product of the pure quantum states |𝜙⟩ and |𝜏⟩ as follows:

|𝜓⟩ = |𝜙⟩ ⊗ |𝜏⟩ =


𝛼0
...

𝛼 (𝑚−1)

 ⊗

𝛽0
...

𝛽 (𝑛−1)

 =



𝛼0


𝛽0
...

𝛽 (𝑛−1)


...

𝛼 (𝑚−1)


𝛽0
...

𝛽 (𝑛−1)




=



𝛼0𝛽0
...

𝛼0𝛽 (𝑛−1)
...

𝛼 (𝑚−1)𝛽0
...

𝛼 (𝑚−1)𝛽 (𝑛−1)


(2.1.2.3.3)

Generally, we can combine any number of smaller Hilbert Spaces H1, ..., H𝑘 using the
tensor productH = H1⊗ ...⊗H𝑘 . A quantum state in a Hilbert Space resulting from the tensor
product of two smaller Hilbert Spaces is called bipartite. We can have tripartite quantum states
in a Hilbert Space that is the tensor product of three smaller Hilbert Spaces, and so on.

2.1.3 Quantum Superposition

The Quantum Superposition is one of the fundamental principles of Quantum Mechanics.
This principle says that we can add (or “superpose”) two or more classical or quantum states
into another valid quantum state. And more generally, we can even represent every quantum
state as a sum of two or more other distinct quantum states. But a Quantum Superposition is
much more than simply the sum of several possible states describing a physical system.

In a Quantum Superposition, all the possible states of a physical system can simultaneously
occur with associated amplitudes. Therefore, we can define a Quantum Superposition as a
linear combination of those possible states weighted with the respective complex numbers:

|𝜓⟩ =


𝛼0
...

𝛼 (𝑛−1)

 =


𝛼0
...

0

 + · · · +


0
...

𝛼 (𝑛−1)

 = 𝛼0


1
...

0

 + · · · + 𝛼 (𝑛−1)


0
...

1

 , where |𝜓⟩ ∈ ℂ𝑛 (2.1.3.1)

Thus, we can denote each one of the 𝑛 possible states of a physical system as a unit vector:

|0⟩ =


1
...

0

 , ..., | (𝑛 − 1)⟩ =


0
...

1

 , where |0⟩, ..., | (𝑛 − 1)⟩ ∈ ℝ𝑛 (2.1.3.2)
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Through the Quantum Superposition, we can also generally represent a quantum state as:

|𝜓⟩ = 𝛼0 |0⟩ + ...+𝛼 (𝑛−1) | (𝑛 −1)⟩, where |0⟩, ..., | (𝑛 −1)⟩ ∈ ℝ𝑛 and 𝛼0, ..., 𝛼 (𝑛−1) ∈ ℂ𝑛 (2.1.3.3)

Finally, we can perform unitary operations and quantum interference to the Quantum
Superposition of a physical system existing in several states simultaneously until the physical
system collapses due to external environment effects or be measured (“observed”) by us.

2.1.4 Unitary Operators and Evolution

After learning the Quantum Superposition, we can introduce how we can evolve a physical
system of a quantum state by applying some unitary operators to a specific quantum state.
Thus, we can generally define the effect of this unitary operation𝑈 , demonstrated as follows:

𝑈 |𝜓⟩ =⇒ |𝜓 ′⟩, where |𝜓⟩ and |𝜓 ′⟩ ∈ ℂ𝑛 (2.1.4.1)

In particular, Quantum Mechanics only allows linear operations to be applied to quantum
states. More specifically, if a quantum state |𝜓⟩ is represented by a 𝑛-dimensional “ket” (or

column-vector)
[
𝛼0, ..., 𝛼 (𝑛−1)

]𝑇
, then applying an operation that changes the quantum state

|𝜓⟩ to |𝜓 ′⟩ corresponds to multiplying |𝜓⟩ by a complex-value unitary matrix𝑈 ∈ ℂ(𝑛×𝑛) :

𝑈


𝛼0
...

𝛼 (𝑛−1)

 =


𝑢 (0,0) . . . 𝑢 (0,(𝑛−1))
...

. . .
...

𝑢 ( (𝑛−1) ,0) . . . 𝑢 ( (𝑛−1) ,(𝑛−1))



𝛼0
...

𝛼 (𝑛−1)

 =


𝛽0
...

𝛽 (𝑛−1)

 (2.1.4.2)

Note that by linearity we also have |𝜓 ′⟩ =𝑈 |𝜓⟩ =𝑈
( ∑(𝑛−1)

𝑖=0 𝛼𝑖 |𝑖 ⟩
)
=

∑(𝑛−1)
𝑖=0 𝛼𝑖𝑈 |𝑖 ⟩.

Obviously, this matrix𝑈 must always preserve the norm of the “ket” column-vector of the
quantum state to which we are applying 𝑈 . For this reason, the matrix 𝑈 must represent a
unitary operation. More specifically, a matrix𝑈 is unitary if its inverse matrix𝑈 −1 is equal to
its conjugate transposed matrix𝑈 ∗. In mathematical terms, a unitary matrix𝑈 always maps
a column-vector of norm 1 to another column-vector of norm 1. Since a unitary operation
always has an inverse, it follows that any unitary transformation on quantum states must be
reversible. In particular, by applying the unitary transformation𝑈 −1 we can always “undo” the
action performed by the unitary transformation𝑈 without losing anything in the process.

2.1.5 Measurements

However, in Quantum Mechanics, there is an action that we can apply to a quantum state
|𝜓⟩, which is clearly non-reversible. This operation is the measurement (or “observation”) of
a quantum state. This operation leads to a quantum state collapsing to one of the 𝑛 possible
classical states in the Hilbert Space. This operation is non-reversible because we cannot
reconstruct the quantum state |𝜓⟩ from the “observed” classical state |𝑖 ⟩, where 0 ≤ 𝑖 ≤ (𝑛−1).
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2.1.5.1 Measurements in Standard Computational Basis

From the action of measuring a quantum state, we can only “observe” classical states, and
never a Quantum Superposition itself. More specifically, if we measure a quantum state |𝜓⟩
in an n-dimensional Hilbert SpaceH , we will see only one of the possible classical states |𝑖 ⟩
of that quantum state, where 0 ≤ 𝑖 ≤ (𝑛 − 1). We do not know this in advance, and the only
thing we know is that the probability we have to “observe” the classical state |𝑖 ⟩ is equal to the
squared norm of the respective amplitude, i.e., |𝛼𝑖 |2, which is known as the “Born’s Rule”.

The “Born’s Rule” implies that the “ket” vector of amplitudes has Euclidean norm 1:

(𝑛−1)∑︁
𝑖=0

|𝛼𝑖 |2 = |𝛼0 |2 + ... + |𝛼 (𝑛−1) |2 = 1 (2.1.5.1.1)

In this case, if we measure the quantum state |𝜓⟩ and get the outcome 𝑗 as a final result,
the wavefunction of the respective quantum state collapse. More specifically, the Quantum
Superposition of the quantum state |𝜓⟩ itself “disappears”, and all that is left is the classical
state |𝑖 ⟩ we “observe” in the n-dimensional Hilbert Space. Additionally, all the “information”
previously contained in each one of the other amplitudes 𝛼𝑗 also disappears, where 𝑗 ≠ 𝑖 .

Note that the probabilities |𝛼𝑖 |2 of the several possible measurement outcomes are the
same when we measure the quantum state |𝜓⟩ or when we measure the quantum state 𝑒 𝑖 𝜃 |𝜓⟩.
For this reason, we usually say that the “global phase” 𝑒 𝑖 𝜃 has no physical significance.

Additionally, making the quantum state |𝜓⟩ of a physical system evolve to a new quantum
state |𝜓 ′⟩ by applying Unitary Operators preserves the constraints of the “Born’s Rule” during
the whole process. In other words, measuring the resulting new quantum state |𝜓 ′⟩ will make
the probability of “observing” the classical state |𝑖 ⟩ be equal to the squared norm of the new
respective amplitude, i.e., |𝛽𝑖 |2, where 0 ≤ 𝑖 ≤ (𝑛−1). More generally, measuring the quantum
state |𝜓 ′⟩ should also give a probability distribution, with the constraint

∑(𝑛−1)
𝑖=0 |𝛽𝑖 |2 = 1.

2.1.5.2 Projective Measurements

The Measurements performed in the Standard Computational Basis is the most well-known
type of measurement, and for a great range of applications suffices. However, more general and
sometimes useful types of measurement are also possible, such as Projective Measurements.

A Projective Measurement with 𝑚 possible classical outcomes is described by a set of
Projectors 𝑃0, ..., 𝑃(𝑚−1) that all have the same dimension and that sum to the identity matrix(∑(𝑚−1)

𝑖=0 𝑃𝑖 = 𝐼
)
, where 0 ≤ 𝑖 ≤ (𝑚 − 1). These Projectors are then pairwise orthogonal,

meaning that 𝑃𝑖𝑃𝑗 = 0, if 𝑖 ≠ 𝑗 . The Projector 𝑃𝑖 projects on some subspace 𝑉𝑖 of the total
Hilbert Space𝑉 , and every quantum state |𝜓⟩ ∈ 𝑉 can be decomposed as |𝜓⟩ = ∑(𝑚−1)

𝑖=0 |𝜓𝑖 ⟩,
with |𝜓𝑗 ⟩ = 𝑃𝑖 |𝜓⟩ ∈ 𝑉𝑖 . Since the projectors are orthogonal, the subspaces𝑉𝑖 and the quantum
states |𝜓𝑖 ⟩ are orthogonal as well. When we apply this measurement to the pure quantum state
|𝜓⟩, then we will obtain the outcome 𝑖 with probability | |𝜓𝑖 | |2 = Tr(𝑃𝑖 |𝜓⟩⟨𝜓 |) = ⟨𝜓 |𝑃𝑖 |𝜓⟩ and
the measured quantum state |𝜓⟩ will then “collapse” to the new state |𝜓𝑖 ⟩

| | |𝜓𝑖 ⟩ | | =
𝑃𝑖 |𝜓 ⟩
| |𝑃𝑖 |𝜓 ⟩ | | .
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For example, a Measurement in the Standard Computational Basis on an n-dimensional
quantum state is the specific Projective Measurement where𝑚 = 𝑛 and𝑃𝑖 = |𝑖 ⟩⟨𝑖 |. In this case,
the Projector 𝑃𝑖 projects onto the Standard Computational Basis quantum state |𝑖 ⟩ and the
corresponding subspace𝑉𝑖 ⊂ 𝑉 is the one-dimensional subspace spanned by |𝑖 ⟩. Considering
the quantum state |𝜓⟩ = ∑(𝑛−1)

𝑖=0 𝛼𝑖 |𝑖 ⟩, note that 𝑃𝑖 |𝜓⟩ = 𝛼𝑖 |𝑖 ⟩, so applying our measurement
to the quantum state |𝜓⟩ will give the outcome 𝑗 with probability | |𝛼𝑖 |𝑖 ⟩| |2 = |𝛼𝑗 |2, and in that
case the quantum state collapses to the quantum state 𝛼𝑖 |𝑖 ⟩

| |𝛼𝑖 |𝑖 ⟩ | | =
𝛼𝑖
|𝛼𝑖 | |𝑖 ⟩. The norm factor 𝛼𝑖

|𝛼𝑖 |
may be disregarded because it has no physical significance, so we end up with the state |𝑖 ⟩.

Additionally, instead of the standard orthonormal basis, with the respective basis states
|0⟩, ..., | (𝑛−1)⟩, we may consider any other orthonormal basis 𝐵 of states |𝜙0⟩, ..., |𝜙 (𝑛−1)⟩, and
consider the projective measurement defined by the projectors 𝑃𝑖 = |𝜙𝑖 ⟩⟨𝜙𝑖 |. This is what we
call of “measuring in the basis 𝐵”. By applying this measurement to the quantum state |𝜓⟩,
we obtain 𝑖 with probability ⟨𝜓 |𝑃𝑖 |𝜓⟩ = |⟨𝜓 |𝜙𝑖 ⟩|2. Note that if the quantum state |𝜓⟩ is equal
to one of the basis vectors |𝜙𝑖 ⟩, then the measurement gives the outcome 𝑖 with probability 1.

2.1.6 Observables

Furthermore, a Projective Measurement with Projectors 𝑃0, ..., 𝑃(𝑚−1) and associated distinct
outcomes 𝜆0, ..., 𝜆 (𝑚−1) ∈ ℝ, can be written as one single matrix 𝑀 =

∑(𝑚−1)
𝑖=0 𝜆𝑖𝑃𝑖 , which we

call an Observable. More specifically, an Observable is nothing more than a succinct way to
define a Projective Measurement in one matrix with the great advantage that the expected
value of the outcome can be easily calculated. Namely, if we measure a quantum state |𝜓⟩,
then the probability of the outcome 𝜆𝑖 is | |𝑃𝑖 |𝜓 | |2 = Tr

(
𝑃𝑖 |𝜓⟩⟨𝜓 |

)
, so the expected value of

the “observed” outcome is
∑(𝑚−1)
𝑖=0 𝜆𝑖Tr(𝑃𝑖 |𝜓⟩⟨𝜓 |) = Tr

( ∑(𝑚−1)
𝑖=0 𝜆𝑖𝑃𝑖 |𝜓⟩⟨𝜓 |

)
= Tr

(
𝑀 |𝜓⟩⟨𝜓 |

)
.

Additionally, note that this unitary matrix 𝑀 is also Hermitian, such that we have the equality
𝑀 = 𝑀 ∗. Conversely, since every Hermitian matrix 𝑀 has a spectral decomposition
𝑀 =

∑𝑚
𝑖=1 𝜆𝑖𝑃𝑖 , there is a correspondence between Observables and Hermitian matrices.

We can also compose Observables from other smaller Observables, similar to what we can
do with the composition of quantum states. For example, if we have two Observables 𝐴 and 𝐼
with dimension 𝑛 × 𝑛, we can compose a Joint Observable𝑂 using the tensor rule between
these smaller Observables 𝐴 and 𝐼 , where 𝐼 is the Identity matrix. This composition results in
the Observable 𝑂 = 𝐴 ⊗ 𝐼 , with dimension 𝑛2 × 𝑛2. This Observable 𝑂 will act only on the
first smaller n-dimensional Hilbert Space part of a bipartite quantum state |𝜓⟩. Similarly, an
Observable𝑂 = 𝐼 ⊗ 𝐵 defined, in the same way, act only in the second smaller 𝑛-dimensional
Hilbert Space part of a bipartite quantum state |𝜓⟩ defined in a 𝑛2-dimensional Hilbert Space.

Moreover, measuring the Separate Observables 𝐴 and 𝐵 on the two parts of a bipartite
quantum state is different from measuring the Joint Observable 𝐴 ⊗ 𝐵 . Namely, the Separate
Measurements give one outcome for each Separate Observable, while the Joint Measurement
will result only in a single outcome. Additionally, the distribution on the post-measurement
state may be different. However, the measurement statistics of the product of outcomes are
the same as the measurement statistics of the outcome resulting from the Joint Measurement.
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2.1.7 Quantum Entanglement

The Quantum Entanglement is a random physical phenomenon in which we cannot describe
the quantum states or observable physical properties of a physical system composed of two
or more particles without referencing each other. This phenomenon leads to “unbreakable”
correlations between the quantum states or observable physical properties of a system.

This quantum mechanical phenomenon completely rejects the idea of Local Realism since
it implies the principle of Quantum Non-Locality. For this reason, it is valid even some of
these individual particles are spatially separated. In simple terms, any action performed in
one of these particles will instantaneously influence the others, even if they are too far away
from each other. This idea seems to imply FTL (Faster-Than-Light) Communication, which is
not necessarily true. Namely, it is always important to remember that this phenomenon has a
random behavior, and third parties can also intercept some of the involved particles perturbing
its global quantum state or observable physical properties, leading to still correlated but wrong
outcomes. Then, in order to compare the outcomes composing a transmitted message possibly
via Quantum Entanglement, we need to use Classical Communications, which are limited in
the best case by the speed of light and Einstein’s Special Relativity Theory. In simple terms, we
can say that Quantum Entanglement does not physically allow useful FTL Communications.

However, the Quantum Entanglement has several applications in some emerging quantum
technologies such as Quantum Computing and Quantum Cryptography. Additionally, we can
achieve the Quantum Teleportation experimentally by using the Quantum Entanglement.

2.1.8 Quantum Decoherence

The Quantum Decoherence is the loss process of Quantum Coherence of a physical system
and some of its properties due to some quantum effects occurring in the physical environment.
Most of these quantum effects have a random nature, and we cannot always predict them with
certainty. For this reason, we often describe them with a probabilistic interpretation of the
respective wavefunction. We say a physical system is coherent as long as there exists a concrete
relation between the phases of the different quantum states describing that physical system.

The Quantum Coherence must also be preserved by applying processes described under
the laws of Quantum Mechanics. Namely, if a physical system is perfectly isolated, it would
maintain its Quantum Coherence indefinitely, but it would be impossible to manipulate such
system. On the other hand, if the physical system is not perfectly isolated, such as during the
measurement of a physical system, its Quantum Coherence is entangled (or shared) with the
physical environment, and we lose the respective information with time. This phenomenon
explains why the physical system no longer has its quantum behavior after the performed
measurement, just as energy levels appear to be lost by the friction in Classical Mechanics.

Basically, most realistic physical systems are never completely isolated from their physical
environment. Then, when a physical system interacts with its physical environment, it will
generally become rapidly and strongly entangled with a large number of environmental degrees
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of freedom. These entangling interactions dramatically influence what we locally “observe”
during the measurement of the physical system and the respective statistics of the system.

2.2 Introduction to Quantum Computing

Now that we introduced the relevant preliminaries of Quantum Mechanics, we can explain how
Quantum Computing works and how its fundamental unit blocks of information are modeled
and operated. Next, we can finally describe how we can use those unit blocks of information
to build routines, algorithms, and protocols more powerful than their classical counterparts.

2.2.1 Quantum Bit

In Classical Computation, the basic unit of information is a classical bit that can be 0 or 1.
Differently, in Quantum Computation, the basic information block is a quantum bit (or qubit).
In contrast to a bit, a qubit can also be 0 or 1, or even a Quantum Superposition of 0 and 1.

Consider a physical system in a two-dimensional Hilbert Space with two basis states for
binary information, denoted as |0⟩ and |1⟩, defined by the following set of orthogonal vectors:

|0⟩ =
[
1
0

]
and |1⟩ =

[
0
1

]
(2.2.1.1)

As mentioned, a single qubit can also be in any Quantum Superposition with the form:

|𝜓⟩ = 𝛼0 |0⟩ + 𝛼1 |1⟩ (2.2.1.2)

The “Born’s Rule” is also verified for a single qubit and the respective amplitudes:

1∑︁
𝑖=0

|𝛼𝑖 |2 = |𝛼0 |2 + |𝛼1 |2 = 1 (2.2.1.3)

For this reason, a single qubit has its amplitudes in the complex-valued vector space ℂ2.
Similarly, we can think of physical systems of more than one qubit, defined by the tensor

product of the Hilbert Spaces of several qubit systems. For example, a 2-qubit system has 4
basis states, such as |0⟩ ⊗ |0⟩, |0⟩ ⊗ |1⟩, |1⟩ ⊗ |0⟩ and |1⟩ ⊗ |1⟩. Here, |𝑎⟩ ⊗ |𝑏⟩ means that the
first qubit is in its basis state |𝑎⟩ and the second qubit is its basis state |𝑏⟩, where 𝑎 ∈ {0, 1}
and 𝑏 ∈ {0, 1}. Usually, we abbreviate this 2-qubit system to |𝑎⟩|𝑏⟩, |𝑎, 𝑏⟩, or even |𝑎𝑏⟩.

From a 𝑛-qubit system, we can represent a quantum register or a quantum memory using
this same tensor product rule. More specifically, we can represent a quantum memory of 𝑛
qubits |𝜓⟩0, |𝜓⟩1, ..., |𝜓⟩ (𝑛−1) as a 𝑛-qubit physical system |𝜓⟩ = |𝜓⟩0 ⊗ |𝜓⟩1 ⊗ ... ⊗ |𝜓⟩ (𝑛−1) .

Additionally, we can extend these concepts for higher-dimensional Hilbert Spaces, where
we must verify

∑1
𝑖=0 |𝛼𝑖 |

2 = 1. We can also have qutrits and qutrats as being the quantum
counterparts of trits and trats used in classical computing, respectively. We represent these two
units of quantum information in the three-dimensional and four-dimensional Hilbert Spaces,
defined as |𝜓⟩ = 𝛼0 |0⟩ +𝛼1 |1⟩ +𝛼2 |2⟩ and |𝜓⟩ = 𝛼0 |0⟩ +𝛼1 |1⟩ +𝛼2 |2⟩ +𝛼3 |3⟩, respectively. In the
general case, we have qudits for 𝑑-dimensional Hilbert Spaces, |𝜓⟩ = 𝛼0 |0⟩+ ...+𝛼 (𝑛−1) | (𝑛−1)⟩.
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2.2.2 Bloch Sphere

The Bloch Sphere is a geometrical representation of the state of a two-level quantum system,
through a unit three-dimensional sphere, commonly used to represent a single qubit:

+𝑥 = |+⟩

−𝑥 = |−⟩

+𝑦 = | + 𝑖 ⟩
−𝑦 = | − 𝑖 ⟩

+𝑧 = |0⟩

−𝑧 = |1⟩

|𝜓⟩ = cos
( 𝜃

2
)
|0⟩ + 𝑒 𝑖𝜙 sin

( 𝜃
2
)
|1⟩

𝜙

𝜃

Figure 2.1: Representation of a Qubit in a Bloch Sphere.

Since we can represent a complex number using the exponential form, we can rewrite the
coefficients of the two-dimensional Hilbert Space that describes a single qubit system as:

𝛼0 = 𝜌0𝑒
𝑖 𝜃0 = 𝜌0

(
cos(𝜃0) + 𝑖 sin(𝜃0)

)
𝛼1 = 𝜌1𝑒

𝑖 𝜃1 = 𝜌1
(

cos(𝜃1) + 𝑖 sin(𝜃1)
) (2.2.2.1)

Here, 𝜌0 and 𝜌1 are real numbers. Therefore, by following the “Born’s Rule”, we also have:

|𝛼0 |2 + |𝛼1 |2 = |𝜌0𝑒
𝑖 𝜃0 |2 + |𝜌1𝑒

𝑖 𝜃1 |2

= |𝜌0 |2 |𝑒 𝑖 𝜃0 |2 + |𝜌1 |2 |𝑒 𝑖 𝜃1 |2

= |𝜌0 |2 | cos (𝜃0) + 𝑖 sin (𝜃0) |2 + |𝜌1 |2 | cos (𝜃1) + 𝑖 sin (𝜃1) |2

= |𝜌0 |2 + |𝜌1 |2

= 1

(2.2.2.2)

From the Fundamental Theorem of Trigonometry, we have the following result:

|𝜌0 |2 + |𝜌1 |2 = 1⇔
���� cos

( 𝜃
2

)����2 + ���� sin
( 𝜃

2

)����2 = 1 (2.2.2.3)

Then, from the previous equality, we can also derive the following set of parameters:

𝛼0 = 𝜌0 = cos
( 𝜃

2

)
and 𝛼1 = 𝜌1 = sin

( 𝜃
2

)
(2.2.2.3)
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Next, if we multiply the complex number 𝑒−𝑖 𝜃0 by the pure quantum state |𝜓⟩ of a single
qubit system as defined in Equation (2.2.1.2), we obtain the following set of results:

𝑒−𝑖 𝜃0 |𝜓⟩ = 𝑒−𝑖 𝜃0𝛼0 |0⟩ + 𝑒−𝑖 𝜃0𝛼1 |1⟩

= 𝑒−𝑖 𝜃0𝜌0𝑒
𝑖 𝜃0 |0⟩ + 𝑒−𝑖 𝜃0𝜌1𝑒

𝑖 𝜃1 |1⟩

= 𝑒 (𝑖 𝜃0−𝑖 𝜃0)𝜌0 |0⟩ + 𝑒 (𝑖 𝜃1−𝑖 𝜃0)𝜌1 |1⟩

= 𝜌0 |0⟩ + 𝑒 𝑖 (𝜃1−𝜃0)𝜌1 |1⟩

= cos
( 𝜃

2

)
|0⟩ + 𝑒 𝑖 (𝜃1−𝜃0) sin

( 𝜃
2

)
|1⟩

(2.2.2.4)

If we define 𝜑 = (𝜃1 − 𝜃0), we can simplify the previous results as demonstrated following:

𝑒−𝑖 𝜃0 |𝜓⟩ = cos
( 𝜃

2

)
|0⟩ + 𝑒 𝑖 𝜑 sin

( 𝜃
2

)
|1⟩ (2.2.2.5)

Then, if we multiply 𝑒−𝑖 𝜃0 to the previous result, we obtain the new following result:

|𝜓⟩ = 𝑒 𝑖 𝜃0

(
cos

( 𝜃
2

)
|0⟩ + 𝑒 𝑖 𝜑 sin

( 𝜃
2

)
|1⟩

)
(2.2.2.6)

Finally, we can consider 𝑒 𝑖 𝜃 = 𝑒 𝑖 𝜃0 , which is a complex number describing the “global
phase” of the quantum state |𝜓⟩, which has no physical significance and thus, we obtain:

|𝜓⟩ = cos
( 𝜃

2

)
|0⟩ + 𝑒 𝑖 𝜑 sin

( 𝜃
2

)
|1⟩ (2.2.2.7)

From this mathematical proof, we can see that we can determine the quantum state of a
single qubit with the parameters 𝜃 and 𝜑 . Additionally, we also know from “Born’s Rule” that
the probability of “observing” |0⟩ is cos2 (

𝜃
2
)

and the probability of “observing” |1⟩ is sin2 (
𝜃
2
)
.

Regarding the acceptable ranges for the parameters 𝜃 and 𝜑 , we can first assume 𝜑 is a
free parameter valid in [0, 2𝜋]. On the other hand, we know both cosine and sine are periodic
functions, where we obtain the same values for different 𝜃 values. More specifically, for the
cosine function, we can always rewrite any 𝜃 value to be strictly inside the range [0, 𝜋].

However, if we range the domain of the sine function to be in [0, 𝜋], we cannot obtain all
the values in [−1, 1] as happen in cosine function, which can result in some values missing
as the complex number describing the coefficient of |1⟩. But that is what the parameter 𝜑
does in this context. Basically, it ensures the missing values for the coefficient of |1⟩ when we
have the product 𝑒 𝑖 𝜑 sin

(
𝜃
2

)
. In particular, the complex number 𝑒 𝑖 𝜑 represents the “relative

phase” of the quantum state |𝜓⟩. For this reason, we say the “relative phase” has a physical
significance when describing a qubit, in opposition to the “global phase” that we may ignore.

2.2.3 Circuit-Based Model for Quantum Computing

The Circuit-Based Model for Quantum Computing is a model of quantum computation, where
we mainly build what is called a quantum circuit. Basically, this quantum circuit describes
a set of quantum and classical operations we will apply to some quantum and classical data,
respectively. A quantum circuit is composed of quantum and classical registers (or memories).
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These registers have several “wires” carrying information of its kind. Namely, a quantum
register comprises some “quantum wires” carrying quantum information, while a classical
register comprises some “classical wires” carrying classical information. More specifically, the
quantum information operated in these quantum “wires” is usually through qubits. In a similar
fashion, the classical information manipulated in the “classical wires” is usually through bits.

Additionally, other quantum circuits operating on quantum states in higher dimensions
are also valid. However, they are not so popular in Quantum Computing compared to the
others acting on two-dimensional Hilbert Spaces. In particular, we can build different quantum
circuits that manipulate quantum states in three-dimensional Hilbert Spaces. In this case, we
operate the quantum information in qutrits and classical information in trits. Generally, we
can even have quantum circuits acting on quantum states in 𝑑-dimensional Hilbert Spaces,
where we manipulate the quantum information in qudits and classical information in dits.

. . .

...
...

. . .

|ψ⟩0

U0 U(k−1)

b0

...

|ψ⟩(n−1) b(n−1)

Figure 2.2: Circuit-Based Model for Quantum Computing, considering qubits.

Other relatively popular models for Quantum Computing are OWQC (One-Way Quantum
Computing), AQC (Adiabatic Quantum Computing), and Topological Quantum Computing.

2.2.3.1 Elementary Gates for a Single Quantum Bit

The elementary gates for a single quantum bit are the ones that act on only one quantum bit
at an operation time, such as the ones we will describe in the following set of paragraphs.

Pauli Gates
There are a total of four Pauli Gates. Three of these Pauli Gates act on three axes of the Bloch
Sphere, which describes a qubit system. The following operators define these Pauli Gates:

𝜎0 = 𝐼 =

[
1 0
0 1

]
, 𝜎1 = 𝑋 = 𝑁𝑂𝑇 =

[
0 1
1 0

]
,

𝜎2 = 𝑌 =

[
0 −𝑖
𝑖 0

]
, and 𝜎3 = 𝑍 =

[
1 0
0 −1

] (2.2.3.1.1)

In the Circuit-Based Model for Quantum Computing, we represent Pauli Gates as follows:

I X Y Z

Figure 2.3: The Pauli Gates used in Circuit-Based model for Quantum Computing.
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The 𝐼 Gate does not result in any change to the qubit. The 𝑋 Gate is equivalent to a bit
flip, and performs the mappings |0⟩ ↦→ |1⟩, and |1⟩ ↦→ |0⟩. The𝑌 Gate performs the mappings
|0⟩ ↦→ 𝑖 |1⟩, and |1⟩ ↦→ −𝑖 |0⟩. The 𝑍 Gate, which is also known as phase flip, performs the
mappings |0⟩ ↦→ |0⟩, and |1⟩ ↦→ −|1⟩. In geometrical terms, the 𝑋 ,𝑌 , and 𝑍 Gates corresponds
to counter clockwise rotations of 180◦ (𝜋 radians), around the 𝑋 , 𝑌 and 𝑍 axis of the Bloch
Sphere, respectively. The Pauli Gates are involutory, i.e., 𝐼 2 = 𝑋 2 = 𝑌 2 = 𝑍 2 = −𝑖 ·𝑋 ·𝑌 · 𝑍 = 𝐼 ,
and thus, their own inverses, i.e., 𝐼 −1 · 𝐼 = 𝐼 2 = 𝑋 −1 ·𝑋 = 𝑋 2 = 𝑌 −1 ·𝑌 = 𝑌 2 = 𝑍 −1 ·𝑍 = 𝑍 2 = 𝐼 .

Hadamard Gate
The 𝐻 (Hadamard) Gate is one of the most important unitary operators, defined as follows:

𝐻 =
1
√

2

[
1 1
1 −1

]
=

[ 1√
2

1√
2

1√
2
− 1√

2

]
(2.2.3.1.2)

In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

H

Figure 2.4: Hadamard Gate in Circuit-Based Model for Quantum Computing.

The 𝐻 (Hadamard) Gate creates an equally distributed quantum superposition of states
when applied to the basis states |0⟩ and |1⟩. This gate performs the mappings |0⟩ ↦→ |+⟩ and
|1⟩ ↦→ |−⟩. From these mappings, we have 50% of chance of “observing” |0⟩ and |1⟩, from the
resulted quantum state |±⟩ = 1√

2
( |0⟩ ± |1⟩). This unitary operator is involutory and its own

inverse, since 𝐻 2 = 𝐼 and 𝐻 −1 ·𝐻 = 𝐻 2 = 𝐼 . In geometric terms, this operator corresponds to
counter clockwise rotations of 180◦ (𝜋 radians) around the (𝑋 +𝑍 )√

2
axis of the Bloch Sphere.

Phase Shift Gates
The 𝑃ℎ (Phase Shift) Gates are the set of quantum gates performing shiftings on the phase of
a qubit. These gates correspond to counter-clockwise rotations of 𝜋 radians around the 𝑍 axis
of the Bloch Sphere. Therefore, they are defined by the general unitary operator 𝑅𝑧 (𝜑 ):

𝑃ℎ (𝜑 ) =
[
1 0
0 𝑒 𝑖 𝜑

]
, where 𝜑 ∈ [0, 2𝜋] (2.2.3.1.3)

In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

Ph(φ)

Figure 2.5: 𝑃ℎ (𝜑 ) Gate in Circuit-Based Model for Quantum Computing.

The 𝑍 (Pauli-Z) Gate (see Section 2.2.3.1) can also be considered a 𝑃ℎ (Phase Shift) Gate.
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S Gate
The 𝑆 Gate is a special case of a 𝑃ℎ (Phase Shift) Gate, with 𝜑 = 𝜋

2 . In geometric terms, this
unitary operator performs a counter-clockwise rotation of 90◦

(
𝜋
2 radians

)
around the 𝑍 axis

of the Bloch Sphere. More specifically, the 𝑆 Gate is defined by the following unitary matrix:

𝑆 =
√
𝑍 = 𝑃ℎ

(𝜋
2

)
=

[
1 0
0 𝑒 𝑖

𝜋
2

]
=

[
1 0
0 𝑖

]
(2.2.3.1.4)

In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

S

Figure 2.6: 𝑆 Gate in Circuit-Based Model for Quantum Computing.

The 𝑆 Gate is hermitian, and thus, its inverse is its conjugate transpose, 𝑆†. In geometric
terms, this unitary operator performs a clockwise rotation of 90◦

(
𝜋
2 radians

)
around the 𝑍

axis of the Bloch Sphere. Namely, the 𝑆† Gate is defined by the following unitary matrix:

𝑆† =
√
𝑍
†
= 𝑃ℎ

(
− 𝜋

2

)
=

[
1 0
0 𝑒−𝑖

𝜋
2

]
=

[
1 0
0 −𝑖

]
(2.2.3.1.5)

In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

S†

Figure 2.7: 𝑆† Gate in Circuit-Based Model for Quantum Computing.

T Gate
The 𝑇 Gate is a special case of a 𝑃ℎ (Phase Shift) Gate, with 𝜑 = 𝜋

4 . In geometric terms, this
unitary operator performs a counter-clockwise rotation of 45◦

(
𝜋
4 radians

)
around the 𝑍 axis

of the Bloch Sphere. More specifically, the 𝑇 Gate is defined by the following unitary matrix:

𝑇 =
√
𝑆 =

4√
𝑍 = 𝑃ℎ

(𝜋
4

)
=

[
1 0
0 𝑒 𝑖

𝜋
4

]
=

[
1 0
0 1√

2
· (1 + 𝑖 )

]
(2.2.3.1.6)

In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

T

Figure 2.8: 𝑇 Gate in Circuit-Based Model for Quantum Computing.
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The 𝑇 Gate is hermitian, and thus, its inverse is its conjugate transpose, 𝑇 †. In geometric
terms, this unitary operator performs a clockwise rotation of 45◦

(
𝜋
4 radians

)
around the 𝑍

axis of the Bloch Sphere. Namely, the 𝑇 † Gate is defined by the following unitary matrix:

𝑇 † =
√
𝑆
†
=

4√
𝑍
†
= 𝑃ℎ

(
− 𝜋

4

)
=

[
1 0
0 𝑒−𝑖

𝜋
4

]
=

[
1 0
0 1√

2
· (1 − 𝑖 )

]
(2.2.3.1.7)

In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

T †

Figure 2.9: 𝑇 † Gate in Circuit-Based Model for Quantum Computing.

Squared Root Gates
The Squared Root Gates are the set of quantum gates represented by the unitary operators

√
𝑈 ,

from which, we can verify the equality
√
𝑈 ·
√
𝑈 =

(√
𝑈

)2
=𝑈 , where

(√
𝑈

)2
,
√
𝑈 ,𝑈 ∈ ℂ(𝑛×𝑛) .

Some notable examples of Squared Root Gates are the following unitary operators:

√
𝐼 = 𝐼 =

[
1 0
0 1

]
,
√
𝑋 =

1
2

[
(1 + 𝑖 ) (1 − 𝑖 )
(1 − 𝑖 ) (1 + 𝑖 )

]
=

[ ( 1
2 +

1
2 𝑖

) ( 1
2 −

1
2 𝑖

)( 1
2 −

1
2 𝑖

) ( 1
2 +

1
2 𝑖

) ] ,
√
𝑌 =

1
2

[
(1 + 𝑖 ) −(1 + 𝑖 )
(1 + 𝑖 ) (1 + 𝑖 )

]
=

[ ( 1
2 +

1
2 𝑖

)
−
( 1

2 +
1
2 𝑖

)( 1
2 +

1
2 𝑖

) ( 1
2 +

1
2 𝑖

) ] , and
√
𝑍 = 𝑆 =

[
1 0
0 𝑖

] (2.2.3.1.8)

√
𝐻 =


( (

2+
√

2
)

4 +
(

2−
√

2
)

4 𝑖

)
(1−𝑖 )
2
√

2

(1−𝑖 )
2
√

2

( (
2−
√

2
)

4 +
(

2+
√

2
)

4 𝑖

) ,
√
𝑆 = 𝑇 =

[
1 0
0 1√

2
· (1 + 𝑖 )

]
,

and
√
𝑇 =


1 0

0
√︃

1√
2
· (1 + 𝑖 )


(2.2.3.1.9)

In the Circuit-Based Model for Quantum Computing, we represent these gates as follows:

√
I

√
X

√
Y

√
Z

√
H

√
S

√
T

Figure 2.10: Some Squared Root Gates in Circuit-Based Model for Quantum Computing.
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𝑅𝑋 , 𝑅𝑌 and 𝑅𝑍 Gates
Additionally, we can also manipulate the quantum state of a single qubit by applying to it the
𝑅𝑋 , 𝑅𝑌 and𝑅𝑍 Gates. More specifically, these gates correspond to rotations of 𝜃 radians around
the 𝑋 , 𝑌 and 𝑍 axis of the Bloch Sphere, defined by the following set of unitary operators:

𝑅𝑋 (𝜃 ) = cos
( 𝜃

2

)
· 𝐼 − sin

( 𝜃
2

)
· 𝑖 · 𝑋 =

[
cos

(
𝜃
2
)
− sin

(
𝜃
2
)
𝑖

− sin
(
𝜃
2
)
𝑖 cos

(
𝜃
2
) ] ,

𝑅𝑌 (𝜃 ) = cos
( 𝜃

2

)
· 𝐼 − sin

( 𝜃
2

)
· 𝑖 ·𝑌 =

[
cos

(
𝜃
2
)
− sin

(
𝜃
2
)

sin
(
𝜃
2
)

cos
(
𝜃
2
) ] , and

𝑅𝑍 (𝜃 ) = cos
( 𝜃

2

)
· 𝐼 − sin

( 𝜃
2

)
· 𝑖 · 𝑍 =

[
cos

(
𝜃
2
)
− sin

(
𝜃
2
)
𝑖 0

0 cos
(
𝜃
2
)
+ sin

(
𝜃
2
)
𝑖

]
=

=


𝑒−

(
𝜃
2

)
𝑖 0

0 𝑒

(
𝜃
2

)
𝑖



(2.2.3.1.10)

In the Circuit-Based Model for Quantum Computing, we represent these gates as follows:

RX(θ) RY (θ) RZ(θ)

Figure 2.11: 𝑅𝑋 , 𝑅𝑌 , and 𝑅𝑍 Gates in Circuit-Based Model for Quantum Computing.

Measurement Gate
Finally, we also have the Measurement Gate, which is responsible to measure the current
quantum state of a qubit in the ℤ-basis (Standard Computational basis) by default, collapsing
its wavefunction. In the Circuit-Based Model for Quantum Computing, we represent it as:

Figure 2.12: Measurement Gate in Circuit-Based Model for Quantum Computing.

2.2.3.2 Measurement Bases of a Single Quantum Bit

Now that we reviewed the elementary gates for a single qubit, we can use them to prepare
an arbitrary qubit on any measurement basis. In particular, there are three measurement
bases we use for single-qubit systems. These measurement bases are the ℤ-basis (Standard
Computational basis), the 𝕏-basis (Diagonal Hadamard basis), and the 𝕐 -basis (Diagonal
Imaginary basis), corresponding to the axes of the Bloch Sphere. By default, when we measure
a qubit, the measurement is performed in the ℤ-basis (Standard Computational basis) since it
corresponds to the equivalent classical computational states |0⟩ and |1⟩. However, if we apply
some unitary operations, we can prepare and measure a qubit in one of the other bases.
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ℤ-basis (Standard Computational basis)
First, we start by the ℤ-basis (Standard Computational basis), which is the default one. For this
reason, we can prepare a qubit on such a measurement basis by applying the Pauli-I Gate (or
even no elementary gate at all to the qubit since the Pauli-I Gate does not change its quantum
state). Note that by default, we often start a qubit configured in the |0⟩ (ground state), which
corresponds to one of the states comprised in the 𝑍 -axis of the Bloch Sphere. In this case, we
can denote the ℤ-basis (Standard Computational basis) as 𝑍 = {+𝑧,−𝑧} = {|0⟩, |1⟩}.

In the Bloch Sphere representation for a qubit, we represent this basis as follows:

+𝑥 = |+⟩

−𝑥 = |−⟩

+𝑦 = | + 𝑖 ⟩
−𝑦 = | − 𝑖 ⟩

+𝑧 = |0⟩

−𝑧 = |1⟩

Figure 2.13: Representation of the ℤ-basis (Standard Computational basis) in a Bloch Sphere.

In the Circuit-Based Model for Quantum Computing, we represent this basis as follows:

|ψ⟩ I

Figure 2.14: Measuring in the ℤ-basis (Standard Computational basis)
in Circuit-Based Model for Quantum Computing.

𝕏-basis (Hadamard Diagonal basis)
Another well-known measurement basis is the 𝕏-basis (Hadamard Diagonal basis). We can
prepare a qubit on this measurement basis by simply applying the Hadamard Gate. Note that
if we start a qubit configured in the |0⟩ (ground state) and then, apply the Hadamard Gate,
the qubit will be in the quantum state |+⟩. This quantum state corresponds to one of the
states comprised in the 𝑋 -axis of the Bloch Sphere. In particular, we can denote the 𝕏-basis
(Hadamard Diagonal basis) as 𝑋 = {+𝑥,−𝑥} = {|+⟩, |−⟩}, shown in the Bloch Sphere as follows:

+𝑥 = |+⟩

−𝑥 = |−⟩

+𝑦 = | + 𝑖 ⟩
−𝑦 = | − 𝑖 ⟩

+𝑧 = |0⟩

−𝑧 = |1⟩

Figure 2.15: Representation of the 𝕏-basis (Hadamard Diagonal basis) in a Bloch Sphere.
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In the Circuit-Based Model for Quantum Computing, we represent this basis as follows:

|ψ⟩ H

Figure 2.16: Measuring in the 𝕏-basis (Hadamard Diagonal basis)
in Circuit-Based Model for Quantum Computing.

𝕐 -basis (Imaginary Diagonal basis)
Finally, we also have the 𝕐 -basis (Imaginary Diagonal basis). Namely, we can prepare a qubit
on this measurement basis by applying the Hadamard and 𝑆 Gates. Note that if we start a qubit
configured in the |0⟩ (ground state) and apply the Hadamard Gate, followed by the 𝑆 Gate, the
qubit will be configured in the quantum state | + 𝑖 ⟩. In geometric terms, this quantum state
corresponds to one of the states comprised in the𝑌 -axis of the Bloch Sphere. In particular, we
can denote the 𝕐 -basis (Imaginary Diagonal basis) as 𝑌 = {+𝑦 ,−𝑦 } = {| + 𝑖 ⟩, | − 𝑖 ⟩}.

In the Bloch Sphere representation for a qubit, we represent this basis as follows:

+𝑥 = |+⟩

−𝑥 = |−⟩

+𝑦 = | + 𝑖 ⟩
−𝑦 = | − 𝑖 ⟩

+𝑧 = |0⟩

−𝑧 = |1⟩

Figure 2.17: Representation of the 𝕐 -basis (Imaginary Diagonal basis) in a Bloch Sphere.

|ψ⟩ H S

Figure 2.18: Measuring in the 𝕐 -basis (Imaginary Diagonal basis)
in Circuit-Based Model for Quantum Computing.

2.2.3.3 Elementary Gates for Multiple Quantum Bits

The elementary gates for multiple quantum bits are the ones that act on only more than a
quantum bit at an operation time, such as the ones described in the following set of paragraphs.

SWAP Gate
The SWAP Gate swaps the current state of two qubits in a physical system. More specifically, it
performs the mapping |𝜓0⟩|𝜓1⟩ ↦→ |𝜓1⟩|𝜓0⟩ and is defined by the following unitary operator:

𝑆𝑊 𝐴𝑃 =


1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1


(2.2.3.3.1)
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In the Circuit-Based Model for Quantum Computing, we represent this gate as follows:

Figure 2.19: SWAP Gate in Circuit-Based Model for Quantum Computing.

Controlled Gates
The Controlled Gates (or Controlled-𝑈 Gates) act on two or more qubits, where one or more
qubits behave as a control for some quantum operation 𝑈 on another one or more target
qubits. The quantum operation 𝑈 to be applied to the target qubit(s) can be any quantum
gate, such as a Pauli Gate, a Hadamard Gate, a Phase Shift Gate, an Inverse Gate, a Square Root
Gate, a SWAP Gate, a generic 𝑅𝑋 , 𝑅𝑌 , or 𝑅𝑍 Gate, or even, another valid unitary operator.

If all the control qubit(s) is/are in the state |1⟩, this quantum gate applies the unitary
operator𝑈 to the respective target qubit(s). Otherwise, the target qubit(s) remains unchanged.

The Controlled Gates 𝐶 ⊗𝑚 (𝑈 ), given𝑈 as an input parameter, are generally defined as:

𝐶 ⊗𝑚 (𝑈 ) =



1 . . . 0 0 . . . 0
...

. . .
...

...
. . .

...

0 . . . 1 0 . . . 0
0 . . . 0 𝑢 (

0,0
) . . . 𝑢 (

0,(𝑛−𝑘−1)
)

...
. . .

...
...

. . .
...

0 . . . 0 𝑢 (
(𝑛−𝑘−1) ,0

) . . . 𝑢 (
(𝑛−𝑘−1) ,(𝑛−𝑘−1)

)


,

where 𝑚 ≥ 1 and𝑈 =


𝑢 (

0,0
) . . . 𝑢 (

0,(𝑛−𝑘−1)
)

...
. . .

...

𝑢 (
(𝑛−𝑘−1) ,0

) . . . 𝑢 (
(𝑛−𝑘−1) ,(𝑛−𝑘−1)

)

.

(2.2.3.3.2)

Additionally, in the Circuit-Based Model for Quantum Computing, we can generally
represent these Controlled Gates 𝐶 ⊗𝑚 (𝑈 ). For the simplest case, with only one control qubit
(with 𝑚 = 1), we can represent the Controlled Gates 𝐶 (𝑈 ). Some notable examples of
Controlled Gates 𝐶 ⊗𝑚 (𝑈 ) with different number of controlled qubits are the following ones:

𝐶𝑁𝑂𝑇 =


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0


and Toffoli =



1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1
0 0 0 0 0 0 1 0



. (2.2.3.3.3)
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In the Circuit-Based Model for Quantum Computing, we represent these gates as follows:

Figure 2.20: 𝐶𝑁𝑂𝑇 and Toffoli Gates in Circuit-Based Model for Quantum Computing.

The 𝐶𝑁𝑂𝑇 Gate is often applied after a Hadamard Gate to create quantum entangled
states, such as the well-known Bell and GHZ states. In particular, this quantum gate is, in
a certain sense, related to the XOR operation since, when applied to a two qubit-system, it
performs the mapping |𝜓1𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ,𝜓2𝑡 𝑎𝑟 𝑔𝑒𝑡 ⟩ ↦→ |𝜓1𝑐𝑜𝑛𝑡𝑟𝑜𝑙 , (𝜓1𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ⊗ 𝜓2𝑡 𝑎𝑟 𝑔𝑒𝑡 )⟩. Similarly, we can
think about the Toffoli (or 𝐶𝐶𝑁𝑂𝑇 ) Gate as being the generalization of the 𝐶𝑁𝑂𝑇 Gate for
three qubits with two control qubits and one target qubit, where it is performed the mapping
|𝜓1𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ,𝜓2𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ,𝜓3𝑡 𝑎𝑟 𝑔𝑒𝑡 ⟩ ↦→ |𝜓1𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ,𝜓2𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ,

(
(𝜓1𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ∧𝜓2𝑐𝑜𝑛𝑡𝑟𝑜𝑙 ) ⊗ 𝜓3𝑡 𝑎𝑟 𝑔𝑒𝑡

)
⟩.

2.2.4 Configurations of Quantum Entanglements

After learning the most known elementary gates for both single and multiple qubits, we can
use them to create some specific configurations of Quantum Entanglements mentioned before
(see Section 2.1.7). We can apply these particular Quantum Entanglements in the context of
Quantum Computing, namely for Quantum Communications and Quantum Cryptography,
among many other applications. One observation we can make on such quantum entangled
states is that we cannot build them as a mathematical tensor product of other quantum states.

2.2.4.1 Bell States

The Bell states [232, 233] 1 are bipartite quantum states of two qubits which are maximally
entangled. In particular, these quantum entangled states compose an orthonormal basis in a
four-dimensional Hilbert Space,H1 ⊗ H2. They have a total of four possible configurations:

|𝜙±⟩ = 1
√

2
( |0⟩⊗2 ± |1⟩⊗2) = ( |00⟩ ± |11⟩)

√
2

|𝜓±⟩ = 1
√

2
( |0⟩ ⊗ |1⟩ ± |1⟩ ⊗ |0⟩) = ( |01⟩ ± |10⟩)

√
2

(2.2.4.1.1)

In the Circuit-Based Model for Quantum Computing, we can prepare them as follows:

|0⟩ H

|0⟩

|0⟩ X H

|0⟩

|0⟩ H

|0⟩ X

|0⟩ H Z

|0⟩ X Z

Figure 2.21: Preparing the Bell states in Circuit-Based Model for Quantum Computing.

1The Bell state |𝜙+⟩ = 1√
2
( |00⟩ + |11⟩ ) is also known as the EPR pair.
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The notion of the Bell state refers to the quantum superposition of all linear combinations
of two pure quantum states |0⟩ and |1⟩. The measurement of one qubit of this entangled
state will make the other qubit collapse immediately, resulting in two groups of correlated
outcomes. Here, these correlated outcomes happen randomly with equal probability after the
measurements of those qubits. In normal conditions, the group of these correlated outcomes
depends on the configuration of the Bell state we used initially to prepare the two qubits.

On the other hand, we can also measure a certain quantum state on the Bell state basis.
These types of measurements are often called BSMs (Bell State Measurements). Namely, in
the Circuit-Based Model for Quantum Computing, we can prepare these BSMs as follows:

|ϕ⟩0 H

|ϕ⟩1

|ϕ⟩0 H X

|ϕ⟩1

|ψ⟩0 H

|ψ⟩1 X

|ψ⟩0 Z H

|ψ⟩1 Z X

Figure 2.22: Measuring in the Bell state bases in Circuit-Based Model for Quantum Computing.

2.2.4.2 GHZ States

The GHZ states [234] are multipartite quantum states of three or more qubits which are
maximally entangled. More specifically, these quantum entanglements have extremely
non-classical properties. The notion of GHZ state refers to the quantum superposition of all
possible pure quantum states with the exact same quantum state, being all either |0⟩ or |1⟩.
They compose an orthonormal basis in 𝑛-dimensional Hilbert Space,H1⊗ ...⊗H𝑛 , with 𝑛 ≥ 3:

|𝐺𝐻𝑍 𝑛⟩ =
1
√

2
( |0⟩⊗𝑛 + |1⟩⊗𝑛) = ( |0...00⟩ + |1...11⟩)

√
2

(2.2.4.2.1)

In the simplest case, we can define the GHZ state concerning only 3 qubits as follows:

|𝐺𝐻𝑍 3⟩ =
1
√

2
( |0⟩⊗3 + |1⟩⊗3) = ( |000⟩ + |111⟩)

√
2

(2.2.4.2.2)

We can consider the GHZ state as the generalization of the EPR pair for the case 𝑛 ≥ 3, also
exhibiting a strong correlation. Namely, under normal conditions, if there is no decoherence,
we will obtain the same outcome for all the involved qubits after measuring one of them.

In the Circuit-Based Model for Quantum Computing, we can prepare GHZ states as:

. . .

. . .

...
...

...
...

. . .

. . .

n

|0⟩ H

|0⟩

...

|0⟩

|0⟩

Figure 2.23: Preparing the GHZ state in
Circuit-Based Model for Quantum Computing.
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Once again, we can measure a given quantum state on the GHZ state basis. Namely, in the
Circuit-Based Model for Quantum Computing, we can prepare these measurements as follows:

. . .

. . .

...
...

...
...

. . .

. . .

n

|ψ⟩0 H

|ψ⟩1

...

|ψ⟩(n−2)

|ψ⟩(n−1)

Figure 2.24: Measuring in the GHZ state basis in
Circuit-Based Model for Quantum Computing.

2.2.4.3 W States

The W states [235] are multipartite quantum entangled states of three or more qubits. The
notion of W state refers to the quantum superposition with equal expansion coefficients of
all possible pure quantum states, in which only one of the qubits has the quantum state |1⟩
while all the remaining ones have the quantum state |0⟩. These quantum entangled states also
compose an orthonormal basis in a 𝑛-dimensional Hilbert Space,H1 ⊗ ... ⊗ H𝑛 , with 𝑛 ≥ 3:

|𝑊𝑛⟩ =
( |0...01⟩ + |0...10⟩ + |1...00⟩)

√
𝑛

(2.2.4.3.1)

In the simplest case, we can define the W state concerning only 3 qubits as follows:

|𝑊𝑛⟩ =
( |001⟩ + |010⟩ + |100⟩)

√
3

(2.2.4.3.2)

Additionally, we can also negate the W state, having the notation of |𝑊 ⟩, defined as follows:

|𝑊 𝑛⟩ =
( |0...11⟩ + |1...01⟩ + |1...10⟩)

√
𝑛

(2.2.4.3.3)

Similarly, in the simplest case, the negated W state for only 3 qubits is defined as follows:

|𝑊 3⟩ =
( |011⟩ + |101⟩ + |110⟩)

√
3

(2.2.4.3.4)

In the Circuit-Based Model for Quantum Computing, we can prepare W states as:

. . .

. . . . . .

...
...

...
...

. . .
...

...
...

. . .

. . . . . .

. . .

n

|0⟩ RY

(
− arccos

(
1√
2

))
Z RY

(
arccos

(
1√
2

))

|0⟩

...

|0⟩ RY

(
− arccos

(
1√
n

))
Z RY

(
arccos

(
1√
n

))

|0⟩ X

Figure 2.25: Preparing the W state in Circuit-Based Model for Quantum Computing.
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Once again, we can measure a given quantum state on the W state basis. Namely, in the
Circuit-Based Model for Quantum Computing, we can prepare these measurements as follows:

. . . . . .

. . . . . .

...
. . .

...
...

...
...

. . .
...

...
...

...

. . . . . .

. . . . . .

n

|ψ⟩0 RY

(
− arccos

(
1√
2

))
Z RY

(
arccos

(
1√
2

))

|ψ⟩1

...

|ψ⟩(n−2) RY

(
− arccos

(
1√
n

))
Z RY

(
arccos

(
1√
n

))

|ψ⟩(n−1) X

Figure 2.26: Measuring in the W state basis in Circuit-Based Model for Quantum Computing.

In particular, this quantum entanglement is more robust against losses or measurements
of a single qubit compared to GHZ states. For a W state with 𝑛 qubits, an entangled quantum
state of (𝑛 − 1) qubits remains after a loss or measurement of a single qubit. For this reason,
we often say that a W state is “less entangled” than a GHZ state. Both GHZ and W states are
non-biseparable and cannot be transformed into each other by local quantum operations.

2.2.4.4 Resource States

The Resource states [236–240] are multipartite quantum states of multiple qubits being highly
entangled. These quantum states compose an orthonormal basis in an 𝑛-dimensional Hilbert
Space, H1 ⊗ ... ⊗ H𝑛 , with 𝑛 ≥ 2. Basically, we use Resource states to establish undirected
“graphs” of qubits, and we can classify them as either a Graph state or a Cluster state. Here,
the main difference is that a Graph state acts as a representation of a graph of qubits acting
as nodes concerning a given set of edges between them. Differently, a Cluster state is a graph
of qubits representing a fully (or almost fully) connected lattice structure. For this reason, the
Cluster state does not need to consider any given set of edges between the qubits as input.

These quantum entangled states are useful to some topics and applications in Quantum
Computing, such as Quantum Error-Correction Codes, Quantum Entanglement Measurements,
Quantum Entanglement Purifications, One-Way Quantum Computing, or even large Quantum
Communication Networks. Additionally, these quantum states can also be very suitable to
establish quantum communication links, and we can see these Resource states as appropriate
for the configuration between several components of a possible global Quantum Internet.

Both Graph and Cluster states are different from the GHZ and W states, in such a way that
it is much harder to eliminate the Quantum Entanglement by Projective Measurements.

The Graph states are multipartite quantum states which we can define in two equivalent
ways. Namely, we can introduce these multipartite quantum entangled states through the
notion of the Circuit-Based Model for Quantum Computing or formalism of Stabilizer Codes.

In particular, since Graph states represent “graphs” of qubits, we can use them to define
𝑛-vertex paths or 𝑛-vertex polygons of qubits, denoted as |𝑃𝑛⟩ and |𝐾𝑛⟩, respectively.
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Given a graph (also called a resource in this context)𝐺 = (𝑉 , 𝐸 ), with the set of vertices𝑉
and another set of undirected edges 𝐸 , the corresponding Resource State, is defined as follows:

|𝐺 ⟩ =
∏
(𝑎,𝑏) ∈𝐸

𝐶𝑍 {𝑎,𝑏 } ⊗ |+⟩⊗ |𝑉 | (2.2.4.4.1)

More in detail, a multipartite Resource State is created, by performing the following steps:

1. Apply the Quantum Hadamard Transform (see Section 2.2.5.2) to the |𝑉 | qubits that
represents all the vertices of the resource (or graph) to obtain 𝐻 ⊗ |𝑉 | ⊗ |0⟩⊗ |𝑉 | = |+⟩⊗ |𝑉 | .

2. For each edge (𝑎, 𝑏)2 ∈ 𝐸 , apply the CZ gate (see Section 2.2.3.3) to the qubits that
represents all the vertices of the resource (or graph) to obtain 𝐶𝑍 {𝑎,𝑏 } ⊗ |+⟩ |𝑉 | .

For example, a Graph state can have some of the following configurations:

a)
��𝑃3⟩ = 1√

8
( |000⟩ + |001⟩ + |010⟩ - |011⟩ + |100⟩ + |101⟩ - |110⟩ + |111⟩ )

b)
��𝐾3⟩ = 1√

8
( |000⟩ + |001⟩ + |010⟩ - |011⟩ + |100⟩ - |101⟩ - |110⟩ - |111⟩ )

c)
��𝐾4⟩ = 1

4 ( |0000⟩ + |0001⟩ + |0010⟩ + |0011⟩ + |0100⟩ - |0101⟩ - |0110⟩ + |0111⟩

+ |1000⟩ - |1001⟩ - |1010⟩ + |1011⟩ + |1100⟩ + |1101⟩ + |1110⟩ + |1111⟩ )

Namely, we can represent the previous examples of Graph states as follows:

a Three-vertex path. b Triangle on three vertices. c Diamond on four vertices.

Figure 2.27: Some examples of Graph states.

Any connected Graph state with𝑚 = |𝑉 | vertices is a maximally entangled𝑚-particle state
and violates some Bell Inequality. On the other hand, the Cluster State is a particular instance
of Graph state, where the underlying graph is a connected subset of a 𝑑-dimensional lattice.

2The pair of vertices forming an edge on a Resource State is commutative, (𝑎, 𝑏) = (𝑏, 𝑎). Therefore, the order
of qubits of this pair used as control-qubit or target-qubit for the CZ gate is irrelevant.
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For example, a Cluster State can have some of the following configurations:

a)
��𝐶𝐿3⟩ = 1√

8
( |000⟩ + |001⟩ + |010⟩ - |011⟩ + |100⟩ - |101⟩ - |110⟩ - |111⟩ )

b)
��𝐶𝐿4⟩ = 1

4 ( |0000⟩ + |0001⟩ + |0010⟩ - |0011⟩ + |0100⟩ + |0101⟩ - |0110⟩ + |0111⟩

+ |1000⟩ - |1001⟩ + |1010⟩ + |1011⟩ - |1100⟩ + |1101⟩ + |1110⟩ + |1111⟩ )

c)
��𝐶𝐿5⟩ = 1√

32
( |00000⟩ + |00001⟩ + |00010⟩ - |00011⟩ + |00100⟩ + |00101⟩ - |00110⟩ + |00111⟩

+ |01000⟩ + |01001⟩ + |01010⟩ - |01011⟩ - |01100⟩ - |01101⟩ + |01110⟩ - |01111⟩

+ |10000⟩ - |10001⟩ + |10010⟩ + |10011⟩ + |10100⟩ - |10101⟩ - |10110⟩ - |10111⟩

- |11000⟩ + |11001⟩ - |11010⟩ - |11011⟩ + |11100⟩ - |11101⟩ - |11110⟩ - |11111⟩)

Once again, we can represent the previous examples of Graph states as follows:

a 2D Cluster State with 3 qubits. b 2D Cluster State with 4 qubits. c 2D Cluster State with 5 qubits.

Figure 2.28: Some examples of 2D Cluster States.

2.2.5 Common Quantum Routines

After learning the most known elementary gates for both single and multiple qubits, we can
use them to create some common Quantum Routines. We can apply these routines in several
configurations of Quantum Entanglements and Quantum Algorithms commonly studied.

2.2.5.1 Quantum Fourier Transform

The DFT (Discrete Fourier Transform) [241, 242] is a unitary transform used for numerical
computation in digital signal processing related to the respective times and frequencies. Namely,
we often use the DFT for spectrum analysis, data compression, partial differential equations,
or mathematical operations such as convolutions and multiplication of large integer numbers.

The DFT transforms a sequence of 𝑛 discrete-time samples {𝑥𝑗 } = {𝑥0, 𝑥1, ..., 𝑥 (𝑛−1) } into
another sequence of 𝑛 discrete-frequency samples {𝑦𝑘 } = {𝑦0, 𝑦1, ..., 𝑦 (𝑛−1) }, where the both
sequences are, in fact, composed by 𝑛 complex numbers, being mathematically defined as:

𝑦𝑘 =

(𝑛−1)∑︁
𝑗=0

𝑥𝑗 · 𝑒−
(
𝑖 · 2𝜋𝑛 𝑘 𝑗

)
=

(𝑛−1)∑︁
𝑗=0

𝑥𝑗 ·
[

cos
(2𝜋
𝑛
𝑘 𝑗

)
− 𝑖 · sin

(2𝜋
𝑛
𝑘 𝑗

)]
(2.2.5.1.1)
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Oppositely to the DFT, the IDFT (Inverse Discrete Fourier Transform) basically transforms
a sequence of 𝑛 discrete-frequency samples {𝑦𝑘 = {𝑦0, 𝑦1, ..., 𝑦 (𝑛−1) } into another sequence of
𝑛 discrete-time samples {𝑥𝑗 } = {𝑥0, 𝑥1, ..., 𝑥 (𝑛−1) }, being mathematically defined as following:

𝑥𝑗 =
1
𝑛

(𝑛−1)∑︁
𝑘=0

𝑦𝑘 · 𝑒
(
𝑖 · 2𝜋𝑛 𝑘 𝑗

)
=

1
𝑛

(𝑛−1)∑︁
𝑘=0

𝑦𝑘 ·
[

cos
(2𝜋
𝑛
𝑘 𝑗

)
+ 𝑖 · sin

(2𝜋
𝑛
𝑘 𝑗

)]
(2.2.5.1.2)

The QFT (Quantum Fourier Transform) [243] is the quantum analog of the DFT, being
computed originally in 𝑛2 operations, which can be efficiently improved, in order to take only
𝑛 · log(𝑛) operations, with a time complexity of𝑂 (𝑛). For this reason, this unitary quantum
operator is exponential faster than its best counterpart in the classical regime, the FFT (Fast
Fourier Transform), which is computed in 𝑛 · 2𝑛 operations, with a time complexity of𝑂 (2𝑛).

More specifically, the QFT is an operator acting on a quantum state |𝑥⟩ = ∑(2𝑛−1)
𝑖=0 𝑥𝑖 |𝑖 ⟩ and

maps it to a quantum state |𝑦 ⟩ = ∑(2𝑛−1)
𝑖=0 𝑦𝑖 |𝑖 ⟩, according to the following formula:

𝑦𝑘 =
1
√

2𝑛

(2𝑛−1)∑︁
𝑗=0

𝑥𝑗𝜔
−𝑗𝑘
2𝑛 =

1
√

2𝑛

(2𝑛−1)∑︁
𝑗=0

𝑥𝑗𝑒
−
(
𝑖 · 𝜋

2(𝑛−1) 𝑘 𝑗

)
, where 𝑘 = 0, 1, ..., (2𝑛 − 1) (2.2.5.1.3)

Oppositely, the IQFT (Inverse Quantum Fourier Transform) acts similarly to the QFT but
with the sign of the phase factor inverted. Namely, it acts on a quantum state |𝑦 ⟩ = ∑(2𝑛−1)

𝑖=0 𝑦𝑖 |𝑖 ⟩
and maps it to a quantum state |𝑥⟩ = ∑(2𝑛−1)

𝑖=0 𝑥𝑖 |𝑖 ⟩, according to the following formula:

𝑥𝑗 =
1
√

2𝑛

(2𝑛−1)∑︁
𝑘=0

𝑦𝑘𝜔
𝑗𝑘

2𝑛 =
1
√

2𝑛

(2𝑛−1)∑︁
𝑘=0

𝑦𝑘𝑒

(
𝑖 · 𝜋

2(𝑛−1) 𝑘 𝑗

)
, where 𝑗 = 0, 1, ..., (2𝑛 − 1) (2.2.5.1.4)

In this mathematical formulation, if we set the equality 𝑁 = 2𝑛 , we also have the equality

𝜔𝑁 = 𝜔2𝑛 = 𝑒

(
𝑖 · 2𝜋𝑁

)
= 𝑒

(
𝑖 · 𝜋

2(𝑛−1)

)
and we have the equality 𝜔𝑚

𝑁
= 𝜔𝑚

2𝑛 = 𝑒

(
𝑖 · 2𝜋𝑁 𝑚

)
= 𝑒

(
𝑖 · 𝜋

2(𝑛−1) 𝑚

)
as the 𝑚𝑡ℎ root of unity. Then, we can define the unitary operator 𝐹𝑁 for the QFT as follows:

𝐹𝑁 =
1
√
𝑁

=
1
√

2𝑛
=



1 1 1 1 . . . 1
1 𝜔 𝜔2 𝜔3 . . . 𝜔 (𝑁−1)

1 𝜔2 𝜔4 𝜔6 . . . 𝜔2×(𝑁−1)

1 𝜔3 𝜔6 𝜔9 . . . 𝜔3×(𝑁−1)

...
...

...
...

. . .
...

1 𝜔 (𝑁−1) 𝜔2×(𝑁−1) 𝜔3×(𝑁−1) . . . 𝜔 (𝑁−1)×(𝑁−1)


(2.2.5.1.5)

The QFT is a very well-known and popular routine in Quantum Computing, namely
because it is strongly related to Shor’s Algorithm and its exponential speedup. More specifically,
we apply the QFT in Shor’s [150, 151] and Phase Estimation Algorithms [244]. In Shor’s
Algorithm, we can use this routine for Factoring and computing the Discrete Logarithm. In
the Phase Estimation Algorithm, we use it for estimating the eigenvalues of a unitary operator.
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2.2.5.2 Quantum Hadamard Transform

The Hadamard Transform [245, 246] is a generalized class of multidimensional DFTs of size 2𝑛 ,
which performs an orthogonal, symmetric, and linear operation on 2𝑛 complex numbers.

We can represent this DFT as a family of operators, recursively, starting with its base case:

𝐻0 = 1 (2.2.5.2.1)

Then, we can generalize from the base case to the remaining cases as follows:

𝐻𝑛 = 𝐻 ⊗𝑛 =
1
√

2

[
𝐻 (𝑛−1) 𝐻 (𝑛−1)

𝐻 (𝑛−1) −𝐻 (𝑛−1)

]
(2.2.5.2.2)

Here, 1√
2

works as the normalization factor to keep the linearity of Quantum Mechanics.
Since 𝐻1 is equivalent to the Hadamard Gate for a single qubit (see Section 2.2.3.1), then,

we have that for 𝑛 ≥ 2, the general operator 𝐻𝑛 can be additionally defined as follows:

𝐻𝑛 = 𝐻 ⊗𝑛 = 𝐻1 ⊗ 𝐻 (𝑛−1) (2.2.5.2.3)

The Quantum Hadamard Transform is nothing more than the Hadamard Transform
performed by any quantum computational device. In the domain of Quantum Computing,
due to its inherent quantum parallelism, we can execute the Quantum Hadamard Transform
with log(𝑛) operations, with a time complexity of 𝑂 (1). In terms of comparison, its best
classical counterpart is the Fast Walsh–Hadamard Transform, computed in 𝑛 log(𝑛) operations,
with a time complexity of𝑂 (𝑛). For this reason, the Quantum Hadamard Transform is always
much faster than the classical Fast Walsh–Hadamard Transform [247]. We use this transform
in most Quantum Algorithms known, such as Grover’s [152] and Shor’s [150, 151] Algorithms.
In addition, the Quantum Hadamard Transform is often used in random processes, such as
some current proofs of Quantum Advantage, since it is a way of exploring all the possible
solutions simultaneously for a given problem due to the resulting Quantum Superpositions.

2.2.5.3 Quantum Teleportation

The Quantum Teleportation is a technique to transfer quantum information via a qubit
[248–252]. In this technique, the sender knows neither the location of the receiver nor the
quantum state that will be transferred to the receiver. Namely, this procedure is of great
importance for Quantum Communications and Quantum Cryptography, being one pillar for
Quantum Internet. For the procedure of Quantum Teleportation, we need to consider:

• A source 𝑆 , which is mainly responsible for generating and distributing pairs of bipartite
quantum entangled states, such as EPR pairs (see Section 2.2.4.1).

• Two parties, 𝐴 and 𝐵 , which are able to handle (or store) quantum information.

• A classical communication channel between the two parties 𝐴 and 𝐵 .
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Then, the procedure of quantum teleportation proceeds as described following:

1. Let |𝜓⟩ be the quantum state to be transferred (or “teleported”) from 𝐴 to 𝐵 .

2. The source 𝑆 generates an EPR pair |𝜙+⟩𝐴𝐵 = 1√
2
( |00⟩𝐴𝐵 + |11⟩𝐴𝐵 ), sending one qubit of

it, |𝜙+⟩𝐴 , to the location of 𝐴 and the other qubit of it, |𝜙+⟩𝐵 to the location of 𝐵 .

3. Then, the party 𝐴 performs a BSM (see Section 2.2.4.1) on both qubits in its possession,
the qubit, |𝜓⟩, to be transferred to the location of 𝐵 , and its part of the EPR pair, |𝜙+⟩𝐴 .

4. Next, the party 𝐴 stores one of the four possible classical outcomes resulting from the
BSM, encoding them in two classical bits 𝑏0 and 𝑏1, discarding its both qubits.

5. The party 𝐴 sends these two classical bits 𝑏0 and 𝑏1 to the location of 𝐵 through the
classical communication channel between their respective locations.

6. Finally, the party𝐵 will operate its part of the EPR pair, |𝜙+⟩𝐵 , with respect to the received
classical bits 𝑏0 and 𝑏1, according to the specification given in the following Table 2.1:

𝑏0 𝑏1 |𝜙+⟩𝐵 𝐵 ’s Operation
0 0 𝛼 |0⟩𝐵 + 𝛽 |1⟩𝐵 𝐼 Gate
0 1 𝛼 |1⟩𝐵 + 𝛽 |0⟩𝐵 𝑋 Gate
1 0 𝛼 |0⟩𝐵 − 𝛽 |1⟩𝐵 𝑍 Gate
1 1 𝛼 |1⟩𝐵 − 𝛽 |0⟩𝐵 𝑋 Gate and 𝑍 Gate

Table 2.1: Set of quantum operations to be performed by the party 𝐵 on its qubit |𝜙+⟩𝐵
according to the received classical bits 𝑏0 and 𝑏1.

Now, we illustrate an example of Quantum Teleportation in the following Figure 2.29:

Figure 2.29: Quantum Teleportation for the parties 𝐴 and 𝐵 .

The step 5 is the only potentially time-consuming step since the transfer of classical
information is always limited by the speed of light. Namely, Quantum Teleportation can offer
another point of view on why we cannot use Quantum Entanglement to transfer useful
information in an eventual FTL Communication. Note the party 𝐴 always need to classically
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communicate to the party 𝐵 what operation the latter needs to perform in order to “recreate”
the quantum state being “teleported” initially at the location of 𝐴. In simple terms, we always
need to transfer two classical bits to achieve a transfer of one single qubit between locations.

2.2.5.4 Quantum Entanglement Swapping

As seen before, Quantum Teleportation enables the transmission of arbitrary pure quantum
states between two parties. However, it is also possible to “teleport” mixed quantum states
which we can see as the quantum state of a single quantum physical subsystem of a quantum
entangled pair. Imagine that two parties 𝐴 and 𝐵 share an entangled quantum state, such as
an EPR pair, and the party 𝐵 “teleports” its qubit to a third-party𝐶 , then the qubit of the party
𝐴 is now entangled with the one that the party 𝐶 possesses. We often refer to this quantum
routine as Quantum Entanglement Swapping [253–255]. It allows the Quantum Teleportation
across 3 parties for huge distances (usually above 100 kms), where the probability of having
missing photons became high due to some physical phenomena inevitably occurring in the
mediums, such as Photoelectric Effect, Compton Effect or Birefringence, among many others.

More specifically, we can generalize this quantum routine for a sequence of an arbitrary
number 𝑛 of parties 𝑃0, 𝑃1, ..., 𝑃(𝑛−1) , with 𝑛 ≥ 3, allowing Quantum Communications over
arbitrarily large distances. Here, note that the “middle parties” 𝑃𝑘 need to always perform a
BSM on their parts of the pairs of entangled quantum states shared with the previous and next
parties on the sequence of parties, namely 𝑃(𝑘−1) and 𝑃(𝑘+1) , where 0 < 𝑘 < (𝑛 − 1).

Namely, for the case of 𝑛 = 3, considering the sequence of parties 𝐴, 𝐵 , and 𝐶 , the routine
of Quantum Entanglement Swapping needs to consider the existence of the following elements:

• Two sources, 𝑆0 and 𝑆1, generating and distributing entangled pairs, such as EPR pairs.

• Three parties, 𝐴, 𝐵 , and 𝐶 , capable of handle (or store) quantum information.

• A classical communication channel between the two parties 𝐵 and 𝐶 .

Then, the routine of Quantum Entanglement Swapping for 𝑛 = 3 proceeds as follows:

1. The sources, 𝑆0 and 𝑆1, generate two EPR pairs, |𝜙+′⟩𝐴𝐵′ = 1√
2
( |00⟩𝐴𝐵′ + |11⟩𝐴𝐵′) and

|𝜙+′′⟩𝐵′′𝐶 = 1√
2
( |00⟩𝐵′′𝐶 + |11⟩𝐵′′𝐶 ), distributing each qubit of each pair, in such a way

that 𝐴 and 𝐶 hold |𝜙+′⟩𝐴 and |𝜙+′′⟩𝐶 , respectively, while 𝐵 hold |𝜙+′⟩𝐵′ and |𝜙+′′⟩𝐵′′ .

2. Then, the party 𝐵 performs a BSM on both qubits in its possession, |𝜙+′⟩𝐵′ and |𝜙+′′⟩𝐵′′ .

3. Next, the party 𝐵 stores one of the four possible classical outcomes resulting from the
BSM, encoding them in two classical bits 𝑏0 and 𝑏1, discarding its both qubits.

4. The party 𝐵 sends these two classical bits 𝑏0 and 𝑏1 to the location of 𝐶 through the
classical communication channel between their respective locations.

5. Finally, the party 𝐶 will operate its part of the EPR pair, |𝜙+′′⟩𝐶 , with respect to the
received classical bits 𝑏0 and 𝑏1, similarly to Quantum Teleportation (see Table 2.1).
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In the previous description, note that although the parties 𝐴 and 𝐶 never interact directly
with each other, they share now a entangled pair of qubits. In the general case, with 𝑛 parties,
this is also valid. Therefore, the parties 𝑃0 and 𝑃(𝑛−1) can share an entangled quantum state
over large distances (≥ 100 kms) without never interacting directly with each other.

We illustrate the routine of Quantum Entanglement Swapping for 𝑛 = 3 in Figure 2.30:

Figure 2.30: Quantum Entanglement Swapping for the parties 𝐴, 𝐵 and 𝐶 .

Notice that in the general case of the Quantum Entanglement Swapping for 𝑛 parties, it is
required (𝑛 − 2) classical communication channels and (𝑛 − 2) BSMs. In fact, these classical
communications are, once again, the only potentially time-consuming steps being limited
by the speed of light, in the best case. Additionally, we can also call this routine Quantum
Teleportation of Entanglement since we perform Quantum Teleportation on an entanglement
link rather than merely a single quantum state. Namely, this procedure represents one of
the main components of a Quantum Repeater [256–258] for the Quantum Internet [259–264]
to overcome the inherent Quantum Decoherence, and other physical phenomena, such as
Photoelectric Effect, Compton Effect, and Birefringence over large distances (≥ 100 kms).

2.2.5.5 Quantum Entanglement Distillation

The Quantum Entanglement Distillation (or Quantum Entanglement Purification) [265–268]
is a routine for overcoming the inherent Quantum Decoherence and other phenomena, such
as Photoelectric Effect, Compton Effect, and Birefringence in noisy quantum communication
channels. In simple terms, this routine distills an initial set of less (or “degraded”) qubits to a
smaller subset of pure entangled (or “purified”) qubits, enhancing their purity and correlations
through some local operations. Thus, this routine increases the quality of noisy quantum
communication channels since their fidelity decreases exponentially with their distance.

The fidelity 𝐹 of a quantum entangled pair is a measure that expresses the similarity (or
“closeness”) between their qubits, which from their density operators 𝜌 and 𝜎 is defined as:

𝐹 (𝜌, 𝜎) =
[
Tr

(√︃√
𝜌𝜎
√
𝜌
)]2

(2.2.5.5.1)
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If the qubit represented by the density operator 𝜌 corresponds to a pure quantum state,
then we have 𝜌 = |𝜌⟩⟨𝜌 | and 𝐹 (𝜌, 𝜎) = ⟨𝜌 |𝜎 |𝜌⟩ = Tr(𝜎𝜌). Conversely, it the qubit represented
by the density operator 𝜎 corresponds to a pure quantum state, then we have 𝜎 = |𝜎⟩⟨𝜎 |
and 𝐹 (𝜌, 𝜎) = ⟨𝜎 |𝜌 |𝜎⟩ = Tr(𝜌𝜎). Additionally, if both the qubits represented by the density
operators 𝜌 and 𝜎 correspond to pure quantum states, we have 𝜌 = |𝜌⟩⟨𝜌 | and 𝜎 = |𝜎⟩⟨𝜎 |.
From this result, we have 𝐹 (𝜌, 𝜎) = |⟨𝜌 |𝜎⟩|2 and 𝐹 (𝜎, 𝜌) = |⟨𝜎 |𝜌⟩|2. Finally, we also have the
property of symmetry of this metric, from which we have 𝐹 (𝜎, 𝜌) = 𝐹 (𝜌, 𝜎). Note that this
metric is given in terms of probability, so we also must verify 0 ≤ 𝐹 (𝜎, 𝜌) = 𝐹 (𝜌, 𝜎) ≤ 1.

We can use Bell states (see Section 2.2.4.1) to quantify an entanglement link. Namely, let 𝑚
be the number of high-fidelity copies of a Bell state. From this number𝑚 of Bell states, we can
quantify the efficiency𝑌 (also known as the “yield”) of a protocol 𝑃 of Quantum Entanglement
Distillation. Namely, for a protocol 𝑃 , where 𝑛 copies of a mixed quantum state 𝜌 , i.e., 𝜌⊗𝑛 ,
are used to obtain 𝑚 exact copies of a maximally entangled state, have its “yield” defined as:

𝑌𝜌,𝑃 =
𝑚

𝑛
, where 𝑚 ≤ 𝑛 (2.2.5.5.2)

Basically, this metric is the ratio of the number of maximally entangled states obtained by
the protocol over the total number of initial copies of the quantum state 𝜌 , where often the
limit 𝑛 ↦→ ∞ is considered. As obvious, a protocol 𝑃 aims to saturate this limiting ratio.

The maximum number 𝑛 of copies of the noisy quantum entangled state 𝜌 , which we can
convert into a maximally entangled quantum state |𝜙+⟩ is equal to its Quantum Entropy 𝑆 (𝜌):

𝑆 (𝜌) = −Tr
(
𝜌 log(𝜌)

)
(2.2.5.5.3)

Finally, we can quantify an entanglement link as the Quantum Entropy of either 𝜌𝐴 or 𝜌𝐵
which are the quantum states of the parts of the entangled pair for party 𝐴 and 𝐵 , respectively:

𝐸 (𝜌) = 𝑆 (𝜌𝐴) = 𝑆 (𝜌𝐵 ) = −Tr
(
𝜌𝐴 log(𝜌𝐴)

)
= −Tr

(
𝜌𝐵 log(𝜌𝐵 )

)
(2.2.5.5.4)

In this context, the “quantity” measure 𝐸 (𝜌) of an entanglement link 𝜌 ranges from 0 to 1,
for a product quantum state and maximally quantum entangled state, respectively.

There are several different protocols of Quantum Entanglement Distillation, which differ
in the set of quantum states they can purify, as well as on their efficiency (or “yield”), and the
number of copies of the noisy quantum states they operate. Namely, these protocols can be
classified as Filtering Protocols [269–271], Recurrence Protocols [266, 267, 272, 273], Hashing
and Breeding Protocols [267, 274, 275], or 𝑛 ↦→ 𝑚 Protocols [276–278]. A Filtering Protocol
operates on a single copy of a noisy quantum entangled state. A Recurrence Protocol operates
simultaneously on two copies of a noisy entangled state at each step. A Hashing and Breeding
Protocols operates simultaneously on a large number𝑛 of copies of a noisy quantum entangled
state, where 𝑛 ↦→ ∞. Finally, a 𝑛 ↦→ 𝑚 Protocol operates on 𝑛 input copies of a noisy quantum
entangled state and produces 𝑚 output copies of a maximally quantum entangled state, being
also eligible to be executed recursively, similar to what happens in the Recurrence Protocols.
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One of the possible protocols for Quantum Entanglement Distillation is the well-known
BBPSSW (Bennett-Brassard-Popescu-Schumacher-Smolin-Wooters) Protocol [266], which can
be seen as a Recurrence Protocol. This protocol for 𝑛 noisy entangled pairs is described as:

1. Initially, two parties 𝐴 and 𝐵 have 𝑛 noisy entangled quantum states |𝜙+⟩ 𝑗
𝐴𝐵

shared
among them, also denoted as |𝜙+⟩ 𝑗

𝑖
, where 0 ≤ 𝑗 ≤ (𝑛 − 1) and 𝑖 = {𝐴, 𝐵}.

2. Then, the parties 𝐴 and 𝐵 apply recurrent and individual pairwise bilocal CNOT (see
Section 2.2.3.3) on the quantum entanglement links |𝜙+⟩𝑘𝑖 and |𝜙+⟩ℓ𝑖 , acting as control
and target qubits, respectively, where 0 ≤ 𝑘 , ℓ ≤ (𝑛−1) and 𝑘 ≠ ℓ, followed by a ℤ-Basis
measurement (see Section 2.2.3.2) on that same target qubit manipulated previously.

3. Next, both parties 𝐴 and 𝐵 exchange the classical outcomes obtained from the ℤ-Basis
measurement of their target qubits via a classical communication channel.

4. If both parties 𝐴 and 𝐵 agree in the outcomes 𝑏𝐴 and 𝑏𝐵 of each of their pairwise ℤ-Basis
measurements (namely, 𝑏𝐴,𝐵 = 00 or 𝑏𝐴,𝐵 = 11), they keep the control qubit. Otherwise,
they discard that unmeasured control qubit, claiming that the Quantum Entanglement
Distillation process for this entangled pair failed (namely, when 𝑏𝐴,𝐵 = 00 or 𝑏𝐴,𝐵 = 11).

When the parties obtain the same outcomes from the measurements of the target qubits,
the process Quantum Entanglement Distillation was successful. This claim holds since the
unmeasured control qubit will have higher fidelity, so long as the initial fidelity of both qubits
of the entangled pair was greater than 50% and the local operations were accurate enough.

By repeating the BBPSSW Protocol recursively, it is possible to distill 𝑚 purified entangled
quantum states from a subset of 𝑛 noisy entangled pairs of fidelity 𝐹𝑖𝑛 > 1

2 . Then, the obtained
𝑚 purified entangled pairs will have a fidelity arbitrarily high, namely 𝐹𝑜𝑢𝑡 < 1. However, this
distillation protocol is not scalable and has a “yield” that goes to 0 in the limit, when 𝐹𝑜𝑢𝑡 ↦→ 1.

Each individual step of the BBPSSW Protocol is illustrated in the following Figure 2.31:

Figure 2.31: Individual step of the BBPSSW Protocol for the parties 𝐴 and 𝐵 .

Basically, for each step, the BBPSSW Protocol distills two identical quantum states 𝜌𝑖𝑛 into
a single final quantum state 𝜌𝑜𝑢𝑡 with a higher fidelity 𝐹 , closer to the Bell state |𝜙+⟩. Originally,
the BBPSSW Protocol was mainly designed to purify isotropic states (also known as Werner
States), which are composed by a parametrized family of mixed quantum states consisting of
|𝜙+⟩ and the completely mixed quantum state 𝐼 /4 (which is also known as white noise).
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Other known protocols for Quantum Entanglement Distillation are EPL (Extreme Photon
Loss) [279, 280] and DEJMPS (Deutsch-Ekert-Jozsa-Macchiavello-Popescu-Sanpera) [272].

2.2.6 No-Go Theorems

The No-Go Theorems are understood to be any theorem, showing that a particular situation is
not physically possible. They are strongly related to some principles of Quantum Mechanics.

2.2.6.1 No-Cloning Theorem

The No-Cloning Theorem [281–283] says it is impossible to create an independent and identical
copy of an arbitrary unknown quantum state. More specifically, given two quantum states |𝜓⟩
and |𝜏⟩, there is no unitary operation𝑈 , such that𝑈 ( |𝜓⟩⊗ |𝜏⟩) =𝑈 ( |𝜓𝜏⟩) = |𝜓𝜓⟩ = |𝜓⟩⊗ |𝜓⟩.

In order to verify this No-Go Theorem, we can consider the supposed copying procedure
for two given pure quantum states |𝜓⟩ and |𝜙⟩, and a target quantum state |𝜏⟩ = |0⟩ as:

𝑈 ( |𝜓 ⊗ 0⟩) =𝑈 ( |𝜓0⟩) = |𝜓𝜓⟩ = |𝜓⟩ ⊗ |𝜓⟩

𝑈 ( |𝜙 ⊗ 0⟩) =𝑈 ( |𝜙0⟩) = |𝜙𝜙⟩ = |𝜙⟩ ⊗ |𝜙⟩

Then, one possible mathematical proof for this theorem is the following one:

1. Consider |𝜎⟩ = 1√
2
( |𝜓⟩ + |𝜙⟩) and 𝜏 = 0. Then, by applying𝑈 , we obtain the result:

𝑈 ( |𝜎0⟩) = 1
√

2

[
𝑈 ( |𝜓0⟩) +𝑈 ( |𝜙0⟩)

]
=

1
√

2

(
|𝜓𝜓⟩ + |𝜙𝜙⟩

)
(2.2.6.1.1)

2. But if𝑈 is a copying procedure, then, we can also obtain the following result:

𝑈 ( |𝜎0⟩) = |𝜎𝜎⟩ = |𝜎⟩ ⊗ |𝜎⟩ =
[ 1
√

2

(
|𝜓⟩ + |𝜙⟩

) ]
⊗

[ 1
√

2

(
|𝜓⟩ + |𝜙⟩

) ]
=

=
1
2

(
|𝜓𝜓⟩ + |𝜓𝜙⟩ + |𝜙𝜓⟩ + |𝜙𝜙⟩

) (2.2.6.1.2)

This last result is different than the one obtained in step 1, even by applying the same
procedure. Thus, we see the supposed copying procedure is not physically possible.

Additionally, we can consider the inner product of the two quantum states |𝜓⟩ and 𝜙⟩
as being equal to its square, in order to check the fidelity of one of these quantum states
against the other one. Then, we see that the only two cases in which that may be possible it
is when they are completely orthogonal (i.e., corresponding to different measurement bases)
or when they are the exact same quantum state. In the first case, the copying procedure may
fail because the quantum states are orthogonal. On the other hand, the copying procedure is
only possible when the fidelity is equal to one, which means we need to already know one of
the quantum states beforehand or we already “observed” the quantum state at the moment of
the supposed copying procedure, which corresponds to the classical copying procedure:

⟨𝜓 |𝜙⟩ = (⟨𝜓 |𝜙⟩)2 ⇔ 𝑥 = 𝑥2 ⇔

𝑥 = 0

𝑥 = 1
(2.2.6.1.3)
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Basically, the No-Cloning Theorem says that it is physically impossible to copy an arbitrarily
unknown and unmeasured quantum state which is not equivalent to a classical state.

Additionally, the No-Deleting Theorem [284] is a time-reversed dual to the No-Cloning
Theorem explained before. More specifically, this No-Go Theorem that says that, in general,
given two copies of some arbitrary quantum state, it is impossible to delete one of the copies.

2.2.6.2 No-Communication Theorem

The No-Communication Theorem (or No-Signaling Principle) [285, 286] is a No-Go Theorem
that argues that it is physically impossible for one “observer” to communicate any useful
information to another “observer” by measuring a physical subsystem of a global entangled
quantum physical system. The theorem is important because contradicts the intuition that
some events can be strongly correlated even if they are at very far distances through Quantum
Entanglement, what seems to suggest the theoretical possibility of FTL Communication.

We can apply the results from this No-Go Theorem to understand the so-called paradoxes
in Quantum Mechanics, such as the EPR (Einstein-Podolski-Rosen) paradox or violations of
Local Realism obtained in tests of Bell’s Theorem. In these experiments, the No-Communication
Theorem shows that the failure of Local Realism does not lead to what we could refer to as the
famous so-called "Spooky Action at a Distance” that Albert Einstein pointed initially in 1935.

A possible mathematical proof for the No-Communication Theorem is the following one:

1. Let 𝐴 and 𝐵 be two parties that share an entangled Bell state |𝜓+⟩ = 1√
2
( |01⟩ + |10⟩).

2. Then, let the parties 𝐴 and 𝐵 perform the measurement of the quantum physical
subsystems at their disposal by using the detectors 𝐷𝐴 and 𝐷𝐵 , respectively.

3. Following the Bell’s Experiment, assume that the detectors are initially oriented along
the 𝑧-axis and rotated independently at the end of the parties 𝐴 and 𝐵 in such a way
that the difference between the angles of the detectors 𝐷𝐴 and 𝐷𝐵 is denoted as 𝜃𝐴𝐵 .

4. Then, we compute the conditional probabilities of measurement outcomes:

𝑃00 = |⟨0|𝐴 ⟨0|𝐵 |𝜓+⟩|
2
=

1
2

sin2
( 𝜃𝐴𝐵

2

)
𝑃01 = |⟨0|𝐴 ⟨1|𝐵 |𝜓+⟩|

2
=

1
2

cos2
( 𝜃𝐴𝐵

2

)
𝑃10 = |⟨1|𝐴 ⟨0|𝐵 |𝜓+⟩|

2
=

1
2

cos2
( 𝜃𝐴𝐵

2

)
𝑃11 = |⟨1|𝐴 ⟨1|𝐵 |𝜓+⟩|

2
=

1
2

sin2
( 𝜃𝐴𝐵

2

)
(2.2.6.2.1)

Here, as expected, we can verify the normalization condition 𝑃00 + 𝑃01 + 𝑃10 + 𝑃11 = 1.

5. We compute the probabilities of the measuring |0⟩ and |1⟩ at the end of 𝐴:

𝑃 𝐴0 = 𝑃00 + 𝑃01 =
1
2

𝑃 𝐴1 = 𝑃10 + 𝑃11 =
1
2

(2.2.6.2.2)
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6. Similarly, we compute the probabilities of the measuring |0⟩ and |1⟩ at the end of 𝐵 :

𝑃𝐵0 = 𝑃00 + 𝑃10 =
1
2

𝑃𝐵1 = 𝑃01 + 𝑃11 =
1
2

(2.2.6.2.3)

Thus, we see that the measurement outcomes are totally independent on the angle 𝜃𝐴𝐵
and the actions performed by measurements at either the end of the party 𝐴 or 𝐵 are not
detected at another end (and vice-versa). Namely, this independence of the difference
between the angles of the detectors and actions of both parties is the essence of the
No-Communication Theorem. Additionally, none of the parties can tell the difference
between what the other party did and the effect of an eventual random measurement.

2.2.7 Quantum Algorithms as a Threat for Classical Cryptography

From the emergence of Quantum Computing over the years, there are a lot of Quantum
Algorithms already developed for several applications. In general, these algorithms have huge
computational advantages compared to their classical counterparts in terms of accuracy and
speedup. Some of them will have a huge impact on the Classical Cryptography used nowadays.
We will review these algorithms and the threats they represent in the following paragraphs.

2.2.7.1 Grover’s Algorithm

The Grover’s Algorithm [152, 287–289] is a quantum algorithm for a probabilistic search that
finds some solution(s) from a set of 𝑛 possible ones with a high probability in a black-box
function (or “Oracle”). In particular, this algorithm was originally proposed for searching
item(s) in an unsorted database. However, we can adapt it for any unstructured search.

In the classical regime, for an unsorted search problem where we want to find some item(s)
in an unstructured list, the best strategy is literally to iterate that list and check its items one by
one. This search strategy is linear and has a complexity time of𝑂 (𝑛). Generally, in the worst
case, this approach takes, on average, 𝑛 steps. In the best case, this approach could take 𝑛

2

steps if we take a more efficient strategy of randomly sorting the current item we are checking.
On the other hand, in the quantum regime, Grover’s Algorithm solves the same unsorted

search problem in only
√
𝑛 steps, providing a quadratic speedup in comparison to the existing

strategies in the classical regime. This quantum algorithm has a complexity time of𝑂 (log(𝑛)
quantum operations for each step. Thus, this quantum algorithm provides a huge advantage
for this type of computational problems and is considered asymptotically optimal [290].

In the domain of the Classical Cryptography currently used, the Grovers’s Algorithm can
perform quantum attacks, by brute-force, in order to possibly “break” cryptographic keys
and allow the decrypting of the respective cipher, in a polynomial time and threatening then,
some classical symmetric encryptions, such as the well-known AES [291–294]. This algorithm
could “brute-force” a symmetric cryptographic key of 𝑛 bits in 2

𝑛
2 iterations. Thus, this

quantum algorithm can “brute-force” symmetric keys of 128, 192, and 256 bits in roughly 264,
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296, and 2128 iterations. For this reason, Grover’s Algorithm will make the AES-128 and AES-192
ciphers obsolete. However, we currently consider AES-256 cipher as quantum-resistant since it
has a security level of 128 even against “brute-force” attacks made by this quantum algorithm.

Additionally, we can also use Grover’s Algorithm to perform collision attacks and pre-image
attacks for Hash Functions, such as SHA (Secure-Hash Algorithm). However, this quantum
algorithm may not necessarily be the most efficient one since, for example, the parallel Pollard’s
Rho Algorithm can find a collision in SHA more efficiently than Grover’s Algorithm [295].

2.2.7.2 Simon’s Algorithm

The Simon’s Algorithm [149] is a probabilistic quantum algorithm that implements a black-box
function (or “Oracle”) to solve Simon’s Problem. The Simon’s Problem is a computationally
hard problem in the model of Decision Tree or Query Complexity. It provides an exponential
separation between the complexity classes BPP (Bounded-error Probabilistic Polynomial time)
and BQP (Bounded-error Quantum Polynomial time). This problem is defined as follows:

• Given a function 𝑓 : {0, 1}𝑛 ↦→ {0, 1}𝑛 with the promise that for some 𝑠 ∈ {0, 1}𝑛 , it
holds that [ 𝑓 (𝑥) = 𝑓 (𝑦 )] ⇔ [𝑥 ⊗ 𝑦 ∈ {0𝑛 , 𝑠 }], find the binary string 𝑠 of 𝑛 bits.

This quantum algorithm was the first one offering an exponential speedup compared to
its best classical counterparts in the bounded-error setting. Namely, any classical algorithm
requires 𝑂 (2 𝑛

2 ) to find the binary string 𝑠 , while the Simon’s Algorithm succeeds using only
𝑂 (𝑛) queries to the black-box function 𝑓 . More specifically, executing the quantum part of
the Simon’s Algorithm𝑂 (𝑛) of times results in a full-rank system of linear equations, which
we can classically solve efficiently to obtain the binary string 𝑠 as a classical post-processing.

Intuitively, the hardness of this problem in the classical regime is that we need to find two
different inputs 𝑥 and 𝑦 for which we have 𝑓 (𝑥) = 𝑓 (𝑦 ). Moreover, there is not necessarily any
structure in the function 𝑓 that would help us to find two such inputs. In the best case, we can
only learn something about the function 𝑓 when, for two different inputs, we obtain the same
output. In the classical setting, we would need to guess around

√
2𝑛 different inputs before

being likely to find a pair on which the 𝑓 takes the same output, as happens in the Birthday
Problem. Therefore, we consider this problem computationally hard in the classical regime,
even if we use pseudo-random processes and accept a small error probability for the solution.

Due to its natural relation with the Birthday Problem, we can also adapt and extend this
quantum algorithm to perform collision attacks and pre-image attacks for Hash Functions.
Additionally, we can develop a few modified versions of Simon’s Algorithm to attack MACs
(Message Authentication Codes) and block ciphers based on the Feistel Cipher Structure, such
as DES and AES [293, 296–298], with some speedups comparable to Grover’s Algorithm.

2.2.7.3 BHT Algorithm

The BHT (Brassard-Høyer-Tapp) Algorithm is a quantum (or “hybrid”) algorithm that solves
the Collision Problem [299]. In this problem, is given an integer parameter 𝑛 and an 𝑟 -to-1
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function 𝑓 : {1, ..., 𝑛} ↦→ {1, ..., 𝑛}. Then, the main goal is to find two inputs 𝑥 and 𝑦 , such
we verify 𝑓 (𝑥) = 𝑓 (𝑦 ). This algorithm combines the square root speedup from the Birthday
Paradox using classical randomness with the square root speedup from Grover’s Algorithm.

The best-known classical solution for the Collision Problem is exploring the Birthday
Paradox allowing pseudo-randomness. Here, we choose distinct queries at random, from
which we find a collision in any fixed 2-to-1 function with high probability after𝑂 (

√
𝑛) queries.

In the quantum setting, the BHT Algorithm solves this problem optimally by taking only
𝑂 ( 3

√︁
(𝑛)) queries to the 𝑟 -to-1 function 𝑓 . First, 3

√
𝑛 inputs to the function 𝑓 are selected at

random and used as queries. If there is a collision among these inputs, the BHT Algorithm
returns the pair of inputs queried. Otherwise, all these inputs map to distinct values in the
function 𝑓 . Then, the BHT Algorithm uses the Grover’s Algorithm to find new inputs to the
function 𝑓 that give a collision. Since there are 𝑛 input values to 𝑓 initially, and 3

√
𝑛 of them

would form a collision with the already queried values, Grover’s Algorithm can find a collision
with𝑂

(√︃
𝑛
3√𝑛

)
=𝑂 ( 3
√
𝑛) extra queries to the function 𝑓 in the black-box (or “Oracle”) model.

Since this algorithm combines the Birthday Paradox with Grover’s Algorithm, we also know
it known as Quantum Birthday Attack. This “hybrid” algorithm provides advantage compared
to its best classical counterparts for collision attacks and pre-image attacks on Hash Functions,
weakening their security levels by a factor 𝑛

3 . Thus, we expect this algorithm will make some
cryptographic hashes obsolete, such as SHA-224 and SHA-256 [300, 301]. Other Hash Functions
with larger output lengths, such as SHA-384 and SHA-512, are considered quantum-resistant.

2.2.7.4 Shor’s Algorithm

The Shor’s Algorithm [150, 151] is an algorithm that solves the Integer Number Factorization
Problem. The main goal of this problem is simple and is defined as follows. Given an integer
prime number 𝑛, find its prime factors (or divisors) 𝑢 and 𝑣 , such that 𝑛 = 𝑢 · 𝑣 . Namely,
this computational problem is considered easy for a relatively small prime integer number 𝑛.
However, when the prime number 𝑛 is extremely large, this problem becomes computationally
hard in the classical setting, taking an exponential (and unbearable) complexity time.

The most efficient classical algorithm to solve this problem is the GNFS (General Number
Field Sieve) Algorithm [302]. More specifically, this algorithm can factor prime numbers larger
than 10100. Empirically, the GNFS Algorithm have a sub-exponential complexity time of
𝑂

(
𝑒 1.9× 3√𝑛× 3

√
(log(log(𝑛)))2 ) . The GNFS Algorithm consists in finding a pair of small smooth

numbers polynomials with prime factors sharing a common root modulo 𝑛. Finding such
small smooth numbers has a sub-exponential complexity time in the size of the initial 𝑛.

In the quantum setting, the Shor’s Algorithm can find the smallest even order period from
which it is possible to obtain a factor that solves the Integer Number Factorization Problem. In
particular, this quantum algorithm takes only log(𝑛) steps and have a polynomial complexity
𝑂 ((log(𝑁 ))2 × (log(log(𝑁 ))) × (log(log(log(𝑁 ))))). For this reason, the Shor’s Algorithm is
exponentially faster than the most efficient known classical counterparts, such as the GNFS
Algorithm. This computational advance is due to the efficiency of the QFT (see Section 2.2.5.1)
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and its mathematical method for fast Modular Exponentiation by repeated squaring.

On the other hand, this quantum algorithm can also solve the Discrete Logarithm Problem.
The Discrete Logarithm Problem is related to the Integer Number Factorization Problem. The
classical asymmetric cryptography and public-key cryptosystems currently used are all based
on three mathematical problems, the Integer Number Factorization Problem (e.g., RSA [117]),
the Discrete Logarithm Problem (e.g., DSA [303] and ElGamal [304]), and the Elliptic-Curve
Discrete Logarithm (e.g., ECDSA [305] and ECDH [306]). For this reason, they can be all easily
“broken” by Shor’s Algorithm in a very short amount of time. Oppositely to Grover’s, Simon’s,
and BHT Algorithms, extending the size of their parameters will not mitigate the main threat.
For this reason, we do not consider all these cryptographic primitives secure anymore for the
Post-Quantum Era. It was also shown that a modified version of the Shor’s Algorithm running
in a quantum computer with considerable power may also “break” the ECC primitives [121].

2.2.8 Possible Cryptographic Approaches for the Post-Quantum Era

Due to the emergence of Quantum Computing and its future impact on Cryptography, from
the threats of Grover’s [152, 287–289], Simon’s [149], BHT [299], and Shor’s [150, 151] Algorithms,
several new quantum-resistant cryptographic primitives and protocols are being studied.

In particular, these new alternatives of Cryptography are mainly focused on Public-Key
Cryptography since the expected impact of Grover’s, Simon’s, and BHT Algorithms on Hash
Functions and Symmetric Cryptography is minor. On the other hand, Shor’s Algorithm will
have an enormous impact on Asymmetric Cryptography and Public-Key Cryptosystems.

From these eminent threats, two additional main families of Cryptography arose, such as
Post-Quantum Cryptography [291, 307] and Quantum Cryptography [308–310]. There are other
less popular families of Cryptography that are being studied for the Post-Quantum Era. Some
examples are Chaos-Based Cryptography [311, 312] and DNA-Based Cryptography [313, 314].
However, it is not completely clear the quantum resistance of these groups of cryptography.

Namely, the Post-Quantum is based on mathematical problems and assumptions, similar
to what happens in Classical Cryptography. But, differently from Classical Cryptography, these
primitives are believed to be hard to be solved even by a considerably powerful Quantum
Computer. From this family of Cryptography, we can enumerate Lattice-Based Cryptography
[315–330], Code-Based Cryptography [331–338], Hash-Based Cryptography [118, 339–348],
Isogeny-Based Cryptography [349–351], Multivariate Cryptography [352–363], Group-Based
(Non-Commutative) Cryptography [364–367], and ZKPs (Zero-Knowledge Proofs) [368–371].

Moreover, we can also consider some of the previous cryptographic primitives used in
Classical Cryptography being quantum-resistant under specific security parameters as being
primitives of Post-Quantum Cryptography. These cryptographic primitives may include AES
for symmetric keys of 256 bits and SHA for cryptographic hashes with sizes of 384 and 512 bits.

The Quantum Cryptography follows a different approach, which is mainly based on
quantum mechanical properties and phenomena, such as the Heisenberg’s Uncertainty
Principle, Quantum Superposition and Quantum Entanglement (see Sections 2.1.3 and 2.1.7),
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rather than mathematical assumptions. We can use such phenomena to develop new
unhackable cryptographic primitives, once and forever. The biggest advantage of Quantum
Cryptography is that it can ensure unconditional security and it is impossible to be “broken".

Considering the possible impact of Quantum Computing in Cryptography, the NIST is
already preparing solutions for the Post-Quantum Era, with the still running Post-Quantum
Cryptography Standardization Competition3. The main reason for NIST opted first by choosing
Post-Quantum Cryptography, instead of Quantum Cryptography, for his current standard is
that Quantum Cryptography could not still be accessible and implemented, at a large scale:

Post-Quantum Cryptography Quantum Cryptography
Accessible at large scale (low cost) Not accessible at large scale (high-cost)

Based on Mathematics Based on Quantum Mechanics
Believed to be secure against Known to be secure against

Classical and Quantum Attacks Classical and Quantum Attacks
(and have yet to be developed) (provide unconditional security)

Table 2.2: Post-Quantum Cryptography vs. Quantum Cryptography.

At an initial phase, the Post-Quantum Cryptography will dominate the high volume
consumer and the global mobile communications. Oppositely, the Quantum Cryptography
will be directed for systems requiring high levels of security, such as governments, military, and
financial services or critical infrastructures. But, in the long term, Quantum Cryptography may
be a safer and lasting solution because it will offer unconditional security [372, 373]. Namely,
it replaces those mathematical assumptions with facts derived from the laws of physics.

3See more information in: https://csrc.nist.gov/Projects/post-quantum-cryptography/
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QUANTUM CRYPTOGRAPHY

In this chapter, we introduce the concept of Quantum Cryptography. This novel cryptographic
approach for the Post-Quantum Era is mainly based on Quantum Mechanics and Laws of
Physics, rather than on mathematical and computational hardness assumptions as happens
with the Classical Cryptography and Post-Quantum Cryptography. Here, we will explain some
of the developed protocols and primitives of Quantum Cryptography from the 1980s until the
present. We describe the main procedures of such cryptographic protocols, as well as their
inherent security properties and guarantees. For a reader with no background in Mathematics,
Quantum Mechanics, and Quantum Information Science, we strongly recommend the reading
of Chapter 2, because their notions are at the core of the topic of Quantum Cryptography.

3.1 Bringing the Laws of Physics to Cryptography

In the same way that we can perform novel powerful Quantum Computations and Quantum
Communications with these particles in atomic and subatomic scales, we can also use them
in order to exchange secrets on the fly. And when we think about those secrets as being secret
keys, we end up having what we call Quantum Cryptography. Once again, as usual, since in
such configurations we are dealing with atomic and subatomic scales, we have to consider
the weird quantum mechanical phenomena. And from these strange phenomena, Quantum
Cryptography can give rise to an unbreakable and unprecedented level of privacy. In general,
attackers and hackers usually tend to have several difficulties in dealing with randomness. And
Quantum Mechanics can be a great candidate (if not the best one) to provide a source of true
randomness that Cryptography usually needs. Following this claim, we can use some of the
well-known principles and concepts of Quantum Mechanics, jointly with the laws of physics,
to achieve a whole new level of security, never seen before. Some of those principles and
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concepts may include Heisenberg’s Uncertainty Principle, Quantum Superposition, Quantum
Entanglement, No-Go Theorems (see Sections 2.1.3, 2.1.7 and 2.2.6), among many others.

Similar to Quantum Communications, we often perform Quantum Cryptography using
light particles, (or more specifically, photons). Thus, we also need to consider the principles of
the Wave-Particle Duality and Theory of Light. In order to develop such physical cryptographic
systems, we need to use the same proper optical elements used in Quantum Communications,
or commercial solutions already available in the market, from specialized companies, such as
IDQ (ID Quantique), Quintessence Labs, Toshiba, Qrypt, QNu Labs and MagiQ Technologies1.

3.2 Introduction to Quantum Cryptography

As seen before, Quantum Cryptography is the science of exploiting and applying quantum
mechanical properties to perform cryptographic tasks. We usually attribute this invention
to Stephen Wiesner in the 1970s, when he originally conceived it in an unpublished written
manuscript [308]. However, it was only between the 1980s and 1990s that this scientific topic
gained its final form, as we know nowadays. Since then, were proposed dozen of protocols
of this kind, mainly focused on key exchanges, including QKDs (Quantum Key Distributions)
[309, 374–386], SQKDs (Semi-Quantum Key Distributions) [387–394], QCKAs (Quantum
Conference Key Agreements) [395–407], among others. But Quantum Cryptography may also
include other further cryptographic tasks not focused on secret key exchanges, such as QRNGs
[408–412], Quantum Cryptocurrencies [308, 413–417], Quantum Multiparty Computations
[418–420], Mistrustful Quantum Cryptography [421–426], QMACs (Quantum Message
Authentication Codes) [427, 428], Quantum Hashes [429, 430], QDSAs (Quantum Digital
Signature Algorithms) [431–433], or even QPKEs (Quantum Public-Key Encryptions) [434].

Since we end up having rules, facts, and laws derived from Physics and nature, at the core
of Quantum Cryptography, it may turn out to be a better solution for the long-term in the
Post-Quantum Era. However, in the current state-of-the-art, Quantum Cryptography has two
major drawbacks that need to be considered when developing solutions of this kind.

First, it is necessary to note that our conventional Classical Computers are not suitable for
these tasks by default, since here we are dealing with quantum information instead of classical
information. And usually, specialized hardware to operate quantum information, namely in
the domains of Quantum Communications and Quantum Cryptography, can have high costs
in the current state-of-the-art, compared to the conventional devices we use in the quotidian.
The accessibility aspect represents a disadvantage when compared to the known protocols of
Post-Quantum Cryptography, which are always implementable in our current conventional
classical technologies. However, in the last years, a new family of quantum cryptographic
protocols for semi-quantum contexts were proposed, trying to relieve the cost and accessibility

1See the following links: https://www.idquantique.com/ (Switzerland), https://quantumxc.com/ (USA),
https://www.quintessencelabs.com/ (Australia), https://www.toshiba.co.jp/qkd/en/index.htm (Japan),
https://www.qrypt.com/ (USA), https://www.qnulabs.com/ (India), https://www.magiqtech.com/ (USA).
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issues. One of the most known proposals of such protocols was the introduction of SQKDs
(see Section 3.4), and their main idea is also on the origin of our proposal (see Chapter 4).

Second, these quantum cryptographic protocols require specialized hardware and optical
elements that still have imperfections. The theoretical ideology for these protocols assumes
single-photon sources, but perfect single-photon sources are challenging to build. Most of
the currently available quantum cryptographic solutions use nearly perfect laser sources for
a quantum communication medium, such as faint laser sources. Despite such laser sources
being almost perfect, they may end up not producing always single-photons by each pulse
of light as pretended in theory. Such physical imperfections can allow an attacker to exploit
this physical attack surface by performing the well-known PNS (Photon-Number Splitting)
attack [435–437], for example. These quantum cryptographic protocols also require multiple
SPDs (Single-Photon Detectors) that, in real-world implementations, are tuned to detect an
incoming photon during a short time window or pulse of only a few nanoseconds. Because of
manufacturing differences between these detectors, their respective detection windows will
be shifted by a finite time. An attacker can take advantage of this inefficiency in the detection
of the incoming photons by performing Faked-State [438] and Time-Shift [439] attacks.

One of the motivations of Wiesner during the 1980s when he published his paper was the
development of Quantum Money that cannot be counterfeit by inserting photons polarized in
four possible quantum states (later known as BB84 States) in each banknote [308]. In his idea,
Wiesner claimed that nobody can copy the photons present in the banknotes, and thus, he
provided a currency impossible to be forged. He made this observation due to what became
later known as the No-Cloning Theorem (see Section 2.2.6.1), which, in simple terms, states
that any attempt at copying a particle will change its state. The ideas behind Quantum Money,
namely the use of polarized photons and conjugate quantum states to detect cheating attempts
from dishonest entities, worked as a starting point for Quantum Cryptography some years later.

As expected, at the top of primary tools from Cryptography is the secret key exchange (or
key distribution). In 1984, Charles Bennett and Gilles Brassard developed the first-ever QKD,
known as the BB84 protocol (see Section 3.3.1.1) [309]. Here, they guaranteed a safe exchange
of a secret key between two parties, configuring single-photons in four possible polarizations.

Inspired by the work of these two proposals, some scientists and researchers focused their
effort on the study and development of several new quantum cryptographic protocols.

3.3 Quantum Key Distributions (QKDs)

As we already saw, a QKD is a secure communication method devised for the distribution of
symmetric encryption keys using the phenomena of Quantum Mechanics. For QKDs, we are
usually interested in bipartite scenarios, considering only two parties (e.g., Alice and Bob).
Additionally, this family of protocols has a fully-quantum nature, and thus, we assume that the
two parties have access to quantum resources, such as quantum devices and optical elements
(see Section 3.2). It simply works by encoding those secret keys in quantum particles, usually
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single-photons, and sharing those quantum particles between the two parties, rather than
using classical light pulses with multiple photons as in conventional communications.

In the first place, these cryptographic protocols should take advantage of the Observer’s
Effect, which says that any attempt by an eavesdropper (e.g., Eve) to observe the transmitted
photons will indeed perturb the quantum communication transmission. Such a perturbation
in the stream of transmitted photons leads to transmission errors (also referred to as noise),
detectable by the two parties. Usually, we achieve such detection by “sacrificing” random
samples of the single-photons where we can verify the existence of those errors. However,
in the current state-of-the-art, we cannot isolate properly the medium through which the
photons are traveling. For this reason, the photons can also suffer undesirable influences from
the external environment as being absorbed by an electron that may be present in the medium.
As evident, we can easily see that such external random phenomena also lead to transmission
errors since a receiver can expect to receive a photon that will never arrive. And that is why we
need to consider the noise introduced not only by the eavesdropper but also by the external
environment, in most cases. We use these same samples of photons to verify the security of
the distributed secret key and estimate lower-bounds in terms of transmission errors. Finally,
from such a lower-bound, we can infer a threshold in which we should consider the presence
of an eavesdropper in the quantum transmission medium and retry or abort the protocol. The
estimations of the rates of transmission errors are called QBERs (Quantum Bit Error Rates).

In order to communicate the random samples chosen from the photons transmitted, the
parties need to announce them publicly. Usually, the parties perform this post-processing
step by using public communications through a medium of classical nature that needs to be
authenticated to ensure their legitimacy, that can be achieved by the traditional classical (or
novel quantum) techniques. In the end, we can expect that both parties will have an equal
final symmetric key that can be used in the typical symmetric encryption methods.

The final result is that QKD can use an authenticated communication result and transform
it into a secure communication channel. In theory, we should combine the QKDs with OTP
[100] encryption to achieve provable security. However, an OTP encryption requires symmetric
keys, which are as long as the size of the data to be encrypted, and we can use it only once.
This feature of OTP encryption would impose direct limitations on the available bandwidth
because, in the current state-of-the-art, the key distribution rate of QKDs is typically 1, 000 to
10, 000 times lower than traditional classical optical communications. Therefore, in practice,
QKDs are often combined with conventional classical symmetric encryption, such as AES, and
we use it frequently to refresh short encryption keys. In this case, we often use AES-256 since
we know that AES with symmetric keys smaller than 256 bits turns out to be insecure against
Grover’s Algorithm. Another solution may be to combine the arbitrary secret key resulted from
QKDs with QOTP (Quantum One-Time Pad) encryption [440], but in this case, we will have
the same previously mentioned limitations of bandwidth again. In particular, QOTP requires
two secret keys with the size equal to the size of the message. Either way, this is a challenging
problem that remains open, which also depends on future improvements to the hardware and
optical elements for quantum communications, along with the study of new quantum attacks.
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However, because of these limitations in bandwidth caused by the defects still existing in
quantum cryptography, most real-world QKDs are combined with AES-256 and classical public
authentication methods. And here, we will follow this setup to describe these systems in detail.

First, at a high-level, the main components required for a traditional QKD are two endpoint
modules (sender and receiver), a quantum communication medium, and an authenticated
communication medium. If we consider Alice to be the sender and Bob to be the receiver of
the symmetric key exchanged, we can illustrate a QKD as shown in the following Figure 3.1:

Figure 3.1: Example of a setup schematic of a QKD (Quantum Key Distribution).

Regarding the detection of the incoming particles, we can divide the QKDs into three
main groups, known as DV-QKDs (Discrete Variable QKDs) [309, 374–376, 378], DPR-QKDs
(Distributed Phase Reference QKDs) [441, 442], and CV-QKDs (Continuous Variable QKDs)
[377, 443–447]. The early two use single-photon detectors, while the latter uses heterodyne
or homodyne detectors. For the DV-QKDs and DPR-QKDs, we encode the information of the
secret key in very weak optical signals, ideally single-photons. In this case, we use some of their
properties, such as polarization and phase, and their resulting outcomes are discrete (i.e., |0⟩
for vacuum or |1⟩ for photon “clicks”). On the other hand, for the CV-QKDs, the information is
encoded through the quadrature axes of randomly selected coherent states of light. Here, we
encode the information through projections of the amplitude and phase of their electric fields,
using shot-noise limited coherent detection, resulting in continuous values (i.e., in the interval
[0, 1] for each light pulse). The difference between these two methods is given in Figure 3.2:

a DV-QKDs and DPR-QKDs with single-photon
encoding and single-photon detectors.

b CV-QKDs with quadrature field amplitude
encoding and homodyne/heterodyne detectors.

Figure 3.2: Examples of the types of QKDs (Quantum Key Distributions),
regarding their signal encoding and detection.
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The technology for the single-photon detectors used in DV-QKDs and DPR-QKDs requires
cryogenic refrigerated devices, having higher distance reaches, higher costs, and lower system
complexities, while the CV-QKDs require devices that are already developed for classical optical
communications, however, they have lower distance reaches but higher system complexities.

For the case of CV-QKDs, the basic difference existing between heterodyne and homodyne
detectors is in the frequencies of their signal carriers (𝜔𝑠 ) and local oscillators (𝜔𝐿𝑂 )
[448–450]. For the case of homodyne detection, we directly convert the optical signals of light
to the baseband. In this case, the frequency of a local oscillator matches the one from the
transmitted signal carrier and whose phase we lock to the incoming signal (i.e., 𝜔𝑠 = 𝜔𝐿𝑂 ). It
is difficult to build such receivers because local oscillators must have excellent spectral purity
and no power fluctuations. In this configuration, we mix the field of the incoming optical
signals of light waves with the local oscillator, whose frequency and phase we lock with the
ones of the light waves of the signal carriers, via a PLL (Phase-Locked Loop), also making
the whole circuit complex. The resultant electrical signal is then filtered, and the light pulse
sequence is then recovered back to the original data by a decision subsystem. However, this
detection method allows us to obtain the information from the electrical signal directly, at a
single frequency and is extremely sensitive. Then, we can transmit this information through
amplitude, phase, or frequency modulation. In opposite, for heterodyne detection, we do not
need to match the frequency of the local oscillator and the transmitted signal carrier. Here,
we do not need either the locking of the phase of the incoming optical signals (i.e., 𝜔𝑠 ≠ 𝜔𝐿𝑂 ).
In other words, we choose the local oscillator to differ from the signal carrier, such that the
intermediate frequency is in the microwave region for reference. In this configuration, the
sensitivity of this detector is a little degraded, despite the circuit being easier to implement.
Here, a further demodulator is required to convert the optical signals of light to the baseband
since we cannot convert them directly. In particular, the intermediate frequency carries the
optical signal, and the optical signal is demodulated again to the baseband. We illustrate a
possible high-level configuration for homodyne and heterodyne detection in Figures 3.3 and 3.4:

Figure 3.3: Schematic setup for
Homodyne Detection.

Figure 3.4: Schematic setup for
Heterodyne Detection.
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The CV-QKDs use two different modulation types for the optical signal modes, known as
GM (Gaussian Modulation) and DM (Discrete Modulation). Therefore, we commonly referred
to these two distinct configurations as GM-CV-QKDs (Gaussian Modulation CV-QKDs) and
DM-CV-QKDs (Discrete Modulation CV-QKDs). As the name suggests, the first uses optical
signal pulse modes which are randomly selected from a complex-valued Gaussian Probability
Distribution, with a given variance, while the latter uses optical signal pulse modes which are
randomly selected from a complex-valued Discrete Probability Distribution. The GM-CV-QKDs
have obvious drawbacks, such as the extreme burden on the transmitter’s RNG (or QRNG)
source, since the number of optical signal modes is much larger compared to DM-CV-QKDs.
Additionally, DM-CV-QKDs require error-correction techniques that may be inefficient and
computationally demanding. On the other hand, the DV-CV-QKDs can leverage an efficient
modulation and the use of error correction codes, as also a low-overhead RNG source while
keeping the same ease aspects of implementing homodyne and heterodyne detectors.

In the end, a possible way to classify all the existing approaches for QKDs in the current
state-of-the-art, regarding the detection of the incoming photons, is shown in Figure 3.5:

QKDs

DV-QKDs DPR-QKDs CV-QKDs

GM CV-QKDs DM CV-QKDs

Figure 3.5: Classification of the several types of QKDs, in the current state-of-the-art,
regarding the detection of the incoming photons.

Additionally, we can also classify QKDs as MDD-QKDs (Measurement Device Dependent
QKDs) and MDI-QKDs (Measurement Device Independent QKDs), regarding the feature of
they be able to ensure their security properties considering or not the correct functionality of
the hardware. Here, the hardware we often deal with is namely their measurement devices (e.g.,
photodetectors). In particular, MDD-QKDs are QKDs that need their security to be ensured by
trusted measurement devices, while, as the opposite, MDI-QKDs are QKDs that can have their
security established by untrusted ones. For instance, we consider an MDI-QKD to be a QKD
allowing the two parties to exchange a secret key with perfect security, even if the measurement
devices they are using have been tampered with by an eavesdropper and thus are not trusted.

In the end, we can classify all the DV-QKDs, DPR-QKDs, and CV-QKDs, as PM-QKDs
(Prepare-and-Measure QKDs) or EB-QKDs (Entanglement-Based QKDs) regarding the way
the secret keys are transmitted and extracted of the secret keys. The earlier approach usually
uses the preparation and measurement of photons, ideally single-photons, while the latter is
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based on bipartite quantum entanglements. The BB84 protocol (see Section 3.3.1.1) is a good
example of a MDD-QKD and the E91 protocol (see Section 3.3.2.1) is an example of a MDI-QKD.

We refer to the ideal conditions for QKDs, considering single-photon sources, isolated
quantum communication medium, and perfect measurement devices with no noise from the
external environment, as Noiseless Scenarios. On the opposite, we call Noisy Scenarios to the
non-ideal conditions for QKDs and a quantum communication medium not perfectly isolated
where the transmission errors are not introduced only by the eavesdropper but also by the
external environment. For the reasons mentioned before, in the current state-of-the-art, we
do not all the conditions required for Noiseless Scenarios. However, we often start with the
Noiseless Scenarios when developing these protocols since they require fewer assumptions.

However, notice that in both Noiseless and Noisy Scenarios, we may not detect a possible
occurrence of eavesdropping. For example, imagine that by chance, none of the photons that
were tampered with by an eavesdropper are present in the random samples chosen. Here, even
if we do not detect a real eavesdropping, it may also be necessary to correct possible errors in
both the secret keys that the sender and receiver have. This further step is achievable through
an Information Reconciliation, where it is applied some error correction code. The most known
example of error correction code used in QKDs is the Cascade protocol [451, 452], but other
variants were proposed, such as Turbo codes [453, 454], LDPC codes [455, 456], and Polar
codes [457]. This step is usually interactive and requires interactions between the two users
that are performed on a public authenticated communication channel. The eavesdropper still
may have partial information about both secret keys that were leaked during the transmission
of the secret key through the quantum communication medium or even during the step of
Information Reconciliation and the respective exchange of information regarding the error
correction codes used. In this case, it is often also performed a last operation called Privacy
Amplification [272, 458], where both parties produce a final new, shorter secret key, in such a
way that the eavesdropper has none or only negligible information about the new secret key. In
most cases, we can eliminate this residual information by applying a Universal Hash Function
[459], selected at random and agreed publicly. Once again, it may involve some interaction
rounds between the parties involved on a public authenticated communication channel.

Usually, in the steps of classical nature, we use the classical authentication methods, but it
is not mandatory to build a QKD in that way. If we could overcome the drawback of the current
limitations of bandwidth in quantum communications, we may employ quantum methods
instead of classical ones. In fact, we can apply such methods not only for the authentication of
the public communication channel but also for Privacy Amplification. Such quantum methods
may namely include the previously mentioned QMACs [428], QDSAs [431, 432], QKEs [434]
for the authentication of the public communication channel, or even Quantum Hashes [430]
for the further step of Privacy Amplification. However, such methods are being studied and
improved over the years, and it is still uncertain how they will impact Cryptography.

Some very extensive and comprehensive surveys of the current state-of-the-art of Quantum
Cryptography, including several protocols and QKDs, security notions and concepts, practical
implementations, attacks, and future perspectives, are given in the refs. [443, 447, 460–464].
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We can summarize the complete procedure of a QKD on the following enumerated steps:

1) Quantum Transmission:

a) Preparation of Quantum States:

• The sender creates a random
binary string, encoding each
bit on a photon prepared on a
randomly chosen basis or on a
configured bipartite quantum
entanglement, such as an EPR
Pair or a Bell State (see 2.2.4.1).

b) Transmission of Quantum States:

• The sender sends the photon
he prepared to the receiver
through an untrusted quantum
communication medium that
can be noisy. This quantum
communication medium can
be eavesdropped on as well.

c) Measurement of Quantum States:

• The receiver measures every
received photon, often on a
randomly chosen basis. Then,
both sender and receiver have
what we call raw keys, that may
be different. These differences
are due to noise present on
the quantum communication
medium, which may be not
perfectly isolated, or even from
potential eavesdropping.

2) Classical Post-Processing :

a) Secret Key Sifting :

• Both parties announce to
each other the polarizations
and measurement bases used.
They discard the bits of their
raw keys corresponding to
different polarizations and
measurement bases used.

2) Classical Post-Processing (cont.):

a) Secret Key Sifting (cont.):

• These discarded bits should
correspond to conjugate states.
The result is what we call sifted
keys that are not still error-free.

b) Parameter Estimation:

• Both parties announce to each
other a random sample of bits
from their sifted keys, jointly
with the polarizations and
bases used for such rounds,
on which they should be able
to estimate the QBERs of
Quantum Transmission. Then,
depending on QBERs, they
can decide to continue or
abort the protocol due to the
additional noise introduced
by an eventual eavesdropper.
If they agree not to abort
protocol, they should discard
the bits used in the random
sample from their sifted keys.

c) Information Reconciliation:

• Both parties apply a classical
error correction code to their
sifted keys, in which they agree
on the final result with high
probability. The result is an
error-free reconciled key.

d) Privacy Amplification:

• Both parties eliminate leakage
of information or knowledge
of an eavesdropper about their
reconciled key, by applying a
Two-Universal Hash Function,
resulting in the final secret key.
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Therefore, we can illustrate the usual steps for QKDs in Noiseless Scenarios as follows:

Start

1. Preparation of Quantum States

2. Transmission of Quantum States

3. Measurement of Quantum States

4. Secret Key Sifting

5. Parameter Estimation

6. 𝛿 > 𝜖?

7a. Information Reconciliation

7b. Abort?

8. Privacy Amplification

End

Yes, Secret Key is safe!

No, Secret Key is not safe!

Yes, abort!

No, retry!

Figure 3.6: Steps for QKDs in Noiseless Scenarios. Here, we represent the steps of classical
nature in purple labels, while we represent the steps of classical nature in orange labels.

Note that in Parameter Estimation, we only abort the protocol if the transmission errors 𝛿 are
above a threshold acceptable, considering only noise 𝜖 introduced by an eavesdropper.
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Similarly, we can illustrate the usual steps for QKDs in Noisy Scenarios as follows:

Start

1. Preparation of Quantum States

2. Transmission of Quantum States

3. Measurement of Quantum States

4. Secret Key Sifting

5. Parameter Estimation

6. 𝛿 > 𝜂 + 𝜖?

7a. Information Reconciliation

7b. Abort?

8. Privacy Amplification

End

Yes, Secret Key is safe!

No, Secret Key is not safe!

Yes, abort!

No, retry!

Figure 3.7: Steps for QKDs in Noisy Scenarios. Again, we represent the steps of classical
nature in purple labels and the steps of classical nature in orange labels. Note that now in

Parameter Estimation, we need to consider the transmission errors 𝛿 introduced by both the
not perfectly isolated quantum communication medium 𝜂 and a possible eavesdropper 𝜖.
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During the description of the following QKD protocols, we will use the standard notation
and denote the sender as Alice, the receiver as Bob, and a possible eavesdropper as Eve.

3.3.1 Prepare-and-Measure Quantum Key Distributions (PM-QKDs)

As we already mentioned, a QKD can be a PM-QKD, where the sender simply prepares each
photon (ideally, a single-photon) on some randomly chosen polarization before sending it
to the receiver. Then, the receiver measures the incoming photons also on some randomly
chosen basis. Here, we expect the photons prepared and measured on the same associated
polarizations and bases should always give the correct outcomes under ideal conditions. We
can claim this observation since we represent the observables of those polarizations and bases
by unitary operators. Therefore, if we apply two consecutive equal operators to some quantum
state, we will get the same initial quantum state. The same does not happen when we apply
two successive different operators. This core idea is what mainly defines PM-QKDs.

3.3.1.1 BB84 Protocol

The BB84 protocol [309] is the most known PM-QKD and the first-ever proposal of a QKD.
This protocol makes use of photons prepared in four possible different quantum states, two in
each of two mutually conjugate bases. Additionally, the quantum states on the same basis are
orthogonal to each other. More specifically, the photons are prepared and measured on the
𝕏-Basis (Hadamard Basis) and ℤ-Basis (Standard Computational Basis). The sender often per-
forms the preparation of each photon on such bases through Laser Sources and Polarizers for
the polarization of photons, while the receiver can measure each photon using Photodetectors.

In particular, we can represent the outcomes resulting from Alice preparing the photons
in quantum states, through horizontal

(
←→

)
, diagonal

(
↗↙

)
, vertical

(xy)
or anti-diagonal

(
↖↘

)
spins, which correspond to 0◦, 45◦, 90◦ and 135◦ polarizations, respectively. On the other side,
we can also represent the bases 𝑍 and𝑋 through which Bob performs the measurements of the
incoming photons as rectilinear

(
←→
xy )

and anti-rectilinear
(
↖↘↗↙

)
spins, respectively. As obvious,

we can also represent these four polarizations through the previously mentioned ket notation
for Jones Vectors. In both situations, Alice and Bob randomly choose the polarizations used
to prepare and measure each photon, respectively. In the following Table 3.1 we show the four
polarizations used in this protocol, as well as their several corresponding notations:

Polarization Bit Quantum State Basis Jones Ket Prep. Spin Meas. Spin
0◦ 0 |0⟩ ℤ |𝐻 ⟩ ←→ ←→

xy
45◦ |+⟩ 𝕏 |𝐷⟩ ↗↙ ↖↘↗↙
90◦ 1 |1⟩ ℤ |𝑉 ⟩

xy ←→
xy

135◦ |−⟩ 𝕏 |𝐴⟩ ↖↘ ↖↘↗↙

Table 3.1: Possible configurations of Quantum States for BB84 protocol. Here, we also show
the corresponding Polarizations, Bases and Spins for each possible Quantum State.
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Here, if Bob measures the photon on a basis corresponding to one of the polarizations that
composes that basis, they can be sure about the expected final secret bit. For example, if Alice
uses a polarization of 90◦ for a photon and Bob measures that photon in the ℤ-Basis, they
both can be sure that the corresponding secret bit should be 1. However, if Bob measures that
photon in the 𝕏-Basis, he will obtain the quantum state |−⟩, which after the measurement can
be equally either 0 or 1. For this reason, this photon should be discarded and not be used to
compose the final secret key, and because of that, they should sift this bit. But this is also valid
for Eve once she does not know what basis Alice used to prepare the random bit, and the only
choice Eve has is trying to guess it at random. In the previous example, imagine that Bob has
chosen the correct basis (i.e., the ℤ-Basis) for that photon. In this case, Alice and Bob should
both obtain the secret bit 1, but Eve has a 50% chance of guessing it correctly without being
noticed. If she measures that photon in the ℤ-Basis, she can intercept that secret bit 1 without
being noticed by both Alice and Bob. However, if she measures that photon in the 𝕏-Basis,
she will obtain the quantum state |−⟩ that can be again either 0 or 1. With Eve measuring that
bit as 0, Bob will also obtain the bit as 0, which is different from the secret bit as 1 generated
initially by Alice. In this case, both Alice and Bob are sure about that bit corresponding to
an error either introduced by an eavesdropping attempt from Eve or by noise present in the
quantum communication medium used. Otherwise, if Eve obtains the bit 1 after measuring
the photon in the 𝕏-Basis, she will intercept that secret bit without being noticed. Since here,
we are repeatedly dealing with random events, any “good luck” from Eve in guessing precisely
the bases used for each photon will not last forever, and they will detect her sooner or later.

Here, we illustrate the four possible polarizations for this protocol Figure 3.8, and the
respective two measurement bases in Figure 3.9 in a bi-dimensional trigonometric space:

|0⟩

|1⟩

0 = 2𝜋

𝜋
2

𝜋

3𝜋
2

|0⟩ = |𝐻 ⟩ = 0◦

|+⟩ = |𝐷 ⟩ = 45◦
|1⟩ = |𝑉 ⟩ = 90◦

|−⟩ = |𝐴 ⟩ = 135◦

𝜃 = 0

𝜃
=
𝜋 4𝜃

=
𝜋 2

𝜃
= 3𝜋4

Figure 3.8: Polarizations of Photons
in BB84 protocol.

|0⟩

|1⟩

0 = 2𝜋

𝜋
2

𝜋

3𝜋
2

ℤ-Basis ({ |0⟩, |1⟩})

𝕏-Basis ({ |+⟩, |−⟩})

𝜃 = 0

𝜃
=
𝜋 4

Figure 3.9: Measurement Bases for
Incoming Photons in BB84 protocol.

After the quantum transmission, Alice and Bob have their raw keys that might have errors.
Then, they publicly announce to each other the bases used, usually through an authenticated
classical communication channel. They discard the bits corresponding to measurements of
photons in which Bob does not choose the basis corresponding to the respective polarizations
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of those photons by Alice. As we already saw before, we cannot use these bits for the final
secret key since they result from the observation of quantum states in mutually orthogonal
bases. These bits might be random and not perfectly correlated between them. When Alice
and Bob do this shortening of their raw keys, it halves their lengths, resulting in their sifted
keys. Despite resulting from correlated polarizations and bases, their sifted keys might still
have errors. These errors can happen due to noise present in the quantum communication
medium used during the transmission or a possible attempt to eavesdrop from Eve.

On the remaining bits of their sifted keys, Alice and Bob perform the Parameter Estimation
step. They start by choosing a random sample of their sifted keys with half of their length.
For the Noiseless Scenarios, both Alice and Bob can expect no transmission errors with no
eavesdropping from Eve. Otherwise, for the Noisy Scenarios, if both Alice and Bob know the
quantity of noise present in the quantum communication medium, they can also estimate
how much information they potentially leaked to Eve. More specifically, they can determine
the QBERs of the quantum communication medium that they pretend to use a priori through
a pre-analysis free of eavesdropping. From this pre-analysis, they can establish a maximal
upper bound from those QBERs, above which they should abort or retry the protocol again.

In the state-of-the-art, the estimated QBERs with no eavesdropping for the BB84 protocol
are always below 17%[443, 461, 465, 466] (on average are around 11%[467, 468]), usually used as
the maximal upper bound of noise naturally present in the quantum communication medium.
With a QBER value above such a maximal upper bound, both Alice and Bob should consider
an eavesdropping attempt from Eve. How more rounds Alice and Bob use in the Quantum
Transmission, the greater will be their chance of detecting Eve in the Parameter Estimation.

Then, after the Parameter Estimation step, Alice and Bob perform the further Information
Reconciliation and Privacy Amplification steps, in that order. In the end, both Alice and Bob
should have a final, secure, and secret symmetric key with a shorter length, from which Eve
has practically no knowledge about it (for reference, much less than one bit of information).

We give an illustration of the execution of this protocol in the following Figure 3.10:

Figure 3.10: Example schematic of the BB84 Protocol.
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An example of this protocol, considering the previous illustration, is given in Table 3.2:

Example of execution of the BB84 protocol

Quantum Transmission

Photon no. 1 2 3 4 5 6

...

n
Alice’s Bit 0 1 1 0 0 0 1

Alices’ Polarization ↗↙ ↖↘
xy ↗↙ ↗↙ ←→ ↖↘

Eve’s Meas. Basis - ←→
xy - ↖↘↗↙ ↖↘↗↙ ↖↘↗↙ ←→

xy
Bob’s Meas. Basis ←→

xy ↖↘↗↙ ←→
xy ←→

xy ↖↘↗↙ ←→
xy ↖↘↗↙

Bob’s Bit 0 0 1 1 0 0 0

Classical Post-Processing

Alice’s Sifted Key - 1 1 - 0 0 1
Bob’s Sifted Key - 0 1 - 0 0 0

Parameter Estimation - ✗ - ✓

QBER 1+𝜖
𝑘−2 , where 𝑘 ≈ 𝑛

4 and 𝜖 < 𝑘 − 2
Alice’s Remaining Bits - - 1 - - 0

...

1
Bob’s Remaining Bits - - 1 - - 0 0

Information Rec. - - 0 - - 0 1
Privacy Amp. - - 1 - - 0 -

Table 3.2: Example of execution of the BB84 protocol.

We can think about the probability of both Alice and Bob detecting Eve as the probability
of the opposite event (i.e., Eve not being detected). Here, Eve does not need to consider the
rounds in which Bob has chosen a measurement basis different from the polarization used
by Alice. So, for each not sifted round of the protocol, Eve is not detected in two situations.
One is when she guesses the measurement basis used by Bob correctly, and the other is if she
wrongly guesses the measurement basis used by Bob and the random conjugated quantum
state collapses to the same bit initially generated by Alice. The first situation happens with a
probability of 50%, while the second occurs with a chance of 25% since it happens half the time
but is also conditioned by an equal possibility of the conjugate quantum state collapse to the
same bit that Alice has prepared (i.e., 50%×50% = 25%). Thus, for each round, the probability
of Eve intercepts a photon without being noticed is given by 50% + 25% = 75% = 3

4 . But Eve
needs to have the same “good luck” for each round of the entire protocol. For a protocol with
𝑛 rounds, we have a probability of

( 3
4
)𝑛 for never detecting Eve during the execution of the

protocol. If we take the probability of the opposite event, the expression 𝑃𝐷 (𝑛) = 1 −
( 3

4
)𝑛

gives us the probability of detecting Eve during the execution of the protocol. If we consider
an infinite 𝑛, we have lim𝑛→+∞ 𝑃𝐷 (𝑛) = 1. However, we do not need an infinite number of
rounds, but only a sufficiently large one. For example, with only 𝑛 = 20, we have the probability
𝑃𝐷 (20) = 1 −

( 3
4
)20 ≈ 0.997 = 99.7%. We can see the behaviour of this function in Figure 3.11.

This protocol ensures that Alice and Bob can produce a random secret symmetric key. It
is random due to the initial random generation of a raw key and a collection of polarization
of photons from Alice. Additionally, the secret symmetric key is also random because of the
measurement bases which are randomly chosen by Bob for those photons. For these purposes,
we should also ensure such randomness with a perfect true random source, such as QRNGs.
The protocol has another further random component since Alice prepares some photons in a
quantum superposition that, if Eve intercepts them, will lead also to random interferences in
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the stream of photons that Eve cannot control. By comparing randomly selected small pieces
of information resulting from the measurements of the streaming of photons, Eve can easily
be detected, even in Noisy Scenarios, admitting a maximal QBER for the protocol.

Figure 3.11: Probability of detecting IR (Intercept-and-Resend) attack for the BB84 Protocol.

Therefore, the BB84 protocol does not allow Eve to measure successive photons before Bob
receives them without being noticed. So, Eve cannot perform an Intercept-and-Resend attack
since it will introduce detectable noise. Eve cannot either copy any of those photons neither
perform a Replay attack due to the No-Cloning Theorem (see 2.2.6.1). For those reasons, we
consider this protocol unconditionally secure provable if ideally single-photons are used.

3.3.1.2 Other variants of PM-QKDs

Since the proposal of the BB84 protocol, other variants of PM-QKDs were proposed over the
years. One of them was the B92 protocol, proposed by Charles Bennett in 1992 [375]. Basically,
he made a slight modification to his earlier BB84 protocol, considering now only two different
possible non-orthogonal quantum states, instead of four. In this protocol, Alice can prepare
the photons through horizontal

(
←→

)
or diagonal

(
↗↙

)
spins, which correspond once again to

0◦ and 45◦ polarizations, respectively. On the other side, we can also represent the bases ℤ

and 𝕏 through which Bob performs the measurements of the incoming photons as rectilinear(
←→
xy )

and anti-rectilinear
(
↖↘↗↙

)
spins, respectively. Once again, in both situations, either Alice

and Bob randomly choose the polarizations used to prepare and measure each photon.
In the following Table 3.3 we show the possible configurations for the preparation of the

photons for the B92 protocol on Alice’s side, as well as their corresponding notations:

Polarization Alice’s Bit Prep. Quantum State Basis Jones Ket Prep. Spin
0◦ 0 |0⟩ ℤ |𝐻 ⟩ ←→

45◦ 1 |+⟩ 𝕏 |𝐷⟩ ↗↙

Table 3.3: Possible configurations of Quantum States prepared by Alice for B92 protocol. We
also show the corresponding Polarizations, Bases and Spins for each possible Quantum State.
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In contrast to the BB84 protocol [309], instead of Alice and Bob comparing the polarizations
and measurement bases they used, they will compare classical bits. More specifically, Alice
never sends her polarizations neither her random bits generated. Bob sends the bits resulting
from his random measurements to Alice over an authenticated public communication channel.
He announces these bits because what he will use to compose the final secret key will be his
coin flips jointly with the random bits initially generated by Alice. For obvious reasons, Bob
never reveals to anybody his random coin flips. We can also imagine the measurement bases
randomly chosen by Bob from his coin flip 𝑐 as two observable operators𝑂𝑐 defined as follows:

• If 𝑐 = 0,𝑂𝑐 =𝑂0 = 𝐼 , where 𝐼 is the Pauli-I operator.

• If 𝑐 = 1, 𝑂𝑐 = 𝑂1 = 𝐻𝑍 , where 𝐻 and 𝑍 are the Hadamard and Pauli-Z operators,
respectively.

Now, in the following Table 3.4 we show the possible choices for the measurement of the
incoming photons for the B92 protocol on Bob’s side, according to his random coin flips:

Alice’s Bit Prep. Quantum Bob’s Coin Meas. Spin Meas. Quantum Bob’s Bit
State (𝑐 ) State

0 |0⟩ 0 ←→
xy 𝑂0 |0⟩ = 𝐼 |0⟩ = |0⟩ 0

1 ↖↘↗↙ 𝑂1 |0⟩ = 𝐻𝑍 |0⟩ = |−⟩ 0 or 1

1 |+⟩ 0 ←→
xy 𝑂0 |+⟩ = 𝐼 |+⟩ = |+⟩ 0 or 1

1 ↖↘↗↙ 𝑂1 |+⟩ = 𝐻𝑍 |+⟩ = |0⟩ 0

Table 3.4: Possible configurations of Quantum States measured by Bob for B92 protocol. We
also show the several corresponding notations for each possible Quantum State.

Additionally, we can also illustrate all the four possible cases of the final classical outcomes
for the B92 protocol as a probability tree, as demonstrated in the following Fig. 3.12:

Alice’s
Bit

Bob’s
Coin (𝑐 )

Bob’s
Bits

1
|1⟩

1
2

0|0⟩
1

2

𝑂0|+⟩
↦→ |+
⟩

1
2

Bob’s
Bits

0
|0⟩
1

𝑂1 |+⟩ ↦→ |0⟩1
2

1 ↦→
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Bob’s
Coin (𝑐 )

Bob’s
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𝑂0|0⟩
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0|0⟩
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𝑂1 |0⟩ ↦→ |−⟩1
2

0 ↦→
|0⟩
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Figure 3.12: Representation of all possible cases of the final outcomes for the B92 protocol as a
probability tree for each round, regarding the Alice’s Bit, as well as Bob’s Coin and Bit.
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As mentioned before, after the quantum transmission of states, Alice and Bob have their
raw keys composed by the initial random binary string generated by her and by the random
binary string composed by Bob’s coin flips. Then, Bob sends to Alice every bit resulting from
the measurements he performed on photons, from which she will discard some bits of her raw
key and communicate to Bob every bit he needs to discard from his coin flips. More specifically,
Alice and Bob sift their raw keys according to the following enumerated four possible cases:

• If 𝑐 = 0, Bob used the operator𝑂0 (←→
xy measurement spin), we have two cases:

1. If Bob obtained the bit 0 after his measurement, he cannot be sure if Alice prepared
the photon with a 0◦ polarization and he guessed the correct basis, or whether if
Alice prepared the photon with a 45◦ polarization, and by guessing wrongly the
measurement basis, he made that photon collapse to the bit 0 just by chance. This
round should not be considered, as well as both Alice’s bit and Bob’s coin flip.
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Figure 3.13: Representation of the 1𝑠𝑡 case of the final outcomes for the B92 protocol.

2. If Bob obtained the bit 1 after his measurement, he can be sure that Alice prepared
the photon with a 45◦ polarization, since is the only case on which Bob can obtain
the bit 1, considering he used the operator𝑂0, measuring the quantum state |+⟩.
This round should be considered, as well as both Alice’s bit and Bob’s coin flip.
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Figure 3.14: Representation of the 2𝑛𝑑 case of the final outcomes for the B92 protocol.
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• If 𝑐 = 1, Bob will use the operator𝑂1, from which can result two possible cases:

1. If Bob obtained the bit 0 after his measurement, he cannot be sure if Alice prepared
the photon with a 0◦ polarization, and by guessing wrongly the basis, he made that
photon collapse to the bit 0 just by chance, or whether if Alice prepared the photon
with a 45◦ polarization, and he guessed the correct measurement basis. This round
should not be considered, as well as both Alice’s bit and Bob’s coin flip.
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1
2

Figure 3.15: Representation of the 3𝑟𝑑 case of the final outcomes for the B92 protocol.

2. If Bob obtained the bit 1 after his measurement, he can be sure that Alice prepared
the photon with a 0◦ polarization, since is the only case on which Bob can obtain
the bit 1, considering he used the operator𝑂1, measuring the quantum state |−⟩.
This round should be considered, as well as both Alice’s bit and Bob’s coin flip.
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Figure 3.16: Representation of the 4𝑡ℎ case of the final outcomes for the B92 protocol.

In simple terms, they discard the rounds of the protocol where Bob correctly guessed the
measurement basis and where Bob wrongly guessed the measurement basis and obtained the
bit 0. They kept the remaining rounds of the protocol for the construction of the sifted key.

However, if for the remaining rounds, we consider the pairs of Alice’s bits and Bob’s coin
flips that compose the sifted key, we see that they always have the form of {0,1} or {1,0}. For
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this reason, Alice should keep her bits as they are, and Bob needs to flip his coin flips to get
the same bits of Alice’s sifted key. But, as usual, these sifted keys can have some errors due
to inherent noise present in the quantum communication medium or due to an eventual
eavesdropping interference from Eve. For this reason, Alice and Bob choose a random sample
of their bits (e.g., with the size of half of their sifted keys) and announce them to estimate the
QBER by comparing each pair of bits, checking if they are equal or not. Then, they perform the
usual further steps of Information Reconciliation and Privacy Amplification. The remaining
errors are corrected, and they eliminate practically all the information possibly leaked to Eve.

Following the current state-of-the-art, the estimated QBERs with no eavesdropping for the
B92 protocol are usually around 25% (or more precisely 25.3%), which is usually used as the
maximal upper bound of noise naturally present in the quantum communication medium.

In this protocol, we have that the probability of Eve being noticed in each round is equal to
12.5% (i.e., 50% × 50% × 50% = 12.5% = 1

8 ), for which we can claim that the probability of Eve
not being noticed during all the protocol, considering 𝑛 rounds, is equal to

( 7
8
)𝑛 . By computing

the probability of the opposite event, the probability of detecting Eve during the execution of
the B92 protocol is given by 𝑃𝐷 (𝑛) = 1−

( 7
8
)𝑛 , where, as usual, we also have lim𝑛→+∞ 𝑃𝐷 (𝑛) = 1.

For example, if we consider again only 𝑛 = 20, we have 𝑃𝐷 (20) = 1−
( 7

8
)20 ≈ 0.931 = 93.1%. In

the following Figure 3.17, we illustrate the behaviour of this probability function, as 𝑛 grows:

Figure 3.17: Probability of detecting IR (Intercept-and-Resend) attack for the B92 Protocol.

Some years later, namely in 1999, Helle Bechmann-Pasquinucci and Nicolas Gisin proposed
another PM-QKD, which was later known as SSP (Six-State Protocol) [378]. This protocol is
very similar to the BB84 protocol but uses six possible polarizations for the photons, two in
each of three orthogonal bases. Here, the photons are prepared and measured on the 𝕏-Basis
(Hadamard Basis), 𝕐 -Basis (Imaginary Basis), and ℤ-Basis (Standard Computational Basis).

In SSP, the transmitted photons are prepared in quantum states, through horizontal
(
←→

)
,

diagonal
(
↗↙

)
, vertical

(xy)
or anti-diagonal

(
↖↘

)
, right-hand

(
⟲

)
and left-hand

(
⟳

)
spins,

which correspond to the following 0◦, 45◦, 90◦, 135◦, RHC (Right-Hand Circular), and LHC
(Left-Hand Circular) polarizations, respectively. We can also represent the bases ℤ, 𝕏 and 𝕐
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through which Bob can perform the measurements of the incoming photons as rectilinear(
←→
xy )

, anti-rectilinear
(
↖↘↗↙

)
and circular

(
⟳⟲

)
spins, respectively, as demonstrated in Table 3.5:

Polarization Bit Quantum State Basis Jones Ket Prep. Spin Meas. Spin
0◦

0
|0⟩ ℤ |𝐻 ⟩ ←→ ←→

xy
45◦ |+⟩ 𝕏 |𝐷⟩ ↗↙ ↖↘↗↙

RHC | + 𝑖 ⟩ 𝕐 |𝑅⟩ ⟲ ⟳⟲

90◦

1
|1⟩ ℤ |𝑉 ⟩

xy ←→
xy

135◦ |−⟩ 𝕏 |𝐴⟩ ↖↘ ↖↘↗↙
LHC | − 𝑖 ⟩ 𝕐 |𝐿⟩ ⟳ ⟳⟲

Table 3.5: Possible configurations of Quantum States for SSP. We also show the corresponding
Polarizations, Bases and Spins for each possible Quantum State.

Similar to the BB84 protocol, if Bob measures the photon on a basis corresponding to
one of the polarizations that composes that basis, they can be sure about the expected final
secret bit. For example, if Alice uses a polarization of RHC for a photon and Bob measures that
photon in the 𝕐 -Basis, they can be sure the corresponding secret bit should be 0. However, if
Bob measures that photon in the ℤ-Basis, he will obtain the quantum state | + 𝑖 ⟩, which after
the measurement can be equally either 0 or 1. For this reason, we should not consider this
photon to compose the final secret key, and we can sift it. But once again, this is also valid
for Eve once she does not know what basis Alice used to prepare the random bit, and the only
choice Eve has is trying to guess it at random, as usual. In the previous example, imagine that
Bob has chosen the correct basis (i.e., the 𝕐 -Basis) for that photon. Here, Alice and Bob should
both obtain the secret bit 0, but now Eve has a 33.33% chance of guessing it correctly without
being noticed since now, in this protocol, we have three measurement bases instead of two.
If she measures that photon in the 𝕐 -Basis, she can intercept that secret bit 0 without being
noticed by both Alice and Bob. However, if she measures that photon in the ℤ-Basis or 𝕏-Basis,
she will obtain the quantum states | + 𝑖 ⟩ or 0.5

[
(1 + 𝑖 ) |0⟩ + (1− 𝑖 ) |1⟩

]
that can be either 0 or 1,

in both cases. With Eve measuring that bit as 1 and resending it, Bob can also obtain the bit 1,
which is different from the secret bit 0 generated initially by Alice. In this case, both Alice and
Bob are sure about that bit corresponding to an error either introduced by an eavesdropping
attempt from Eve or by noise present in the quantum communication medium. Otherwise,
if Eve obtains the bit 0 after measuring the photon in the ℤ-Basis or 𝕏-Basis, resends it, and
Bob also obtains 0, she will be able to intercept that secret bit without being noticed.

As usual, after the quantum transmission, Alice and Bob have their raw keys that might
have errors. Then, they perform the Secret Key Sifting, where publicly announce to each other
the bases used, discarding the bits corresponding to measurements of photons in which Bob
does not choose the basis corresponding to the respective polarizations of those photons by
Alice. After the Secret Key Sifting, the remaining bits might still have errors. On the remaining
bits of their sifted keys, Alice and Bob perform the usual Parameter Estimation, estimating the
QBERs, deciding if they continue or abort the current execution of the protocol. In the current
state-of-the-art, the estimated QBERs with no eavesdropping for the SSP are around 12.6%,
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frequently used as a threshold above which Alice and Bob should abort the protocol.

Finally, after the Parameter Estimation step, Alice and Bob perform the standard steps of
Information Reconciliation and Privacy Amplification, in that order. In the end, both Alice and
Bob should have a shorter secret symmetric key, where Eve has negligible knowledge about it.

In SSP, we have that the probability of Eve not being noticed in each round is equal to
66.66% (i.e., 33.33% + 2 × 33.33% × 50% = 33.33% + 33.33% = 66.66% = 2

3 ), for which we
can claim that the probability of Eve not being noticed during all the protocol, considering 𝑛
rounds, is equal to

( 2
3
)𝑛 . By computing the probability of the opposite event, the probability

of detecting Eve during the execution of the SSP is given by 𝑃𝐷 (𝑛) = 1 −
( 2

3
)𝑛 , where, as usual,

we also have lim𝑛→+∞ 𝑃𝐷 (𝑛) = 1. For example, if we consider again only 𝑛 = 20, we have
𝑃𝐷 (20) = 1 −

( 2
3
)20 ≈ 0.999 = 99.9%, and we can see that it is even easier to detect Eve in SSP

when compared to BB84 protocol. We can see the behaviour of this function in Figure 3.18:

Figure 3.18: Probability of detecting IR (Intercept-and-Resend) attack for the Six-State Protocol.

Other well-known PM-QKDs are the MSZ96 Protocol [377], Decoy State Protocol [379],
SARG04 Protocol [382], and T12 [386] Protocol. In particular, the SRG04 Protocol was a proposal
designed as a modification of the BB84 Protocol [309] to countermeasure PNS attacks.

3.3.2 Entanglement-Based Quantum Key Distributions (EB-QKDs)

On the other hand, a QKD can be an EB-QKD, where we extract the secret bits from pairs
of entangled photons (ideally, single-photons). In these protocols, such pairs of entangled
photons can be either prepared by a sender or even by a third-party (e.g., a server), which
never keeps any photon to itself. Then, the receiver (or receivers, when we have a third-party)
measures the incoming photons on some randomly chosen basis. Using the inherent perfect
correlation of quantum entanglements with some of its principles (such as its randomness and
monogamy), we can ensure the exchange of a symmetric secret key that should be perfectly
correlated, random, and private. These principles are what essentially defines EB-QKDs.
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3.3.2.1 E91 Protocol

The E91 protocol is the first-ever proposed EB-QKD, developed by Artur Ekert in 1991 [374]. In
this protocol, we consider a single source that transmits pairs of entangled photons, described
by a Bell State, namely with the form |𝜓−⟩ = 1√

2
( |01⟩ − |10⟩). This source can be owned by

Alice or even by another untrusted third-party. If Alice owns that source, she needs to keep
a photon of the pair to itself. Otherwise, if the source is owned by an untrusted third-party,
then that party gains nothing to keep a photon of the pair to itself. These photons can be
polarized, entangled, separated, and then distributed to Alice and Bob, each one getting half
of each entangled pair. Recall that we need to have the photons close to each other and make
them interact in some way to create a quantum entanglement. Then, Alice and Bob measure
the received photons by choosing a random measurement basis out of three possible choices.
They adopt these measurement bases according to a CHSH (Clauser-Horne- Shimony-Holt)
test [469] to be applied after the transmission of the stream of pairs of entangled photons.

More specifically, Alice and Bob choose randomly the azimuthal angles 𝑎𝑖 , 𝑏 𝑗 , respectively,
to perform the measurements, considering a bi-dimensional 𝑥𝑦 plane that is perpendicular
to the trajectory 𝑧 of the photons. We define the pairs of azimuthal angles (𝑎𝑖 , 𝑏 𝑗 ) chosen by
Alice and Bob for their measurement bases as demonstrated following, where 𝑖 , 𝑗 = {1, 2, 3}:

𝑎𝑖 =


𝜃𝑎1 = 0, 𝑖 = 1
𝜃𝑎2 = 𝜋

4 , 𝑖 = 2
𝜃𝑎3 = 𝜋

2 , 𝑖 = 3
and 𝑏 𝑗 =


𝜃𝑏1 = 𝜋

4 , 𝑗 = 1
𝜃𝑏2 = 𝜋

2 , 𝑗 = 2
𝜃𝑏3 = 3𝜋

4 , 𝑗 = 3

The azimuthal angles 𝜃𝑎1 , 𝜃𝑎2 , and 𝜃𝑎3 chosen by Alice correspond to the measurement bases
ℤ (Standard Computational Basis), (𝕏+ℤ)√

2
and 𝕏 (Hadamard Basis), respectively. On the other

hand, the azimuthal angles 𝜃𝑏1 , 𝜃𝑏2 , and 𝜃𝑏3 chosen by Bob correspond to the measurement
bases (𝕏+ℤ)√

2
, 𝕏 (Hadamard Basis) and (𝕏−ℤ)√

2
, respectively. Additionally, the measurement bases

(𝕏+ℤ)√
2

and (𝕏−ℤ)√
2

correspond to the two following enumerated unitary quantum operators:

(𝕏 + ℤ)
√

2
=


√

2+
√

2
2

√
2−
√

2
2√

2−
√

2
2 −

√
2+
√

2
2

 and (𝕏 − ℤ)
√

2
=


√

2−
√

2
2

√
2+
√

2
2√

2+
√

2
2 −

√
2−
√

2
2


In terms of circuit-based quantum computing models, we can define the measurement

bases (𝕏+ℤ)√
2

and (𝕏−ℤ)√
2

, as the sequences of quantum gates, 𝑅𝑌 ( 𝜋4 )𝑍 and𝑅𝑌 ( 3𝜋
4 )𝑍 , respectively,

where 𝑅𝑌 (𝜃 ) is the Rotation-𝑌 gate and 𝑍 is the Pauli-𝑍 gate. Additionally, we can also note
that 𝑅𝑌 (0)𝑍 = 𝑍 and 𝑅𝑌 ( 𝜋2 )𝑍 = 𝐻 , which correspond to the ℤ-Basis and 𝕏-Basis, respectively.
Here, the azimuthal angles start from the quantum state |0⟩, and the Pauli-𝑍 gate can be used
to prepare a quantum state in the ℤ-Basis since it does not affect the quantum state |0⟩.

We can also represent these azimuthal angles 𝑎𝑖 and𝑏 𝑗 by vectors 𝑎→
𝑖

and𝑏→
𝑗

. In particular,
for a bi-dimensional Cartesian plane, we can convert an angle 𝜃 in a vector 𝑢→ with 𝑥 and
𝑦 coordinates, with the mathematical rules 𝑢𝑥→(𝜃 ) = | |𝑥 | | cos (𝜃 ) and 𝑢𝑦→(𝜃 ) = | |𝑦 | | sin (𝜃 ).
Note that in Quantum Mechanics we usually deal with unit vectors (i.e., their norms are mostly
equal to 1), and thus, we have that | |𝑥 | | = | |𝑦 | | = 1. So, we can simplify these mathematical
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rules to simply 𝑢𝑥→(𝜃 ) = cos (𝜃 ) and 𝑢𝑦→(𝜃 ) = sin (𝜃 ), in a bi-dimensional trigonometric
plane. Finally, by converting these azimuthal angles 𝑎𝑖 and 𝑏𝑖 to the respective vectors 𝑎→

𝑖

and 𝑏→
𝑗

, we end up with the following set of correspondences, where 𝑖 , 𝑗 = {1, 2, 3}:

𝑎→𝑖 =


𝑎→1 (𝜃𝑎1 ) = 𝑎→1 (0) =

(
cos (0), sin (0), 0

)
=

(
1, 0, 0

)
, 𝑖 = 1

𝑎→2 (𝜃𝑎2 ) = 𝑎→2 (
𝜋
4 ) =

(
cos ( 𝜋4 ), sin ( 𝜋4 ), 0

)
=

( 1√
2
, 1√

2
, 0

)
, 𝑖 = 2

𝑎→3 (𝜃𝑎3 ) = 𝑎→3 (
𝜋
2 ) =

(
cos ( 𝜋2 ), sin ( 𝜋2 ), 0

)
=

(
0, 1, 0

)
, 𝑖 = 3

𝑏→𝑗 =


𝑏→1 (𝜃𝑏1 ) = 𝑏→1 (

𝜋
4 ) =

(
cos ( 𝜋4 ), sin ( 𝜋4 ), 0

)
=

( 1√
2
, 1√

2
, 0

)
, 𝑗 = 1

𝑏→2 (𝜃𝑏2 ) = 𝑏→2 (
𝜋
2 ) =

(
cos ( 𝜋2 ), sin ( 𝜋2 ), 0

)
=

(
0, 1, 0

)
, 𝑗 = 2

𝑏→3 (𝜃𝑏3 ) = 𝑏→3 (
3𝜋
4 ) =

(
cos ( 3𝜋

4 ), sin ( 3𝜋
4 ), 0

)
=

(
− 1√

2
, 1√

2
, 0

)
, 𝑗 = 3

In Fig. 3.19 and Fig. 3.20, we show these measurement angles in the bi-dimensional plane:

𝑦

𝑥

0 = 2𝜋

𝜋
2

𝜋

3𝜋
2

ℤ-Basis ({ |0⟩, |1⟩})

(𝑋 +𝑌 )√
2

-Basis ({𝑢1, 𝑢2})

𝕏-Basis ({ |+⟩, |−⟩})

𝜃
𝑎 1
=

0𝜃 𝑎2 =
𝜋

4

𝜃𝑎3 = 𝜋
2

Figure 3.19: Measurement Bases of
Photons for Alice in E91 protocol,

considering the azimuthal angles 𝑎𝑖 = 𝜃𝑎
𝑖

,
with 𝑖 = {1, 2, 3}. Here, we have

𝑢1 =

[√
2+
√

2
2

√
2−
√

2
2

]𝑇
and

𝑢2 =

[√
2−
√

2
2 −

√
2+
√

2
2

]𝑇
.

𝑦

𝑥

0 = 2𝜋

𝜋
2

𝜋

3𝜋
2

(𝑋 +𝑌 )√
2

-Basis ({𝑣1, 𝑣2})

𝕏-Basis ({ |+⟩, |−⟩})

(𝑋−𝑌 )√
2

-Basis ({𝑤1,𝑤2})
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Figure 3.20: Measurement Bases of
Photons for Bob in E91 protocol,

considering the azimuthal angles 𝑏 𝑗 = 𝜃𝑏
𝑗

,
with 𝑗 = {1, 2, 3}. Here, we have

𝑣1 =

[√
2+
√

2
2

√
2−
√

2
2

]𝑇
,

𝑣2 =

[√
2−
√

2
2 −

√
2+
√

2
2

]𝑇
,

𝑤1 =

[√
2−
√

2
2

√
2+
√

2
2

]𝑇
and

𝑤2 =

[√
2+
√

2
2 −

√
2−
√

2
2

]𝑇
.

Additionally, we can also define the probability of obtaining the possible classical outcomes
along with the azimuthal angles 𝑎𝑖 and 𝑏 𝑗 , using the following enumerated notations:

• 𝑃 |00⟩ (𝑎𝑖 , 𝑏 𝑗 ): The probability of Alice and Bob obtain both 0.

• 𝑃 |01⟩ (𝑎𝑖 , 𝑏 𝑗 ): The probability of Alice and Bob obtain 0 and 1, respectively.

• 𝑃 |10⟩ (𝑎𝑖 , 𝑏 𝑗 ): The probability of Alice and Bob obtain 1 and 0, respectively.

• 𝑃 |11⟩ (𝑎𝑖 , 𝑏 𝑗 ): The probability of Alice and Bob obtain both 1.
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Then, we can define the correlation coefficient of the measurements performed by Alice
and Bob, along with 𝑎𝑖 and 𝑏 𝑗 , respectively, as the following mathematical expression:

• 𝐸 (𝑎𝑖 , 𝑏 𝑗 ) = 𝑃 |00⟩ (𝑎𝑖 , 𝑏 𝑗 ) + 𝑃 |11⟩ (𝑎𝑖 , 𝑏 𝑗 ) − 𝑃 |01⟩ (𝑎𝑖 , 𝑏 𝑗 ) − 𝑃 |10⟩ (𝑎𝑖 , 𝑏 𝑗 ).

From the definition of these correlation coefficients, we are able to obtain the following
values for all possible azimuthal angles 𝑎𝑖 and 𝑏 𝑗 randomly chosen by Alice and Bob:

• 𝐸 (𝑎1, 𝑏1) = 𝑃 |00⟩ (𝑎1, 𝑏1) + 𝑃 |11⟩ (𝑎1, 𝑏1) − 𝑃 |01⟩ (𝑎1, 𝑏1) − 𝑃 |10⟩ (𝑎1, 𝑏1) =
= 0.0732226025 + 0.0732226025 − 0.4267726025 − 0.4267726025 = −0.7071 ≈ − 1√

2
.

• 𝐸 (𝑎1, 𝑏2) = 𝑃 |00⟩ (𝑎1, 𝑏2) + 𝑃 |11⟩ (𝑎1, 𝑏2) − 𝑃 |01⟩ (𝑎1, 𝑏2) − 𝑃 |10⟩ (𝑎1, 𝑏2) =
= 0.25 + 0.25 − 0.25 − 0.25 = 0.

• 𝐸 (𝑎1, 𝑏3) = 𝑃 |00⟩ (𝑎1, 𝑏3) + 𝑃 |11⟩ (𝑎1, 𝑏3) − 𝑃 |01⟩ (𝑎1, 𝑏3) − 𝑃 |10⟩ (𝑎1, 𝑏3) =
= 0.4267726025 + 0.4267726025 − 0.0732226025 − 0.0732226025 = 0.7071 ≈ 1√

2
.

• 𝐸 (𝑎2, 𝑏1) = 𝑃 |00⟩ (𝑎2, 𝑏1) + 𝑃 |11⟩ (𝑎2, 𝑏1) − 𝑃 |01⟩ (𝑎2, 𝑏1) − 𝑃 |10⟩ (𝑎2, 𝑏1) =
= 0 + 0 − 0.5 − 0.5 = −1.

• 𝐸 (𝑎2, 𝑏2) = 𝑃 |00⟩ (𝑎2, 𝑏2) + 𝑃 |11⟩ (𝑎2, 𝑏2) − 𝑃 |01⟩ (𝑎2, 𝑏2) − 𝑃 |10⟩ (𝑎2, 𝑏2) =
= 0.0732226025 + 0.0732226025 − 0.4267726025 − 0.4267726025 = −0.7071 ≈ − 1√

2
.

• 𝐸 (𝑎2, 𝑏3) = 𝑃 |00⟩ (𝑎2, 𝑏3) + 𝑃 |11⟩ (𝑎2, 𝑏3) − 𝑃 |01⟩ (𝑎2, 𝑏3) − 𝑃 |10⟩ (𝑎2, 𝑏3) =
= 0.25 + 0.25 − 0.25 − 0.25 = 0.

• 𝐸 (𝑎3, 𝑏1) = 𝑃 |00⟩ (𝑎3, 𝑏1) + 𝑃 |11⟩ (𝑎3, 𝑏1) − 𝑃 |01⟩ (𝑎3, 𝑏1) − 𝑃 |10⟩ (𝑎3, 𝑏1) =
= 0.0732226025 + 0.0732226025 − 0.4267726025 − 0.4267726025 = −0.7071 ≈ − 1√

2
.

• 𝐸 (𝑎3, 𝑏2) = 𝑃 |00⟩ (𝑎3, 𝑏2) + 𝑃 |11⟩ (𝑎3, 𝑏2) − 𝑃 |01⟩ (𝑎3, 𝑏2) − 𝑃 |10⟩ (𝑎3, 𝑏2) =
= 0 + 0 − 0.5 − 0.5 = −1.

• 𝐸 (𝑎3, 𝑏3) = 𝑃 |00⟩ (𝑎3, 𝑏3) + 𝑃 |11⟩ (𝑎3, 𝑏3) − 𝑃 |01⟩ (𝑎3, 𝑏3) − 𝑃 |10⟩ (𝑎3, 𝑏3) =
= 0.0732226025 + 0.0732226025 − 0.4267726025 − 0.4267726025 = −0.7071 ≈ − 1√

2
.

Additionally, we can see that the previous correlation coefficients of the measurements
performed by Alice and Bob, along with 𝑎𝑖 and 𝑏 𝑗 , can be equally written as follows:

• 𝐸 (𝑎𝑖 , 𝑏 𝑗 ) = −𝑎𝑖 · 𝑏 𝑗 .

For the pairs of measurement bases of the same orientation (or with the same azimuthal
angle), Alice and Bob should get a total anti-correlation in their resulting outcomes:

• 𝐸 (𝑎2, 𝑏1) = 𝐸 (𝑎3, 𝑏2) = −1.

After the quantum transmission of states, Alice and Bob announce publicly which bases
they used for their measurements, as happens in PM-QKDs. Afterward, they divide the pairs
of measurement bases (𝑎𝑖 , 𝑏 𝑗 ) used for each round into two separate groups. The first group
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(𝐺1) is composed of the rounds on which their pairs of measurement bases have different
orientations, while the second group (𝐺2) is composed by the rounds on which their pairs of
measurement bases have equal orientations. Then, they will use the rounds of𝐺1 to perform
a statistical test for the CHSH Inequality. For such a statistical test, they can exclude the pairs
of measurement bases with a correlation coefficient of 0, as well as those on which either or
both of them failed to detect a photon at all. Therefore, we can define this statistical test 𝑆
based on CHSH Inequality as the mathematical equation demonstrated as follows:

• 𝑆 = 𝐸 (𝑎1, 𝑏1) − 𝐸 (𝑎1, 𝑏3) + 𝐸 (𝑎3, 𝑏1) + 𝐸 (𝑎3, 𝑏3).

By doing the calculations according to the statistical test 𝑆 based on the CHSH Inequality,
we can claim that the result Alice and Bob should obtain under ideal conditions is the following:

• 𝑆 = −2
√

2.

After Alice and Bob perform the statistical test 𝑆 , they can check a possible eavesdropping
attempt from Eve. More specifically, if the −2 ≤ 𝑆 ≤ 2 holds, it would indicate either that the
received photons are not truly entangled. The fact of the photons not being truly entangled
could be because of noise present in the quantum communication medium or an attempt to
eavesdrop, or even because of some problem with the measurement device. By contrast, if
everything works perfectly and there is no eavesdropper, the expected value of the statistical
test 𝑆 will be the maximal violation −2

√
2. This verification assures that Alice and Bob can use

the rounds in𝐺2 to build the secret key since, with no eavesdropping, the bits resulting from
those rounds should be completely anti-correlated. As obvious, Alice and Bob must discard
the bits from the rounds of𝐺1, since the measurement bases they used do not match with each
other. In particular, Alice can keep her secret bits, while Bob can flip his secret bits to match
those from Alice. This protocol should not require the step of Information Reconciliation since
the bits of 𝐺2 are completely anti-correlated. But can be combined with a Universal Hash
Function at the end, similar to what happens with PM-QKDs, during Privacy Amplification.

Here, Eve cannot get any information from the photons while they are being transmitted
through the quantum communication medium used, simply because there is no information
encoded there. The information is only extracted from the photons after Alice and Bob perform
measurements on them and communicate in public the measurement bases they used for it
then. Additionally, Eve may even try to substitute her own prepared photons for Alice and
Bob to misguide them. However, as she does not know which orientation of the measurement
angles Alice and Bob will choose for a given pair of photons, there is no good strategy for Eve
to escape from being detected. Her intervention will be equivalent to introducing elements of
our physical reality to the measurements that affect the non-locality of Quantum Mechanics.

Other popular EB-QKDs are the BBM92 Protocol [376] and Twin Field - QKD [470].
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3.4 Semi-Quantum Key Distributions (SQKDs)

However, not all bipartite quantum cryptographic protocols known for the exchange of secret
symmetric keys require that both Alice and Bob have access to Quantum Resources. These
Quantum Resources may include some optical elements, such as Laser Sources, Polarizers,
Beam Splitters, or Phase Shifters, as well as other common Quantum Devices, such as Quantum
Computers or Quantum Memories. More specifically, we can equip only one of the parties
(Alice or Bob) with Classical Resources which are equivalent to Optical Elements with classical
properties, such as Polarizers, Mirrors, or Photodetectors. We often refer to these protocols as
SQKDs (Semi-Quantum Key Distributions) and configure the receiver of the secret symmetric
key in these protocols to be the party with Classical Resources. Here, we assume Bob has access
only to Classical Resources while keeping practically the same security properties of QKDs.
These protocols operate basically with the same steps as QKDs, with some slight differences.

In this semi-quantum cryptographic model, we referred to Alice as a quantum entity and
Bob as a classical or semi-quantum entity. Here, Alice has access to a quantum communication
medium starting at her endpoint, traveling outside, and returning to her endpoint again. On
the other side, Bob can access a portion of this quantum communication medium. Thus,
SQKDs operate over a two-way quantum communication medium where photons, or other
quantum particles, travel first from the quantum entity, Alice, to the classical entity, Bob, then
return to the quantum entity, Alice. This cryptographic model is shown in Figure 3.21:

Figure 3.21: Semi-Quantum Cryptographic Model.

Besides the requirement of a two-way quantum communication medium, SQKDs also put
a further restriction on Bob’s side. More specifically, this model only allows him to interact
with the quantum communication medium by performing measurements on the ℤ-Basis or
sending photons (or any quantum particle) prepared in the ℤ-Basis. Here, it is important
to enhance the classical nature of Bob, since preparing a photon in the ℤ-Basis (Standard
Computational Basis) will result in the quantum states |0⟩ and |1⟩, which are equivalent to
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the classical bits 0 and 1, respectively. Alternatively, Bob can also simply ignore the quantum
communication medium, disconnecting from it for a brief period, equivalent to a time window
of a light pulse. In this case, Alice will be basically like “communicating with herself”. Thus,
for these protocols, there are five operations that we need to consider to Bob’s endpoint:

1. Measure:

• Bob measures the incoming photon in the ℤ-Basis, observing its quantum state,
via Optical Elements such as Polarizers and Photodetectors.

2. Prepare:

• Bob prepares a photon in the ℤ-Basis and sends it to Alice on the reverse quantum
communication medium, using Optical Elements such as Polarizers.

3. Measure-and-Resend:

• Basically, it is the combination of both two previous operations. Bob measures the
incoming photon in the ℤ-Basis and then resends the resulting classical outcome
as the equivalent photon prepared in the ℤ-Basis. We impose that Bob must always
send the quantum state equivalent to the observed classical state (i.e., |0⟩ or |1⟩).

4. Reflect :

• Bob simply reflects back the incoming photon to Alice, letting its quantum state
undisturbed, with the help of Mirrors. This operation is equivalent to purely dis-
connecting from the quantum communication medium and forwarding everything
back to Alice. Since Bob does not measure the incoming photon, he does not learn
anything about its quantum state. Thus, Alice should get the photon in the same
quantum state she sends initially to Bob, when he uses this operation.

5. Permute:

• Bob reorders the photons received (or a subset of that photons) without disturbing
them. Once again, Bob does not learn anything about the respective quantum
states of those photons, permuting only their order. In particular, Bob can achieve
this operation with the aid of Optical Elements such as Delay Lines.

Some advantages of such protocols are their low-cost and accessibility since most of the
Quantum Resources in the state-of-the-art are still expensive and not globally accessible.

3.4.1 BGKM07 and BGKM09 Protocols

The most known SQKDs are the BKM07 [387] and BGKM09 [388] protocols, the earlier proposed
by Michel Boyer, Dan Kenigsberg, and Tal Mor in 2007, while the latter was proposed by the
same authors jointly working with Ran Gelles in 2009. The first protocol is an MR-SQKD
(Measure-Resend SQKD), while the second is an RB-SQKD (Randomization-Based SQKD).
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In the BKM07 protocol, Alice starts by preparing a photon with the same configuration as
the BB84 protocol (see 3.3.1.1). More specifically, for each round of the protocol, she prepares a
single-photon in a randomly chosen spin orientation, such as horizontal

(
←→

)
, diagonal

(
↗↙

)
,

vertical
(xy)

or anti-diagonal
(
↖↘

)
spins, corresponding to 0◦, 45◦, 90◦ and 135◦ polarizations,

respectively. In Table 3.1, we show all the possible configurations of quantum states for each
photon in this protocol. For the incoming photons, Bob will randomly choose between the
Measure-and-Resend and Reflect operations. Then, Alice will measure the returning photon
on the same basis she initially used to prepare it (ℤ-Basis or 𝕏-Basis). After the quantum
transmission of states, Alice reveals to Bob the basis she used to prepare the photons sent in
each round, while Bob reveals the operation he used for each round. As expected, Alice keeps
her quantum states initially generated in secret, while Bob also keeps in private the classical
bits obtained from the rounds he has chosen to measure the incoming photon. Finally, they
use the rounds where she chose to send a photon prepared in the ℤ-Basis and he chose the
Measure-and-Resend operation to build their raw key. In the Measure-and-Resend operation,
Bob also uses the ℤ-Basis, and they should expect the resulting secret bits to be completely
correlated if Alice prepared the respective photon in the ℤ-Basis. These rounds are used to
build their initial sifted keys, which are not error-free. For the rounds on which Alice prepared
the photons on the 𝕏-Basis and Bob chosen the Measure-and-Resend operation, Bob should
expect a uniform distribution for the resulting observed classical outcomes (i.e., |0⟩ in 50% of
times and |1⟩ in 50% of times). For the remaining rounds on which Bob has chosen the Reflect
operation, Alice performs a first Parameter Estimation, estimating the QBERs on the quantum
communication medium. These QBERs are based on her possible choices of bases to prepare
photons (i.e., ℤ-Basis and 𝕏-Basis). Then, Alice and Bob also choose a random sample of bits
from their sifted keys, on which they perform a second Parameter Estimation. For both groups
of bits used in the two Parameter Estimations, if at least one of the estimated QBERs is above
some predefined maximal upper bound, they should abort the protocol. Otherwise, Alice
and Bob should discard these two groups of bits, and they should expect to have completely
correlated bits on their shortened sifted key. The protocol should also include the standard
steps of Information Reconciliation and Privacy Amplification to correct some remaining errors
in the sifted keys and enhance the security of the reconciled key, respectively. Finally, from
these last two steps, Alice and Bob should agree on the resulting final secret symmetric key.

Differently, in the BGKM09 protocol, Bob uses the Permute operation as opposed to the
Measure-and-Resend operation. In this protocol, Alice starts again by preparing a photon with
the same configuration as the BKM07 protocol. In each round of the protocol, she prepares a
single-photon in a random spin orientation, such as horizontal

(
←→

)
, diagonal

(
↗↙

)
, vertical(xy)

or anti-diagonal
(
↖↘

)
spins, corresponding again to 0◦, 45◦, 90◦ and 135◦ polarizations,

respectively. Then, for the incoming photons, Bob will randomly choose between the Measure
and Reflect operations. For the rounds in which Bob has chosen the Reflect operation, he
also performs the Permute operation before returning back the photons to Alice. In particular,
Bob does not perform any measurement on the photons nor disturb them in this operation.
However, he reorders them before resending them back to Alice. Oppositely, Bob does not
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resend back the photons in the round on which he has chosen the Measure operation. Then,
Alice stores all the returning photons from Bob in a Quantum Memory until the end of the
quantum transmission of states. After the quantum transmission of states ends, Bob publicly
announces the photons of the rounds on which he had chosen the Reflect operation and
the order he reflected them back to Alice from the Permute operation. Then, Alice undoes the
random order of those photons on which Bob used the Permute operation, measuring them on
the same basis she used to prepare them initially. Afterward, Alice publicly announces to Bob
the rounds on which she prepared the photons in the ℤ-Basis. If Bob had chosen the Measure
operation in those rounds, he and Alice should have correlated secret bits to compose their
sifted key. However, since Eve may have eavesdropped on some of those rounds at random, this
sifted key can still contain some errors. On the rounds on which Bob had chosen the Reflect
and Permute operations, Alice performs an initial Parameter Estimation. Furthermore, Alice
and Bob also take a random sample of bits from their sifted keys to perform a further Parameter
Estimation. If at least one of these estimated QBERs is higher than a predefined threshold,
they should abort the protocol immediately. Otherwise, the bits from the rounds not used to
compose their sifted key should be discarded, together with the bits composing the random
sample from their sifted keys. Then, Alice and Bob should have a shorter sifted key, which
is still not error-free. As usual, Alice and Bob should perform the Information Reconciliation
step to correct the remaining errors of their shortened sifted key. Additionally, they can also
perform the Privacy Amplification step, from which they agree on a final symmetric key.

In these protocols, we refer to the rounds on which Bob chooses the Measure-and-Resend
(or just Measure) operation as SIFT rounds, while we refer to the rounds on which Bob takes
the Reflect operation as CTRL rounds. Still, in these protocols, the bits chosen from the initial
sifted key to perform a Parameter Estimation are often called TEST bits, while the remaining
ones are called INFO bits. In the following Table 3.6, we describe these rounds (see ref. [388]):

Alice’s Bob’s Operation Type of Usage and
Preparation Basis Round Observations

ℤ-Basis
SIFT

A pool for INFO and
Measure-and-Resend TEST bits from sifted keys

𝕏-Basis (or Measure) Bob expects
a uniform distribution

ℤ-Basis

Reflect CTRL

Alice expects that the bits
resulting from the returning

photons are unchanged

𝕏-Basis
Alice expects that the bits

resulting from the returning
photons are unchanged

Table 3.6: Bit usage in the BKM07 and BGKM09 protocols.

However, when developing the BGKM09 protocol, the authors discovered that this protocol
is not robust. More specifically, right after the step of the two Parameter Estimations, Eve can
count the number of 0s and 1s measured by Bob without being detected and get about 30%
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of the INFO bits. In order to be sure that Eve cannot use statistics of occurrence of 0s and
1s, computing the Hamming Weight (see ref. [388]) of those bits, the authors propose the
use of a binary string generated from a function, jointly with a new parameter given a priori.
More specifically, Alice chooses a subset of bits from the shortened sifted key, with a precisely
equal number of 0s and 1s, if it is possible. Otherwise, Alice and Bob should abort the protocol
immediately. Then, Alice generates a binary string from the mentioned function and randomly
chooses a substring from the subset of bits previously taken from the shortened sifted key such
that these two binary strings match. After that, Alice publically announces to Bob the indices of
her reduced sifted key, from which she has chosen the bits that match the previous requirement.
Subsequently, they can finally perform the remaining steps of Information Reconciliation and
Privacy Amplification to agree both on the final secret symmetric key with high probability.

Note that in these protocols, if Bob does not resend the measured photons, then he must
permute the remaining ones. Otherwise, these protocols become susceptible to the so-called
double CNOT attack [388]. Indeed, in this case, Eve can apply the equivalent of a CNOT gate
to the qubits modeling all photons traveling in the forward direction with some ancilla qubits
she prepared a priori. If Bob measures, but does not resend those photons, Eve will notice a
vacuum, with no photon, leaving Bob’s endpoint, in which case, a measurement of her ancilla
qubit provides full information of the missing photon to her. If Bob reflects the photon, Eve
can simply apply a CNOT gate in the reverse quantum communication medium, undoing the
initial state of her action. In particular, Bob’s operation is the identity operation in this type of
round, and the CNOT gate is an involutory unitary operator. And therefore, if Eve applies two
CNOT gates in the quantum communication medium, the first in the forward direction and
the second in the reverse direction, she will avoid being detected. Therefore, any SQKD needs
to have the classical entity to perform the Resend operation or the Permute operation.

3.4.2 Other variants of SQKDs

Since then, some scientists and researchers investigated many other variants of SQKDs over
the years. These protocols gained interest attempts to reduce the requirements of quantum
resources needed. From these research works, we learn to classify SQKDs as 𝑛-state SQKDs,
where 𝑛 is the number of states the quantum entity may choose to prepare. If 𝑛 = 1, we call
the protocol a single-state SQKD, while otherwise, we call the protocol a multi-state SQKD,
when 𝑛 > 1. For example, the BKM07 and BGKM09 protocols are considered four-state SQKDs.

One of these variants is the Single-State SQKD, proposed by Xiangflu Zou, Daowen Qiu,
Lvzhou Li, Wu Lihua, and Lvjun Li in 2009 [389]. In this protocol, Alice prepares a single-photon
always in the state |+⟩ and sends it to Bob via a forward quantum communication medium.
Then, for the incoming photon, Bob chooses randomly between the Measure-and-Resend and
Reflect operations, recording his choice. If Bob chooses the Measure-and-Resend operation,
he also records the bit resulting from his measurement outcome, resending a photon prepared
in a classical state (i.e., |0⟩ and |1⟩) equivalent to the observed outcome. For the returning
photons on the reverse quantum communication medium, Alice measures them randomly in
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the ℤ-Basis or 𝕏-Basis. Afterward, Alice and Bob publicly disclose their choices. If Bob has
chosen the Measure-and-Resend operation and Alice has chosen to measure the photon in
the ℤ-Basis, they should share a correlated bit that can be used to build their raw key. If Bob
has chosen the Reflect operation and if Alice has chosen to measure the photon in the 𝕏-Basis,
she should observe the quantum state |+⟩. In these rounds of the protocol, Alice might get
a uniform distribution of their measured outcomes. Therefore, if Alice observes something
different from that expected distribution, she can consider that as a potential eavesdropping
attempt from Eve, and Alice and Bob should abort the protocol in that case. In their work, the
authors also proposed other variants of SQKDs using two and three quantum states.

Another popular variant is the Reflection-Based SQKD proposed by Walter Krawec in 2014
[471]. Here, Alice and Bob must have access to private coin flips and internal registers for each
round of the protocol. In particular, we denote the coin flip and internal register of Alice as 𝑐𝐴
and 𝑎𝑐𝑐𝑒𝑝𝑡 𝐴 , respectively. Similarly, Bob also has a coin flip and an internal register, which are
denoted as 𝑐𝐵 and 𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 , respectively. So, for each round, Alice prepares a single-photon in
the quantum state |+⟩ and sends it to Bob via the forward quantum communication medium.
In each round of the protocol, Bob will flip his random coin 𝑐𝐵 . If 𝑐𝐵 = 0, Bob will choose
the Reflect operation, and he sets 𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 to true with 50% of probability, otherwise, he will
set 𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 to false. If 𝑐𝐵 = 1, he will choose the Measure-and-Resend operation, setting
𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 to true only if he measures the incoming photon and observes the bit equivalent to
the quantum state |0⟩. Otherwise, if the observes the bit equivalent to the quantum state |1⟩, he
should set 𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 to false. As usual, when Bob chooses the Measure-and-Resend operation,
he should also resend back a photon to Alice in the quantum state equivalent to the bit he
obtained. Then, for each returning photon in the reverse quantum communication medium,
Alice should randomly choose to measure it in the ℤ-Basis and 𝕏-Basis. If Alice chooses the
ℤ-Basis and observes the bit equivalent to the quantum state |1⟩, she sets 𝑐𝐴 = 0 and 𝑎𝑐𝑐𝑒𝑝𝑡 𝐴
to true. If she chooses the 𝕏-Basis and observes the quantum state |−⟩, she will set 𝑐𝐴 = 1
and 𝑎𝑐𝑐𝑒𝑝𝑡 𝐴 to true. For all other remaining measurement outcome possibilities, she will set
𝑎𝑐𝑐𝑒𝑝𝑡 𝐴 to false, setting also 𝑐𝐴 as 0 or 1, arbitrarily. After the quantum transmission of states
ends, both Alice and Bob publicly announce to each other the values of their internal registers,
𝑎𝑐𝑐𝑒𝑝𝑡 𝐴 and 𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 for each round. If both registers 𝑎𝑐𝑐𝑒𝑝𝑡 𝐴 and 𝑎𝑐𝑐𝑒𝑝𝑡 𝐵 are true in a
specific round, they will keep the respective coin flips, 𝑐𝐴 and 𝑐𝐵 , to compose their sifted keys.
Otherwise, Alice and Bob use this round of protocol for Parameter Estimation and discard it
then. In the Parameter Estimation step, if one or both the registers have the value false for a
specific round of the protocol, Bob should also publicly disclose to Alice the value of his coin
flip 𝑐𝐵 in that round. Additionally, for the cases of rounds of the protocol in which 𝑐𝐵 = 1,
Bob should also inform Alice of the resulting bit from his measurement outcome. If Bob has
chosen the Reflect operation (𝑐𝐵 = 0) and Alice measured the photon of that respective round
in the 𝕏-Basis, she should have received the quantum state |+⟩. In these rounds, Alice should
expect a uniform distribution of 0s and 1s. Otherwise, they can suspect a priori a possible
eavesdropping attempt from Eve and abort the protocol in the last case. If Bob has chosen
the Measure-and-Resend operation (𝑐𝐵 = 1) and Alice measured the photon in the ℤ-Basis,
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she should have obtained the same bit resulting from the measurement performed by Bob.
Therefore, if the number of errors, in this case, exceeds a predefined threshold, they should
abort the protocol immediately. In the end, Alice and Bob should also perform the further
well-known steps of Information Reconciliation and Privacy Amplification, in order to agree
on a common error-free reconciled key and final secret symmetric key, respectively.

Over the years, many authors also presented other variants of SQKDs different from the
ones presented here (see refs. [390–394] for more information about these protocols).

3.5 Quantum Conference Key Agreements (QCKAs)

However, it is reasonable to say that both QKDs and SQKDs are not suitable for multiparty
scenarios, where we may pretend that more than two parties agree on a common symmetric
key. We can make such an observation since QKDs and SQKDs are not scalable for more
than two parties. In particular, by performing individual PM-QKDs, we need all the parties
to agree on the same basis to extract usable rounds (i.e., rounds of the protocol they will use
to build their sifted keys). For example, suppose a PM-QKD with 𝑀 possible measurement
bases between Alice and multiple (𝑝 − 1) Bobs. Note the number of usable rounds where all
the (𝑝 − 1) Bobs chosen the same measurement basis, equivalent to the basis initially used
by Alice to prepare the quantum state used in that round, is 𝑃𝑀 (𝑝) = 1

𝑀 (𝑝−1) , which decreases
exponentially with the number 𝑝 of parties. We illustrate this observation in Figure 3.22:

Figure 3.22: Probability of measuring in same basis for PM-QKDs (without pre-shared key),
considering 1 Alice and (𝑝 − 1) Bobs.

On the other hand, EB-QKDs uses bipartite entangled states, such as Bell States (or EPR
Pairs), not suitable for more than two parties. Following this approach with bipartite entangled
photons for each pair composed by Alice and each one of the multiple Bobs will result in pairs
of photons that are only correlated pairwise. It is easy to see that SQKDs are also not suitable
for multiparty scenarios since they behave similar to BB84 Protocol due to its operations.

Nevertheless, we may consider other configurations of multipartite entangled states for
these situations, such as the well-known GHZ States, W States, Cluster States, Graph States
(see Sections 2.2.4.2 to 2.2.4.4), among many others. With such multipartite entanglements, the
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multiple parties involved are able to achieve the same perfect correlation from the bipartite
ones on the classical outcomes resulting from their measurements. And thus, as obvious, these
different configurations end up being a solution more suitable for these multiparty scenarios.
From this idea of using multipartite entangled states to achieve the secure establishment of
a common secret symmetric key (here, also known as a conference key) among two or more
parties, we gave rise to what is currently known as QCKAs [405] in the state-of-the-art.

Nevertheless, the use of multipartite entangled states is enough to ensure that the multiple
parties successfully extract a conference key? What kind of further requirements should this
family of new protocols have? Do these new protocols scale for any number of parties? These
are all reasonable questions we may want to cover when we are developing such protocols...

3.5.1 How to extend Quantum Key Agreements for Multiparty Scenarios?

In fact, multipartite entangled states seem to be the key for not only key exchanges in quantum
regimes but for multiparty Quantum Cryptography, in general. It is common to see protocols
for Quantum Cryptocurrencies and Quantum Multiparty Computations, such as Quantum
Blockchains, Quantum Byzantine Agreements, and Quantum Secret Sharing, using some of
the multipartite entanglements mentioned before. As we can expect, the same approach can
be used for Quantum Key Agreements for multiparty scenarios. But how we can do that?

The simple approach to developing a QCKA as an extension of QKD among several parties
is not practical as it does not scale properly, as we already saw. In particular, we could also
think about naturally using GHZ States as a possible generalization of the six most-known
non-orthogonal quantum states from ℤ-Basis, 𝕏-Basis, 𝕐 -Basis (i.e., |0⟩, |1⟩, |+⟩, |−⟩, | + 𝑖 ⟩,
and |−𝑖 ⟩). However, if we let the parties choose randomly on different measurement bases, the
probability of establishing a common secret bit will vanish exponentially for both cases (see
Figure 3.22). Additionally, note also we always need to sacrifice a certain amount of rounds for
the Parameter Estimation step in order to detect a possible eavesdropping attempt from Eve.

Alternatively, using pairwise instances of QKDs between Alice and each Bob to distribute
initial pre-shared keys to be used by Alice to wrap a final conference key generated on the
fly, to be shared among them, scales linearly with the number of participants. This approach
requires the several pairwise steps of Information Reconciliation and Privacy Amplification to
be much more accurate. On the other hand, it also increases the burden of Alice be constantly
establishing several bipartite symmetric keys with Bobs to wrap the conference key and then
distribute it to all of them using AES [109], OTP [100], or QOTP [440] encryptions. However,
Alice and Bobs may use this initial exchanged conference key as a pre-shared key used as a
parameter for the following conference key agreements between them. More specifically, they
can use this same pre-shared key to choose jointly which type of operation they will perform in
each round of the protocol. This pre-shared key must be refreshed at each execution of QCKA
and can be compressed to a length of ℓ · ℎ (𝑝𝑃𝐸 ) bits. Here, ℓ is the number of rounds of the
protocol and𝑝𝑃𝐸 is the probability of occurring a 𝕏⊗𝑝 -measurement round (i.e., a round of the
protocol on which all the parties choose the same measurement basis, without a pre-shared
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key). For example, the compressed pre-shared key could be a small secret seed that could be
expanded with a Hash Function, such as SHA-256, SHA-384, or SHA-512, in private.

Here, this short pre-shared key marks rounds that parties will use to build their raw key and
the rounds used for the usual Parameter Estimation step. Essentially, following this direction,
the scientific community took a fresh look at QCKA over the last few years, presenting several
proposals of this kind. In particular, Dagmar Bruß, Frederico Grasselli, Hermann Kampermann,
and Gláucia Murta presented a complete review survey of QCKAs in 2020 [405]. In this survey,
the authors showed the current state-of-the-art for QCKAs and reinforced the need to use a
short pre-shared key to overcome the natural limitation of all the parties agreeing on the same
basis for each round. Therefore, according to this pre-shared key, there are two types of rounds:

• 1𝑠𝑡 type: All the parties jointly measure the photons in the ℤ-Basis.

– This event happens with a probability of 1 − 𝑝𝑃𝐸 .

– These rounds of the protocol are marked with the bit 0 in the pre-shared key.

– These rounds of the protocol are also called Key Generation rounds.

• 2𝑛𝑑 type: All the parties jointly measure the photons in one of the remaining bases.

– This event happens with a probability of 𝑝𝑃𝐸 .

– These rounds of the protocol are marked with the bit 1 in the pre-shared key.

– These rounds of the protocol are also called Parameter Estimation rounds.

The first Multiparty N-QKDs and QCKAs proposed which are known dated between the
2000s and the 2010s [472–474]. However, these novel protocols just gained more popularity
in the last couple of years with the recent scientific advances and developments in Quantum
Communications and Quantum Networks for what might be the future Quantum Internet.

3.5.2 Multiparty N-Six-State Protocol (N-SSP)

The Multiparty N-SSP protocol [399] is one of the most recent and well-known QCKAs in the
state-of-the-art. It was proposed by Dagmar Bruß, Michael Epping, Hermann Kampermann,
and Chiara Macchiavello in 2017. The Multiparty N-SSP protocol starts with Alice preparing 𝑝
photons in a GHZ State, keeping one to herself. Then, she distributes the remaining photons
to Bobs, each photon to each one of (𝑝 − 1) Bobs, via a designated quantum communication
medium. Afterward, all Bobs measure the incoming photons at their endpoints, while Alice
also measures her photon in her endpoint. They will jointly measure the photons according
to the bit of the pre-shared key corresponding to the current round. If the bit is 0, they all
will measure their respective photons in the ℤ-Basis, otherwise, if the bit is 1, they will jointly
measure their respective photons randomly in the 𝕏-Basis or 𝕐 -Basis. After the distribution
of all the 𝑙 entangled states, Alice and Bobs perform the Parameter Estimation step to estimate
the global and individual pairwise QBERs. First, Alice and Bobs announce to each other the
bits resulting from the measurements performed on the 2𝑛𝑑 type rounds together with the
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measurement bases chosen. Here, for each 2𝑛𝑑 type round, Alice flips her bit if the number
of parties who measured in the 𝕐 -Basis is not a multiple of four due to the cyclic pattern of
the power of imaginary numbers. Still, in the 2𝑛𝑑 type rounds, if an even number of parties
measured in 𝕐 -Basis (including zero), Alice and Bobs calculate the QBER𝑄𝑋 . Then, Alice also
announces a randomly chosen sample of size ℓ · 𝑝𝑃𝐸 from the 1𝑠𝑡 type rounds, denoted as
Test rounds, for which all Bobs should announce their obtained bits on them. From those
bits, they compute the global QBER 𝑄𝑍 and the individual pairwise QBERs 𝑄𝐴𝐵𝑖 . After the
step of Parameter Estimation, Alice flips a coin for each 1𝑠𝑡 type round to decide if all Bobs
should flip the respective bits corresponding to that ℤ⊗𝑝-measurement round, to implement
effectively the depolarization channel 𝕏⊗𝑝 to prevent possible existing noise in the quantum
communication medium. Finally, Alice and Bobs perform the Information Reconciliation step,
on which Alice sends an Error Correction Code (for max𝑖 𝑄𝐴𝐵𝑖 ) to all Bobs, which they apply to
their sifted keys. Then, they also perform the Privacy Amplification to obtain the final common
conference key by applying a Two-Universal Hash Function [459], randomly chosen by Alice.

Another well-known QCKA is the Multiparty N-BB84 Protocol [401], which extends the
bipartite BB84 Protocol (see Section 3.3.1.1) for multiparty scenarios, using GHZ States (see
Section 2.2.4.2). This Multiparty N-BB84 Protocol is similar to the Multiparty N-SSP Protocol,
with the obvious main difference of using just measurements in the ℤ-Basis and 𝕏-Basis.

In these protocols, note that the initial raw key always ends up being shortened from ℓ bits
to ℓ −2 ·𝑝𝑃𝐸 · ℓ bits. First, Alice and Bobs discard around 𝑝𝑃𝐸 · ℓ rounds of 2𝑛𝑑 type to perform
the Parameter Estimation step, which happens with probability 𝑝𝑃𝐸 . Then, Alice and Bobs also
discard a sample of 𝑝𝑃𝐸 · ℓ rounds of 1𝑠𝑡 type to estimate QBER 𝑄𝑍 . For this reason, we need
to choose 𝑝𝑃𝐸 , verifying 0 < 𝑝𝑃𝐸 < 0.5. Notice that if 𝑝𝑃𝐸 = 0.5, we may not be able to extract
a sifted key after the Parameter Estimation step. The Figure 3.23 illustrate this observation:

Figure 3.23: Analysis comparison of the length of Sifted Keys of
the N-SSP and N-BB84 QCKAs, with a probability 𝑝𝑃𝐸 .
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3.5.3 W State Protocol

In 2019, another interesting QCKA was jointly presented by Dagmar Bruß, Federico Grasselli,
and Hermann Kampermann [403]. This protocol is an extension of the bipartite TF-QKD [470]
for multiparty scenarios, and for certain configurations can be seen as a W State Protocol. In
this protocol, Alice and all (𝑝 − 1) Bobs start by preparing an optical pulse 𝐸𝑖 entangled with
a single-photon 𝑒𝑖 , having a configuration similar to an EPR Pair (see Section 2.2.4.1) with
the form |𝜙⟩𝐸𝑖𝑒𝑖 =

√
𝑞 |0⟩𝐸𝑖 |0⟩𝑒𝑖 +

√
1 − 𝑞 |1⟩𝐸𝑖 |1⟩𝑒𝑖 , ∀𝑖 ∈ {1, 2, ..., 𝑝}, where 0 ≤ 𝑞 ≤ 1, |0⟩𝑒𝑖

is the vacuum state, |1⟩𝑒𝑖 is the single-photon state, and {|0⟩𝐸𝑖 , |1⟩𝐸𝑖 }. Then, Alice and Bobs
send their optical pulses 𝑒𝑖 to an untrusted central node via a lossy quantum communication
medium, in a synchronized manner, keeping the photon to themselves. The central node then
applies a Bell-Multiport Beam Splitter with 𝑚 input and output ports to the incoming optical
pulses and features a threshold detector 𝐷𝑗 at each port, for 𝑗 = 1, 2, ...,𝑚, where 𝑚 ≥ 𝑝 , for
the measurement of those optical pulses. Afterward, the central node publicly announces to
Alice and Bobs the bits 𝑏𝑖 resulting from the measurements it performed for every detector𝐷𝑗 ,
with 𝑏𝑖 = 0 and 𝑏𝑖 = 1 corresponding to a no-click and click events on the associated detectors,
respectively. A round of the protocol gets discarded if

∑𝑚
𝑖=1 𝑏𝑖 ≠ 1 (i.e., whenever single-photon

interference did not occur in the central node). The probability of only a detector 𝐷𝑗 being
clicked is given by 𝑝𝑗 . In Figure 3.24, we give an illustration of the W State Protocol for 𝑝 = 3
parties and in Table 3.7, we summarize all the possible number of clicks for detectors 𝐷𝑗 :

𝑚3 𝑚2 𝑚1
𝑏3 𝑏2 𝑏1

∑𝑚
𝑖=1 𝑏𝑖

0 0 0 0
0 0 1 1
0 1 0 1
0 1 1 2
1 0 0 1
1 0 1 2
1 1 0 2
1 1 1 3

Figure 3.24: W State Protocol for 𝑚 = 𝑝 = 3.
Table 3.7: Possible number of clicks for the

detectors 𝐷𝑗 for 𝑚 = 𝑝 = 3.

Notice that when the round is valid, the quantum state resulting from the Bell-Multiport
Beam Splitter will be equivalent to a W State (see the highlighted cells in Table 3.7 and see
Section 2.2.4.3). In that case, and according to the bit of the pre-shared key corresponding to
the current round of the protocol, Alice and Bob will consider that round as a Key Generation
round or a Parameter Estimation round. If it is the first case, Alice and Bobs will measure their
local photons on the basis of the operator𝑂𝑋𝑌 (𝜃𝑖 ) = cos (𝜃𝑖 )𝑋 +sin (𝜃𝑖 )𝑌 , with 𝜃𝑖 = 𝑎𝑟 𝑔 (𝑈𝑖 𝑗 )
for that Key Generation round, where 𝑈𝑖 𝑗 = 1√

𝑚
𝑒 𝑖

2𝜋
𝑚 (𝑖−1) ( 𝑗−1) . Here, 𝑋 and 𝑌 are the Pauli

operators (see Section 2.2.3.1). Namely, Alice and Bobs obtain the bits on the Key Generation
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rounds by measuring their local photon in a specific direction in the 𝑋𝑌 plane of the Bloch
Sphere (see Section 2.2.2) modeling that photon. The direction is the one that minimizes the
bipartite QBER and depends on which detector𝐷𝑗 has a single-photon click. If it is the second
case, Alice and Bobs will measure their local single-photons in the ℤ-Basis for that Parameter
Estimation round. There are on average 𝑘𝑃𝐸 = 𝑚 ·𝑝𝑗 ·ℓ ·𝑝𝑃𝐸 Parameter Estimation rounds which
are not discarded, while are on average 𝑘𝐾𝐺 = 𝑚 ·𝑝𝑗 ·ℓ · (1−𝑝𝑃𝐸 ) Key Generation rounds which
are not discarded. Note the number of rounds not discarded also depends on the probability of
occurring a single-photon interference due to the click event on a single detector (i.e., 𝑚 · 𝑝𝑗 ).
After the transmission of quantum states, Alice and Bobs should have a raw key with 𝑚 ·𝑝𝑗 · ℓ
bits. They should publicly announce to each other the bits resulting from their measurements
in the valid Parameter Estimation rounds, on which they will compute the QBER 𝑄𝑧 .
Additionally, from the Key Generation rounds, Alice and Bobs will randomly choose a sample of
the resulting bits with the size𝑚 ·𝑝𝑗 ·ℓ ·𝑝𝑃𝐸 to estimate the pairwise bipartite QBERs𝑄𝑝1𝑝𝑟 , with
2 ≤ 𝑟 ≤ 𝑝 . Then, their sifted keys result from the remaining𝑚 ·𝑝𝑗 ·ℓ−2·𝑘𝐾𝐺 bits from the initial
raw key, considering only the Key Generation rounds. After that, Alice and Bobs perform the
Information Reconciliation step, on which Alice sends an Error Correction Code to all Bobs,
to allow them to match her sifted key. Finally, they can also perform the Privacy Amplification
step to obtain the final conference key by applying a Two-Universal Hash Function [459].

Other recent QCKAs may include protocols with single particles [395], dynamic groups
[402], multipartite entanglements [396, 397, 404], photon loss [406], or phase-matching [475].

3.6 Attacks on Quantum Cryptography

There are several attacks on Quantum Cryptography existing on the current state-of-the-art.
However, most of these attacks exploit aspects and issues of their physical implementation
on real devices rather than the design of the protocols themselves. Some of these attacks are
extensively described in refs. [447, 464]. Recall the Quantum Cryptography offer us the promise
of unconditional security, when we are dealing with ideal real and physical implementations.

3.6.1 Intercept-and-Resend (IR) Attack

The simplest type of attack strategy for an eavesdropper is the IR (Intercept-and-Resend)
Attack [447]. In this attack, the eavesdropper simply measures the traveling qubit in the
quantum communication medium with a measurement basis of its choice and resends
replacement qubits in the state equivalent to the classical outcome found. As the eavesdropper
does not know which basis was used by the sender to prepare the qubit, it can only guess the
measurement basis in the same way as the sender does. Usually, the eavesdropper randomly
chooses these measurement bases according to the same possible choices the receiver has. If
the eavesdropper takes the measurement basis correctly, it also measures the qubit with the
correct basis that the sender used to prepare it and resends a new qubit in the correct quantum
state to the receiver. However, if it chooses the measurement basis incorrectly, the quantum
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state the eavesdropper measures is random. Here, the quantum state of the qubit sent to the
receiver by the eavesdropper could not be the same as the one initially sent by the receiver. If
the receiver then measures this quantum state on the same measurement basis as the receiver
chose before sending the respective qubit, the receiver will get a random classical outcome.
In other words, as the eavesdropper sent a quantum state on the opposite orthogonal basis
to the receiver, it will result in an erroneous result with a chance of 50%. Basically, in half of
these situations, the sender and receiver will have incorrect classical outcomes instead of the
correct classical outcome that the receiver would get without the presence of an eavesdropper.
For example, for the BB84, B92, and Six-State protocols (see Sections 3.3.1.1 and 3.3.1.2), the
eavesdropper will introduce errors of 25%, 12.5%, and 33.3%, respectively, for each qubit.

3.6.2 Denial-of-Service (DoS) Attack

Since the quantum cryptographic protocols require quantum communication mediums, such
as dedicated fiber optical links or line-of-sight free-space links between the legitimate parties
involved, an eavesdropper can perform DoS (Denial-of-Service) Attacks [476]. These attacks
can be mounted by simply cutting or blocking one of the links of quantum communication
mediums used during the execution of these protocols. This attack is one of the greatest
motivations for the development of QKD networks, as well as sufficiently large metropolitan
Quantum Communication Networks in general (or, ultimately, the Quantum Internet), which
would manage the routing of the quantum communications via other alternate links.

Another possible way for an eavesdropper to perform such an attack is by continuously
performing IR Attacks (see Section 3.6.1) on purpose to be detected and forcing the protocol
to abort immediately. If the eavesdropper does this attack several times in a row, it will not
allow a successful exchange of secret keys. Here, the legitimate parties need to find which
quantum communication mediums are being intercepted and replace them with alternative
ones, similar to what happens in conventional Classical Communication Networks.

However, note this attack strategy does not compromise the security strength of the secret
key in any form, despite not allowing the successful complete execution of the protocol.

3.6.3 Attacks for Discrete-Variables (DV) Protocols

As mentioned previously, most quantum cryptographic protocols should, in ideal conditions,
encode quantum states in single-photons (i.e., discrete variables). However, they do it in
attenuated light pulses due to the practical limitations of physical implementations existing
in the current state-of-the-art. In this case, some inefficiency and issues of the respective
practical implementations can allow an attacker to exploit some resulting weaknesses.

3.6.3.1 Faked-States Attack and Detector Efficiency Mismatches (DEMs)

We can see the Faked-States Attack [438, 447, 477, 478] on quantum cryptographic protocols
as a variant of an IR Attack (see section 3.6.1). In this attack, an eavesdropper does not try to
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reconstruct the original quantum states but generates instead light pulses that get detected by
the legitimate parties in a way controlled by itself while not setting off alarms. We know that
an IR Attack which considers single-photons ends mostly by failing if an eavesdropper tries to
regenerate the quantum states as close to the original as possible after detection. However, an
eavesdropper may sometimes fool the legitimate parties when they use imperfections of their
quantum hardware into thinking they are detecting original quantum states, while they are, in
fact, detecting light pulses generated by the eavesdropper. Namely, these light pulses are called
Faked-States, and we call these attacks of Faked-States Attacks, which are specifically designed
to each cryptographic scheme or even a particular sample of quantum hardware equipment.

When this attack is successful, it provides the eavesdropper with complete knowledge
about the secret key. On the other hand, when this attack is partially successful, it gives the
eavesdropper partial insight into the final secret key. We can direct these attacks at PM-QKDs
and EB-QKDs, targeting the optical equipment at the receiver’s endpoint, namely when it uses
both active and passive choice of measurement bases. These attacks mainly point to DEMs
(Detector Efficiency Mismatches) [438, 439, 478–490], taking advantage of inaccuracies at the
Photodetectors used. Several characteristics of the incident light pulses can exploit these
inaccuracies, such as their intensity, phase shift modulation, reflection, polarization, and
frequency. Some Faked-States Attacks may include Backflash [491–493], Time-Shift [439, 464,
480, 481], or Detector Blinding [478, 485, 486, 494–497] Attacks (see Sections 3.6.3.3 to 3.6.3.5).

3.6.3.2 Photon Number Splitting (PNS) Attack

The PNS Attack [435, 436, 447, 464, 498] targets the possible real-world optical implementations
of QKDs that use individual photons as quantum information carriers. For example, the
BB84 Protocol is theoretically perfectly secure when considering laser sources that emit a
single-photon encoding a qubit in four possible polarization degrees of freedom of individual
photons for each round of the protocol. However, it may happen that, in most of the physical
implementations in the current state-of-the-art, the laser source sometimes accidentally emits
two or more photons at once, which then carry the same polarization. More specifically, the
quantum states emitted by this laser source will have the configuration |0⟩⊗𝑛 , |+⟩⊗𝑛 , |1⟩⊗𝑛 , or
|−⟩⊗𝑛 , where 𝑛 is the number of photons emitted in a specific round of the protocol.

First, note that one single-photon carries no information about the choice of the basis
used to prepare it. Indeed, for either the choice of the basis used in the BB84 protocol (i.e.,
ℤ-Basis or 𝕏-Basis), the density operator describing the photon is maximally mixed, namely:

• 1
2
(
|0⟩⟨0|

)
+ 1

2
(
|1⟩⟨1|

)
= 1

2
(
|+⟩⟨+|

)
+ 1

2
(
|−⟩⟨−|

)
= 1

2𝜎𝐼 =
1
2 𝐼 ,

where 𝜎𝐼 = 𝐼 is the Pauli-I operator.

However, it is no longer the case for a pulse of light comprising 𝑛 photons, namely:

• 1
2
(
|0⟩⟨0|

)⊗𝑛 + 1
2
(
|1⟩⟨1|

)⊗𝑛
≠ 1

2
(
|+⟩⟨+|

)⊗𝑛 + 1
2
(
|−⟩⟨−|

)⊗𝑛
≠ 1

2𝜎𝐼
⊗𝑛 = 1

2 𝐼
⊗𝑛 ,

where 𝜎𝐼 = 𝐼 is the Pauli-I operator.
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Therefore, if the laser source accidentally emits more than one photon equally polarized
instead of just one, it reveals information about the basis used by the sender to prepare them,
what should not happen. For this reason, it is not surprising an eavesdropper can exploit
that such 𝑛-photon pulses to attack the protocol. More specifically, the eavesdropper, who
intercepts the quantum communication medium, may split the 𝑛-photon pulse into two
groups, keeping (𝑛 − 1) photons to itself and sending the remaining one to the receiver.
Then, the receiver receives the photons exactly according to the theoretical description of the
protocol without noticing the mentioned interception. Meanwhile, the eavesdropper may
measure the photons captured during the Quantum Transmission stage. In principle, if the
eavesdropper has access to a quantum memory, it could even wait to choose its measurement
choices until the sender and the receiver publicly exchange the bases they used for each
round of the protocol. This imperfection in a real-world practical implementation may totally
compromise the security of the protocol. In the worst case, the eavesdropper can get full
information about the polarizations used to prepare each one of the supposed single-photons.

3.6.3.3 Backflash Attack

Another different type of attack, considering imperfections on the hardware used in real-world
practical implementations, is the Backflash Attack [447, 491–493]. Some photodetectors based
on Avalanche Photodiodes sometimes emit or reflect light (referred to as backflash light) upon
detecting a light pulse. This backflash light can give information to an eavesdropper about the
classical outcomes that the receiver got in several ways. The polarization of the backflash light
can provide an insight into which components at the receiver’s endpoint it has passed through.
This imperfection could tell the eavesdropper which photodetector originated the backflash
light. Alternatively, the time of traveling of the photons of the backflash light after entering
the receiver’s photodetector, or the path-dependent alterations to the profile of the outgoing
backflash light, can also give this information to the eavesdropper. This imperfection could
tell which measurement basis was chosen by the receiver to the eavesdropper. While for some
setups of photodetectors, it could even reveal the classical outcomes got by the receiver.

3.6.3.4 Time-Shift Attack

The Time-Shift Attack [439, 464, 480, 481] exploits the imperfections on the hardware at the
receiver’s endpoint, namely through inaccuracies on the Photodetectors. More specifically, in
order to avoid dark counts2, we commonly install Photodetectors in such a way that they only
count photons that arrive within a small time window around the time we expect a light pulse
to reach the receiver’s endpoint. Usually, the device system at the receiver’s endpoint consists
of more than one Photodetector (e.g., one for each possible polarization). However, the
problem with this approach is that most times, the time windows of the different
Photodetectors used are not perfectly synchronized. This inaccuracy means that there may be
times that the receiver is more sensitive to light pulses regarding one polarization configuration

2The dark count is the registered counts without any incident light pulse on the considered Photodetector.
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than others. Here, the eavesdropper may delay the respective light pulses traveling in the
quantum communication medium. By doing that, the eavesdropper can bias the detected
light pulses towards one or the other polarization and thus gain information about what
measurement choices the receiver made. Despite this information may be partial, it can,
together with the Error Correction Information in the posterior Classical Post-Processing stage
that can be available to an Eavesdropper, be sufficient to infer the final symmetric secret key.

3.6.3.5 Detector Blinding Attack

Another attack that aims towards the receiver’s endpoint is the Detector Blinding Attack
[447, 464, 478, 485, 486, 494–497]. In this attack, the eavesdropper tries to gain control over the
existing Photodetectors by illuminating them with brighter light pulses. In particular, when
we consider a theoretical perfect implementation, the quantum cryptographic protocols use
the encoding of information into the polarization of single-photons. In this case, we usually
should configure the photodetectors in such a way that they can optimally detect light pulses
containing individual single-photons. In particular, they should “click” whenever the incoming
light pulse consists of a photon, and “not click” if the light pulse is empty (i.e., is nothing more
than a vacuum). However, the behavior of such photodetectors may be different in scenarios
where the incoming light pulses contain many photons. For example, when we expose these
photodetectors to bright light pulses with a particular intensity, they may “click”. On the other
hand, they may never “click” for another intensity of light pulses. An eavesdropper may control
immediately the “clicks” of the photodetectors existing at the receiver’s endpoint. Here, the
eavesdropper can send light pulses with appropriately chosen polarizations and intensities to
such photodetectors. In order to exploit this inaccuracy for an attack, an eavesdropper may
mimic the receiver’s actions by intercepting the photons sent from the sender and measuring
them on a randomly chosen basis, as the receiver would do. Basically, the eavesdropper can
send bright light pulses to the photodetectors at the receiver’s endpoint to ensure that the
receiver obtains the same “clicks” of the photodetectors at the receiver’s endpoint as if the
receiver had directly obtained the photons from the sender’s endpoint. This attack works
particularly well for practical implementations that use a passive choice of measurement basis.
For these scenarios, the measurement basis chosen by the receiver is not provided as an input
parameter but by the photodetectors themselves. In this case, an eavesdropper can essentially
remotely control the receiver’s endpoint and thus, get hold of the entire final secret key.

3.6.3.6 Phase-Remapping Attack

In some real-world optical practical implementations of quantum cryptographic protocols
(e.g., plug-and-play [499] and circular systems [500]), the sender does not have a laser source
that emits single-photons. But instead, it encodes information by modulating an incoming
light pulse from the receiver before resending it back to the sender again. Therefore, the
light pulse travels twice in opposite directions through the same optical links, which helps to
reduce possible fluctuations because of birefringence and noise present in the environment
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of the quantum communication medium of that optical link. However, the two-fold use of the
possibly insecure quantum communication medium opens additional opportunities for
attacks that an eavesdropper can exploit. An example of an attack directly aimed at real-world
implementations in the state-of-the-art is the Phase-Remapping Attack [464, 501, 502].

The Phase-Remapping Attack exploits the fact that the modulator used by the sender to
encode information into the light pulses coming from the receiver’s actions on that light pulse
during a particular time interval. In this specific attack, the eavesdropper slightly advances
or delays the light pulses in its direction from the receiver to the sender in a way that no
longer lies entirely within that time interval. The modulation performed by the sender will
then be incomplete, which means that the encoding of the information in the light pulse
differs from what the protocol predicted before the hand. Afterward, the eavesdropper can
exploit the incomplete phase shift modulation of the light pulses returning back from the
sender’s endpoint to the receiver’s endpoint through an IR Attack (see Section 3.6.1).

3.6.3.7 Trojan-Horse Attack (THA) for Discrete-Variables (DVs)

Another possible attack for quantum cryptographic protocols with DVs (Discrete Variables)
is the THAs (Trojan-Horse Attacks) [489, 503–508]. In this attack, the idea is to send a bright
laser light pulse via the optical link into a component at the endpoint of one of the legitimate
parties to extract information about its internal settings. Depending on the hardware they
are using, measuring the reflection of the light pulse can allow the eavesdropper, for instance,
to determine the choices made by the sender and the receiver, to prepare and measure the
photons, respectively. For example, an eavesdropper may consider using large light pulses
of photons to gain information about these choices of bases. This eavesdropper can get this
information by sending a light pulse into the trusted devices via the quantum communication
medium and performing measurements on its back-reflection, analyzing the resulting samples.

Consider the case on which the sender encodes its photon to send through a Phase-Shifter.
Additionally, suppose an eavesdropper can also pass its own light pulse through that phase
modulator and measure the resulting light pulse. Then, it may also get some information
about the quantum state of the sender’s photon. This inaccuracy happens because the phase
modulator on the sender’s endpoint operates for a finite amount of time. In a correct practical
setup, this phase modulator should only be operational for exactly long enough to modulate
the quantum state of the outgoing photon. Therefore, this imperfection may open a time
window in which an eavesdropper can send a light pulse through the phase modulator, to
be modulated similarly to the photon leaving the sender’s endpoint. Here, the information
that the eavesdropper obtains, in this case, can be partial, giving only the basis used by the
sender, or may even directly give the secret bit. Even in the case that the eavesdropper only
obtains the bases used to prepare the photons for each round of the protocol, the security
of the same is still compromised. In particular, the eavesdropper can now always choose the
measurement bases equivalent to the bases used by the sender to prepare the photons. Then,
if the eavesdropper performs an IR Attack (see Section 3.6.1) on that outgoing photon, it can
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gain full information about the symmetric secret key without introducing errors on the same.
Alternatively, an eavesdropper may be able to target these THAs to the Photodetectors at

the receiver’s endpoint. Considering the B92 or SARG04 protocols (see section 3.3.1.2), it is
sufficient for the eavesdropper to know the measurement bases chosen by the receiver to gain
complete information about the secret key. In the BB84 protocol (see section 3.3.1.1), if the
eavesdropper can discover the measurement basis that the receiver will use before the light
pulse arrives at the receiver’s endpoint, it can carry out an undetectable IR Attack by choosing
the same measurement basis as the receiver. Even if the eavesdropper only gains information
about the measurement basis chosen by the receiver after the light pulse is measured, this
vulnerability can help it with a practical PNS Attack since it reduces the need for quantum
memory. Namely, the eavesdropper can measure the photons it receives immediately, rather
than wait after all the Classical Post-Processing stage ends. This vulnerability does not help
too much an eavesdropper who is limited only by the laws of physics, but it could help one
who is using the currently available technology which does not meet the ideal conditions yet.

3.7 Security Notions for Quantum Cryptography

Additionally, there are some security notions we should consider when we are developing a
quantum cryptographic protocol. These notions are more directed toward protocols for the
exchange of keys. However, we can easily extend them to other types of quantum cryptographic
protocols. We will briefly describe the most important ones in the following paragraphs.

3.7.1 Security Definitions

In order to prove the security of a quantum cryptographic protocol designed to exchange keys,
we should always demonstrate some security definitions (see refs. [405, 461, 464, 509, 510]).

3.7.1.1 Soundness

A protocol is sound and 𝜀𝑠 -correct-and-secret if, it is both, 𝜀𝑐𝑜𝑟𝑟 -correct and 𝜀𝑠𝑒𝑐 -secret.

Definition 3.7.1.1.1 (Correctness):
A protocol is correct and 𝜀𝑐𝑜𝑟𝑟 -correct if, 𝑝 (𝐾𝐴 = 𝐾𝐵1 = ... = 𝐾𝐵 (𝑁−1) ) ≥ (1 − 𝜀𝑐𝑜𝑟𝑟 ), where
𝑝 (𝐾𝐴 = 𝐾𝐵1 = ... = 𝐾𝐵 (𝑁−1) ) is the probability for all the keys 𝐾𝐴 , 𝐾𝐵1 , ..., 𝐾𝐵 (𝑁−1) be identical.

Definition 3.7.1.1.2 (Secrecy):
A protocol is secret and 𝜀𝑠𝑒𝑐 -secret if, for an event Ω where the protocol does not abort, is
verified that, 𝑝 (Ω) 1

2 | |𝜌𝐾𝐴𝐸 |Ω −𝜏𝐾𝐴 ⊗ 𝜌𝐸 |Ω | | ≤ 𝜀𝑠𝑒𝑐 , where 𝑝 (Ω) is the probability of Ω, 𝜌𝐾𝐴𝐸 |Ω is
the state shared by Alice and Eve, given Ω, 𝜏𝐾𝐴 = 1

|𝑆 |
∑
𝑠𝑖 ∈𝑆 |𝑠𝑖 ⟩⟨𝑠𝑖 | is the maximally mixed state

over all possible values for key 𝐾𝐴 , and 𝑆 = {0, 1}×ℓ , where ℓ is the length of the key 𝐾𝐴 .

3.7.1.2 Completeness

A protocol is complete and 𝜀𝑐 -complete, if has a honest implementation, i.e., 𝑝 (Ω) ≥ (1 − 𝜀𝑐 ).

107



CHAPTER 3. QUANTUM CRYPTOGRAPHY

3.7.2 Security Model

As a standard which can be adopted to design an acceptable security model, the security of
quantum cryptographic protocols usually relies on the following enumerated assumptions:

1. All quantum devices used by Alice and Bob(s), and quantum communication channel(s)
connecting them, are correctly and completely described by Quantum Mechanics.

2. The classical communication channel(s) that Alice and Bob(s) use to exchange classical
messages are authenticated, i.e., Eve cannot modify those messages or insert new ones.

3. The quantum devices that Alice and Bob(s) use locally to execute the steps of the
quantum cryptographic protocol, such as preparing and measuring quantum physical
systems, should do exactly the same that they are instructed to do a priori.

Other well-known assumptions that we can consider for a security model of a quantum
cryptographic protocol is the i.i.d. (identical and independently distributed) assumption
regarding the attack strategy of Eve or even her access to quantum computational devices.

The description of these security models are available in refs. [405, 443, 460, 498, 511–515].

3.7.3 Collective Attacks

In Collective Attacks, we consider the security model under the previously mentioned i.i.d.
assumption on Eve’s side. This assumption demands that a sequence of i.i.d. maps describe
the quantum communication channel(s) connecting Alice and Bob(s). In physical terms, it
means that Eve’s intercept strategy is such that each signal sent from Alice to Bob(s) is always
modified in the same exact way and independently of the other remaining light pulses.

Basically, Eve performs the same attack for each round of the protocol, by attaching
independent quantum probes to each light pulse or even entangling it to another one she
prepared initially a priori. In this case, we assume Eve has access to a quantum memory,
allowing her to store quantum information from every round on her side. Since she can
keep her quantum probes in a quantum memory, she can perform a global operation on the
quantum information on her side at the end of the execution of the protocol, from which she
can measure those several quantum probes coherently and collectively for her own benefit.

3.7.4 Individual (Incoherent) Attacks

The Individual (Incoherent) Attacks are a more restricted version of Collective Attacks, in a
sense that, Eve has no access to a quantum memory, and she can only store classical data.
In this security model, the best attack strategy for Eve is to perform a measurement on the
quantum information on her side at each round that she gained from each light pulse sent from
Alice to Bob(s) or even entangling it to another one she prepared initially a priori. Oppositely
to Collective Attacks, Eve cannot perform an attack correlated to previous rounds or a global
operation at the end of the protocol. Usually, it is difficult to argue why we should restrict Eve
in that way, and we consider the corresponding security guarantee from this model as weak.
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3.7.5 Coherent Attacks

The Coherent Attacks are another more general version of Collective Attacks, where Eve has
access to a Quantum Computer and a quantum memory of huge capacity capable of storing
quantum information of a physical quantum system of any dimension of Hilbert Space. Here,
Eve can treat the entire quantum transmission as one quantum physical system, which she
can also entangle with a large quantum probe that she can keep in her quantum memory.
For this reason, Eve can apply any quantum operation and obtain arbitrary correlations with
previous and future rounds of the execution of the quantum cryptographic protocol.

3.7.6 Joint Attacks

Finally, the Joint Attacks are the most general attacks to consider against a security model. In
particular, we make no assumptions about Eve’s capabilities in these attacks. More specifically,
we do not impose any limitations on her resources to process and store quantum information.
Additionally, the quantum communication channel connecting the quantum devices of Alice
and Bob(s) can be arbitrary and may even be entirely in control of Eve. Basically, we can say
that Eve is limited only by the laws of Physics and Quantum Mechanics in these attacks.

Since the Joint Attacks are the most general ones and Eve has several degrees of freedom in
her actions, it is extremely difficult and challenging to perform an exhaustive analysis of it and
prove the security properties of any quantum cryptographic protocol against these attacks.

a Individual (Incoherent) Attack. b Collective Attack.

c Coherent Attack. d Joint Attack.

Figure 3.25: Examples of Attacks for Security Models in Quantum Cryptography.
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SEMI-QUANTUM CONFERENCE KEY AGREEMENTS
(SQCKAS)

At this point, we learned how the cryptographic protocols using the properties of Quantum
Mechanics work. We also understood the possible different perspectives and points of view
they offer. In this context, we can highlight the fully-quantum and semi-quantum contexts, by
mention the advantages of the latter one. Or point out the differences between bipartite and
multipartite scenarios, not forgetting the use cases where the second is more suitable.

But here, one important argument we can reason about is: “Can we have the best of those
two worlds?” More specifically, can we design and develop quantum cryptographic protocols
that consider semi-quantum contexts taking into account their inherent advantages, making
them also scalable for multipartite scenarios? These questions will also be of great importance
for the future Quantum Internet, with its use cases and applications. In this chapter, we focus
on answering these questions, which also results in the main work of this Master’s Thesis: “A
Cryptographic Protocol of Key Agreement for Multiple Parties, in Semi-Quantum Contexts”.

4.1 Work Proposal

In this Master Thesis, we propose a protocol that follows the idea of the combination of both
SQKDs and QCKAs as the development of a multiparty QKD for semi-quantum contexts. We
can refer to these protocols as SQCKAs (Semi-Quantum Conference Key Agreements) or even
as MSQKDs (Multiparty Semi-Quantum Key Distributions). To the best of our knowledge,
this proposal differs from others presented in the literature [516–519]. In fact, our protocol is
directed to semi-quantum contexts and uses multipartite entanglements instead of multiple
bipartite QKDs (see Section 3.5 and ref. [405]). On the other hand, our proposal does not
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require a trusted third-party (e.g., a trusted quantum server), as happens in the protocol of ref.
[518]. We give this role directly to one of the parties of the protocol and make all the parties
use a compressible pre-shared key, which also works as an authentication factor to participate
in our protocol. Note that a party needs this pre-shared key to choose the correct operation
together with the other parties in every round of the protocol. Otherwise, it will lead to not
correlated operations, introducing noise during the execution of the protocol. In the end, if an
eavesdropper tries to guess the correct operation for every round of the protocol by chance, it
will eventually denounce its presence. This feature represents an additional security advantage
in the real-world scenario. As a consequence, we do not have to handle the cases of a
third-party being impersonated by a curious agent or even by an eavesdropper (we suggest
the reading of ref. [520] for a more comprehensive discussion about it). This protocol has the
advantage of having lower costs for practical implementation, keeping the accessibility from
SQKDs since we impose that at least only one of the parties needs to have quantum resources
while maintaining the scalability of the usual QCKAs. We designed a prototype of a possible
implementation for this protocol in Python, using mainly IBM’s Qiskit1 library, among others.
Namely, we are implementing our customized Qis|krypt⟩2 library for the simulation of several
protocols of cryptography and communications in the Post-Quantum Era. Regarding our
protocol, we consider some possible attacks presented in our adversary model (see Section 4.3.1)
and their possible security countermeasures (see Sections 4.3.1.1 and 4.3.1.2). Additionally, we
address the implementation of our protocol for Noiseless Scenarios (see Section 4.2), and we
also provide its security analysis and proof even for the Noisy Scenarios (see Section 4.3).

4.1.1 BKMPS22 Protocol

Here, we propose an SQCKA protocol, which we can also refer to as the BKMPS22 protocol3.
Suppose there are 𝑃 parties who want to agree on a common conference key, namely an Alice
and (𝑃 − 1) Bobs denoted as Bob𝑖 , where 1 ≤ 𝑖 ≤ (𝑃 − 1). In our protocol, we only impose
that at least one of the parties needs to be a quantum entity, while the remaining ones are
classical entities. For simplicity, we will assume that Alice is the quantum entity, while all Bob𝑖
are classical ones for the description of our protocol. Additionally, all the parties have an equal
short pre-shared key 𝑃𝑆𝐾 , with size

(
𝑅 · ℎ (𝑝𝑃𝐸 )

)
, where 𝑝𝑃𝐸 is an adjustable parameter given

for the protocol a priori. Since each party has this pre-shared key 𝑃𝑆𝐾 , we can denote them
as

(
𝑃𝑆𝐾 𝐴𝑙𝑖𝑐𝑒 = 𝑃𝑆𝐾 𝐵𝑜𝑏1 = ... = 𝑃𝑆𝐾 𝐵𝑜𝑏 (𝑃−1)

)
. Namely, we need to assume the existence of

this pre-shared key among all the parties to guarantee that all the parties perform the correct
operation, otherwise the key rate does not scale with the number of parties involved. The size
of this pre-shared key, when compared to the expected size of the new common conference key,
which the parties want to agree on, has to be small. As mentioned before, there are standard

1See more information about IBM’s Qiskit open-source library on the link: https://qiskit.org/
2See more information about our Qis|krypt⟩ open-source library on the link: https://qiskrypt.github.io/
3This protocol is code-named with the first capital letter of the last name of the authors and co-authors, in

alphabetic order, and the last two digits of the year of the development of this work proposal. This procedure of
naming protocols is a usual standard in quantum cryptographic protocols. Following this naming procedure, we
have the code-name BKMPS22 (Barreiro-Krawec-Mateus-Paunković-Souto-2022) for our cryptographic protocol.
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techniques to achieve this goal, such as, for 𝑅 rounds, one can choose
√
𝑅 rounds to be used

for the CTRL rounds, costing log2(𝑅 ·
√
𝑅) bits of the pre-shared key to establish (𝑅 −

√
𝑅)

secure sifted bits of that conference key. Another alternative is to use quantum-resilient Hash
Functions, such as SHA-384, or SHA-512, on a small secret shared among the parties a priori
(see Section 3.5.1 for a better comprehension about this requirement). Our protocol could be
configurable with many multipartite entangled states, such as GHZ states, W states, or Cluster
states (see Sections 2.2.4.2 to 2.2.4.4), among others with the respective adjustments. In the
scope of this Master’s Thesis, we will only focus on the protocol variant using GHZ states.
However, we leave open the possibility of a future implementation of other variants of the
protocol with different multipartite entanglements, such as W states and Cluster states.

We demonstrate a high-level illustrative schematic of our protocol in Figure 4.1:

Figure 4.1: Schematic illustration for our SQCKA proposal.

4.1.1.1 BKMPS22 Protocol with GHZ States (BKMPS22-GHZ𝑃 )

The high-level description of the BKMPS22 protocol with GHZ states (BKMPS22-GHZ𝑃 ) is:

1) Quantum Transmission:

i. Preparation of Quantum States:

• Alice prepares a GHZ state |𝐺𝐻𝑍 𝑃 ⟩ with 𝑃 entangled photons, keeping one of
these photons (e.g., the first one) to herself in her private quantum register.

ii. Transmission of Quantum States:

• Alice sends the other (𝑃 − 1) photons to each Bob𝑖 , through the respective
quantum communication medium 𝑞𝑐𝑚𝑖 , until each photon reaches the
associated Bob𝑖 ’s endpoint, and his corresponding private quantum register.
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iii. Measure-and-Resend or Reflect of Quantum States:

• Each Bob𝑖 , according to the pre-shared key 𝑃𝑆𝐾 𝐵𝑜𝑏 𝑖 , will either choose to
measure the incoming photon in the ℤ-Basis and send back to Alice the
measurement outcome encoded as an equivalent quantum state prepared
in the same classical bit found (i.e., |0⟩ or |1⟩) Bob𝑖 (Measure-and-Resend
operation) or to simply reflect the incoming photon back to Alice, letting it
undisturbed (Reflect operation), with the following described purposes:

– The rounds on which Bob𝑖 chooses the Measure-and-Resend operation
which happens with higher frequency

(
i.e., with probability of (1 − 𝑝𝑃𝐸 )

)
,

are denoted as SIFT rounds and are used to establish the secret bits that
will compose the final conference key among all the involved parties.

– The rounds on which Bob𝑖 chooses the Reflect operation happen with
lower frequency (i.e., with probability of𝑝𝑃𝐸 ), are denoted as CTRL rounds
and are used for spotting an eventual eavesdropping attempt from Eve.

iv. Secret Bit Generation or Eavesdropping Checking from Quantum States:

• For the returning photons from Bob𝑖 , according to the pre-shared key𝑃𝑆𝐾 𝐴𝑙𝑖𝑐𝑒 ,
Alice either choose to measure them all individually in the ℤ-Basis (Secret Bit
Generation operation) or to follow an eavesdropping checking strategy chosen
a priori (Eavesdropping Checking operation), with the following purposes:

– The rounds on which Alice chooses the Secret Bit Generation operation are
correlated with the Measure-and-Resend operations from Bob𝑖 . Here, after
Alice measures the photon in her internal private quantum register in the
ℤ-Basis, she expects to obtain the same classical bit as Bob𝑖 got in his side.

– The rounds on which Alice ends up choosing the Eavesdropping Checking
operation, she will follow the strategy agreed a priori, to check if the
returning entangled GHZ state is the same she prepared initially and was
not intercepted by Eve. Basically, the main idea of this strategy is to verify
the fidelity of the quantum state collected be the original GHZ state.

2) Classical Post-Processing:

i. Secret Key Sifting and Parameter Estimation:

• Alice checks a possible eavesdropping attempt from Eve on every CTRL rounds
by computing the individual pairwise QBERs 𝑄𝐶𝑇𝑅𝐿 (𝐴𝑙𝑖𝑐𝑒 ,𝐵𝑜𝑏𝑖 ) and the global
𝑄𝐶𝑇𝑅𝐿 . If some of these QBERs exceeds a predefined threshold

(
𝜀 for

Noiseless Scenarios and (𝜂 + 𝜀) for Noisy Scenarios
)
, Alice notify all Bob𝑖

to retry or abort the protocol. Otherwise, they discard all the CTRL rounds
and continue the protocol. Additionally, Alice also announces the classical
bits she observed from a randomly chosen sample of the SIFT rounds to each
Bob𝑖 , computing the individual pairwise QBERs 𝑄ℤ(𝐴𝑙𝑖𝑐𝑒 ,𝐵𝑜𝑏𝑖 )

, and if some Bob𝑖
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obtains a QBER exceeding a predefined threshold (once again, 𝜀 for Noiseless
Scenarios and𝜂 + 𝜀 for Noisy Scenarios), he notify Alice and all the other Bob𝑗
to retry and abort the protocol, where 𝑗 ≠ 𝑖 and 1 ≤ 𝑗 ≤ (𝑃 − 1). Otherwise,
they should continue the execution of the protocol. After this step, Alice and
each Bob𝑖 will have their sifted keys which may still contain some errors.

ii. Information Reconciliation:

• Alice sends an Error Correction Code (for max𝑖 𝑄ℤ(𝐴𝑙𝑖𝑐𝑒 ,𝐵𝑜𝑏𝑖 )
) to each Bob𝑖 , that

should be applied individually by each Bob𝑖 to its respective sifted key, to
match the Alice’s secret bits and agree on a common error-free reconciled key.

iii. Privacy Amplification:

• Alice and each Bob𝑖 randomly choose a Two-Universal Hash Function to apply
to their reconciled key, to eliminate any remaining leakage of information
during the Transmission of Quantum States or Information Reconciliation
steps, and partial knowledge Eve may have about that reconciled key, resulting
in their final conference key

(
i.e., (𝐶𝐾 𝐴𝑙𝑖𝑐𝑒 = 𝐶𝐾 𝐵𝑜𝑏1 = ... = 𝐶𝐾 𝐵𝑜𝑏 (𝑃−1) )

)
.

4.2 Experimental Methodology

For the simulation of the Quantum Transmission stage, we followed an approach based on
quantum circuits. We developed this simulation in our custom Qis|krypt⟩ library in Python,
using IBM’s Qiskit library, to build the quantum circuits required (see Section 2.2.3). We needed
to develop one different quantum circuit for each type of round (i.e., SIFT and CTRL rounds,
based on the pairs of Measure-and-Resend/Secret Bit Generation and Reflect/Eavesdropping
Checking operations). However, in our protocol, we developed two different strategies for
the Eavesdropping Checking. The first strategy goes on by Alice measuring the returning
undisturbed photons along with her photon on the GHZ-Basis (see Section 2.2.4.2), denoted
as 𝐺𝐻𝑍𝑀𝐸𝐴𝑆 strategy. While the second strategy works by Alice performing the well-known
SWAP Test with those undisturbed photons with another equal GHZ state, prepared a priori,
denoted as 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 strategy. We also note the 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 strategy imposes Alice to have
more quantum resources (i.e., larger quantum registers) compared to the𝐺𝐻𝑍𝑀𝐸𝐴𝑆 strategy.
Namely, Alice must have a quantum register with (2𝑃 + 1) qubits in CTRL rounds since she
needs to create another GHZ state in the earlier strategy to perform the SWAP Test between
that additional GHZ state and the one returning from Bob. On the other hand, Alice only needs
a quantum register with𝑃 qubits for the latter strategy since she simply measures the returning
supposed GHZ state in the GHZ-Basis. Thus, we initially follow the given explanation of these
rounds for the simulation of our protocol for the Noiseless Scenario in the next sub-section.
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4.2.1 Simulation of Noiseless Scenarios

The simulation of our BKMPS22 protocol with GHZ states, for Noiseless Scenarios is given as:

Simulation of Protocol 1 BKMPS22 protocol with GHZ states (Noiseless Scenarios)
Inputs:

(i) The number of parties 𝑃 .

(ii) An eavesdropping checking strategy 𝑆 ∈ {𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 ,𝐺𝐻𝑍𝑀𝐸𝐴𝑆 }.

Setup:
(i) 𝑝𝑖 are the 𝑃 parties of the protocol, with 𝑃 ≥ 2 and 𝑖 = 1, ..., 𝑃 , where 𝑝1 is the sender

and the remaining 𝑝𝑖 are the receivers.

(ii) 𝑞𝑐𝑚𝑘 are quantum communication mediums between 𝑝1 and 𝑝𝑖 , with 𝑘 = 1, ..., (𝑃 − 1)
and 𝑖 = (𝑘 + 1).

(iii) 𝑅 is the number of rounds of the protocol, with 𝑅 ≥ 1.

(iv) 𝑒 is a possible eavesdropper, who can perform attacks on the quantum communication
mediums 𝑞𝑐𝑚𝑘 , during the different 𝑟 rounds. If 𝑒 is NULL, there is no eavesdropper.

(v) 𝑃𝑆𝐾 𝑝𝑖 is the pre-shared key among all 𝑝𝑖 , with 𝑖 = 1, ..., 𝑃 and (𝑃𝑆𝐾 𝑝1 = ... = 𝑃𝑆𝐾 𝑝𝑃 ).

Steps:
a) For each round 𝑟 of the protocol, with 1 ≤ 𝑟 ≤ 𝑅 :

1) According to the chosen Eavesdropping Checking strategy 𝑆 :

(i) If 𝑆 = 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 , 𝑝1 prepares a |𝐺𝐻𝑍 𝑃 ⟩ state and a |𝐺𝐻𝑍 𝑃 ⟩𝑆𝑊 𝐴𝑃 state, in
its respective private quantum registers.

(ii) If 𝑆 = 𝐺𝐻𝑍𝑀𝐸𝐴𝑆 , 𝑝1 prepares a |𝐺𝐻𝑍 𝑃 ⟩ state on its private quantum register.

2) 𝑝1 sends each qubit 𝑞𝑖 of the |𝐺𝐻𝑍 𝑃 ⟩ state to the other 𝑝𝑖 through the respective
quantum communication medium 𝑞𝑐𝑚𝑘 , keeping the first qubit to itself, with
2 ≤ 𝑖 ≤ 𝑃 and 𝑘 = (𝑖 − 1).

3) If 𝑒 ≠ NULL, it can perform some attack on one or more of the forwarding quantum
communication medium 𝑞𝑐𝑚𝑘 , with 𝑘 = 1 ≤ 𝑖 ≤ (𝑃 − 1) (see Section 4.3.1).

4) Each 𝑝𝑖 (with 𝑖 ≥ 2) will perform one of the following operations, according to the
bit 𝑟 of its pre-shared key 𝑃𝑆𝐾 𝑝𝑖 :

(i) If 𝑃𝑆𝐾 𝑝𝑖 ,𝑟 = 0 (SIFT round), 𝑝𝑖 performs the Measure-and-Resend operation:
• 𝑝𝑖 measures the qubit 𝑞𝑖 in the ℤ-Basis.
• 𝑝𝑖 keeps the resulting bit to itself and resend a quantum state equivalent

to that bit (i.e., |0⟩ or |1⟩) to 𝑝1.
(ii) Otherwise, if 𝑃𝑆𝐾 𝑝𝑖 ,𝑟 = 1 (CTRL round), 𝑝𝑖 performs the Reflect operation:

• 𝑝𝑖 simply reflects the qubit 𝑞𝑖 back to 𝑝1.
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Steps (cont.) :
a) For each round 𝑟 of the protocol, with 1 ≤ 𝑟 ≤ 𝑅 (cont.):

5) Each qubit 𝑞𝑖 travels back to 𝑝1 via the quantum communication medium 𝑞𝑐𝑚𝑘 .

6) Again, if 𝑒 ≠ NULL, it can perform an attack on one or more of the reverse quantum
communication medium 𝑞𝑐𝑚𝑘 , with 𝑘 = 1 ≤ 𝑖 ≤ (𝑃 − 1) (see Section 4.3.1).

7) Regarding the type of the round 𝑟 , known from the bit 𝑟 of the pre-shared key
𝑃𝑆𝐾 𝑝𝑖 , 𝑝1 will perform one of the following operations:

(i) If 𝑃𝑆𝐾 𝑝1,𝑟 = 0 (SIFT round), 𝑝𝑖 performs the Secret Bit Generation operation:
• 𝑝1 measures its qubit 𝑞1 jointly with remaining returning qubits 𝑞𝑖 in the
ℤ-Basis, with 2 ≤ 𝑖 ≤ 𝑃 .

• The bit resulting from the measurement of the qubit 𝑞1 made by 𝑝1 is
added to its sifted key.

(ii) Otherwise, if 𝑃𝑆𝐾 𝑝1,𝑟 = 1 (CTRL round), 𝑝𝑖 performs the Eavesdropping
Checking operation:
• 𝑝1 performs the eavesdropping checking strategy 𝑆 to detect an eventual

eavesdropper, estimating QBER𝑄𝐶𝑇𝑅𝐿 (𝑝1 ,𝑝𝑖 )
, with 2 ≤ 𝑖 ≤ 𝑃 :

– If 𝑆 = 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 , 𝑝1 performs the SWAP Test routine (see ref. [521])
between the |𝐺𝐻𝑍 𝑃 ⟩ state and |𝐺𝐻𝑍 𝑃 ⟩𝑆𝑊 𝐴𝑃 state.

– If 𝑆 = 𝐺𝐻𝑍𝑀𝐸𝐴𝑆 , 𝑝1 measures the |𝐺𝐻𝑍 𝑃 ⟩ state in the GHZ-Basis (see
Section 2.2.4.2).

• If 𝑄𝐶𝑇𝑅𝐿 (𝑝1 ,𝑝𝑖 )
≥ 𝜖, 𝑝1 aborts the protocol and notifies the other 𝑝𝑖 (with

2 ≤ 𝑖 ≤ 𝑃 ). Otherwise, 𝑝1 discard these rounds and corresponding bits.

b) After all the rounds of the protocol being completed, 𝑝1 publicly announces to all the
other 𝑝𝑖 (with 2 ≥ 𝑖 ≤ 𝑃 ) a random sample of 𝑝𝑃𝐸 · 𝑅 bits obtained in the SIFT rounds,
on which they should estimate the QBERs 𝑄ℤ(𝑝1 ,𝑝𝑖 )

. If a QBER 𝑄ℤ(𝑝1 ,𝑝𝑖 )
≤ 𝜀, the parties

𝑝1 and 𝑝𝑖 should abort the protocol, notifying all the other 𝑝𝑗 (with 2 ≤ 𝑖 , 𝑗 ≤ 𝑃 ∧ 𝑖 ≠ 𝑗 ).
Otherwise, they discard these rounds and the corresponding bits, keeping the remaining
bits to compose their sifted keys 𝑠𝑘𝑝𝑖 , which may still contain some errors among them.

c) 𝑝1 chooses a random Error Correction Code and announces it to the other 𝑝𝑖 to apply it
to the bits of their sifted keys 𝑠𝑘𝑝𝑖 to agree on a common reconciled key 𝑟𝑘𝑝𝑖 .

d) 𝑝1 chooses a random Two-Universal Hash Function and announces it to the other 𝑝𝑖 to
be applied to the bits of their reconciled keys 𝑟𝑘𝑝𝑖 , extracting the conference key 𝑐𝑘𝑝𝑖 .
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We show the quantum circuit for SIFT rounds, with no eavesdropper, in Figure 4.2:

Z = {|0⟩,|1⟩}
|0⟩
|1⟩

Z = {|0⟩,|1⟩}
|0⟩
|1⟩

Z = {|0⟩,|1⟩}
|0⟩
|1⟩

Z = {|0⟩,|1⟩}

Z = {|0⟩,|1⟩}

|GHZ⟩Alice1 H

Alice will have either
the quantum state |000⟩ or
the quantum state |111⟩,
each with probability 1

2 .
For estimating the QBERs QZ(Alice,Bobi)

,
Alice can measure her first photon
in her private quantum register
and comparing it to the other

measurements results of
the photons returning from Bobi.
In order to generate secret bits
for the sifted key, she simply

adds the resulting bit of
the measurement of her photon in

the Z-Basis in this round of
the protocol to the bits of

her sifted key.

|GHZ⟩Alice2

|GHZ⟩Alice3
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|ϕ⟩Bob1 |0⟩ X
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Figure 4.2: The Quantum Circuit for a SIFT round of the BKMPS22 protocol with GHZ states
for 3 parties (Alice, Bob1 and Bob2) in Noiseless Scenarios. In this case, Alice and Bobs will

extract a common secret bit for their sifted key, or will estimate the QBERs𝑄ℤ(𝐴𝑙𝑖𝑐𝑒 ,𝐵𝑜𝑏𝑖 )
.

In a real-world implementation, the party 𝑝𝑖 , with 2 ≤ 𝑖 ≤ 𝑃 (i.e., Bob𝑖 ), is not required
to have quantum resources. In particular, 𝑝𝑖 only needs a simple measurement device, such
as Photodetectors. However, for a circuit-based simulation of our protocol, 𝑝𝑖 needs to have a
quantum register to measure the incoming qubit 𝑞𝑖 in the ℤ-Basis for the SIFT rounds.

Additionally, note that in the simulation of the SIFT rounds showed in Figure 4.2, right
after 𝑝𝑖 measures the qubit 𝑞𝑖 in the ℤ-Basis, it needs to create the quantum state equivalent
to the classical bit obtained. More specifically, 𝑝𝑖 also applies or not the Pauli-𝑋 gate to the
qubit 𝑞𝑖 created again, based on the classical bit got and kept in the classical register of 𝑝𝑖 .

For the CTRL rounds, following the strategy 𝑆 = 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 , note that 𝑝1 (i.e., Alice) has
two quantum registers installed a priori in its endpoint (i.e., |𝐺𝐻𝑍 ⟩𝑝1 and |𝐺𝐻𝑍 ⟩𝑝1,𝑆𝑊 𝐴𝑃 ) and
creates an equal GHZ state in them (i.e., the |𝐺𝐻𝑍 𝑃 ⟩ state and |𝐺𝐻𝑍 𝑃 ,𝑆𝑊 𝐴𝑃 ⟩ state,
respectively). For the Quantum Transmission, 𝑝1 only sends the qubits of GHZ state in the
quantum register |𝐺𝐻𝑍 ⟩𝑝1 to the other respective 𝑝𝑖 , with 2 ≤ 𝑖 ≤ 𝑃 (i.e., Bob𝑖 ), while keeping
the other GHZ state in the quantum register |𝐺𝐻𝑍 ⟩𝑝1,𝑆𝑊 𝐴𝑃 . When those qubits of the GHZ
state |𝐺𝐻𝑍 𝑃 ⟩ return from the other 𝑝𝑖 to the quantum register |𝐺𝐻𝑍 ⟩𝑝1 , 𝑝1 performs a SWAP
Test between the |𝐺𝐻𝑍 𝑃 ⟩ and |𝐺𝐻𝑍 𝑃 ,𝑆𝑊 𝐴𝑃 ⟩ states. For a better understanding, we show the
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quantum circuit for these rounds with the strategy 𝑆 = 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 in the following Fig. 4.3:
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Figure 4.3: The Quantum Circuit for a SIFT round of the BKMPS22 protocol with GHZ states
for 3 parties (Alice, Bob1 and Bob2) in Noiseless Scenarios, following the 𝑆𝑊 𝐴𝑃𝑇𝐸𝑆𝑇 strategy.
In this case, Alice creates two quantum registers with two equal GHZ states, sending one of
them to Bobs and keeping the other to herself. After the returning of the GHZ state in the

reverse quantum communication medium, Alice can compare it with GHZ state kept in her
private quantum register, to estimate the QBERs𝑄𝐶𝑇𝑅𝐿 (𝐴𝑙𝑖𝑐𝑒 ,𝐵𝑜𝑏𝑖 ) .

On the other hand, for the CTRL rounds, following the strategy 𝑆 = 𝐺𝐻𝑍𝑀𝐸𝐴𝑆 ,𝑝1 (i.e., Alice)
only needs to have a single quantum register installed a priori at its endpoint (i.e., |𝐺𝐻𝑍 ⟩𝑝1 )
and creates a single GHZ state in it (i.e., the |𝐺𝐻𝑍 𝑃 ⟩ state). For a better comprehension, we
show the quantum circuit for this type of rounds with the strategy 𝑆 = 𝐺𝐻𝑍𝑀𝐸𝐴𝑆 in Figure 4.4:
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Figure 4.4: The Quantum Circuit for a CTRL round of the BKMPS22 protocol with GHZ states
for 3 parties (Alice, Bob1 and Bob2) in Noiseless Scenarios, following the𝐺𝐻𝑍𝑀𝐸𝐴𝑆 strategy.

In this case, Alice can perform an unitary transformation of the returning GHZ state to
transform it back in the initial quantum state |000⟩, to estimate the QBERs𝑄𝐶𝑇𝑅𝐿 (𝐴𝑙𝑖𝑐𝑒 ,𝐵𝑜𝑏𝑖 ) .

Here, 𝑝1 sends the qubits of GHZ state in the quantum register |𝐺𝐻𝑍 ⟩𝑝1 to the other
respective 𝑝𝑖 , with 2 ≤ 𝑖 ≤ 𝑃 (i.e., Bob𝑖 ). When those qubits returns from the other respective
𝑝𝑖 to the quantum register |𝐺𝐻𝑍 ⟩𝑝1 , 𝑝1 measures the |𝐺𝐻𝑍 𝑃 ⟩ state in the GHZ-Basis.
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4.3 Security Analysis

In this section, we will demonstrate the Security Analysis performed for our BKMPS22 Protocol,
for which we consider an Adversary Model, and elaborate on the respective Security Proof.

4.3.1 Adversary Model

In this Master Thesis, the IR (Intercept-and-Resend) and the DoS (Denial-of-Service) Attacks
(see Sections 3.6.1 and 3.6.2) will be the only ones considered for the Adversary Model of our
protocol. These two attacks are the ones that are not directly related to imperfections on the
quantum hardware used in these types of quantum cryptographic protocols. For this reason,
the other remaining attacks introduced previously in this document (see Section 3.6) are out
of the scope of the Adversary Model of our protocol and will not be considered in this section.

4.3.1.1 Security Countermeasures for Intercept-and-Resend (IR) Attacks

For the IR (Intercept-and-Resend) Attacks, first note that our protocol uses a random short
pre-shared key not known by the eavesdropper 𝑒 (e.g., Eve). All the parties use this pre-shared
key to determine which operations they will perform in each round of the protocol. Therefore,
the best strategy for 𝑒 to eavesdrop on these rounds is to guess the respective type of operation
at random. Additionally, the qubit 𝑞1 is always kept private locally by 𝑝1 (e.g., Alice), and thus,
is not accessible to 𝑒 . Namely, 𝑒 only knows that 𝑝1 (e.g., Alice) will create a GHZ state, and the
other parties 𝑝𝑖 will jointly perform a ℤ-Basis (Standard Computational Basis) measurement
on their respective qubits 𝑞𝑖 or simply reflect them, on their endpoints, with 2 ≤ 𝑖 ≤ 𝑃 .
Moreover, for the CTRL rounds, the GHZ states prepared by 𝑝1 remain maximally entangled
until the end of the round, when 𝑝1 measures that quantum state on the GHZ-Basis, undoing
that quantum entanglement. Thus, an eavesdropper 𝑒 has only two choices, measuring some
qubit(s) 𝑞𝑖 in the ℤ-Basis or simply letting it (or them) return to 𝑝1. In the end, we have a
total of four possibilities, where we can exclude a priori the cases in which 𝑒 let the qubit(s) 𝑞𝑖
simply pass in the medium, since that it is equivalent to 𝑒 not performing an IR Attack at all.
So, we need to focus only on the cases in which an 𝑒 measures the qubit(s) 𝑞𝑖 in the ℤ-Basis.

For the SIFT rounds, which happen more frequently, if 𝑒 measures some qubit(s) of the
GHZ state with the form |𝐺𝐻𝑍 𝑃 ⟩ = 1√

2

(
|00...0⟩ + |11...1⟩

)
in the ℤ-Basis, it will collapse into

the quantum states |00...0⟩ or |11...1⟩, with equal probability (i.e., 50%), being equivalent to
correlated classical bits. If 𝑒 do that interception in the forward direction of the quantum
communication medium, resending an equivalent quantum state to the respective 𝑝𝑖 , then,
𝑝1 and 𝑝𝑖 will jointly measure the quantum state which was already “observed” and obtain the
same classical bits obtained by 𝑒 , with 2 ≤ 𝑖 ≤ 𝑃 , and thus, 𝑒 can obtain the secret bit of that
round without being noticed. The same happens with 𝑒 doing that interception in the reverse
direction of the quantum communication medium. If 𝑒 intercepts the returning qubit(s) 𝑞𝑖
already measured in the ℤ-Basis by the respective 𝑝𝑖 , it will be able to obtain the same classical
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bit “observed” by all 𝑝𝑖 , with 2 ≤ 𝑖 ≤ 𝑃 . Here, all the parties will not notice 𝑒 since 𝑝1 will also
obtain the same classical bit observed previously by all 𝑝𝑖 in their respective endpoints.

However, considering the CTRL rounds, which happen less frequently, 𝑒 are not able to
always intercept some qubit(s) 𝑞𝑖 without being noticed, with 2 ≤ 𝑖 ≤ 𝑃 . If 𝑒 measures some
qubit(s) 𝑞𝑖 traveling in the forward direction of the quantum communication medium in the
ℤ-Basis, resending an equivalent quantum state (i.e., |00...0⟩ or |11...1⟩) to the respective 𝑝𝑖 ,
then, 𝑝𝑖 will reflect that quantum state back to 𝑝1, which will be measured in the
GHZ-Basis, resulting in the quantum states with the form |𝜓⟩ = 1√

2

(
|00...0⟩ ± |00...1⟩

)
, for the

cases on which 𝑒 obtained the quantum states |0⟩ or |1⟩ for the intercepted qubit, respectively.
In both cases, it allows to 𝑝1 detect the eavesdropping attempt from 𝑒 with 50% of probability
(i.e., where 𝑝1 “observed” the quantum state |11...1⟩, after the GHZ-Basis measurement). If, in
addition, 𝑒 tries to flip some qubit(s) 𝑞𝑖 after measure them, regarding the classical outcome
“observed”, it ends being detected with the same probability, since 𝑝1 always expect to obtain
the quantum state |00...0⟩. And even if 𝑒 tries to replace the qubits 𝑞𝑖 by a maximally entangled
state such as a EPR pair (if 𝑃 = 2) or a GHZ state (if 𝑃 > 2), it ends being detected with a
probability of 75%. Remember that if the protocol has 𝑅 rounds, these probabilities of detect
an interception of 𝑒 are verified for each one of the 𝑝𝑃𝐸 · 𝑅 CTRL rounds, what difficult even
more the chances of 𝑒 be constantly intercepting some qubit(s). This same analysis is also
valid if 𝑒 intercepts and resend some qubit(s) in the reverse direction of the quantum
communication medium, since the quantum state reflected is the same travelling on the
forward direction of that same quantum communication medium between the parties.

Therefore, considering this type of attack, the only cases on which 𝑒 can intercept and
resend some qubit(s) without being noticed is if it correctly guesses that it is a SIFT round,
which happens with probability (1 − 𝑝𝑃𝐸 ), or if it 𝑒 guesses wrongly that it is SIFT round
(i.e., when is actually a CTRL round), what happens with probability 𝑝𝑃𝐸 , and considering
that 𝑝1 obtains the quantum state |00...0⟩, what happens in a further 50% of probability (i.e.,
𝑝𝑃𝐸 × 50%), not noticing that 𝑒 intercepted some qubit(s) in that round. Additionally, we can
see that it is not a good strategy for 𝑒 to try to always guess the type of the current round in
order to perform the IR attack since the CTRL rounds, that represent the only cases where
the parties can detect the presence of 𝑒 , only happens in 𝑝𝑃𝐸 of the time. But we assume
𝑒 does not have any knowledge about the pre-shared key, and consequently, about 𝑝𝑃𝐸 . In
this case, her best strategy is to try to guess at random, considering a probability 𝑃𝐼 𝑅 . In
the end, for each round of the protocol, the total probability of 𝑒 intercepting some qubit(s)
without being noticed is given by

[
(1 − 𝑝𝑃𝐸 ) + 1

2 × 𝑝𝑃𝐸
]

. So, the probability for 𝑒 to be able to
constantly intercept and resend qubit(s) during all the 𝑝𝐼 𝑅 · 𝑅 rounds of the protocol is given

by
[
(1 − 𝑝𝑃𝐸 ) + 1

2 × 𝑝𝑃𝐸
] (𝑝𝐼 𝑅 ·𝑅 ) . If, as usual, we take the probability of the opposite event, the

expression 𝑃𝐷 (𝑅) = 1 −
[
(1 − 𝑝𝑃𝐸 ) + 1

2 × 𝑝𝑃𝐸
] (𝑝𝐼 𝑅 ·𝑅 ) gives us the probability of detecting 𝑒

during the execution of our protocol. Notice that, in some cases, when 𝑝𝑃𝐸 is close to 50%, it
is not a good choice to 𝑒 choose a very high probability 𝑝𝐼 𝑅 . However, we will demonstrate the
analysis for all the cases by fixing several probabilities 𝑝𝐼 𝑅 for 𝑒 and the respective functions
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considering several 0 < 𝑝𝑃𝐸 < 0.5. We show the behavior of these functions in Figure 4.5:

(a) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.1.

(b) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.2.

(c) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.3.

Figure 4.5: Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol.
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(d) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.4.

(e) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.5.

(f) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.6.

Figure 4.5: Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol (cont.).
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(g) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.7.

(h) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.8.

(i) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 0.9.

Figure 4.5: Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol (cont.).
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(j) Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑝𝐼 𝑅 = 1.0.

Figure 4.5: Probability of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol (cont.).

Therefore, if we consider an infinite 𝑅 , we have lim𝑛→+∞ 𝑃𝐷 (𝑅) = 1. Once again, with

only 𝑅 = 20, we have 𝑃𝐷 (20) = 1 −
[
(1 − 𝑝𝑃𝐸 ) + 1

2 × 𝑝𝑃𝐸
] (𝑝𝐼 𝑅 ·20

)
, we wave the probabilities of

detecting the eavesdropper 𝑒 , for the several 𝑝𝐼 𝑅 and 𝑝𝑃𝐸 , demonstrated in Table 4.1:

𝑝𝐼 𝑅 0.1 0.275
𝑝𝑃𝐸 0.05 0.15 0.25 0.35 0.45 0.05 0.15 0.25 0.35 0.45

𝑝𝐷 (20) 0.039 0.134 0.224 0.309 0.389 0.119 0.338 0.51 0.642 0.743
𝑝𝐼 𝑅 0.45 0.625
𝑝𝑃𝐸 0.05 0.15 0.25 0.35 0.45 0.05 0.15 0.25 0.35 0.45

𝑝𝐷 (20) 0.193 0.494 0.689 0.812 0.889 0.261 0.612 0.801 0.899 0.948
𝑝𝐼 𝑅 0.8 0.975
𝑝𝑃𝐸 0.05 0.15 0.25 0.35 0.45 0.05 0.15 0.25 0.35 0.45

𝑝𝐷 (20) 0.323 0.702 0.871 0.943 0.973 0.379 0.771 0.916 0.966 0.983

Table 4.1: Probabilities of Detecting 𝑒 ’s IR (Intercept-and-Resend) Attack
for BKMPS22 Protocol with 𝑅 = 20.

As expected and similar to the standard observed in quantum cryptographic protocols, how
more qubits an eavesdropper “intercepts-and-resend” (for higher 𝑝𝐼 𝑅 values), the more will
be the probability of detecting its presence. Additionally, we can see that if an eavesdropper
tries to perform this attack in more than half of the rounds, if we use a 0.25 ≤ 𝑝𝑃𝐸 ≤ 0.35, the
probability of detecting its presence will be extremely high (above 80%) just for 𝑅 = 20 rounds.

4.3.1.2 Security Countermeasures for Denial-of-Service (DoS) Attacks

Another attack that an eavesdropper can perform is the DoS (Denial-of-Service) Attack during
the execution of our protocol. Here, it pretends not to allow the agreement of the conference
key among all the parties. There are basically two ways that an eavesdropper 𝑒 can achieve
that. The first is by blocking some quantum communication medium(s) 𝑞𝑐𝑚𝑘 between 𝑝1 and
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𝑝𝑖 , with 𝑘 = 1, ..., (𝑃 − 1) and 𝑖 = (𝑘 + 1) (e.g., cutting the corresponding fiber optic cable(s) or
obstructing the corresponding direct line-of-sight paths in free-space optical mediums). The
second is simply by intercepting the qubit(s) propagating in the quantum communication
medium(s) constantly and on purpose, forcing the parties to always abort the protocol. One
solution to this problem is to use other available quantum communication medium(s) once
this attack is detected. In order to handle this attack on large scales correctly is crucial the
implementation of metropolitan Quantum Communication Networks (or the global Quantum
Internet itself), as well as every protocol they involve, such as Quantum Routing [259, 522–528],
Topology Configuration [524, 529–542], and Shortest Path [543] protocols, or even, Quantum
Teleportation, Quantum Entanglement Swapping and Quantum Entanglement Distillation
protocols (see Sections 2.2.5.3 to 2.2.5.5). The major difficulty is how to detect these attempts
of DoS Attacks and how to keep constantly updated information about alternative links.

In fact, we can detect the first case by simply introducing “alarms” into our protocol. Note
that if an eavesdropper 𝑒 blocks some quantum communication medium(s), no qubit(s) will
propagate after the blocking point. In that case, the respective party who should expect to
receive the qubit in some quantum state will always receive that same qubit in a vacuum
state (i.e., |0⟩), independently of the quantum state transmitted before the blocking point.
And knowing this, we can assume that if a party keeps receiving qubits in the vacuum state
in several consecutive rounds, assuming a threshold, probably the quantum communication
medium where those qubits are propagating is blocked, and an “alarm” should be triggered.
In that case, the harmed party should notify the other remaining parties of the situation. Then,
they should abort the protocol immediately and possibly retry it using other available quantum
communication medium for that party. Finally, the blocked quantum communication medium
should be reported as unavailable, and nobody should not use it until being operational again.

4.3.2 Security Proof

For the security proof of our BKMPS22 protocol with GHZ States, we introduce a new notation
for a better understanding. Let 𝜙 (𝑃 , 𝜆, 𝜇) =

��𝑔 𝑃 (𝜆, 𝜇)〉 = 1√
2
|0⟩

�� ®𝜇〉
+ (−1)𝜆√

2
|1⟩

�� ( ®¬𝜇)〉, where

𝑃 ≥ 2, 𝜆 ∈ {0, 1} and 𝜇 ∈ {0, 1}, from which we have ®𝜇 = ®0 =

[
0...0

]𝑇
and ®𝜇 = ®1 =

[
1...1

]𝑇
,

for 𝜇 = 0 and 𝜇 = 1, respectively. Additionally, ¬𝜇 is the bitwise complement of 𝜇, from which
we have ¬𝜇 = 1 and ¬𝜇 = 0, for 𝜇 = 0 and 𝜇 = 1, respectively. In this notation, ®𝜇 corresponds
to a column-vector with (𝑃 − 1) elements, which represents the bits expected to be shared
among the parties regarding the GHZ State. Note this introduced mathematical formulation is
nothing more than the generalized GHZ-Basis on 𝑃 photons. However, if we have 𝑃 = 2, this
mathematical formulation represents the equivalent to an EPR pair (see Section 2.2.4.1) as the
entangled state to be shared among the parties, which possibly corresponds to an instance of a
SQKD (see Section 3.4). For our security proof, we assume that there is Alice, who is a quantum
entity, as well as (𝑃 − 1) Bob(s), who is/are classical entity/entities. As usual, the parties have
a small and random pre-shared secret key Θ, which determines the coordinated operation to
be performed in each round of the protocol. From this pre-shared key, all the parties can pick
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a shared and secret bit ®Θ𝑟 , for a current round 𝑟 of the protocol, where 1 ≤ 𝑟 ≤ 𝑅 . The value
of this secret bit may be biased so that ®Θ𝑟 = 0 is more often than ®Θ𝑟 = 1. If ®Θ𝑟 = 0, Bobs will
measure-and-resend the incoming photons, from which they derive a secret key bit. Otherwise,
when ®Θ𝑟 = 1, they just reflect back the photons to Alice, not “disturbing” its quantum state.
The detailed description of our BKMPS22 Protocol with GHZ States is given in Section 4.1.1.1

In the end, we consider our BKMPS22 protocol with GHZ States a two-way semi-quantum
cryptographic protocol between 𝑃 ≥ 2 parties. Therefore, for simplification, we can denote
our original protocol as BKMPS22-GHZ𝑃 . But now, consider instead the following one-way fully
quantum cryptographic protocol between only 𝑃 ′ = 2 parties, namely a single Alice and a
single Bob4, denoted as OW-QKD-GHZ𝑃 , where 𝑃 ≠ 𝑃 ′ and 𝑃 ≥ 2. In simple terms, we can think
of OW-QKD-GHZ𝑃 protocol as a reduction of the BKMPS22-GHZ𝑃 protocol. Namely, we reduce our
BKMPS22 protocol from multipartite to bipartite scenarios for the same number of 𝑃 photons.

4.3.2.1 Reduction to the One-Way QKD with GHZ States (OW-QKD-GHZ𝑃 ) Protocol

The high-level description of OW-QKD-GHZ𝑃 (One-Way QKD with GHZ States) protocol is:

1) Quantum Transmission:

i. Preparation of Quantum States:

• Bob prepares a GHZ State with (2𝑃 − 1) entangled photons, also defined by
𝜙

(
(2𝑃 − 1), 0, 0

)
=

��𝑔 (2𝑃−1) (0, 0)
〉
= 1√

2

(
|0⟩| ®0⟩ + |1⟩| ®1⟩

)
for each round 𝑟 of

the protocol, where 1 ≤ 𝑟 ≤ 𝑅 . Afterward, he keeps (𝑃 − 1) of these photons
(e.g., the first (𝑃 − 1) one(s)) to himself in his private quantum register.

ii. Transmission of Quantum States:

• Bob sends the other remaining 𝑃 photons to Alice through the single quantum
communication medium 𝑞𝑐𝑚 shared between him and Alice, until all those
photons reach Alice’s endpoint, and her respective private quantum register.

iii. Secret Bit Generation or Eavesdropping Checking from Quantum States:

• Bob and Alice, according to their pre-shared key (𝑃𝑆𝐾 = 𝑃𝑆𝐾 𝐵𝑜𝑏 = 𝑃𝑆𝐾 𝐴𝑙𝑖𝑐𝑒 ),
will either choose to measure the photons in their possession in the ℤ-Basis
(equivalent to the original Measure-and-Resend operation) or not (equivalent
to the original Reflect operation), with the following described purposes:

– The rounds on which Bob and Alice choose the equivalent to the original
Measure-and-Resend operation happen with higher frequency

(
i.e., with

probability of (1 − 𝑝𝑃𝐸 )
)
, are denoted as SIFT rounds and are used to set

up the secret bits that will compose the final secret key between Bob and
Alice. Here, Bob will measure all his (𝑃 −1) photon(s) in the ℤ-Basis, while
Alice will perform the same measurement on the first of her𝑃 photons. For

4In the reduction from the BKMPS22-GHZ𝑃 protocol to the OW-QKD-GHZ𝑃 protocol, the single Bob is also called
“super-Bob”. This “super-Bob” simulates all the Bobs from the original BKMPS22-GHZ𝑃 protocol during the reduction.
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Bob, the results of these measurements in the ℤ-Basis will handle a secret
bit, for each one of the “simulated” Bobs from the original BKMPS22-GHZ𝑃

protocol. In this case, Bob expects to have the same bit outcome for all his
measured (𝑃 −1) photons. On the other hand, Alice has 𝑃 photons, which
in general do not need to have the same outcome bit after being measured.
Obviously, this can happen due to noise in the quantum communication
medium 𝑞𝑐𝑚 or to possible eavesdropping attempts made by Eve.

– The rounds on which Bob and Alice choose the equivalent to the original
Reflect operation happen with lower frequency (i.e., with probability 𝑝𝑃𝐸 ),
are denoted as CTRL rounds and are used to check an eavesdropping
made by Eve. Here, Bob will measure his (𝑃 − 1) photon(s) in the 𝕏-Basis,
while Alice will measure her𝑃 photons in the GHZ-Basis (see Section 2.2.4.2).

2) Classical Post-Processing:

i. Secret Key Sifting and Parameter Estimation:

• Bob checks a possible eavesdropping attempt from Eve on every CTRL rounds,
on which he aborts the execution of the protocol if just one of the outcomes
from his measurements in the 𝕏-Basis produces the quantum state |−⟩. Note
that, though the probability of aborting is high, it is strictly less than 100%.
Then, Alice and Bob discard the CTRL rounds since they will not use them to
compose the secret key. Next, Bob selects a random sample of SIFT rounds
and publicly announces them to Alice. Afterward, Alice checks which of her
photons is the most correlated with all of (𝑃 − 1) Bob’s photons. For the most
correlated pairs of photons regarding each round, Alice computes the global
QBER 𝑄ℤ and if this QBER exceeds a predefined threshold (𝜖 for Noiseless
Scenarios and 𝜂 + 𝜖 for Noisy Scenarios), Alice should notify Bob to abort
or retry the protocol. Otherwise, they discard the rounds of this sample and
should continue the execution of the protocol. After this step, Bob and Alice
will have their sifted keys which may still contain some bits with errors.

ii. Information Reconciliation:

• Bob sends an Error Correction Code to Alice, which should be applied locally
by Alice to the secret bits that compose her respective distilled sifted key, to
match the Bob’s secret bits and agree on a common error-free reconciled key.

iii. Privacy Amplification:

• Bob and Alice randomly choose a Two-Universal Hash Function to apply
to their reconciled key, to eliminate any remaining leakage of information
during the Transmission of Quantum States or Information Reconciliation
steps, and partial knowledge Eve may have about that reconciled key, finally
resulting in their final common symmetric secret key

(
i.e., (𝑠𝑘𝐵𝑜𝑏 = 𝑠𝑘𝐴𝑙𝑖𝑐𝑒 )

)
.
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The simulation of the OW QKD protocol with GHZ States is given as follows:

Simulation of Protocol 2 One-Way QKD protocol with GHZ States
Inputs:

(i) The number 𝑃 ≥ 2 of qubits of the GHZ State for each round in the BKMPS22 Protocol.

Setup:
(i) 𝑝1 and 𝑝2 are the parties of the protocol, where 𝑝1 is the sender and 𝑝2 is the receiver.

(ii) 𝑞𝑐𝑚 is the quantum communication medium between 𝑝1 and 𝑝2.

(iii) 𝑅 is the number of rounds of the protocol, with 𝑅 ≥ 1.

(iv) 𝑒 is a possible eavesdropper, who can perform attacks on the quantum communication
medium 𝑞𝑐𝑚, during the different 𝑟 rounds. If 𝑒 is NULL, there is no eavesdropper.

(v) 𝑃𝑆𝐾 𝑝𝑖 is the pre-shared key among 𝑝𝑖 , with 𝑖 = 1, 2 and 𝑃𝑆𝐾 𝑝1 = 𝑃𝑆𝐾 𝑝2 .

Steps:
a) For each round 𝑟 of the protocol, with 1 ≤ 𝑟 ≤ 𝑅 :

1) 𝑝1 prepares a |𝐺𝐻𝑍 (2𝑃−1)⟩ state on its private quantum register.

2) 𝑝1 sends (𝑃 − 1) qubit(s) of the |𝐺𝐻𝑍 (2𝑃−1)⟩ state to 𝑝2, through the respective
quantum communication medium 𝑞𝑐𝑚, keeping the other 𝑃 qubits to itself.

3) If 𝑒 ≠ NULL, it can perform an attack on the quantum communication medium
𝑞𝑐𝑚 (see Section 4.3.1).

4) 𝑝2 will perform one of the following enumerated operations, according to the bit 𝑟
of its pre-shared key 𝑃𝑆𝐾 𝑝2 :

(i) If 𝑃𝑆𝐾 𝑝2,𝑟 = 0 (SIFT round), 𝑝2 performs the operation equivalent to the
Measure-and-Resend operation:
• 𝑝2 measures the first of its 𝑃 qubits in the ℤ-Basis.
• 𝑝2 keeps the remaining (𝑃 − 1) qubit(s) in its private quantum register.

(ii) Otherwise, if 𝑃𝑆𝐾 𝑝2,𝑟 = 1 (CTRL round), 𝑝2 performs operation equivalent to
the Reflect operation:
• 𝑝2 measures its 𝑃 qubits in the GHZ-Basis (see Section 2.2.4.2).

5) Similarly, regarding the type of the round 𝑟 , known from the bit 𝑟 of the pre-shared
key 𝑃𝑆𝐾 𝑝1 , the party 𝑝1 will perform one of the following enumerated operations:

(i) If𝑃𝑆𝐾 𝑝1,𝑟 = 0 (SIFT round),𝑝1 performs the operation equivalent to the Secret
Bit Generation operation:
• 𝑝1 measures all its (𝑃 − 1) qubit(s) in the ℤ-Basis.
• The most correlated bits resulting from the measurement of these qubits

are added to its sifted key.
(ii) Otherwise, if 𝑃𝑆𝐾 𝑝1,𝑟 = 1 (CTRL round), 𝑝1 performs the operation equivalent

to the Eavesdropping Checking operation:
• 𝑝1 measures its (𝑃 − 1) qubit(s) in the 𝕏-Basis.
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Steps (cont.) :
b) After all the rounds of the protocol be completed, 𝑝1 checks a possible eavesdropping

attempt from 𝑒 on the CTRL rounds and its respective measurements in the 𝕏-Basis. If
𝑝1 founds an outcome obtained from a quantum state |+⟩, it aborts the protocol and
communicate it to𝑝2. Then,𝑝1 and𝑝2 publicly announce to each other a random sample
of the bits obtained in the SIFT rounds, on which they should estimate the QBER𝑄ℤ. If
the QBER 𝑄ℤ ≤ (𝜂 + 𝜀), the party 𝑝1 and 𝑝2 should abort the protocol. Otherwise, they
discard these rounds and the corresponding bits, keeping the remaining bits to compose
their sifted keys 𝑠𝑘𝑝1 and 𝑠𝑘𝑝2 , which may still contain some errors among them.

c) 𝑝1 choose a random Error Correction Code and announce it to 𝑝2 to apply it to the bits
of their sifted keys 𝑠𝑘𝑝2 to agree on a common reconciled key 𝑟𝑘𝑝𝑖 , where 𝑖 = 1, 2.

d) 𝑝1 choose a random Two-Universal Hash Function and announce it to 𝑝2 to be applied
to the bits of their reconciled keys 𝑟𝑘𝑝𝑖 , extracting the final secret key 𝑘𝑝𝑖 , where 𝑖 = 1, 2.

Namely,𝜂 represents the amount of noise present in the quantum communication medium.
Similarly, 𝜀 represents the amount of noise introduced by possible eavesdropping attempts.
This parameter is the additional noise we consider acceptable for successful key exchange
without compromising the key. Additionally, note that, for Noiseless Scenarios, we have 𝜂 = 0.

From the specification of the OW-QKD-GHZ𝑃 protocol, we now claim that BKMPS22-GHZ𝑃 and
the OW-QKD-GHZ𝑃 protocols are equivalent in terms of security. Namely, for any attack on the
BKMPS22-GHZ𝑃 protocol, there is an attack against the OW-QKD-GHZ𝑃 protocol, such that Alice,
Bobs, and Eve cannot distinguish between these two protocols assuming, of course, that the
latter does not abort. Therefore, if we prove the security of the OW-QKD-GHZ𝑃 protocol, we will
also achieve the security proof of our original BKMPS22-GHZ𝑃 protocol since there can only be
more attacks against the OW-QKD-GHZ𝑃 protocol as we show. Note that proving the security
of the OW-QKD-GHZ𝑃 protocol involves determining the entropy of Alice’s quantum physical
system conditioned on Eve’s knowledge about it, assuming that the protocol does not abort.

Security Proof against Collective Attacks

Before we demonstrate the complete proof of mentioned claim regarding the reduction of our
BKMPS22-GHZ𝑃 protocol, we show some intuition for the simple case with 𝑅 = 1 round. In
other words, this case corresponds to having just one signal pulse during the protocol, which
results in a valid security proof for the already mentioned Collective Attacks (see Section 3.7.3).
Here, Alice prepares a GHZ state with 𝑃 entangled photons denoted by the quantum state
𝜙 (0, 0) =

��𝑔 𝑃 (0, 0)
〉
= 1√

2

(
|0⟩𝐴

�� ®0〉
𝑇
+ |1⟩𝐴

�� ®1〉
𝑇

)5= 1√
2

(
|0⟩𝐴 |0 . . . 0⟩𝑇 + |1⟩𝐴 |1 . . . 1⟩𝑇

)
, where 𝐴

is the Alice’s quantum register and 𝑇 denotes the quantum register representing the photons
in transit between the parties

(
i.e., Alice and Bob(s)

)
. Namely, we assume the photon(s), in

the quantum register 𝑇 , is/are sent to Bob(s), but Eve will attack it/them by performing some

5Here, for the sake of simplicity of notation during the proofs, we use interchangeability of vector notation (®𝑢)
to represent a quantum physical system of more than one photon/qubit.
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unitary operation𝑈 evolving the quantum state 𝜙 (0, 0) to the following enumerated one:

𝑈
(
𝜙 (0, 0)

)
=

1
√

2

(
|0⟩𝐴 ⊗

∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |0) | ®𝑏⟩𝑇 |𝐸 (0,®𝑏)⟩𝐸+

+ |1⟩𝐴 ⊗
∑︁

®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |1) | ®𝑏⟩𝑇 |𝐸 (1,®𝑏)⟩𝐸 ) , where 𝑃 ≥ 2.

(4.3.2.1.1)

In this case, we make no assumptions on the quantum states |𝐸 (𝑎,®𝑏)⟩𝐸 which are part of
Eve’s private ancilla quantum register 𝐸 . Each Bob will obtain one photon from the quantum
register 𝑇 during the Quantum Transmission step. However, it changes nothing at this stage,
if we look at them as one single party. This “super-Bob” chooses the operation according to
the bit of the pre-shared key ®Θ𝑟 = ¬𝑃𝑆𝐾 𝑟 corresponding to the round 𝑟 of the protocol, where
1 ≤ 𝑟 ≤ 𝑅 . Namely, if ®Θ𝑟 = 1, “super-Bob” measures each quantum register 𝑇 , which is
equivalent to each Bob separately measuring his respective photon in the quantum register 𝑇
in the original protocol. Otherwise, Bob reflects back the photons in quantum register 𝑇 . We
may equivalently represent this as “super-Bob” performing a CNOT gate. Each photon of the
quantum register 𝑇 controls this CNOT gate, which has as the target a new ancilla quantum
register initialized as |0 . . . 0⟩𝐵 . This ancilla quantum register 𝐵 has one photon for each Bob
of the original protocol. Later, “super-Bob” measuring the photons in the ancilla quantum
register in the ℤ-Basis, it will be equivalent to Bobs measuring the photons in the quantum
register 𝑇 . Thus, we can model this physical system as the following pure quantum state:

1
√

2

(
|0⟩𝐴 ⊗

∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |0) | ®𝑏⟩𝑇 �� (®𝑏 ∧ ®Θ𝑟 )〉𝐵 |𝐸 (0,®𝑏)⟩𝐸+

+ |1⟩𝐴 ⊗
∑︁

®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |1) | ®𝑏⟩𝑇 �� (®𝑏 ∧ ®Θ𝑟 )〉𝐵 |𝐸 (1,®𝑏)⟩𝐸

)
, where 𝑃 ≥ 2.

(4.3.2.1.2)

Here,
(®𝑏 ∧ ®Θ𝑟 ) means the binary classical logic conjunction (i.e., the AND operation) of

each bit of the vector ®𝑏 with the bit ®Θ𝑟 , namely
(®𝑏 ∧ ®Θ𝑟 ) = (®𝑏1∧ ®Θ𝑟

)
,
(®𝑏2∧ ®Θ𝑟

)
, ...,

(®𝑏 (𝑃−1) ∧ ®Θ𝑟
)
.

Now, Eve can also attack the returning signal pulses from Bobs, still corresponding to the
quantum register 𝑇 . However, this attack also depends on the quantum state of her private
ancilla quantum register 𝐸 initialized during the first attack. In this case, we assume Alice did
not prepare the initial quantum state and send (𝑃 − 1) photons of that quantum state to Bob.
Instead, we can claim that “super-Bob” could have prepared the following quantum state:

1
√

2

( ∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |0) ��0, ®𝑏〉

𝑇

�� (®𝑏 ∧ ®Θ𝑟 )〉 +∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |1) ��1, ®𝑏〉

𝑇

�� (®𝑏 ∧ ®Θ𝑟 )〉 )
. (4.3.2.1.3)

Next, “super-Bob” sends to Alice the photons of the quantum register𝑇 , which now consists
of 𝑃 photons. In this previous quantum state, we assume Eve has control only of the classical
probability values 𝑝

(®𝑏 |𝑎 )
, which are related to the quantum state itself. However, note that

Eve did not entangle this quantum state with her quantum physical system at this point.
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Then, Eve intercepts the photons of the quantum register 𝑇 and attacks the protocol
using the unitary operator

(
𝐼𝑇0 ⊗ 𝑈𝑅

)
· 𝑉 , where the unitary operator 𝑉 is defined by the

action𝑉 |𝑎, ®𝑏⟩ = |𝑎, ®𝑏⟩𝑇 |𝐸 (𝑎,®𝑏)⟩. Note that 𝑇0 is the left-most photon in the quantum register
𝑇 , namely Alice’s quantum physical system. In this attack, Eve resends all the 𝑃 photons to
Alice. As obvious, it is clear that the resulting quantum state is identical to the previous one. Of
course, Eve does not need to attack this one-way protocol using the previous unitary operator
𝑉 . But for any attack on a real SQCKA protocol, an equivalent attack exists for this protocol.
Thus, if we can prove the security of this protocol, we can also prove the security of the SQCKA
protocol since it will include any of these attacks. In general, Eve may attack all 𝑃 photons
using a general unitary operator𝑈 ′, which may not consist of the above𝑉 unitary operator.
In fact, this unitary operation𝑈 ′ evolves the quantum state to the following quantum state:

𝑈 ′
(
𝜙 (𝑎, ®𝑏)

)
=𝑈 ′

��𝑎, ®𝑏〉
=

=
1
√

2
©­«

∑︁
𝑎 ∈{0,1}

∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |𝑎 ) ��(®𝑏 ∧ ®Θ𝑟 )〉𝐵 ∑︁

®𝑐 ∈{0,1}𝑃
| ®𝑐⟩𝐴 |𝐹 ®𝑐(𝑎,®𝑏)⟩𝐸

ª®¬ .
(4.3.2.1.4)

Note that to derive this formulation, we simply used the abstract mathematical definition
𝑈 ′

��𝑎, ®𝑏〉
=

∑
®𝑐 ∈{0,1}𝑃 | ®𝑐 , 𝐹 𝑐(𝑎,®𝑏)⟩ after which the 𝑃 photons in the quantum physical system | ®𝑐⟩

are sent to Alice. However, this one-way quantum cryptographic protocol depends on the
bit ®Θ𝑟 being chosen before Bob prepares the quantum state. This protocol behaves differently
from the OW-QKD-GHZ𝑃 protocol, where Bob can choose the bit ®Θ𝑟 after preparing the quantum
state. This detail is important since we actually want to prove the security of the one-way case
in the event of Eve preparing the quantum state. Clearly, if Eve attacks the protocol by also
preparing the quantum system, it cannot depend on the secret bit ®Θ𝑟 and its use must come
up after the legitimate parties, namely Alice and “super-Bob”, receive the quantum system.

Thus, we have one more reduction of the above “half-way” one-way QKD protocol to the
OW-QKD-GHZ𝑃 protocol. Now, consider Bob prepares the quantum state𝜙 (0, 0) =

��𝑔 (2𝑃−1) (0, 0)
〉

and sends 𝑃 photons of that quantum state to Alice, keeping (𝑃 − 1) photons private. Here,
this quantum state does not depend on the bit ®Θ𝑟 . In particular, Eve attacks the protocol using
the unitary operation𝑈 ′, which evolves the quantum state to the following enumerated one:

𝑈 ′
(
𝜙

(
𝑎, ®𝑏

) )
=𝑈 ′

��𝑎, ®𝑏〉
=

=
1
√

2
©­«

∑︁
𝑎 ∈{0,1}

∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 |𝑎 ) ��®𝑏〉

𝐵

∑︁
®𝑐 ∈{0,1}𝑃

| ®𝑐⟩𝐴 |𝐹 ®𝑐𝑎,®𝑏 ⟩𝐸
ª®¬ .

(4.3.2.1.5)

Then, “super-Bob” picks the action of Measure-and-Resend or Reflect, denoted by ®Θ𝑟 ,
which corresponds to all Bobs performing the same action in our original protocol. Obviously,
if ®Θ𝑟 = 1, the parties will use the current round of the protocol to generate a secret bit. In this
case, the Equation (4.3.2.1.4) ends up being equal to Equation (4.3.2.1.5). If ®Θ𝑟 = 0, Bob will
measure the photons of his quantum register in the 𝕏-Basis, from which we can rewrite the
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previous Equation (4.3.2.1.5) with an unitary operator𝑈 ′′ as we demonstrate bellow:

𝑈 ′′
(
𝑈 ′

(
𝜙

(
𝑎, ®𝑏

) ) )
=𝑈 ′′

(
𝑈 ′

��𝑎, ®𝑏〉)
=

=
1

√
2(𝑃−1)

|®+⟩𝐵 ⊗
©­«

∑︁
𝑎 ∈{0,1}

∑︁
®𝑏 ∈{0,1} (𝑃−1)

√︃
𝑝
(®𝑏 | ®𝑎 )∑︁
®𝑐 ∈{0,1}𝑃

| ®𝑐 , 𝐹 ®𝑐
( ®𝑎,®𝑏)
⟩ª®¬+

+
∑︁
®𝑥≠®+
| ®𝑥⟩𝐵 ⊗ |𝜓®𝑥 ⟩𝐴𝐸 , where 𝑃 ≥ 2.

(4.3.2.1.6)

If “super-Bob” measures and observes all the individual superposed quantum states |+⟩’s
from the general quantum state |®+⟩𝐵 in his private quantum register, this general quantum
state will collapse exactly to the one which is expressed in Equation (4.3.2.1.4). Otherwise, if he
observes anything else, the OW-QKD-GHZ𝑃 protocol aborts. As obvious, the probability for
“super-Bob” does not abort this protocol is only 1

2(𝑃−1) . However, we are only interested to
prove that OW-QKD-GHZ𝑃 protocol is secure and not bound the key rate. Thus, we will not argue
if the OW-QKD-GHZ𝑃 protocol is efficient, which it most certainly is not. However, if we can
prove the security of the OW-QKD-GHZ𝑃 protocol, then the security of the “middle” one-way
protocol also holds. Here, we can make such a claim since we can translate any attack against
that protocol to an attack on the OW-QKD-GHZ𝑃 protocol. Therefore, this mathematical
deduction automatically also implies the security of our original BKMPS22-GHZ𝑃 protocol.

Then, we show this assumption holds for any number 𝑅 of rounds of the protocol and
respective light pulses. First, we demonstrate the reduction to the “middle-ground” one-way
protocol, where the preparation of the quantum state of “super-Bob” depends on knowing ®Θ𝑟 .

In our BKMPS22-GHZ𝑃 protocol, Alice prepares the quantum state modeled as follows:

𝜙 (0, 0) =
��𝑔 𝑃 (0, 0)

〉⊗𝑅
=

1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

�� 𝑃︷   ︸︸   ︷
𝑎1 . . . 𝑎1

〉�� 𝑃︷   ︸︸   ︷
𝑎2 . . . 𝑎2

〉
. . .

�� 𝑃︷    ︸︸    ︷
𝑎𝑅 . . . 𝑎𝑅

〉
,

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.7)

Then, by permuting sub-spaces of the resulting quantum state, we may also rewrite it as:

|𝜓0⟩ =
1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

|𝑎1𝑎2 . . . 𝑎𝑅 ⟩𝐴 |
(𝑃−1)︷   ︸︸   ︷

𝑎1 . . . 𝑎1⟩𝑇1 |
(𝑃−1)︷   ︸︸   ︷

𝑎2 . . . 𝑎2⟩𝑇2 . . .
�� (𝑃−1)︷    ︸︸    ︷
𝑎𝑅 . . . 𝑎𝑅

〉
𝑇𝑅

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.8)

Next, Eve will first attack this collection of quantum registers 𝑇 = 𝑇1𝑇2 . . .𝑇𝑅 . Then, she
sends the resulting quantum state to “super-Bob”, which we can define as shown following:

1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

| ®𝑎⟩𝐴 ⊗
∑︁

®𝑏 ∈{0,1} (𝑃−1) ·𝑅

√︃
𝑝
(®𝑏 | ®𝑎 )

| ®𝑏1⟩𝑇1 | ®𝑏2⟩𝑇2 . . . | ®𝑏𝑅 ⟩𝑇𝑅 |𝐸 ( ®𝑎,®𝑏)⟩

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.9)

Here, for simplicity of the equation, we have | ®𝑎⟩ = |𝑎1𝑎2 . . . 𝑎𝑅 ⟩, which corresponds to the
photons of all rounds held by Alice. The same idea also applies to the 𝑇 quantum registers

held by all Bobs for all rounds of the protocol, i.e., | ®𝑏𝑟 ⟩ = | ®𝑏1
𝑟
®𝑏2
𝑟 . . .

®
𝑏
(𝑃−1)
𝑟 ⟩𝑇𝑟 , with 1 ≤ 𝑟 ≤ 𝑅 .
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At this point, all Bobs choose the binary pre-shared key ®Θ ∈ {0, 1}𝑅 . Then, if ®Θ𝑟 = 1, they
will measure-and-resend the quantum register 𝑇𝑟 for the current round, where 1 ≤ 𝑟 ≤ 𝑅 .
Otherwise, all Bobs reflect this individual quantum register 𝑇𝑟 . As before, we simulate this
behavior by using CNOT gates, therefore evolving the quantum state into the following one:

|𝜓1⟩ =
1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

�� ®𝑎〉
𝐴

∑︁
®𝑏 ∈{0,1} (𝑃−1) ·𝑅

√︃
𝑝
(®𝑏 | ®𝑎 ) �� ®𝑏1

〉
𝑇1

�� ®𝑏2
〉
𝑇2
. . .

�� ®𝑏𝑅 〉𝑇𝑅�� ( ®𝑏1 ∧ ®Θ1
)〉
𝐵

�� ( ®𝑏2 ∧ ®Θ2
)〉
𝐵
. . .

. . .
�� ( ®𝑏𝑅 ∧ ®Θ𝑟 )〉𝐵 |𝐸 ( ®𝑎,®𝑏)⟩

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.10)

In this previous equation, we mean
( ®𝑏𝑟 ∧ ®Θ𝑟 ) = ( ®𝑏1

𝑟 ∧ ®Θ𝑟
)
,
( ®𝑏2
𝑟 ∧ ®Θ𝑟

)
, . . . ,

( ®
𝑏
(𝑃−1)
𝑟 ∧ ®Θ𝑟

)
.

Afterward, the quantum register𝑇 will return to Eve, who is free to attack all the light pulses
again using a unitary operator𝑈𝑅 . This unitary operator acts on all the 𝑅 quantum registers𝑇
and Eve’s private ancilla quantum register 𝐸 from the first attack. Then, after Eve attach this
seconds probe, the quantum registers 𝑇 return to Alice. Let |𝜓2⟩ = 𝐼𝐴 ⊗ 𝐼𝐵 ⊗𝑈𝑅 |𝜓1⟩ denote
the final joint quantum state before Alice perform the respective measurements on her side.

Now, we demonstrate that there is an attack against the “middle-ground” one-way protocol,
which also produces the same joint quantum state |𝜓2⟩. For this different protocol variant,
Bob chooses randomly the pre-shared key ®Θ and prepares the following quantum state:

|𝛿1⟩ =
1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

| ®𝑎⟩
∑︁

®𝑏 ∈{0,1} (𝑃−1) ·𝑅

√︃
𝑝
(®𝑏 | ®𝑎 ) �� ®𝑏1

〉
𝑇1

�� ®𝑏2
〉
𝑇2
. . .

�� ®𝑏𝑅 〉𝑇𝑅�� ( ®𝑏1 ∧ ®Θ1
)〉
𝐵

�� ( ®𝑏2 ∧ ®Θ2
)〉
𝐵
. . .

. . .
�� ( ®𝑏𝑅 ∧ ®Θ𝑟 )〉𝐵

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.11)

In this case, 𝑝
(®𝑏, ®𝑎 )

is a classical probability distribution chosen by Eve, who has some
partial control over Bobs’ devices. However, note this previous quantum state is not entangled
with Eve’s private ancilla quantum register. In particular, the quantum register𝑇 is sent to Alice
but intercepted by Eve, who may attack the protocol using the unitary operator (𝐼𝐴 ⊗𝑈𝑅 ) ·𝑅𝑤 ,
where 𝑅𝑤

�� ®𝑎, ®𝑏〉
=

�� ®𝑎, ®𝑏, 𝐸 ( ®𝑎,®𝑏) 〉. Clearly, this represents a unitary operation, and the resulting
quantum state is identical to the quantum state |𝜓2⟩ from the real BKMPS22-GHZ𝑃 protocol.

Finally, we demonstrate that for every attack on the “middle-ground” one-way protocol,
there is an equivalent attack on OW-QKD-GHZ𝑃 . For now, consider the “middle-ground”
protocol. After Bob prepares the physical quantum system described above, Eve may attack
using a general unitary operator𝑈 . This unitary operator acts on the entire quantum register𝑇 ,
including the quantum register 𝑇0 traveling to Alice. This unitary operation 𝑈 may or not
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be of the form consisting of 𝑅𝑤 . After this attack, the quantum state becomes the following:

|𝜎1⟩ =
1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

∑︁
®𝑏 ∈{0,1}𝑅 · (𝑃−1)

√︃
𝑝
(®𝑏 | ®𝑎 ) ��( ®𝑏1 ∧ ®Θ1

)〉
𝐵

�� ( ®𝑏2 ∧ ®Θ2
)〉
𝐵
. . .

. . .
�� ( ®𝑏𝑅 ∧ ®Θ𝑟 )〉𝐵 ∑︁

®𝑐 ∈{0,1} (𝑃−1) ·𝑅

| ®𝑐 , 𝑒 ®𝑐
( ®𝑎,®𝑏)
⟩

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.12)

Here, ®𝑏𝑟 are binary strings of length (𝑃 −1) and ®𝑐 is a binary string of length (𝑃 −1) ·𝑅 . We
also use the abstract action of the unitary operator𝑈 to be𝑈 | ®𝑎, ®𝑏⟩ = ∑

®𝑐 ∈{0,1} (𝑃−1) ·𝑅 | ®𝑐 , 𝑒 ®𝑐
( ®𝑎,®𝑏)
⟩.

Note that these quantum states | ®𝑐 , 𝑒 ®𝑐
( ®𝑎,®𝑏)
⟩ are not necessarily normalized or orthogonal. In the

BKMPS22-GHZ𝑃 protocol, the resulting quantum state would have been the following one:

|𝜏1⟩ =
1
√

2𝑅

∑︁
®𝑎 ∈{0,1}𝑅

∑︁
®𝑏 ∈{0,1}𝑅 · (𝑃−1)

√︃
𝑝
(®𝑏 | ®𝑎 ) �� ®𝑏1

〉
𝐵

�� ®𝑏2
〉
𝐵
. . .

�� ®𝑏𝑅 〉𝐵 ∑︁
®𝑐 ∈{0,1} (𝑃−1) ·𝑅

| ®𝑐 , 𝑒 ®𝑐
( ®𝑎,®𝑏)
⟩,

where 𝑃 ≥ 2 and 𝑅 ≥ 1.

(4.3.2.1.13)

This quantum state is independent of the secret bits ®Θ𝑟 , where 1 ≤ 𝑟 ≤ 𝑅 . We claim that,
if Bob measures each of his (𝑃 − 1) photon(s) in the 𝑟 𝑡ℎ quantum register for all ®Θ𝑟 = 0 in the
𝕏-Basis and conditioned on him receiving the quantum state |®+⟩, the post measured quantum
state will be of the form |𝜙1⟩. Otherwise, if Bob receives a quantum state different from |®+⟩,
he aborts the protocol. This observation is clear since by permuting the quantum systems, so
that ®Θ =

[
0, 0, . . . , 0, 1, 1, . . . , 1

]
, with 𝑘 bits ®Θ𝑟 equal to 0 on the left side and the remaining

(𝑅 − 𝑘 ) ones equal to 1 on the right side, we end up having the following quantum state:

|𝜎1⟩ �

𝑘 quantum register(s)︷              ︸︸              ︷
|®0⟩𝐵 |®0⟩𝐵 . . . |®0⟩𝐵

∑︁
®𝑏 ∈{0,1} (𝑅−𝑘 ) ·(𝑃−1)

��®𝑏 (𝑘+1)
〉
𝐵

��®𝑏 (𝑘+2)
〉
𝐵
. . .

��®𝑏𝑅 〉𝐵
where 𝑅 ≥ 1 and 1 ≤ 𝑘 ≤ 𝑅.

(4.3.2.1.14)

Then, if we change the basis in the first 𝑘 quantum register(s) in Bob’s possession, for which
we had ®Θ𝑟 equal to 0 respectively, we end up having the following enumerated quantum state:

|𝜏1⟩ �

𝑘 quantum register(s)︷               ︸︸               ︷
|®+⟩𝐵 |®+⟩𝐵 . . . |®+⟩𝐵

©­­­­­­«
∑︁

®𝑎 ∈ {0, 1}𝑅
®𝑏 ∈ {0, 1} (𝑅−𝑘 ) · (𝑃−1)

| ®𝑏 (𝑘+1)⟩𝐵 | ®𝑏 (𝑘+2)⟩𝐵 . . . | ®𝑏𝑅 ⟩𝐵
∑︁

®𝑐 ∈{0,1} (𝑃−1) ·𝑅

| ®𝑐 , 𝑒 ®𝑐
( ®𝑎,®𝑏)
⟩

ª®®®®®®¬
+ |𝜏 ′⟩𝐴𝐵𝐸 , where 𝑅 ≥ 1 and 1 ≤ 𝑘 ≤ 𝑅.

(4.3.2.1.15)

Here, |𝜏 ′⟩ has no component in the first 𝑘 quantum register(s) in the Bob’s side with
the form |®+⟩. In other words, it is the post-measurement quantum state with the protocol
aborting since Bob would have measured a quantum state |−⟩. Clearly, we can see that this
post-measured quantum state is equal to the one got in the “middle-ground” QKD protocol.
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Therefore, we have shown, for every attack on the BKMPS22-GHZ𝑃 protocol, from which
we want to the respective security, there is an equivalent attack on the OW-QKD-GHZ𝑃 protocol.
Additionally, we show the latter protocol induces the same amount of noise and executes on
the same quantum systems for all the legitimate parties. In this case, we always assume that
the OW-QKD-GHZ𝑃 protocol does not abort. In particular, there may be more attacks against the
OW-QKD-GHZ𝑃 protocol different from the ones studied in this analysis. However, given a certain
observed amount of noise, by proving the security of the OW-QKD-GHZ𝑃 protocol, the security
of the BKMPS22-GHZ𝑃 protocol must also follow. Note that there is no attack Eve can do which
would cause OW-QKD-GHZ𝑃 protocol to always abort except the DoS Attack (see Section 3.6.2).

Now, we prove the security of the OW-QKD-GHZ𝑃 protocol in the asymptotic setting. More
specifically, we assume that, instead of Bob preparing the physical quantum system, will be Eve
to prepare it. Then, she sends the respective quantum states to Alice and Bob, keeping a private
ancilla quantum register to herself. By letting Alice and Bob permute their physical quantum
systems, we may assume that the quantum state prepared by Eve is i.i.d (independently and
identically distributed) of the form |𝜙⟩⊗𝑅 for sufficiently large 𝑅 with |𝜙⟩ ∈ H𝐴 ⊗ H𝐵 ⊗ H𝐸 .
Here, the Hilbert SpaceH𝐴 is of dimension 2𝑃 and the Hilbert SpaceH𝐵 is of dimension 2(𝑃−1) .
Ideally, the preparation of the quantum state |𝜙⟩ =

��𝑔 (2𝑃−1) (0, 0)
〉

is independent of Eve. But
it is obvious that Eve can also prepare anything in its place. Note that in the OW-QKD-GHZ𝑃

protocol, we cannot test the fidelity of the quantum state. Normally, we can do this fidelity
test by measuring and testing all (2𝑃 − 1) photons in the 𝕏-Basis while looking at the parity
of the outcomes. Indeed, the OW-QKD-GHZ𝑃 protocol actually aborts if Bob measures a single
quantum state |−⟩ on some of those photons. Therefore, we must prove the security of this
protocol being conditioned on Bob always observing the quantum state |+⟩ if he chooses to
measure it on the 𝕏-Basis. This detail simulates the weakness of the OW-QKD-GHZ𝑃 protocol,
where Bob, who is a “classical entity”, cannot perform all the required measurements.

Security from Key Generation and Parameter Estimation

For the parameter estimation step and generation of the sifted key, Alice and Bobs perform
measurements in the ℤ-Basis on their respective photons. During the cut-and-choose6

procedure, a fixed number of 𝑝𝑃𝐸 · 𝑅 randomly chosen rounds, out of the total number of
𝑅 rounds, is used to exchange, via an authenticated classical channel, the classical outcomes
obtained by the parties. By doing this, Alice and Bobs evaluate the experimentally observed
probabilities 𝑝®𝑖 ,®𝑗

(
see Equation (4.3.2.1.18)

)
, for the parameter estimation step and calculation

of the QBER𝑄ℤ. They also verify that 𝑝®𝑖 ,®𝑗 is not a product distribution, i.e., that the classical
outcomes obtained by Alice and Bobs are not uncorrelated (see bellow for more details).

6The cut-and-choose is a protocol in which one party tries to convince other parties that some data the earlier
sent to the former ones was honestly constructed according to an agreed upon method, such as occurring during
the Parameter Estimation step.
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Security from Eavesdropping Checking with GHZ States

Now, we analyze the case of the OW-QKD-GHZ𝑃 protocol in which all Bobs measure in the
𝕏-Basis, each obtaining the |+⟩ result. Let us first consider a single round in a total of 𝑅
rounds. This case of the protocol consists of four steps. Once again, we will consider all (𝑃 −1)
Bobs in the protocol as a single “super-Bob” for simplicity. These steps are described bellow.

Step 1: “Super-Bob” prepares a quantum state of (2𝑃 − 1) photons with the following form:��𝑔 (2𝑃−1) (0, 0)
〉
=

1
√

2

(
|0⟩⊗(2𝑃−1) + |1⟩⊗(2𝑃−1)

)
≡

��GHZ(2𝑃−1)
〉
, where 𝑃 ≥ 2 . (4.3.2.1.16)

Then, “super-Bob” divides the photons of the previous quantum state into two parts. Namely,
𝑃 photons of that quantum state are sent to Alice, while the remaining (𝑃 − 1) photons are
kept private by himself. Therefore, we can re-write the previous quantum state as follows:��GHZ(2𝑃−1)

〉
𝐴𝐵

=
1
√

2

(
|®0⟩𝐴 |®0⟩𝐵 + |®1⟩𝐴 |®1⟩𝐵

)
. (4.3.2.1.17)

Once again, we use the vector notation to denote strings of bits whose respective labels
of the kets determine their lengths. Here, 𝐴 and 𝐵 correspond to 𝑃 and (𝑃 − 1) photons of
the physical systems of Alice and “super-Bob”, respectively. Due to inevitable implementation
imperfections, “super-Bob” prepares the following quantum state rather than the previous:

|Ψ⟩𝐴𝐵 =
∑︁
®𝑗 , ®𝑘

√︃
𝑝 ®𝑗 , ®𝑘𝑒

𝑖 𝜃 ®𝑗 , ®𝑘 | ®𝑗 ⟩𝐴 | ®𝑘 ⟩𝐵 , such that
∑︁
®𝑗 , ®𝑘

𝑝 ®𝑗 , ®𝑘 = 1 . (4.3.2.1.18)

Note that, in order for the protocol to have any potential use, the probability distribution
from Equation (4.3.2.1.18) cannot be the product one, i.e., 𝑝 ®𝑗 , ®𝑘 ≠ 𝑝𝐴®𝑗

· 𝑝𝐵®𝑘 . Otherwise, the
quantum state |Ψ⟩𝐴𝐵 would factor, and “super-Bob” and Alice would be uncorrelated.

Step 2: Upon “super-Bob” sending photons to Alice, Eve entangles her photons with them, and
the overall quantum state of the quantum physical system 𝐴𝐵𝐸 looks like the following one:

|Ψ⟩𝐴𝐵𝐸 =
∑︁
®𝑗 , ®𝑘

√︃
𝑞®𝑗

√︃
𝑝 ®𝑗 , ®𝑘𝑒

𝑖
(
𝜒®𝑗+𝜃 ®𝑗 , ®𝑘

)
| ®𝑗 ⟩𝐴 | ®𝑘 ⟩𝐵 |𝐸 ®𝑗 ⟩𝐸 , such that

∑︁
®𝑗 , ®𝑘

𝑞®𝑗 · 𝑝 ®𝑗 , ®𝑘 = 1 . (4.3.2.1.19)

Now, we can make several comments about this mathematical formulation:

1. Note that Eve entangles her photons directly only to Alice’s 𝑃 photons. Recall that the
(𝑃 − 1) photons belonging to “super-Bob” are always kept private. Thus, if certain ®𝑘0 is
absent from the initial quantum state |Ψ⟩𝐴𝐵 prepared by “super-Bob”, i.e., (∀®𝑘 )𝑝 ®𝑗 , ®𝑘0

= 0,
then it will be absent from the eavesdropped quantum state |Ψ⟩𝐴𝐵𝐸 as well.

2. Additionally, we can absorb the phases 𝑒 𝑖𝜒®𝑗 of Equation (4.3.2.1.19) into the quantum
state |𝐸 ®𝑗 ⟩𝐸 , and make the substitution 𝑞®𝑗 · 𝑝 ®𝑗 , ®𝑘 ↦−→ 𝑝 ®𝑗 , ®𝑘 to simplify this formulation.
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3. The “rescaled” probability distribution 𝑝 ®𝑗 , ®𝑘 can now be defined as a product one, i.e., it
is now possible that 𝑝 ®𝑗 , ®𝑘 = 𝑝𝐴®𝑗

· 𝑝𝐵®𝑘 . This product possibility is for the case in which the
outcomes obtained by Bobs are completely uncorrelated with those obtained by Alice. In
practice, this possibility comes from Eve sending 𝑃 different photons than ones labeled
by 𝐴, prepared in an appropriate quantum state, possibly entangled with other quantum
physical systems kept by Eve. Although our analysis is general, sending different photons
to Alice is equivalent to swapping their quantum state with the one from the photons
labeled initially by 𝐴. Finally, the crucial consequence of the possibility of completely
“de-correlate” Alice with Bobs in the original protocol is that Alice’s projection onto the
quantum state

��GHZ𝑃
〉

with probability 1 (see Step 4) does not guarantee the generation
of any key, let alone secret. Note that Eve can send photons to Alice that are uncorrelated
with those of Bobs, prepared in the quantum state

��GHZ𝑃
〉

. Therefore, we must include
the outcome results of the measurements in the ℤ-Basis in the secret key estimation.

Hereupon, the Equation (4.3.2.1.19) can now be further rewritten as follows:

|Ψ⟩𝐴𝐵𝐸 =
∑︁
®𝑗 , ®𝑘

√︃
𝑝 ®𝑗 , ®𝑘𝑒

𝑖 𝜃 ®𝑗 , ®𝑘 | ®𝑗 ⟩𝐴 | ®𝑘 ⟩𝐵 |𝐸 ®𝑗 ⟩𝐸 , such that
∑︁
®𝑗 , ®𝑘

𝑝 ®𝑗 , ®𝑘 = 1 . (4.3.2.1.20)

Afterward, Eve proceeds to forward those eavesdropped photons to Alice.

Step 3: Then, Bobs measure the incoming photons in the 𝕏-Basis. Recall, we are interested in
the outcome results |®+⟩ ≡ |+⟩⊗(𝑃−1) , which is obtained with the following probability:

𝑝®+ = | |𝐵 ⟨®+|Ψ⟩𝐴𝐵𝐸 | |
2
=

1
2(𝑃−1)

∑︁
®𝑗 , ®𝑘 ,®ℓ, ®𝑚

√︃
𝑝 ®𝑗 , ®𝑘𝑝®ℓ, ®𝑚 𝑒

𝑖
(
𝜃 ®ℓ, ®𝑚−𝜃 ®𝑗 , ®𝑘

)
𝐴 ⟨ ®𝑗 | ®ℓ ⟩𝐴 𝐸 ⟨𝐸 ®𝑗 |𝐸®ℓ ⟩𝐸

=
1

2(𝑃−1)

∑︁
®𝑗 , ®𝑘 , ®𝑚

√︃
𝑝 ®𝑗 , ®𝑘𝑝 ®𝑗 , ®𝑚 𝑒

𝑖
(
𝜃 ®𝑗 , ®𝑚−𝜃 ®𝑗 , ®𝑘

)
.

(4.3.2.1.21)

The last equality is a consequence of 𝐴 ⟨ ®𝑗 | ®ℓ ⟩𝐴 = 𝛿 ®𝑗 , ®𝑚
7 and 𝐸 ⟨𝐸 ®𝑗 |𝐸 ®𝑗 ⟩𝐸 = 1. The calculation

of the probability 𝑝®+ is straightforward. In this case, we only note that (∀®𝑘 )⟨®+| ®𝑘 ⟩ = 1√
2(𝑃−1) .

Upon performing the measurement and obtaining the quantum state |+⟩⊗(𝑃−1) as result,
all Bobs will collapse the quantum state shared by Alice and Eve to the following one:

|Ψ⟩𝐴𝐵𝐸 −→ |Ψ⟩𝐴𝐸 =
𝐵 ⟨®+|Ψ⟩𝐴𝐵𝐸
| |𝐵 ⟨®+|Ψ⟩𝐴𝐵𝐸 | |

=
1√︁

2(𝑃−1)𝑝®+


∑︁
®𝑗 ∈{0,1}𝑃

©­«
∑︁

®𝑘 ∈{0,1} (𝑃−1)

√︃
𝑝 ®𝑗 , ®𝑘𝑒

𝑖 𝜃 ®𝑗 , ®𝑘 ª®¬ | ®𝑗 ⟩𝐴 |𝐸 ®𝑗 ⟩𝐸


=
1√︁

2(𝑃−1)𝑝®+

∑︁
®𝑗 ∈{0,1}𝑃

𝛼 ®𝑗 | ®𝑗 ⟩𝐴 |𝐸 ®𝑗 ⟩𝐸 .

(4.3.2.1.22)

Regarding this equation, we have the equality 𝛼 ®𝑗 ≡
∑
®𝑘 ∈{0,1} (𝑃−1)

√︁
𝑝 ®𝑗 , ®𝑘𝑒

𝑖 𝜃 ®𝑗 , ®𝑘 . In particular,

𝛼®0 =
∑
®𝑘 ∈{0,1} (𝑃−1)

√︁
𝑝®0, ®𝑘𝑒

𝑖 𝜃®0, ®𝑘 and 𝛼®1 =
∑
®𝑘 ∈{0,1} (𝑃−1)

√︁
𝑝®1, ®𝑘𝑒

𝑖 𝜃®1, ®𝑘 , for ®𝑗 = ®0 and ®𝑗 = ®1, respectively.
7This equality is also known as Kronecker Delta function in Quantum Mechanics.
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Step 4: Now, Alice measures the observable 𝐴 = |GHZ𝑃 ⟩𝐴 ⟨GHZ𝑃 | on her 𝑃 photons. The
probability of obtaining the outcome ®1 (i.e., of projecting onto the quantum state |GHZ𝑃 ⟩𝐴) is:

𝑝®1 = 𝑝𝐺𝐻𝑍 = | |𝐴 ⟨GHZ𝑃 |Ψ⟩𝐴𝐸 | |2 = 𝐴𝐸 ⟨Ψ|GHZ𝑃 ⟩𝐴 ⟨GHZ𝑃 |Ψ⟩𝐴𝐸 . (4.3.2.1.23)

Additionally, we have that 𝐴 ⟨®𝑗 |GHZ𝑃 ⟩𝐴 =

(
𝛿 ®𝑗 ,®0+𝛿 ®𝑗 ,®1

)
√

2
. Thus, we are left with the following four

terms, given by ( ®𝑗 , ®𝑘 ) ∈
{
(®0, ®0) , (®0, ®1) , (®1, ®0) , (®1, ®1)

}
. Therefore, we equivalently have:

𝑝𝐺𝐻𝑍 =
1

2𝑃𝑝®+

[
|𝛼®0 |

2
𝐸 ⟨𝐸®0 |𝐸®0 ⟩𝐸 + |𝛼®1 |

2
𝐸 ⟨𝐸®1 |𝐸®1 ⟩𝐸 + 2Re

(
𝛼∗®0𝛼®1 𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸

)]
. (4.3.2.1.24)

Since 𝐸 ⟨𝐸®0 |𝐸®0 ⟩𝐸 =𝐸 ⟨𝐸®1 |𝐸®1 ⟩𝐸 = 1, we finally have the following simplified equation:

𝑝𝐺𝐻𝑍 =
1

2𝑃𝑝®+

[
|𝛼®0 |

2 + |𝛼®1 |
2 + 2Re

(
𝛼∗®0𝛼®1 𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸

)]
. (4.3.2.1.25)

Note that in the above equation, all parameters, apart from 𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸 , are observable
quantities. Namely, we obtain the probability 𝑝𝐺𝐻𝑍 by projecting the final quantum state
|Ψ⟩𝐴𝐸 onto the GHZ-like quantum state |GHZ𝑃 ⟩𝐴 , while the probabilities 𝑝®+, 𝛼®0 and 𝛼®1 are
functions of the probabilities 𝑝 ®𝑗 , ®𝑘 that are obtained during the Parameter Estimation step,
corresponding to measurements in the ℤ-Basis. Thus, we use Equation (4.3.2.1.25) to evaluate

𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸 , which occurs in the secure key estimation, in Equations (4.3.2.2.4) and (4.3.2.2.5).
Additionally, note that in the absence of noise and eavesdropping, “super-Bob” prepares a

“perfect” quantum state. Namely, we should obtain the following enumerated quantities:

𝑝®0,®0 = 𝑝®1,®1 =
1
2
, 𝜃®0,®0 = 𝜃®1,®1 = 0

(
i.e., 𝛼®0 = 𝛼®1 =

1
√

2

)
, and 𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸 = 1 . (4.3.2.1.26)

Then, since in this case, we have the equality 𝑝𝐺𝐻𝑍 = 1
2(𝑃−1)𝑝®+

, and in order to have the
probability 𝑝𝐺𝐻𝑍 = 1, it follows that 𝑝®+ =

1
2(𝑃−1) , which can be straightforwardly obtained from

Equation (4.3.2.1.21), by using the previous conditions mentioned in Equation (4.3.2.1.26).
Note also that if 𝑝𝐺𝐻𝑍 = 1, then we have |Ψ⟩𝐴𝐸 = |𝐺𝐻𝑍 ⟩𝐴 |𝐸 ⟩𝐸 (in fact, this equality is true

for any arbitrary quantum state |𝜒⟩𝐴 , not just for the entangled quantum state |𝐺𝐻𝑍 ⟩𝐴). But
as noted in the comment 3. of Step 2, this observation alone does not mean that the parties
can establish a secret key. Therefore, we must also include the results of the measurements in
the ℤ-Basis in the secret key analysis, and not just for the Parameter Estimation step.

4.3.2.2 Key Rate Calculation

Now, we can see how to estimate the key rate of our original BKMPS22 Protocol. In particular,
the secure key in the asymptotic scenario is bounded by the following mathematical expression:

𝜅 ≥ 𝑆 (𝐴 |𝐸 ) −min
𝑗

max
𝑘

𝐻 (𝐴𝑗 |𝐵𝑘 ) . (4.3.2.2.1)

The latter term, 𝐻 (𝐴𝑗 |𝐵𝑘 ), which corresponds to the Shannon Entropy, is nothing more
than a simple mathematical function of the probabilities 𝑝 ®𝑗 , ®𝑘 , obtained during the Parameter
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Estimation step, in which the measurements are made in the ℤ-Basis. Here, we minimize 𝑗
in the second term because Alice chooses her photon such the secure key rate 𝜅 is as big as
possible. However, Alice should actually choose the photon most correlated with all (𝑃 − 1)
photons from Bobs to represent her secret key. For this reason, we take the maximization on
𝑘 of Shannon Entropies over all Bobs to take the worst-case scenario of the secure key rate.

Here, we bound the Von Neumann Entropy, 𝑆 (𝐴 |𝐸 ). Following the measurements made by
Alice and Bob in the ℤ-Basis on the initial quantum state from Equation (4.3.2.1.17), we have:

|Ψ⟩𝐴𝐵𝐸 =
∑︁
®𝑗 , ®𝑘

√︃
𝑝 ®𝑗 , ®𝑘 𝑒

𝑖 𝜃 ®𝑗 , ®𝑘 | ®𝑗 ⟩𝐴 | ®𝑘 ⟩𝐵 |𝐸 ®𝑗 ⟩𝐸 , such that
∑︁
®𝑗 , ®𝑘

𝑝 ®𝑗 , ®𝑘 = 1 . (4.3.2.2.2)

Then, by tracing out the photons in Bob’s quantum register 𝐵 , as well as all but the first of
Alice’s photons from her quantum register 𝐴, we get the following mathematical expression:

|0⟩⟨0|𝐴1 ⊗

∑︁
®𝑗0

©­«
∑︁
®𝑘

𝑝 ®𝑗0, ®𝑘
ª®¬ |𝐸 ®𝑗0

⟩⟨𝐸 ®𝑗0
|
𝐸

 + |1⟩⟨1|𝐴1 ⊗

∑︁
®𝑗1

©­«
∑︁
®𝑘

𝑝 ®𝑗1, ®𝑘
ª®¬ |𝐸 ®𝑗1

⟩⟨𝐸 ®𝑗1
|
𝐸

 . (4.3.2.2.3)

In this equation, 𝐴1 represents the first photon from Alice’s quantum register 𝐴 with 𝑃

photons, ®𝑗0 =

[
0, 𝑗2, 𝑗3, ..., 𝑗𝑃

]
and ®𝑗1 =

[
1, 𝑗2, 𝑗3, ..., 𝑗𝑃

]
, with ®𝑗𝑖 ∈ {0, 1} for 𝑖 = 2, 3, ..., 𝑃 .

Then, using similar methods already used in some previous work proposals and mainly
based on the Mach-Zehnder experiment [520], and assuming that relative phases are not
relevant for the experimental results, we obtain the following mathematical formulation:

𝑆 (𝐴 |𝐸 ) ≥
(
𝑝®0,®0 + 𝑝®1,®1

) ©­­«𝐻


𝑝®0,®0(
𝑝®0,®0 + 𝑝®1,®1

)  −𝐻 [𝜆]
ª®®¬ . (4.3.2.2.4)

In this previous equation, we have the following equality for the parameter 𝜆:

𝜆 =
1
2

©­­­­«
1 +

√︂(
𝑝®0,®0 − 𝑝®1,®1

)2
+ 4𝑝®0,®0𝑝®1,®1Re2 (

⟨𝐸®0 |𝐸®1 ⟩
)(

𝑝®0,®0 + 𝑝®1,®1
) ª®®®®¬

. (4.3.2.2.5)

Regarding the above equation, we also used the fact that ⟨𝐸 ®𝑗 |𝐸 ®𝑗 ⟩ = 1.
Finally, using the observable probabilities 𝑝 ®𝑗 , ®𝑘 and 𝑝𝐺𝐻𝑍 , and obtaining 𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸 from

Equation (4.3.2.1.25), we can now estimate the secure key rate 𝜅 as we will show next.

4.3.3 Experimental Results

From the previous mathematical formulations, we can now simulate some experiments for an
analysis of the secure key rate considering Noisy Scenarios and see how our protocol behaves
under those conditions. For this Master Thesis, we will only consider “Symmetric Noise”.
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4.3.3.1 Numerical simulation assuming “Symmetric Noise”

In the following numerical simulation, we compute a secret key rate under the assumption of
the “Symmetric Noise”, as mentioned before. Thus, we make the following assumptions:

𝑝®0,®0 = 𝑝®1,®1 = 𝑎 ≤ 1
2
,

𝑝 ®𝑗 , ®𝑘 = 𝑏, for
(
®𝑗 , ®𝑘

)
∉

{(
®0, ®0

)
,
(
®1, ®1

)}
, and

𝜃 ®𝑗 , ®𝑘 = 0, for all
(
®𝑗 , ®𝑘

)
.

(4.3.3.1.1)

Namely, the term 𝜃 ®𝑗 , ®𝑘 = 0 denotes the fact we are not considering the relative phases for
this numerical simulation. Additionally, note Alice holds 𝑃 photons, while “super-Bob” has
(𝑃 − 1) photons. Thus, the total Hilbert Space of Alice and “super-Bob”,H𝐴𝐵 = H𝐴 ⊗ H𝐵 , has
dimension 𝐷 = 2(2𝑃−1) . From Equation (4.3.2.1.20), we have that there are 𝐷 probabilities 𝑝 ®𝑗 , ®𝑘
as well. Therefore, the normalization 2𝑎 + (𝐷 −2)𝑏 = 1 gives the following mathematical result:

𝑏 =
(1 − 2𝑎)
(𝐷 − 2) =

(1 − 2𝑎)(
2(2𝑃−1) − 2

) . (4.3.3.1.2)

Note that if the photons belonging to Alice and Bob are not entangled with those prepared
by Eve, i.e., their quantum state is equal to Equation (4.3.2.1.18), we would have that𝑝𝐺𝐻𝑍 = 2𝑎 .
But here, we consider that those photons of Alice and Bob are entangled with those of Eve. In
addition, the probability of obtaining a GHZ-like quantum state equal to Equation (4.3.2.1.16) is
given by the expression from Equation (4.3.2.1.25). In other words, the probability of obtaining
the GHZ-like state is not only a function of the probability distribution 𝑝 ®𝑗 , ®𝑘 but also of the real
part of the overlap, O ≡ Re

(
𝐸 ⟨𝐸®0 |𝐸®1 ⟩𝐸

)
. From this observation, we now have two parameters

𝑎 and O. Thus, we can instead choose a somewhat more natural choice of 𝑎 and 𝑝𝐺𝐻𝑍 .
Due to this symmetry, we end up having the following mathematical result:

𝜆 =
(1 + O)

2
. (4.3.3.1.3)

And, since 𝐻
( 1

2
)
= 1, we consequently have the following mathematical simplification:

𝑆 (𝐴 |𝐸 ) ≥ 2𝑎
[
1 −𝐻

(
(1 + O)

2

)]
. (4.3.3.1.4)

Additionally, for the numerical simulation assuming the model of “Symmetric Noise”, we
have that all 𝐻 (𝐴1 |𝐵𝑖 ) are equal, and therefore we will consider only the following case:

𝐻 (𝐴1 |𝐵1) = −
1∑︁

𝑎1,𝑏1=0

𝑃𝑎1𝑏1 log2

(
𝑃𝑎1𝑏1

𝑃𝑏1

)
. (4.3.3.1.5)
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Here, we obtain 𝑃𝑎1𝑏1 by tracing out all the photons from Alice and “super-Bob” but the
first ones. Similarly, 𝑃𝑏1 is obtained by further tracing out Alice’s photon 𝐴1. Thus, we have:

𝑃00 = 𝑝®0,®0 +
∑︁

( ®𝑝,®𝑞)≠(®0,®0)

𝑝0®𝑝,0®𝑞 = 𝑎 +
(
2(2𝑃−3) − 1

)
𝑏 = 𝑃11 ≡ 𝐴,

𝑃01 = 𝑃10 = 2(2𝑃−3)𝑏 ≡ 𝐵, and

𝑃0 = 𝑃00 + 𝑃01 = 𝐴 + 𝐵 = 𝑃1 .

(4.3.3.1.6)

In the previous equations, ®𝑝 and ®𝑞 are strings of length (𝑃 −1) and (𝑃 −2) bits, respectively.
Therefore, from the previous equation, we finally have the following mathematical result:

𝐻 (𝐴1 |𝐵1) = −2
[
𝐴 log2

(
𝐴

(𝐴 + 𝐵)

)
+ 𝐵 log2

(
𝐵

(𝐴 + 𝐵)

)]
. (4.3.3.1.7)

Then, from Equation (4.3.2.1.25) we have the following mathematical result:

O =
2(𝑃−1) 𝑝®+ 𝑝𝐺𝐻𝑍

𝛼2
®0

− 1 . (4.3.3.1.8)

Since 𝛼®0 = 𝛼®1 =
√
𝑎 +

(
2(𝑃−1) − 1

) √
𝑏 . In order to obtain 𝑝®+ =

1
2(𝑃−1)

∑
®𝑗 , ®𝑘, ®𝑚

√︁
𝑝 ®𝑗 , ®𝑘𝑝 ®𝑗 , ®𝑚 from

Equation (4.3.2.1.21), note that it depends only on 𝑝 ®𝑗 , ®𝑚 , and that it has 𝑁𝑡𝑜𝑡𝑎𝑙 = 2(3𝑃−1) terms,

since Alice’s “index” ®𝑗 has 2𝑃 values (i.e., it labels 𝑃 photons), while Bobs’ “indices” ®𝑘 and ®𝑚
have 2(𝑃−1) values each, considering we have (𝑃 − 1) Bobs. Since in the “symmetric noise”,
there are only two probabilities, 𝑎 and 𝑏 , there will be only three types of terms, listed below:

• For ®𝑗 = ®𝑘 = ®𝑚 ∈ {0, 1}, we have √︁
𝑝 ®𝑗 , ®𝑘𝑝 ®𝑗 , ®𝑚 = 𝑎 . There are 𝑁𝑎 = 2 such terms.

• For {0, 1} ∋ ®𝑗 = ®𝑘 ≠ ®𝑚, or {0, 1} ∋ ®𝑗 = ®𝑚 ≠ ®𝑘 , we have √︁
𝑝 ®𝑗 , ®𝑘 𝑝 ®𝑗 , ®𝑚 =

√
𝑎𝑏 . There are

𝑁𝑎𝑏 = 2 × 2 × (2(𝑃−1) − 1) = 4 (2(𝑃−1) − 1) such terms.

• For all other choices of binary strings ®𝑗 , ®𝑘 and ®𝑚, we have √︁
𝑝 ®𝑗 , ®𝑘 𝑝 ®𝑗 , ®𝑚 = 𝑏 . There are a

total of 𝑁𝑏 = (𝑁𝑡𝑜𝑡𝑎𝑙 −𝑁𝑎 −𝑁𝑎𝑏 ) such terms.

Therefore, we end up obtaining the following equation below:

𝑝+ =
𝑎 + 2

(
2(𝑃−1) − 1

) √
𝑎𝑏 +

[
2(3𝑃−3) − 2(2(𝑃−1) − 1) − 1

]
𝑏

2(𝑃−1)−1 . (4.3.3.1.9)

As noted before, in the case of the “symmetric noise”, the secure key rate 𝜅 is given by
the two probabilities, 𝑎 ∈

[
0, 1

2

]
and 𝑝GHZ ∈ [0, 1]. Yet, they are not independent, as they

are related by Equation (4.3.2.1.25), which connects the two probabilities through O ∈ [−1, 1],
thus presenting an additional constraint. Since we have that O =

2(𝑃−1) 𝑝®+ 𝑝GHZ
𝛼2

0
− 1, we see that

O ≥ −1 always. Then, the other inequality gives us the following equation below:

𝑝𝐺𝐻𝑍 ≤
𝛼2

0

2(𝑃−2) 𝑝®+
≡ 𝑓 (𝑎, (𝑃 − 1)) , with (𝑃 − 1) ∈ ℕ . (4.3.3.1.10)
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Or, we can also equivalently have the following mathematical formulation:

𝑓
(
𝑎, (𝑃 − 1)

)
=

(√
𝑎 +

√︂
(2(𝑃−1)−1) (1−2𝑎)

2(2(𝑃−1)+1)

)2

𝑎 +
√︃

2(2(𝑃−1)−1))𝑎 (1−2𝑎)
2(𝑃−1)+1 +

(
2(3𝑃−3) − 2𝑃 + 1

) 1−2𝑎
2(22(𝑃−1)−1)

. (4.3.3.1.11)

Therefore, we can freely vary 𝑎 ∈
[
0, 1

2

]
and (𝑃 − 1) ∈ ℕ, evaluating 𝑓 (𝑎, (𝑃 − 1)) given

by Equation (4.3.3.1.11), choose 𝑝GHZ ≤ 𝑓 (𝑎, (𝑃 − 1)), and evaluate the lower bound for 𝜅 .
From all these mathematical derivations, we performed our numerical simulation

assuming “symmetric noise”. In the following plots, we have the estimations of the lower
bounds for the key rate for some values of 𝑎 and for some number 𝑃 of Bobs of meaningful
interest. We demonstrate some of those estimations in the following Figure 4.6:

(a) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.465.

(b) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.47.

Figure 4.6: Lower Bound Estimation for Key Rate (𝜅) considering “Symmetric Noise”.
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(c) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.475.

(d) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.48.

(e) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.485.

(f) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.49.

Figure 4.6: Lower Bound Estimation for Key Rate (𝜅) considering “Symmetric Noise” (cont.).
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(g) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.495.

(h) Lower Bound Estimation for Key Rate (𝜅) for 𝑎 = 0.5.

Figure 4.6: Lower Bound Estimation for Key Rate (𝜅) considering “Symmetric Noise” (cont.).
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CONCLUSIONS AND FUTURE WORK

We are entering a new era of computation since quantum technologies are emerging and will
be available soon at a large scale. There are many challenges in the current context of the
growth of Quantum Computing, in particular, to develop secure applications for the future
Quantum Internet, for example. Among those challenges is the design of the scalable extension
of basic protocols like QKDs (Quantum Key Distributions) used in private communications
between two users. From this need, we have what is known as QCKAs (Quantum Conference
Key Agreements) that allow several parties to agree on a common private key (or conference
key) used to communicate privately among them. As discussed in this Master’s Thesis, the
greatest advantage of using the quantum setting for the design of these types of protocols is
that they can be much more secure when compared with their classical counterparts. In fact,
its security does not rely on mathematical hardness assumptions but on laws of physics.

In this Master Thesis, we have proposed a new QCKA protocol performed among multiple
users in a semi-quantum scenario. In this protocol, one party manipulates quantum resources,
while the others are limited to performing measurements and resending the classical results, or
simply reflecting the qubits. Since the approach proposed is semi-quantum, from a practical
point of view, it has the advantage of simplicity and reduces the apparatus costs as it only
requires one party to be quantum. Furthermore, we can enhance the possibility of a better
performance at the security level by keeping at least that party as a quantum entity.

In particular, we proved that our SQCKA (Semi-Quantum Conference Key Agreement)
protocol is secure when we consider standard adversary models. The proof of security used
a reduction technique to an OWFQKD (One-Way Fully-Quantum Key Distribution) protocol
which was especially developed to prove the security of our protocol. More specifically, we
based this reduction technique on already similar existing techniques developed to prove the
security of SQKD (Semi-Quantum Key Distribution) protocols. Using well-known theoretical
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results, we analyzed the key rate of our proposal and computed a lower bound for it. The
results obtained agree with others obtained for other quantum cryptographic proposals in the
literature. In order to confirm this, we developed a library that can simulate our protocol and
derived several numerical results. The source code, called Qis|krypt⟩1, is available on GitHub.
This library is also able to simulate other well-known quantum cryptographic protocols.

As Future Work, we can point to the following directions. One is to explore alternative
approaches to improve the current estimated key rate lower bound. In particular, the method
we assumed in this Master Thesis to compute this lower bound rate considers the security
reduction mentioned before. This security reduction has the effect of exponentially decreasing
that key rate with the number of Bobs and the estimation of the values of Von Neuman Entropy
of a particular quantum state that is not as tight as possible. Both effects, the reduction and
the computed estimation for the entropy, may be refined to improve the quality of the lower
bound. One of the principal advantages of our proposal is the possibility of being realized with
current technology and might be adapted to be implemented on a physical experimental setup.
The particular realization of this quantum cryptographic protocol will require adjustments
to the security analysis and recalculation of the respective key rate. Another direction is to
consider other types of entanglement different from the GHZ States. In fact, from practical and
security points of view, there are other types of quantum entanglements more robust than the
GHZ States, which we can explore in the future, such as the W States. Regarding our Qis|krypt⟩
library, we aim to extend the current implementation to deal with more general Noisy Scenarios
and include other different quantum (and semi-quantum) cryptographic protocols.

1See more information in: https://github.com/qiskrypt/qiskrypt/
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