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However, the risk of data compromise or data loss 
exponentially increases as organizations rely on these 
digital technological advances   [2]. Several regula-
tions, including the General Data Protection Regulation 
(GDPR), have been implemented to improve security and 
transparency in storing and processing such information. 
These regulations aim to address the growing need for 
openness regarding access to personal health data, thus 
empowering individuals as the owners of their own data. 
This is an important factor in today’s health systems, as 
it provides patients with the choice of giving consent to 
trusted doctors or healthcare organizations.

Patients’ data are constantly being transmitted across 
different areas during life events, causing EHRs to move 
from one service provider database to another. Data 
are stored, processed, and manipulated with third par-
ties to provide services for the system’s users, thus, 
being exposed to tampering. Therefore, data integ-
rity is an important security concern as it refers to the 

Introduction
With the evolution of technology, healthcare has become 
more widely accessible throughout the world and both 
its efficiency and safety have drastically improved. Large 
amounts of health data are being collected and made 
available through existing and emerging technological 
tools and media, to allow patients to possess the control 
of generating, managing, and sharing Electronic Health 
Records (EHRs) with family, healthcare providers and 
other authorized data consumers. Generally, EHRs are 
medical and clinical structured data related to a given 
patient and stored by a reliable healthcare provider   [1], 
as a means to improve patient care and their well-being.
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completeness and exclusion of unintended modifications 
during the system’s data lifecycle. Ultimately, it ensures 
that data are provided accurately to the systems compo-
nents and end-users. Unintended modifications could 
arise, for instance, due to malicious or unintentional 
human behaviour, or from technical imperfection, dam-
age, or loss of a technical infrastructure. Consequently, 
preventing data from security breaches and modifica-
tion attacks is a challenging task  [3], especially for health 
professionals but also researchers and developers, as new 
threats are always on the rise. Attackers specifically tar-
get healthcare sub-domains to manipulate valuable data 
or use the breached data to orchestrate other attacks on 
systems   [4], creating larger ramifications of data integ-
rity breaches that are often unknown to the data owner 
or hospitals and medical institutions. The consequences 
of tampering healthcare data and information can be 
dangerous and include rejection of all data from a trial, 
incorrect conclusions, diminished credibility for the 
health institution and can cause a life-threatening situa-
tion for the patient’s data. As a result, it is necessary to 
guarantee the health data used by the system remains in 
its original form.

As previously stated, EHRs are particularly vulnerable 
and traditional integrity verification methods, mainly 
based on hash functions or asymmetric cryptographic 
algorithms, often rely on Third Party Auditors (TPAs) to 
execute auditing tasks. The majority of healthcare sys-
tems use centralized client-server based architectures, 
where a central authority has full-access to the system, 
which requires centralized trust   [5]. However, not only 
the system completely depends on the credibility and 
trustability of the TPA, but also increases the possibil-
ity of user’s private information leakage as well as cre-
ating a single point of failure. With a decentralized and 
consensus-driven nature, Distributed Ledger Technology 
(DLT) has recently emerged as one of the most promis-
ing technologies garnering significant interest for its 
transparency, immutability, security and decentralization  
[6]. Typically, a DLT shares all data in the form of trans-
actions, and once a consensus is reached among the par-
ticipants to approve one transaction, it becomes available 
for all nodes that are participating in the network   [7]. 
DLTs can also support smart contracts, which allows to 
automatically run pre-defined scripts. Hence, due to the 
nature of the network, cryptographic techniques, time-
stamped records, and its data transparency, this recent 
technology ensures data are immutable and auditable.

The process of data collection and handling of sensitive 
data requires special procedures and strategies to ensure 
its security is accomplished. Considering the security 
issues associated with complex systems such as in the 
healthcare domain, the primary goal of our study was to 

ensure the data used by an health system remains unal-
tered, i.e., the integrity of the data is preserved during its 
lifecycle. Therefore, this work aims to answer to the fol-
lowing research question: How can a health information 
system support controlled data sharing and protect data 
integrity using a metadata-based approach, while com-
plying with GDPR and operating efficiently on resource-
constrained devices? The following main contributions 
have been made in this paper:

 	• a two-layer DLT-based architecture for healthcare 
data integrity, composed of a healthcare layer which 
includes various components and mechanisms used 
for data security and data privacy functionalities 
and a DLT layer that provides decentralized trust, 
tamper-evidence, and auditability by maintaining 
shared and consistently validated information 
across all participating nodes. This architecture 
enables secure, trustworthy, and GDPR-compliant 
management of electronic health data;

 	• a metadata model for health data that supports 
secure and privacy-preserving integrity validation. 
The purpose of this metadata model is to enable 
the management of sensitive data without exposing 
personal information, while still providing sufficient 
information to verify authenticity, detect tampering, 
and ensure trustworthy use of the underlying health 
resources;

 	• full prototype implementation and integrated it 
into a real-world clinical use case from the FAITH 
(a Federated Artificial Intelligence solution for 
moniToring mental Health status after cancer 
treatment) project  [8], complemented by a 
comprehensive performance evaluation. This 
prototype demonstrates the feasibility, operational 
compatibility, and effectiveness of the proposed 
solution under realistic healthcare conditions.

Background
Data acquisition and its management are at the centre of 
both healthcare institutions and users, the citizens. Data, 
properly acquired and managed, provide the ground for 
the healthcare institutions to develop the best assess-
ment of a citizen’s health, deploy the proper assets and 
to establish the best treatment plan for each person’s spe-
cific needs. To achieve such an endeavor, the DLT can be 
a tool to provide such guarantees and to promote trust 
and reliability of healthcare data management systems. 
Distributed ledgers are a form of technology that uses 
a public or private network to distribute, exchange, and 
store data among users. At its core, it enables an invio-
lable and incorruptible means to securely store relevant 
information.
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Security and privacy of health systems
Security and privacy in health systems play a central role 
in safeguarding the integrity of healthcare data, preserv-
ing the confidentiality and trust, essential to deliver opti-
mal patient care.

Medical devices and health services can provide oppor-
tunities to monitor ongoing diseases, share clinical infor-
mation and treatments with patients or caregivers, and 
give feedback to the care team. This data sharing allows 
to have an overall understanding of existing clinical 
modalities and the situation of the global healthcare sys-
tem, allowing to take actions accordingly to the present 
context. In an hospital environment, early commence-
ment of treatment and medication, and the decisions on 
how to proceed, depend on patients’ data in the different 
modalities available. In pursuing such a goal, it is neces-
sary to use security and privacy practices to maintain the 
patient trust and reinforce health system’s reluctance to 
share data.

Many countries are enhancing their healthcare ser-
vices through the application of information technol-
ogy. Recent developments in this area have led to the 
digitalization of health records, thereby creating new and 
improved ways to efficiently collect, process, store, con-
sult, and share health information   [9]. This tendency is 
driven by the fact the digitalized health information is 
more portable and can be easily shared among healthcare 
organizations. Surveys and administrative registers form 
a basis for the national health monitoring and for this 
reason, they are considered as an essential component of 
surveillance by providing a diverse and detailed picture of 
a patient/population health status and trends over time   
[10].

In principle, the patient, source of health data, con-
trols access to and use of the data extracted from their 
healthcare and interaction with digital platforms. In 
practice, the health institution is the organization entity 
that collects and manages the patient data, therefore, the 
protection of data and user’s privacy is important and 
must be ensured by the health system. A patient needs 
to trust that health data referring to him is properly man-
aged, ensuring privacy and data security. In this process, 
there is legislation to be followed and regulations to be 
observed in the interaction between the citizen and the 
health entity, namely GDPR in Europe. This regulation 
was designed to harmonize and define data privacy laws 
across Europe (and the companies doing business in 
Europe) to protect and empower EU citizens’ personal 
data and reshape the way organizations handle data. In 
particular, GDPR sets mandatory requirements health 
systems as well the health data exchange, namely   [11]: 
data protection by design and by default - only personal 
data which is necessary for each specific purpose of the 
processing, are used by the system; data portability - data 

owner has the right to take their data to other system, 
and for this reason, the data controller must provide its 
data in a machine-readable form; right to be forgotten 
- data owner has the right to obtain from the data con-
troller the immediate erasure of their data; unambiguous 
consent - data owner agreement for processing and stor-
ing their data. It must be freely given, specific, informed 
and unambiguous. The data controller must also provide 
information of how the information will be processed; 
right to access/records of processing activities - require-
ment for maintaining data provenance, i.e., the processes 
and methodologies the data were subjected to.

Health systems involve collecting, storing and analyz-
ing data related to patient’s health, diagnosis, and treat-
ment. In this case, the authenticity of health information 
is essential to maintain the trust of patients and health-
care institutions. Thus, data integrity is an important fac-
tor in almost any data and computation context as well as 
an important part of data security and privacy  [2]. Pro-
tecting the data integrity of a system involves safeguard-
ing it against unauthorized deletion or modifications, 
either by unauthorized users or unauthorized software, 
through the data lifecycle. Thus, data integrity is crucial 
to ensure the accuracy, completeness, and consistency of 
data  [12]. Moreover, the system should be able to detect 
and recover improper alterations of the data  [13]. To that 
purpose, it is necessary to analyse the system and identify 
the possible vulnerabilities of the data lifecycle. However, 
the healthcare industry is still lagging behind from other 
industries in its efforts to protect the data integrity of its 
stakeholders, since current medical records are stored in 
centralized or federated databases, maintained by hos-
pitals, insurers, or governmental agencies   [14]. Crypto-
graphic mechanisms, like symmetric or asymmetric key 
based approaches or hash functions, enhance integrity 
assurances for medical records   [15]. Another security 
tool a system can use to detect data integrity is the check-
sum algorithm, however, those only provide protection 
against accidental errors, such as errors that can occur 
through the noise in a communication channel  [16].

What is a DLT?
A distributed system is composed by a collection of 
nodes that can communicate through a network and be 
able to behave independently of each other. A node men-
tions a computing element, which can be either a hard-
ware device or a software process. Although different 
nodes belong to the same system, their users (people or 
applications) see all nodes as a single logical system. This 
behaviour is possible because autonomous nodes com-
municate through a network and collaborate with each 
other in a coordinated fashion (e.g., to cooperatively run 
a distributed application)  [13]. Each node connects using 
a unique address and use the gossip protocol to exchange 
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network information, such as blocks, transactions, and 
addresses   [17]. A ledger is used to mention a group of 
electronic records, held by a significant proportion of 
the network participants, that were previously approved 
as true and are unlikely to be erased or amended during 
its lifecycle. The technology that enables the operation 
and use of distributed ledgers is called DLT. Usually, this 
information is owned by every node of a P2P network, 
where their users have available a consensus mechanism 
that guarantees the agreement of what is stored between 
the distributed nodes. Conceptually, DLT is secure by 
design and offers the capability to achieve decentral-
ized consensus and consistency, while also demonstrat-
ing resilience against both intentional and unintentional 
attacks. The most useful properties   [18, 19] a DLT can 
provide for an healthcare system are: shared record-
keeping - multiple entities are allowed to collectively cre-
ate, maintain, update and made accessible for those who 
need a shared set of records (ledger); multi-party con-
sensus: a group of parties of the DLT contribute to reach 
an agreement on the records to be stored and shared on 
the ledger; independent validation - each participant is 
allowed to independently verify their transactions as well 
as the integrity of the stored information; tamper evi-
dence: data should not be modified, and each participant 
can perceive if non-consensual changes occurred; tam-
per resistance: as a distributed system, the higher num-
ber of the nodes, the most difficult it is to change past 
records, increasing the integrity of the stored data on the 
ledger; anonymity and programmability - the identity of 
users is unidentifiable, allowing to safeguard their pri-
vacy. The programmability feature enables automation of 
new transactions through smart contracts, based on data 
from the ledger  [20].

DLT in healthcare
Nowadays, security and privacy are two of the primary 
concerns of the healthcare industry, due to the tremen-
dous amount of health data accessed and transmitted 
over the internet   [3]. In this domain, security is used 
to protect system’s data in transit and at rest, to serve 
health monitoring purposes. Traditionally, health data 
are stored in physical form and any data tampering can 
be detected. In the case of digital data, the most diffi-
cult challenge arises from its susceptibility to alteration 
or deletion. Conventionally, current solutions may be 
enough, however, this sector requires more transparency, 
correctness, validity, authenticity, and reliability   [21]. 
They are complex systems which makes the adaptation 
of new technologies more difficult. Most of the existing 
healthcare systems are subjected to centralized computa-
tion, storage, and processing. Such centralization can be 
problematic, as facilitates a single point of failures and 
information leakage due to the increase of cybersecurity 

attacks   [22]. Other solutions rely on external and inde-
pendent entities to publicly verify the integrity of data, 
such as a TPA or use a database which can provide 
both privacy and tamper-resistant features as discussed 
in   [23]. However, such solutions must assume the TPA 
behaves in an honest way, which is not a correct assump-
tion  [24]. As an example, it may be tempting for hospitals 
or insurance companies to hide or replace health records. 
For these reasons, DLT has gained great consideration 
and application in recent years. As such, numerous stud-
ies have been published that applied DLTs in the domain 
of this work. For example, in   [25], the authors describe 
an access management system for personal health 
records, using the IOTA DAG framework. Focused on 
personal health records and data from IoT devices, four 
different applications were created that interact with 
the system’s DLT. They focused on hospital admission, 
patient discharge, and remote patient health data records 
when registering and retrieving personal data. The IOTA 
is used to store the external database hashes location, 
interact with smart contracts, and communicate with 
IoT devices. In   [26], the authors developed a platform 
which captured data streams from IoT health wearable 
devices and stored them on a DLT. Separated by differ-
ent modules, their platform allows the pairing of wear-
able devices, capturing and verifying their data streams, 
and publishing them on a dedicated DLT infrastructure. 
The DLT based integrated healthcare solution for Ban-
gladesh proposed in  [21] is a blockchain-based solution 
that uses a private Hyperledger Fabric framework. There 
system uses Bangladesh’s public and private healthcare 
service providers and is focused on handling secure digi-
tal agreements for commerce or collaboration, by utiliz-
ing the data immutability and smart contracts features. 
A proof of concept was presented which included han-
dling licensed medications, administrative services, offi-
cial health data, patient medical histories, and licensed 
pharmaceutical data, which were stored in the system. 
There was a concern about GDPR and privacy, e.g., the 
private data were stored in a private database on the 
peers of authorized organizations, which was accessed 
only by authorized peers. The authors in  [27] present an 
architecture that uses a blockchain network to facilitate 
communication between healthcare providers by validat-
ing the shared data. They also analyse the monetary costs 
associated with various public blockchain services avail-
able for the system. In Namasudra2023, the authors pro-
pose an architecture for managing medical certificates, 
where the data is stored off-chain and the DLT is used to 
ensure its integrity. This work primarily focuses on ana-
lyzing the gas costs and their monetary implications for 
certificate management, without addressing privacy reg-
ulations such as HIPAA or GDPR. Table 1 summarizes 
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existing healthcare system solutions that integrate DLT 
functionalities.

In general, there is limited emphasis on data privacy 
and users’ data rights, and many of the reviewed solu-
tions do not take existing legislation—such as GDPR or 
HIPAA—into account. Furthermore, the software devel-
opment of these solutions is often in early stages, with 
the majority of the works being theoretical or limited 
to architectural proposals. Finally, most of the solutions 
listed in Table 1 lack sufficient implementation details, 
making their practical adoption or replication difficult.

Methodology
This section presents the research methodology adopted 
to design the architecture for protecting health data 
integrity in a health information system. This study fol-
lows a Design Science Research (DSR) methodology  [29] 
which consists of several iterative steps, as illustrated in 
Fig. 1.

 	• problem identification and motivation - The first step 
in this methodology involves defining the specific 
research problem and justify the value of a solution. 
In this work, the identified issue is the absence of 
a trustworthy and tamper-evident mechanisms to 
guarantee the integrity of electronic health data 
throughout its lifecycle. Sections “Introduction” 
and “Background” of the manuscript describe these 
challenges and motivate the need for a new approach 
to assure health data integrity;

 	• define the objective(s) for a solution - From the 
problem definition, the objective(s) that a successful 
solution must fulfill are inferred in Section 
“Background”. The global objective of this research is 

to design and validate a DLT-based mechanism that 
enables secure, verifiable, and privacy-preserving 
data-integrity validation, ensuring GDPR-
compliant processing, and maintaining operational 
compatibility with healthcare environments;

 	• design and development - In this step, an artifact 
that addresses the defined objectives is created. In 
this work, the artifact consists of the proposed DLT-
based architecture and its associated components. 
Section “Proposed solution - architecture design” 
details the design of:

 	– an architecture that coordinates the necessary 
components and mechanisms to assure the 
integrity of health data;

 	– a metadata model that supports privacy-
preserving management of sensitive data to 
comply with GDPR regulations when data 
integrity verifications are performed;

 	– smart contracts that allow integrity verification 
and authorisation for controlled metadata 
insertion into the DLT;

 	– procedures to detect and restore health-data 
integrity using validation and backup mechanisms 
to ensure the authentic data is used;

 	– security threat models that guided the 
architecture design to identify, understand, and 
mitigate potential security risks and vulnerabilities 
of the proposed architecture.

 	• demonstration - This step illustrates how the 
developed artifact operates in a suitable context 
to address the identified problem. Section 
“Demonstration” presents the demonstration of 

Table 1  Comparative analysis of existing DLT solutions in the healthcare domain
Reference DLT type Type Smart contract GDPR Authorization Backup Maturity level
[25] IOTA Private Yes No Yes No Proof of concept

[26] IOTA Public No No No No Prototype

[21] Hyperledger Fabric Private Yes Yes Yes No Proof of concept

[27] Ethereum Private Yes No Yes No Proof of concept

[28] Ethereum Public Yes No Yes No Proof of concept

Proposed solution Ethereum Private Yes Yes Yes Yes Prototype

Fig. 1  DSR methodology adopted to develop this study architecture, based on  [29]
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the architecture within the real-world clinical-trial 
setting of the FAITH project. This scenario details 
how the architecture, metadata model, and smart 
contracts mechanisms function cohesively within 
healthcare workflows to validate the integrity of 
exchanged data;

 	• evaluation - The evaluation step involves assessing 
how effectively the artifact supports a solution to 
the defined problem. Based on the evaluation, the 
researcher can decide whether to iterate back to the 
design phase to improve the artifact or proceed to 
the final step if the results are satisfactory.

 	• Following the DSR guidelines, this work uses 
an “ex post evaluation”  [30] meaning that the 
artifact evaluation is performed after it has been 
fully designed and implemented. Different DSR 
evaluation methods exist in the literature  [31]. For 
the architecture proposed in this study, the following 
evaluation methods were applied  [32], namely:

 	• illustrative scenario - Artifact can be applied to 
a synthetic or real-world situation to prove its 
suitability or utility. The demonstration in Section 
“Health scenario and demonstration workflow” 
also serves as this evaluation, as it shows the 
architecture’s usage and suitability in a real 
healthcare workflow;

 	• prototype - Implementation of an artifact aimed 
to demonstrate the utility or suitability of the 
artifact. Section “Demonstration environment” 
presents the demonstration environment, 
which validates the technical environment used 
to validate the prototype’s correct operation, 
integration and deployment;

 	• technical experiment - This evaluation method 
verifies the technical performance of the 
implemented artifact under controlled conditions. 
It may be use either real-world or synthetic data. 
In this work, the technical experiment includes 
integrity-validation tests and the evaluation 
of system performance based on time-series 
and hardware metrics on resource-constrained 
devices. These results are presented in Sections 
“Technical experiment - integrity evaluation” 
and “Technical experiment - performance 
experiment”, and an overall discussion is made in 
Section “Discussion and alignment with the global 
objective”

 	• communication - The final step involves 
communicating the research findings to relevant 
scientific and professional audiences. This 
manuscript constitutes the formal communication 
of the artifact, the methodology, demonstration 

details, evaluation results, and contributions to both 
scientific and professional communities.

The presented methodology follows a cyclical process 
aimed to create useful and effective solutions that can be 
applied in practice. The next section is dedicated to pre-
senting the artifact design.

Proposed solution - architecture design
In this section, the general topics for a DLT-based 
approach to improve the security of EHRs are presented. 
These include an architecture, a health data struc-
ture, and smart contracts used to validate and maintain 
health data while ensuring patient privacy and enable the 
required authorizations.

System architecture
The architecture presented in Fig. 2 represents the inter-
nal structure and inter-communications of the proposed 
system, showing the data flow, the roles of key system 
entities, and the necessary modules used to improve the 
security of an healthcare system.

The proposed architecture in Fig. 2 is composed of two 
primary layers: the healthcare layer represented by blue 
color, which includes components executed within the 
healthcare environment such as internal databases and 
health services, and the DLT layer, represented by red 
color, responsible for security services and inter-node 
connections. In the architecture, purple boxes represent 
security components that enforce integrity, traceabil-
ity, and authentication and authorization mechanisms; 
white modules denote system functions that interact with 
the DLT layer, enabling integration and utilization of its 
services; and the green box represents the data source 
metadata, which is stored on the DLT ledger to provide 
verifiable information about the data. The numbered 
steps in the architecture diagram represent the data flow, 
where steps 1 to 4 correspond to the creation and stor-
age of health data, while steps 5 to 9 illustrate the data 
retrieval process, including the scenario in which a data 
integrity breach is detected and handled accordingly.

The architecture begins with the health data sources—
also acting as data owners—within a healthcare environ-
ment, which continuously generate and provide data to 
the system. Before this data is used by healthcare ser-
vices, it is first stored in the system’s primary database 
and simultaneously in a backup database. The backup 
serves as a reliable safeguard, ensuring data availability 
in the event of corruption, loss, or unauthorized modifi-
cations. To detect such integrity issues, a resource meta-
data structure is used, which contains information that 
enables the system to verify whether the original data 
has been altered. A detailed description of this metadata 
structure is provided in the next sub-section.
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To facilitate seamless interaction between the health-
care system and the DLT infrastructure, a dedicated 
DLT connector module can be utilized. This connector 
abstracts the complexity of interacting with the DLT—
such as managing smart contract addresses, metadata 
field types, and node configurations—thereby simplifying 
the submission of transactions to the ledger. Moreover, 
when multiple systems require DLT functionalities, this 
connector acts as a unified gateway, streamlining secure 
and consistent access to DLT-based services.

On the DLT layer, both authentication and authoriza-
tion security mechanisms can be implemented to protect 
the system. For authentication, each user must possess 
a cryptographic key pair to interact with the DLT net-
work. This ensures that all actions performed on the led-
ger are securely attributed to identifiable and verifiable 
entities. In terms of authorization, smart contracts play 
a key role by enforcing rules about who is permitted to 
perform certain actions. Ensuring the information stored 
in the ledger is trustworthy and reliable is essential not 
only for maintaining the integrity of system operations, 
but also for enabling effective data auditing and ensuring 

compliance with data protection regulations such as the 
GDPR.

Resource metadata of the healthcare data
In healthcare, data resources can be represented and 
managed in various ways to ensure effective utilization, 
accessibility, and governance that are essential to improve 
patient care, conduct research or making informed 
healthcare decisions. Those resources include medi-
cal expenses data, medical imaging data, pathological 
parameter data, laboratory test data, etc.

To manage and use the data resource in the proposed 
architecture, a structured representation was created 
to ensure proper governance and security within an 
healthcare system. The defined metadata fields for each 
resource in this work include:

 	• resource type (string) - identify the type of resource. 
It includes questionnaire, laboratory test results, 
or images. This categorization is crucial for 
understanding, organizing, and efficiently managing 
the resources as it allows to group the data based on 

Fig. 2  System architecture applied in an healthcare environment

 



Page 8 of 19Giao et al. Journal of Cloud Computing           (2026) 15:34 

shared characteristics, enabling easier retrieval and 
interpretation;

 	• sensitive data (boolean) - indicates whether the 
data is considered sensitive, allowing the system 
administrator to implement appropriate procedures 
to protect it and prevent access by unauthorized 
parties. Examples of sensitive data include salary 
information, health diagnoses, and insurance 
records. Additionally, this parameter can be used 
to determine whether the original resource and its 
backup must be deleted, particularly in compliance 
with data protection regulations;

 	• hash (bytes) - fixed-size value is generated using a 
hash function based on the resource’s data bytes. 
Since health data can exist in various formats, such 
as textual data like diagnostic notes or binary data 
such as medical images, the data resource input is 
converted to bytes to ensure the compatibility and 
adaptability of any health data format;

 	• hashAlgorithm (string) - algorithm that was 
utilized to generate the hash value. Its deterministic 
characteristic ensures that the same input always 
produces the same hash value, making it reliable for 
tasks like data integrity verification;

 	• resource version (string) - this field can be used to 
keep track of changes made over time to a specific 
resource. As an example, two hospitals might use 
different versions of HL7, resulting in variations in 
the resource’s properties;

 	• resource identification (string) - reference that 
indicates where the original data associated with the 
resource is stored within the system;

 	• timestamp (integer) - provides context, relevance, 
and traceability by recording the time and date when 
a specific resource was created. This information can 
be utilized to control access to the resource based 
on time-related policies, such as limiting access 
to a two-year period, in compliance with GDPR 
requirements.

Considering sensitive data itself is not stored within the 
resource metadata, data privacy is preserved.

Smart contract design
Smart contract functionality guarantees that information 
available on the DLT is authentic and associated with 
this work. It is divided into two parts. The first defines 
the structural part of the resource information and it 
contains the resource fields described in previous sub-
section together with their specific types, e.g., resource 
version only allows string values. The second part of the 
smart contract includes a set of authorization constraints 
to enforce access control over metadata insertion. This 
contract restricts the creation of metadata entries to only 

those identities that have been authorized by a system 
administrator, ensuring that only trusted sources can 
submit integrity-related information to the DLT. Three 
different authorizations were defined in the smart con-
tract: to ensure that only correct data are available on 
the DLT, an authorized list of users who can create the 
resource information can be specified; only the smart 
contract owner is allowed to add or remove the entities 
that are authorized to create resource metadata; only 
the smart owner is allowed to change the address which 
allows or disables users to insert new resources into the 
DLT. The authorization mechanism is critical in health-
care and industrial environments because it ensures 
that only legitimate data owners can create the resource 
metadata, thereby guaranteeing that the data hash values 
used to verify the original data remain authentic.

Data integrity verification and restoration procedures
As noted in  [33], the inherent immutability of DLT ren-
ders data stored on-chain permanent, which poses chal-
lenges for systems that use this technology and must 
comply with privacy regulation such as GDPR. To pre-
vent user privacy breaches and mitigate scalability issues 
associated with storing data directly on the DLT, only 
metadata described in Section “Resource metadata of 
the healthcare data” and pointers to externally stored raw 
data are recorded on-chain. Although metadata is shared 
among all DLT nodes, it contains no personal identifiers 
or attributes that could reveal user’s identity. As a result, 
if a health resource must be deleted within the healthcare 
system, it can be removed permanently without violating 
GDPR obligations, since the corresponding ledger entry 
contains no sensitive or identifiable data.

To ensure reliable system behaviour, it is essential 
to address data protection from the earliest stages of 
the data. As noted in the literature   [34], to use a hash 
to verify the integrity of data, it should be calculated at 
the moment and on the same device where the data 
were originally generated or last modified. Considering 
this fact, this work employs a MDC approach, whereby 
a cryptographic hash of the data is generated for integ-
rity verification when the data are used. To strengthen 
this method, the reference hash is stored in a DLT sys-
tem, ensuring that the integrity check itself cannot be 
compromised. Considering this, the proposed approach 
operates in two stages: data creation and second, when 
the data are used.

Data creation
To safeguard against data compromise and ensure its 
recovery, the data is stored both in the system’s primary 
database and in an independent backup storage. The pur-
pose of this backup storage is to provide a secure and reli-
able copy of the original data, to ensure integrity in the 
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event of corruption, data loss, or system errors. After-
ward, a hash algorithm is applied to the data to generate 
a unique hash value, which is included in the resource 
information emitted to the DLT. This hash value allows 
the detection of any changes in the data, even a single 
byte, as any modification will result in a different hash 
value. Such a change can trigger an alert to inform users 
of a possible unintentional data alteration. Since all DLT 
nodes share the same information, the recorded hash 
value is visible to all participants in the network, enabling 
integrity checks without exposing the data or compro-
mising the privacy of the data owner.

Data retrieval
Data integrity validation is triggered when the DR initi-
ates a retrieval request, ensuring that the integrity of the 
data is verified before it is accessed from storage. In this 
stage, the system first retrieves the data and then recalcu-
lates its hash value using the same algorithm. This newly 
generated hash value is then compared with the cor-
responding hash value stored on the DLT. If they match 
exactly, it confirms that the data have not been tampered 
with and that the information is provided to the user. If 
an integrity violation is detected, a notification is trig-
gered to both the data owner and the system administra-
tor, following GDPR guidelines. Additionally, an incident 
report must be created, potential additional breaches 
should be investigated using DLT records, and the com-
promised data in the system database should be replaced 
with the correct version from the backup.

Threat model
The requirement for a trusted environment is an health 
environment, and security assumptions were considered 
during the design of the proposed DLT-based health-data 
integrity mechanism presented in this work. Consider-
ing the importance of maintaining GDPR-compliant and 
privacy-preserving data handling, this study considered 
three threat scenarios to help identify the inherent risks 
that may be introduced into the system  [35].

The first identified threat involves server-side mali-
cious tampering, where an attacker with access to the 
healthcare institution’s database may compromise the 
EHR stored off-chain. This threat is mitigated by register-
ing the EHRs hash value in the immutable ledger of the 
DLT at creation time and validating its integrity by com-
paring the recomputed hash value with the hash stored 
on-chain.

The second threat is unauthorised modification of 
metadata, where an adversary may attempt to forge the 
health metadata. This risk in this scenario is the introduc-
tion of falsified health metadata that, if accepted, could 
mislead the integrity verification process. This threat 
is mitigated through the authorisation mechanisms 

enforced by the smart contract that ensures that only 
approved blockchain addresses are permitted to submit 
metadata to the DLT.

The third scenario considers insider collusion threat, 
where a trusted system entity deliberately changes health 
data from the healthcare database. This work considers 
and mitigates this type of threat by ensuring that only 
authorized entities can submit metadata and by relying 
on DLT immutability. In addition, metadata versioning 
and the cryptographic signing of each transaction pro-
vide auditability and allow the system to detect attempts 
to register manipulated or inconsistent metadata.

For the demonstration of the mentioned threat sce-
narios, this work made several assumptions that define 
the security boundaries within which the proposed archi-
tecture is expected to operate. First, we assumed that a 
supermajority of the validator nodes behave honestly, 
which is essential to ensure that the DLT data cannot 
be adultered. Second, the model assumes that the secu-
rity administrator is a fully trusted authority responsible 
to manage DLT authorizations and to ensure that only 
approved system entities are permitted to insert data on-
chain. Finally, the system assumes that data is correct at 
the moment of metadata creation, meaning earlier cor-
ruption cannot be detected. These assumptions enable 
tamper-evident and GDPR-compliant verification but 
also represent weaknesses and trade-offs of the proposed 
approach.

Demonstration
This section demonstrates how the proposed DLT-based 
architecture operates in practice within the real health-
care clinical-trial context of the FAITH project. The dem-
onstration corresponds to the DSR demonstration step 
and exemplifies the artifact’s functionality in a realistic 
setting, integrating the healthcare workflow, the system’s 
technical infrastructure, its participating entities and the 
integrity-verification mechanisms. It also serves as the 
basis for the illustrative scenario evaluation method from 
Section “Illustrative scenario evaluation”.

Health scenario and demonstration workflow
The demonstration scenario reflected the data work-
flow of the FAITH clinical trials. The FAITH project was 
dedicated to the design of a platform to promote men-
tal health awareness and provide intelligent support for 
post-cancer care, helping patients improve their quality 
of life. It resulted in a platform that collects EHRs from 
the patient’s mobile phone, which are then analysed by 
healthcare professionals to determine the need for clini-
cal intervention.

The duration of the trial was one year and a half, during 
which a total of 200 patients were enrolled. Each patient 
could submit up to 20 entries per day, all of which were 
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stored on the same healthcare server responsible for 
maintaining the EHR. Three types of participants were 
involved in this scenario, as shown in Fig. 3: patient, doc-
tor, and security administrator. The demonstration work-
flow comprised two steps: when data are created and 
when the data are used.

Data creation and metadata submission
What a patient contributes in terms of data creation, and 
the subsequent submission of its metadata, is explained 
in the following steps:

 	• configuration phase - The security administrator 
configured the smart contract authorisation rules 
on the DLT, to ensure that only trusted entities were 
permitted to submit metadata;

 	• resource creation - The patient generated a health 
resource, such as a questionnaire responses or 
clinical measurements;

 	• metadata generation - After the storage of the 
resource was stored, the healthcare system generated 
the corresponding metadata, including resource type, 
hash value, sensitivity level, version, and timestamp, 
and submitted it to the DLT through the authorized 
smart-contract interface;

 	• DLT processing - The metadata was transmitted to 
the DLT Middleware, which handled the interaction 

with the smart contract and stored the metadata on 
the ledger.

Data access and integrity verification
When the doctor or patient later accessed a stored health 
resource, the process of data integrity verification was 
initiated, which consisted in the following steps:

 	• resource retrieval - The patient or doctor accessed 
the health resource from the healthcare system 
database;

 	• hash computation - The system recomputed the hash 
value of the retrieved data;

 	• metadata retrieval - The healthcare system retrieved 
the corresponding resource metadata from the local 
DLT node;

 	• integrity validation - The authenticity of the health 
data was verified by the Data Integrity Validation by 
comparing the recomputed hash value;

 	• integrity outcome

 	– if the values matched, the data was confirmed 
to be intact and was safely delivered to the data 
requester;

 	– if the values differed, the system triggered an alert 
to both data owner and the security administrator, 
who investigated the breach and restored the 
correct data from the backup database.

Fig. 3  Healthcare scenario integrated with a DLT
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This scenario, implemented during FAITH Project, dem-
onstrated how the proposed architecture coordinated 
security mechanisms, enforced GDPR-compliant pro-
cessing, and provided tamper-evident verification within 
a real healthcare workflow.

Demonstration environment
The demonstration was conducted using a full prototype 
deployment that replicated the technological conditions 
of the FAITH clinical-trial environment. Figure 4 illus-
trates the physical and logical deployment used during 
the demonstration, including the distributed DLT nodes, 
hospital systems, backup repositories, and the adminis-
trator environment.

The prototype consisted of a private Ethereum block-
chain to ensure that only authorized parties could access 
the ledger data and allow the creation of unlimited trans-
actions into the DLT without monetary restrictions. 
The private Ethereum network also allowed us to have a 
better network configuration and define how the trans-
actions were created and validated. It used the Proof of 
Authority (PoA) consensus mechanism (also known as 
Clique)  [36] as it allows to define which nodes can vali-
date the transactions (the healthcare and system admin-
istration were part of this validation process).

In this DLT network, new blocks of the blockchain were 
created only when a transaction was submitted, rather 
than at fixed time intervals. This approach improves effi-
ciency by eliminating empty blocks, reducing latency as 
transactions do not need to wait for a predetermined 
time or block size before processing, and contributing to 
economic efficiency by minimizing the waste of compu-
tational resources and energy on creating empty or unde-
rutilized blocks. All these characteristics were defined 
on the first block of the Ethereum blockchain, referred 
to as the genesis block. Each node was initialized using 
the same genesis file to ensure a consistent network state. 

After network initialization, After network initialization, 
the system administrator deployed the smart contract 
to the blockchain, establishing the contract owner and 
the blockchain addresses authorized to create metadata 
entries. Each node maintained a synchronized copy of 
the ledger, ensuring tamper-evidence and traceability. 
In this PoA setup, three validator nodes, represented by 
blue color cubes in Fig. 4, were responsible to validate the 
transactions and create new blocks in the blockchain.

As illustrated in Fig. 4, the system was composed of six 
Ethereum blockchain independent nodes in geographi-
cally separated locations, four of which were Raspberry 
Pi 4 Model B single board computers with 8 GB LPDDR4 
RAM and a 64-bit quad-core Cortex-A72 processor. All 
devices ran Debian GNU/Linux 12 with Go Ethereum 
v1.13.4.

The healthcare system modules included two hospitals, 
each with its own private database for storing EHRs, as 
well as a shared backup database used to restore data in 
case of integrity breaches. Each hospital environment 
also operated an Ethereum node to enable local metadata 
retrieval and validation.

The administrator management module also operated 
its own Ethereum node to manage smart contract per-
missions, enabling it to assign authorisation rights for 
metadata creation. The entire system, from the trans-
actions logic to the writing to the blockchain, is imple-
mented using JavaScript language due to the simplicity of 
the language and the availability of libraries. Such librar-
ies, for example, the Web.js version 4.2.1, provided the 
necessary tools and functionalities to interact with the 
Ethereum blockchain as well as their smart contracts.

This deployment environment represented the opera-
tional conditions of the FAITH platform and enabled the 
execution of the end-to-end workflow described for the 
demonstration of this study.

Fig. 4  Deployed prototype of the demonstration environment with Raspberry Pi nodes to validate healthcare data integrity
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Evaluation
Evaluation is an important activity in the DSR method-
ology, as it allows to confirm that utility, feasibility, and 
efficiency of the artifact. This section presents two evalu-
ation methods comprising three evaluation procedures 
through which the proposed architecture was assessed to 
determine whether it adequately addresses the problems 
identified in this work.

Illustrative scenario evaluation
The suitability and utility of the artifact were evaluated 
using the illustrative scenario method, by integrating the 
solution into a realistic healthcare context. This evalu-
ation also corresponds to the demonstration scenario 
presented in Section “Health scenario and demonstra-
tion workflow”, where the architecture was deployed 
and executed within an health clinical trial which lasted 
18 months. Specifically, the scenario provided evidence of 
the following:

 	• prototype deployment in a healthcare environment - 
All architectural components were implemented and 
deployed within FAITH platform, which allowed the 
clinical trials to utilize the functionalities proposed in 
this work;

 	• health metadata - Whenever a health resource was 
created, the system generated a corresponding 
metadata information containing the fields required 
for subsequent verification;

 	• DLT integration - The utilized blockchain allowed to 
stored metadata on the ledger, benefiting from the 
on-chain immutability typically provided by a DLT.

 	• privacy-compliance - Considering the traditional 
characteristics of DLT are not compliant with GDPR, 
namely immutability and broad data availability for 
all participant nodes, only the metadata was stored 
on the ledger. This ensured privacy-preserving 
integrity verification since the on-chain data does not 
contain direct patient identifiers and had insufficient 
information to infer the patient identity;

 	• integrity verification - When patients or doctors 
retrieved health data, the system recomputed the 
data hash value and compared it with the retrieved 
hash stored on-chain, thus enabling trusted integrity 
verification;

 	• breach detection and recovery - When discrepancies 
were identified, the system automatically triggered 
alerts and restored the correct data version from 
the health backup repository, preventing the use of 
compromised data.

The behaviour identified throughout the scenario con-
firms that the artifact operated as designed, fulfilling the 
objective defined in Section “Methodology”. It supported 

GDPR-compliant processing, preserved data integrity, 
and seamlessly integrated a real healthcare workflow. 
Importantly, the scenario validated that the metadata-
based approach enabled the system to detect manipula-
tion attempts using cryptographic mechanisms, without 
exposing sensitive patient information on the ledger.

Technical experiment - integrity evaluation
The technical performance, validity, and efficiency of 
the artifact in DSR can be evaluated through a Technical 
Experiment. This section evaluates the capability of the 
proposed solution to identify a data integrity adulteration 
using the mechanisms defined in the architecture.

Figure 5 illustrates the evaluation flow described in 
this section, showing two examples: a correctly validated 
case (represented by blue arrow), and a manipulated case 
(represented by red arrow), where the altered data was 
identified as non-original data.

To evaluate integrity preservation, the experiment was 
conducted using two different scenarios:

Scenario 1—Original data (valid integrity)
In first scenario, the data retrieved from the health data-
base was unmodified. When the system recomputed 
the hash value of this data and compared it, both values 
matched. Considering the metadata and the recomputed 
hash were identical, the system validated the integrity of 
the resource and the data was retrieved to the doctor.

Scenario 2—Modified data (integrity breach)
In the second scenario, one value of the patient’s health 
data (e.g., glucose level) was intentionally modified and 
compared it with the immutable hash stored on-chain, 
to simulate data tampering. Considered the hash val-
ues were different, the system automatically identified 
a mismatch between the recomputed and immutable 
hash stored on-chain, enabling the system to consistently 
identify the integrity breach. The modified EHR was 
flagged as compromised, preventing its use in clinical 
decision-making.

Figure 5 clearly shows the importance of using cryp-
tographic mechanisms to detect data integrity changes. 
Despite having similar structure and fields, its hash func-
tion produces a distinct hash value, identifying a data 
alteration.

Overall, this experiment confirms that the proposed 
mechanism reliably detects integrity breaches while 
maintaining GDPR-compliant handling of metadata.

Technical experiment - performance experiment
The Performance Experiment evaluates the techni-
cal behaviour of the implemented artifact by examining 
how the system performs under real workload condi-
tions on resource-constrained devices. The performance 
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experiment evaluation is organized into two parts: the 
first describes the measurement protocol used to collect 
the time-series and hardware metrics, and the second 
presents the analysis of these measurements to assess the 
system’s performance.

Measurements protocol
To evaluate the consequences of integrating the proposed 
architecture into an healthcare system, two distinct sets 
of metrics were collected. The first set aims to infer the 
response time required to create a resource information 
within a DLT. These metrics were acquired on the com-
ponents represented Fig. 6. The second set focuses on 
hardware evaluation, on the Raspberry Pi DLT nodes 
represented in Fig. 4. Both these measurements were 
performed within the same experiment.

To ensure the validity of time and hardware measure-
ments, all experiments presented in this section were 
conducted in a controlled environment in which every 
device was configured with the same operating system 
and the same hardware specifications. All Raspberry Pis 
operated with independent and stable power supplies, 
and thermal and environmental conditions were kept 
constant to reduce confounding factors. Moreover, all 
Raspberry Pis contained the same libraries, background 
processes, and both Bluetooth, Wi-Fi and graphical 
interface were disabled. These devices nodes were con-
nected to the same local network without competing 
traffic, ensuring consistent latency and network behav-
iour across the experiments. Each system component 

processed the same workload of 5000 requests, sent at 
500 ms intervals, where each request contained a JSON 
structure whose internal fields varied for every submis-
sion to reflect realistic data-generation conditions. Only 
the raw hardware measurements and request timestamps 
were stored, to avoid additional processing or filtering 
steps that could distort the results or introduce compu-
tational overhead.

Response time metrics measurements  The time series 
data collection was performed in laboratory conditions, 
i.e., the computer only had installed the operating system, 
the required libraries (e.g., Node JS and Go), and the com-
ponents that were measured, which are represented in 
Fig. 6. The computer was a MacBook with macOS 12.7.3 
operating system with a quad-core Intel Core i7 proces-
sor and 16 GB of memory RAM. This computer had a 
regular node and it was connected with all nodes repre-
sented in Fig. 4. A script was created to emulate the REST 
requests made by the hospital and the timestamps before 
the request and after the response were stored, that cor-
respond to the numbers 1 and 6 of Fig. 6, respectively. The 
ratio between these values corresponds to the total time 
to call the health function, which includes its main func-
tionalities (e.g., storing data on the hospital database and 
on the backup database, hospital data analytics, etc) as 
well as submitting a resource on the DLT. It used the rela-
tional database Maria DB for the backup database. The 
second group of timestamps had the purpose of register-
ing the time it takes to create the necessary information to 

Fig. 5  Integrity evaluation. Resource metadata is shared with all blockchain nodes and its information is used to verify the integrity of patient health data
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submit a resource to the DLT. For this reason, two time-
stamps were registered on this component, before pars-
ing the data to create the resource and after the response 
from the DLT middleware component, which correspond 
to the numbers 2 and 5 of Fig. 6, respectively. The ratio of 
the timestamps from this component corresponds to the 
time it takes to create resource information and submit to 
the DLT. The component DLT middleware also recorded 
two timestamps which had the purpose to measure the 
time it takes to submit a resource on the DLT. These time-
stamps were registered before submitting a transaction to 
the DLT and after receiving the information of a pending 
transaction to be appended to the DLT and correspond to 
the numbers 3 and 4 of Fig. 6. The purpose of this last ratio 
is to measure the time it takes to submit a resource into 
the DLT. There is a gap between the time when a transi-
tion is submitted to the DLT and the time when it is con-
firmed, which is represented by the ‘Mined block‘in Fig. 6 
and corresponds to the number 7. This value was calcu-
lated based on the difference between the block creation 
time and the submission transaction time, which was less 
than one second for all transactions. Since this value is not 
relevant to this work, it will not be discussed further.

Hardware measurements  The subsequent performance 
measurements were conducted with a DLT configuration 
closely resembling that employed in the FAITH project. 
To access the resource bottleneck of DLT usage on the sys-
tem using the metadata structure, metrics were collected 
from three Raspberry Pi. These devices shared the same 
hardware and identical software characteristics but served 
different roles in the system: one operated as a validator 
node, another as a regular node, and the third without any 
DLT software. Before conducting the tests, the Raspberry 
Pis executed two bash scripts: one responsible for stor-
ing the disk I/O measurements and another that stored, in 
memory, the raw data related to CPU temperature, mem-
ory RAM usage, CPU usage and network traffic. All mea-
surements were stored in CSV files. To minimize disk I/O 
and reduce resource usage, preventing interference with 
the performance measurements on the Raspberry Pis, the 
last CSV file stored 100 measures each time. Furthermore, 
the CSV files only contained the values that were used to 
compute the measurements, i.e., the raw values. The algo-
rithms for computing the performance measurements 
were exclusively executed during data analysis, utilizing 
an R script to minimize resource utilization on the DLT 
nodes. Considering the update frequency and precision 
of some Raspberry Pi measurements are limited by the 

Fig. 6  Time series measurements data flow
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underlying hardware and kernel, and acquiring accurate 
time measures involves relative resource-intensive system 
calls which influence the acquired data for this work, all 
metrics were made at the level of one second and on each 
Raspberry Pi itself.

The Raspberry Pi temperature was acquired from /
sys/class/thermal/thermal_zone0/temp file, 
which contains the CPU temperature in millidegrees Cel-
sius. The data retrieved from this file was converted to 
degrees Celsius, with precision up to two decimal places. 
The “free” command is a Linux command that was used 
to get the memory RAM information at the time of exe-
cution. It provides the total installed RAM, RAM used 
by the system as well as unused RAM. The overall RAM 
usage percentage of the Raspberry Pi was calculated with 
Eq. 1. 

	
RAM[t] = RAMused[t]

RAMT otal[t]
× 100.� (1)

On a Raspberry Pi, the data related to processor usage 
can be read from the /proc/stat file. It contains one 
or more rows, depending on the number of processors 
the system has. The very first line, labelled “cpu”, aggre-
gates the numbers in all other “cpuN” lines. This was the 
line which was used to compute the CPU usage for this 
work. The numbers provided in this file represent the 
cumulative time the CPU has spent performing the dif-
ferent modes of execution of a CPU since the system’s 
initial boot. The basic modes identify the amount of time 
the CPU was busy (user, nice and system processes), in 
idle state, interrupted and some other states. As the 
provided values from this file are accumulatively pro-
gressing over time, the CPU usage must be determined 
by computing the variance between the counter values. 
Thus, the CPU processor usage percentage is computed 
according to Eq. 2. 

	
CPU[t] = CPUbusy[t] − CPUbusy[t − 1]

CPUtotal[t] − CPUtotal[t − 1]
× 100.� (2)

The CPU usage is calculated by dividing the busy amount 
of time CPUbusy  by the total number of time CPUtotal.

The network activity is another important characteris-
tic of DLT since it refers to the communication and data 
transfer processes between nodes within the network. 
It encompasses both data received  (ETHRX) and data 
transmitted  (ETHTX), and in a Linux system and using 
an ethernet cable, they can be acquired through the files 
/sys/class/net/eth0/statistics/rx_bytes 
and /sys/class/net/eth0/statistics/tx_
bytes, respectively.

DLT nodes usually rely on read-and-write opera-
tions to the disk. To determine the capability of the 

node’s storage, the transactions per second (TPS) were 
measured, which refers to the number of input/output 
- I/OTPS operations completed by a storage device. This 
parameter was acquired by using the ‘iostat‘Linux com-
mand, which provides system’s I/O statistics for the sys-
tem’s devices and partitions. Since this command needs 
to be running continuously in order to acquire the real-
time I/O values, this command was executed in a sepa-
rate script.

Analysis of results
To investigate the performance of the proposed DLT-
based design, time and resource consumptions measure-
ments were performed. It was conducted 5000 requests 
in 500 ms interval and all measurements were executed 
during the same experiment. To enable the comparison 
between measurements, all requests were stored with 
a unique ID, which was defined at the hospital request 
side and acquired by the remaining components through 
parsing the request body.

Figure 7 shows the time measurements scatter plot for 
the hospital requests, health system and DLT middle-
ware, from the data flow presented in Fig. 6 with colours 
purple, yellow and blue, respectively. All times were 
determined by calculating the difference between the end 
and the start of a request and associating them with their 
corresponding request number. Even though the hos-
pital request used a database to store data, the request 
time is identical to the time it took to perform the hos-
pital request. The mean time was 16.94 ms for the hospi-
tal and 14.47 ms for the health system requests. The DLT 
middleware component had a mean time of 1051  ms, 
which might be influenced by the time the web3.js library 
uses to create and submit a transaction to the Ethereum 
blockchain. Multiple ledger accesses to create and send 
a new transaction to the ledger are performed by this 
library, such as to determine the transaction gas price 
or the account’s pending transaction number. Similar to 
a database, each disk access takes time, which affects the 
overall performance of the service. However, for the pro-
posed scenario, a 1051 ms delay does not affect the health 
system.

To provide a clear baseline for comparison, the evalua-
tion utilized three Raspberry Pi setups: a validator node, 
a non-validator node, and a baseline device without any 
blockchain activity. The baseline served as a control con-
dition, enabling us to isolate the computational overhead 
introduced solely by running a DLT node and, in the case 
of the validator, the additional processing required to 
validate the metadata entries created in this study. Figure 
8 presents six hardware measurements collected across 
these three configurations, where the validator is shown 
in yellow, the non-validator in purple, and the baseline 
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Raspberry Pi in blue, which does not execute any DLT 
processes.

To better visualize the patterns of the scatterplot from 
Fig. 8, the “loess” method of the “geom_smooth” function 
from the ggplot2 package was used. One-way analyses of 
variance (one-way ANOVAs) were performed to verify if 
there were statistically significant differences among the 
three Raspberry Pi devices, for each measurement. The 
data were all aggregated into one data frame in R, and the 
measurements were assigned between three groups that 
correspond to each device: validator, non-validator and 
baseline. For pairwise comparisons among Raspberry 
Pi devices, post hoc Tukey honest significant difference 
(HSD) tests were used.

One-way ANOVAs results showed statistically sig-
nificant differences among devices for all measurements 
(Temperature: F (2, 7642) = 3359.74, p < 0.001; RAM:  
F (2, 7642) = 2788810.90, p < 0.001; CPU:
F (2, 7642) = 14.53, p < 0.001; (ETHRX):
F (2, 7642) = 5957.76, p < 0.001;
(ETHTX): F (2, 7642) = 10036.24, p < 0.001; I/OTPS:
F (2, 7771) = 13324.98, p < 0.001).

The Tukey’s HSD post hoc test for device tempera-
ture revealed significant differences among all groups 
(adjusted p < 0.001), with baseline and validator show-
ing the lowest and highest temperatures, respectively 
(Fig. 8). These findings suggest a direct influence of the 
Ethereum DLT on temperature across all devices, with 
mean differences of 1.44  ∘C and 0.45  ∘C between vali-
dator with baseline and validator with non-validator, 
respectively. Similarly, RAM Tukey’s HSD post hoc test 
results indicated significant differences among all groups 
(p < 0.001), with baseline showing notably lower values 
(Fig. 8). Regarding the CPU measurements, significant 
differences were observed between the baseline and vali-
dator and non-validator devices (p < 0.001). Both ETHRX 
and ETHRX network activities showed significant dif-
ferences among all groups (p < 0.001), with the highest 
mean differences observed between the baseline (lower 
values) and the validator (higher value) and non-validator 
nodes. This network behaviour is attributed to constant 
communication among nodes to verify if new informa-
tion has been approved and added to the ledger. Regard-
ing I/OTPS measurement, Turkey’s HSD post hoc test 

Fig. 7  Time measurements of health components integrated with a DLT
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revealed a significant difference between the baseline and 
the other devices (p < 0.001). This result can be attributed 
to storage disk operations occurring only when a new 
block is added to the ledger by both ledger nodes devices.

Discussion and alignment with the global objective
The results obtained across the illustrative scenario (Sec-
tion “Illustrative scenario evaluation”) and technical 
experiments (Sections “Technical experiment - integrity 
evaluation” and “Technical experiment - performance 
experiment”) demonstrate that the proposed artifact suc-
cessfully fulfills the defined objective.

First, the integrity-verification mechanism was vali-
dated through a technical experiment on Section “Tech-
nical experiment - integrity evaluation”. The prototype 
consistently detected the data tampering attempts by 
comparing the recomputed hash values with the immu-
table information stored on the DLT. This confirms that 
the artifact in fact enables the verification and validation 
of exchanged data integrity.

Second, the design decision to use the health resource 
metadata ensured privacy preservation and GDPR 

compliance, even with the utilization of DLT. As shown 
in Sections “Illustrative scenario evaluation” and “Tech-
nical experiment - integrity evaluation”, the metadata 
stored on-chain contained no personal identifiers and 
no attributes capable of disclosing patient identity. The 
immutable information stored on the DLT do not affect 
the compliance with GDPR requirements when an health 
resource is requested to be deleted. This demonstrates 
that the proposed mechanism supports privacy-preserv-
ing and regulation-compliant processing.

Third, the operational compatibility with healthcare 
environments was demonstrated through the FAITH 
clinical-trial integration (Section “Illustrative scenario 
evaluation”) and the technical experiments. The devel-
oped prototype was successfully utilized in a real clini-
cal workflow involving more than 200 patients and 
different health entities. Additionally, the performance 
experiments showed that the system remained stable on 
resource-constrained hardware. This validates that the 
architecture can be deployable under realistic healthcare 
constraints.

Fig. 8  Raspberry Pi hardware measurements for each type of node
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Altogether, the demonstration and experimental 
results provide strong evidence that the proposed artifact 
extends and improves upon the prior systems identified 
in Section “Background”, by adding a data integrity veri-
fication, GDPR-compliant processing, automatic authori-
sation mechanisms enforced through smart contracts and 
DLT functionalities. Overall, this study achieves its global 
objective: it delivers a DLT-based mechanism capable of 
maintaining data-integrity validation that is secure, veri-
fiable, privacy-preserving, GDPR-compliant, and opera-
tionally feasible within real healthcare environments.

Conclusion
In this paper, a DLT architecture to enhance healthcare 
data integrity was proposed for the storage and sharing of 
health-related information. A demonstrator using Rasp-
berry Pi 4 nodes has been evaluated and verified a small 
overhead when applying our solution to a healthcare 
system, which compensates for the security improve-
ment for the health data and continuous data protec-
tion against manipulation attacks. This is crucial when 
data are connected with individuals and their health. 
Compliant with the GDPR, this work was used in the 
FAITH research project to guarantee the authenticity of 
the health questionnaires and their answers for the hos-
pital’s interface. The health resources and their backups 
were stored in separate databases, on the hospital’s prem-
ises and the DLT was used to store the resource informa-
tion and their location. The whole architecture presents 
the solution needed for an hospital-based data collection 
system, applicable in research such as the present case 
with the FAITH project but it is a proved solution for 
any other hospital circumstance where data integrity and 
data protection is mandatory.

The legacy of this work also extends such requisites 
beyond traditional databases to a full secure and audit-
able DLT based infrastructure. It is therefore concluded 
that this document serves as a reference for those aiming 
to design a DLT-based data integrity system to support 
a secure and trustworthy eHealth data infrastructure, 
including the use of low-resource microcontrollers, such 
as Raspberry Pi, as part of the DLT layer. It should be 
noted the architecture mitigates the threats described in 
Section “Threat model”, however, this study focuses pri-
marily on verifying and ensuring the integrity of health 
data used within the system. This limitation should be 
explored in a future work extend the approach beyond 
detection and toward the prevention of data integrity 
violations.
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