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Abstract. In this paper we present Contracts for Concurrency. A contract for
concurrency specifies the protocol to access the services provided by a software
module or library. A program that respects a (well-defined and complete) contract
for a module is safe from high-level atomicity violations with respect to that
module. On the other hand, violations of a contract may denote errors in the
program, and the application of contracts for concurrency to some real-world
open source software packages did uncover a few latent bugs.

1 Introduction

The encapsulation of a set of services as software module offers strong advantages in
the software development process, since it promotes the reuse of code and eases the
maintenance efforts. If unacquainted with the implementation details of a particular
set of services provided by a software module, the programmer may fail to identify
correlations that exist across those services, such as data and code dependencies, and
misuse the services and introduce bugs in the program. This is particularly relevant in a
concurrent setting, where it is hard to account for all the possible interleavings between
threads and their effects in the module’s internal state when its services are used.

When using a (third-party) software module, a program must follow its protocol,
which defines the legal sequences of invocations of its methods. For instance, a module
that offers an abstraction to deal with files will typically demand the programmer to start
by calling the method open(), followed by an arbitrary number of read() and write()
operations, and concluding with a call to close(). A program that does not follow this
protocol is incorrect and should be fixed. A way to enforce a program to conform to such
well defined behaviours is to use the design by contract methodology [5], and specifying
contracts that regulate the module’s protocol. Contracts serve as useful documentation
and may be automatically verified, thus ensuring the program obeys the protocol [1,3].

Concurrency brings new challenges to the definition of module protocols, as it also
brings additional requirements such as ensuring the atomic execution of sequences of
calls that are susceptible of causing atomicity violations. Some of these (high-level)
atomicity violations are possible even when the individual methods of the module are
protected by some concurrency control mechanism.

© Springer Nature Switzerland AG 2018
T. Margaria and B. Steffen (Eds.): ISOLA 2018, LNCS 11247, pp. 70-73, 2018.
https://doi.org/10.1007/978-3-030-03427-6_9


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-03427-6_9&domain=pdf
https://doi.org/10.1007/978-3-030-03427-6_9

Verifying Real-World Software with Contracts for Concurrency 71

Figure 1 shows part of a program that | ;i34 schedule O {
suffers from a high-level atomicity viola- Task t=taskQueue.next():
tion. The schedule() method gets a task
from a queue and executes it only if it if (t.isReady())
is ready to run. This program contains t.run(Q);
a potential high-level atomicity violation |}

since the method may end executing a
task that was not marked as ready. This Fig. 1. Program with a atomicity violation.
may happen when another thread concur-
rently schedules the same task, despite
the fact the methods of Task are atomic. In this case the isReady() and run() methods
should be executed in the same atomic context to avoid atomicity violations. Atomicity
violations are one of the most common source of bugs in concurrent programming [4],
and are particularly susceptible to occur when composing calls to an external module
whose implementation details are unknown.

In this paper we describe Contracts for Concurrency [2,6], which improves the
correctness of concurrent programs by extending module usage protocols with a speci-
fication of the sequences of calls that should be executed atomically.

2 Contract Specification

The contract of a module is a protocol, and this protocol specifies which sequences
of calls of the non-private methods of that module are to executed atomically. In the
spirit of the programming by contract methodology, the specification of the terms of
the contract, including the identification of the sequences of methods that should be
executed atomically, is a responsibility of the module’s developer.

The Contract for Concurrency of a module with public methods my,---,m, is a
set of clauses, each clause c; is described by e;, a star-free regular expression over the
alphabet {m, - - -, m,,}. Star-free regular expressions are regular expressions without the
Kleene star, using only the alternative (|) and the (implicit) concatenation operators.

Each sequence defined in e; must be executed atomically by the program using the
module, otherwise there is a violation of the contract. Our verification analysis assumes
that the contract defines a finite number of call sequences.

Example. Consider the array implementation as offered by the Java standard library,

java.util.ArrayList. For simplicity we will only consider the methods add(obj),

contains(obj), index0f(obj), get(idx), set(idx,obj), remove(idx), and size().
The following contract defines some of the clauses for this class.

contains indexOf

index0f (remove | set | get)
size (remove | set | get)
add (get | index0f)

bl s

Clause 1 of the above contract denotes that the execution of contains() followed by
index0£() should be atomic, otherwise the client program may confirm the existence
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of an object in the array, but fail to obtain its index due to a concurrent modification.
Clause 2 represents a similar scenario where, in addition, the position of the object
is modified. Clause 3 deals with the common situation where the program verifies if
a given index is valid before accessing the array. To make sure the size obtained by
size() is valid when accessing the array, these calls must be atomic. Clause 4 maps
scenarios where an object is added to the array and then the program tries to obtain
information about that object by querying the array.

Another relevant clause is “contains indexOf (set | remove)”,but the contract’s
semantic already enforces the atomicity of this clause as a consequence of the compo-
sition of clauses 1 and 2, as they overlap in the index0£() method.

2.1 Extending Contracts with Parameters

Basic contracts may be too restrictive because they enforce methods to always be exe-
cuted atomically. However, frequently two methods may have to be executed atomically
if they refer to the same data and my be executed concurrently otherwise. To incorporate
this concept, Contracts were extended with parameters [2, 6].

Example. When including symbolic parameters, the above contract may be refined as:

1. contains(X) indexOf(X)

2. X=index0£f() (remove(X) | set(X,.) | get(X))
3. X=size() (remove(X) | set(X,.) |get(X))

4. add(X) (get(X) | index0£f(X))

This contract uses the underscore as a free variable, and captures in detail the depen-
dencies between method calls, expressing the relations that are problematic and exclud-
ing those that do not cause atomicity violations, hence allowing for more concurrency
without compromising correctness.

2.2 Extending Contracts with Spoilers

Some sequences of method calls from the module’s API may need to be executed atom-
ically with respect to some well identified methods, while with some others they do
not. For example, the clause contains indexOf states that this sequence of calls must
always be executed atomically (w.r.t. methods of the given module), regardless of which
methods the other threads are executing. Interleaving a thread executing this sequence
with another one is thus a contract violation regardless of whether the other thread
executes remove or get, not distinguishing that the former is harmful while the latter
is not.

Contract spoilers [2] address the above problem by allowing to express in which
context the contract clauses shall be enforced. For that, each clause of the basic contract
(a target) is coupled with a set of spoilers that restrict its application. A spoiler repre-
sents a set of sequences of methods that may violate its target. Client programs must
then ensure that each target is executed atomically w.r.t. its spoilers, whenever exe-
cuted on the same object. For the target clause contains index0f, a possible spoiler
is remove, and the extended clause would be: contains indexOf <~ remove.
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Example. The basic contract for java.util.ArraylList extended with parameters and
spoilers is:

contains(X) indexO0f(X) «~ remove(.)

X=index0£f(.) (remove(X) | set(X,.) |get(X) ) ¢~ remove( ) |add() | set(X,.)
X=size() (remove(X) |set(X,.) |get(X) ) ¢~ remove(.)

add(X) (get(X) | index0f(X) ) «~ remove(.) | set(X,.)

bl NS

3 Conclusions

The Contracts for Concurrency may be validated statically or dynamically [2,6]. Exper-
iments with applying these Contracts in real-world programs resulted in identifying
multiple atomicity violations in production open-source softwares such as Tomcat',
Derbyz, Cassandra®, Chromium-1 (version 6.0.472.35). Both, the automatic generation
of Contracts for Concurrency and their extension to address other concurrency issues
are current ongoing work.
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