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ABSTRACT Deep Neural Networks (DNNs) have gained prominence due to their remarkable
accomplishments across various domains, including telecommunications and security. Their integration into
decision-making processes within 5G telecommunication systems andUAV security is noteworthy. However,
the iterative nature of DNN data processing can introduce uncertainties in classification decisions, impacting
their reliability. This paper presents novel combined preprocessing and post-processing techniques designed
to enhance the accuracy and reliability of binary classification DNNs by managing uncertainty levels. The
study evaluates these methods through calibration error metrics, confidence values, and the Reliability
Score (RS), which quantifies the disparity between Mean Accuracy (MA) and Mean Confidence (MC).
Additionally, the effectiveness of these methods is demonstrated by applying them to simulated real-world
scenarios to improve jamming detection reliability in UAV communications. The proposed algorithms’
impact is compared against baseline DNNs and DNNs augmented with the eXtreme Gradient Boosting
(XGB) classifier, as well as the latest research to validate our approach. This paper comprehensively
overviews the experimental setup, dataset, deep network architecture, preprocessing and post-processing
techniques, evaluation metrics, and results. By addressing uncertainty in XGB and DNN outputs, this study
improves the trustworthiness of ML-DNN-based decision-making processes in 5G UAV security scenarios.

INDEX TERMS Unmanned aerial vehicle, deep neural networks, machine learning, uncertainty, reliability,
jamming identification, eXtreme gradient boosting (XGB) classifier, 5G, 6G.

The associate editor coordinating the review of this manuscript and

approving it for publication was Xiao-Sheng Si .

I. INTRODUCTION
Deep Neural Networks (DNNs) have gained significant
prominence due to their remarkable achievements across
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various domains, including telecommunications and secu-
rity [1], [2], [3]. These models are increasingly integrated into
decision-making processes within 5G telecommunication
systems and Unmanned Aerial Vehicle (UAV) [4] security.
Notably, Machine Learning (ML) mechanisms, including
DNNs, are anticipated to be incorporated into the standards
of 6G telecommunication systems [1]. Extensive research has
also focused on leveraging deep learning for decision-making
in the physical layer [2]. In the 5GUAV security realm, DNNs
offer capabilities such as universal function approximation,
exceptional logic for complex time series modeling chal-
lenges, and potential for parallel data processing, contingent
upon their design [5], [6]. However, the iterative nature
of DNNs’ data processing during classification tasks can
lead to output probabilities accompanied by uncertainties,
raising concerns regarding the reliability of classification
decisions. Addressing the calibration of DNNs to ensure high
accuracy and reliable output decisions is critical, as discussed
in [7]. The authors present various calibration techniques that
enhance these parameters by leveraging well-known datasets
such as CIFAR-10 and ImageNet and pre-trained DNNs
such as ResNet, WideNet, and LeNet. As augmentation
techniques are integrated into the original data preprocessing
stage, understanding concepts such as risk, uncertainty, and
trust in a model’s output becomes increasingly vital. In [8],
the authors propose that preprocessing and post-processing
techniques can enhance DNNs’ performance. Furthermore,
they introduce methods that improve classification accuracy
while reducing uncertainty, accompanied by mathematical
approaches to compute metrics like Expected Calibration
Error (ECE) and Maximum Calibration Error (MCE).
In this paper, we present novel combined preprocessing
and post-processing techniques to enhance the accuracy
and reliability of binary classification DNNs by managing
uncertainty levels. Our main contributions are as follows:
• We introduce combined preprocessing and
post-processing algorithms that improve the reliability
and accuracy of ML-DNN outputs for jamming
identification in 5G UAV scenarios.

• We provide a comprehensive overview of the experi-
mental setup, dataset, deep network architecture, pre-
processing and post-processing techniques, evaluation
metrics, and results, highlighting improvements in trust-
worthiness for DNN-based decision-making processes
in 5G UAV security scenarios.

• We propose a Time-Series Augmentation (TSA) tech-
nique as part of the preprocessing phase, generating
diverse versions of each sample to provide diversity for
post-processing techniques.

• We evaluate the effectiveness of our proposed methods
through calibration error metrics, confidence values, and
the Reliability Score (RS), quantifying the disparity
between Mean Accuracy (MA) and Mean Confidence
(MC).

• We demonstrate that the proposed methods can be
directly applied to real-world scenarios to enhance the

reliability of jamming detection in UAV communi-
cations. A comparative analysis is performed against
baseline DNN and Enhanced ML-DNN using the
eXtreme Gradient Boosting (XGB) classifier.

The structure of the paper is as follows: Section II
provides a comprehensive description of all the components
involved in the experiment. The dataset is explained in
Subsection II-A. In Subsection II-B, the deep network
used in the study is discussed. Subsection III delves into
the combined preprocessing and post-processing techniques
and elucidates how they enhance reliability and accuracy.
Subsection III-B presents the metrics employed to evaluate
the reliability of each method. Section IV presents the results
for the proposed system. Finally, Section V summarizes the
main conclusions drawn from the study and presents some
topics for future work.

II. SYSTEM MODEL
We consider the DNN jamming classification system based
on the Received Signal Strength Indicator (RSSI) and Signal
to Interference-plus-Noise Ratio (SINR) signals as described
in [9]. The scenario depicted in Figure 1 involves up to four
attackers randomly positionedwithin a designated area, while
the UAV maintains a connection to the base station via 5G.

FIGURE 1. Jamming scenario.

The dataset utilized for this research is sourced from the
same reference, and the classification is conducted using
either a designed DNN or an XGB classifier algorithm.
This system enhances accuracy and reliability by integrating
preprocessing and post-processing algorithms, as illustrated
in Figure 2. The proposed system comprises four main com-
ponents, arranged from the upper left to right in the figure:
the preprocessing algorithm, the primary classifier, the post-
processing algorithms, and the auxiliary classifier. The
preprocessing algorithm processes the input sample samplei
and augmented samples generated via the TSA technique.
The post-processing algorithm incorporates Methods 1, 2,
and 3, each with their respective auxiliary algorithms. The
system includes the ‘‘No Method’’ block for comparative
purposes. At the end of the post-processing algorithm,
we perform feature classification and independently evaluate
the accuracy and reliability of each algorithm by analyzing
the classification results from the primary and auxiliary
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FIGURE 2. Schematic representation of the integrated preprocessing and post-processing algorithms, in which the DNN is the
primary algorithm, and ML is the supporting algorithm. The DNN architecture is based on the work by [9].

classifiers. In our study, we employ the XGB classifier
algorithm due to its superior performance in detecting the
presence or absence of attacks across various scenarios
and configurations, as detailed in the dataset discussed in
Section II-A and described in [9] and [10].

A. DATASET
Our dataset consists of two signal parameters: RSSI and SINR
measurements. These measurements are collected when an
authenticated UAV connects to a small cell through the
5G communication system while being subjected to power
attacks from other UAVs. Both values were collected from
NS3 5G-Lena Simulator in [11]. We transform these two
time series variables into supervised samples by employing a
rolling window of 300 values. Additionally, other terrestrial
users are connected to the network. Consequently, the mea-
sured parameters in the authenticated UAV exhibit variations
as interference from other devices fluctuate. The dataset
includes up to four attackers and 30 terrestrial users connected
simultaneously. As part of our research, we are also investi-
gating and analyzing other open-source datasets, including
WSN-DS [12] and [13], to obtain a diverse dataset with
mature data. Further details regarding the dataset construction
and its potential applications can be found in [9] and [14].

B. DEEP NETWORK ARCHITECTURE
In this paper, our primary focus is to conduct a comprehensive
analysis of the confidence values within the XGB and
deep network, particularly assessing its reliability. Detailed
discussions regarding the design and parameters of the DNN
utilized in this study are available in previous works [9], [10].

III. DESIGNED SOLUTION
This section presents an overview of the proposed prepro-
cessing and post-processing algorithms, precisely Method 1,
Method 2, and Method 3, as well as the implementation of
the overall solution.

1) PREPROCESSING TECHNIQUE
In the TSA technique, the time series sequence of each sample
is inverted to generate a new augmented sample. For example,

the RSSI and SINR will include the original sequence and
its inverted counterpart within an appropriate rolling window.
During the preprocessing phase, each variable’s original and
inverted sequences are combined to create four new samples.
Generally, the technique can generate 2Nvariables augmented
samples, where Nvariables is the number of variables the
DNN uses as input. All original and augmented samples are
used to train our ML and DNN, as depicted in Figure 2.
After the primary classifier processes the augmented version
of each sample, the results are utilized as inputs in the
post-processing algorithms. Table 1 provides an example
of generating the four new augmented samples using the
preprocessing algorithm.

TABLE 1. Output of the TSA.

2) POST-PROCESSING METHODS
In the preprocessing step of the proposed method, the
TSA technique is applied to each instance, generating all
augmented samples as outlined in Table 1. Subsequently,
the primary classifier produces output for each sample,
including its augmented versions. This paper introduces
three post-processing techniques for the proposed system
designated Methods 1, 2, and 3 (M1, M2, and M3). Each
method leverages the main classifier outputs of all augmented
samples generated in the preprocessing phase, as described
in subsection III-1, to evaluate the classification output.
These post-processing techniques aim to enhance the primary
classifier’s classification accuracy and reliability, providing
greater flexibility in selecting the optimal approach for a
given classification task. Method 1, Method 2, and Method
3 utilize the outputs from the primary classifier to classify
each augmented sample into Class 1, Class 2, or Rejected. For
samples rejected by Methods 1, 2, or 3, an auxiliary classifier
is employed to refine these classifications further, thereby
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improving overall accuracy and reliability. The auxiliary
classifier processes only the rejected results to produce the
final classification output. Each classification occurs inside
an interval range defined in Section III-3.

3) FILTERS INTERVAL
The primary classifier produces probability outputs for N
classes. A filter range encompassing all N probability values
is defined for post-processing analysis. In binary classifi-
cation, a sample is considered accepted if its confidence
value exceeds the upper limit of the filter interval and the
probability of other classes is below the lower limit of the
filter interval. Conversely, a sample is rejected if at least one
of the output vector probabilities falls within the filter range.
Figure 3a shows the proportion of accepted and rejected
samples per filter interval, while Figure 3b illustrates the
accuracy of accepted samples after applying the filter. Adopt-
ing this filtering approach, the primary classifier can produce
more refined outputs and ensure high-quality classification
results. This method also facilitates the identification of
samples that meet specific criteria, offering a more nuanced
evaluation of model performance. In all figures, utilizing
a filter range of 0.5-0.5 where the rejected samples are
0% signifies the exclusive application of methods on the
main algorithm without conditions for rejecting samples.
Consequently, no accepted samples are transmitted to the
second auxiliary algorithm.

4) METHOD 1
In Method 1, the initial step identifies whether a sample is
accepted or rejected and assigns the corresponding class label
if accepted. This step involves checking the filter interval
conditions for all four samples. If all four augmented versions
are rejected, the sample is classified as rejected, and the
process terminates. The output of Method 1 is the average
probability per class for the accepted samples. The filter
interval condition for this output is then re-evaluated, and
the result is categorized as accepted or rejected. Finally, the
accepted samples are classified into their respective classes,
while the rejected samples are forwarded to an auxiliary
classifier for final classification as in algorithm 1.

Algorithm 1Method 1
Require: 0 ≤ ypij ≤ 1 for j ∈ {1, 2, 3, 4}, i ∈ 1, . . . ,N
Ensure: Accepted || Rejected ← Assign ypij
(β1, β2)← β filter range
if ypij ≤ β1∥β2 ≤ ypij,∀j ∈ {1, 2, 3, 4} then

ypi← Averagej(ypij)
end if
if ypi ≤ β1∥β2 ≤ ypi then

Accepted ← ypi
else

Rejected ← ypi
end if

5) METHOD 2
Method 2’s filter interval conditions for each augmented
output are not individually checked. Instead, the average
probability per class is computed across all four results. This
average is then evaluated against the filter interval conditions
to determine whether the sample should be accepted or
rejected. This approach contrasts with Method 1, in which
the filter interval conditions for each augmented output are
matched before computing the average probability per class
for the accepted samples. The detail of Method 2 is presented
in algorithm 2.

Algorithm 2Method 2
Require: 0 ≤ ypij ≤ 1 for j ∈ {1, 2, 3, 4}, i ∈ 1, . . . ,N
Ensure: Accepted || Rejected ← Assign ypij

(β1, β2)← β filter range
ypi← Averagej(ypij),∀j ∈ {1, 2, 3, 4}
if ypi ≤ β1∥β2 ≤ ypi then

Accepted ← ypi
else

Rejected ← ypi
end if

6) METHOD 3
Method 3, as detailed in Algorithm 3, explores three
distinct techniques. The first technique, M3-max, involves
selecting the output with the highest confidence. The second
strategy, M3-min, applies a minimum trust threshold to
reject samples with low confidence when integrating this
method into the primary algorithm. In M3-N, augmented
samples with the highest and lowest confidence values are
initially eliminated due to concerns of overconfidence and
underconfidence. Subsequently, the remaining augmented
versions are averaged. Finally, averaging is performed over
all enriched samples without removal when no augmented
outputs remain after excluding high and low-confidence
results. All techniques are summarized in Table 2. Section IV
presents the results of Method 3.

7) CONFIDENCE VALUES
In DNNs, the softmax layer is typically employed as the
output layer to generate a probability distribution over a
set of classes for each input sample. The resulting output
is a one-hot encoded vector, where each element represents
the probability of the corresponding category. To determine
the correct class for each sample, only the maximum value
in the vector is considered as one, indicating the most
probable class, while the rest are rounded to zero. Our study
posits that the confidence level of a sample’s classification
in N-class problems can be determined by considering
the maximum probability value of its corresponding one-
hot vector. This approach results in confidence values
ranging from 0.5 to 1 in binary classification. A minor
difference between the confidence score and its rounded
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Algorithm 3Method 3
Require: 0 ≤ ypij ≤ 1 for j ∈ {1, 2, 3, 4}, i ∈ 1, . . . ,N
Ensure: Accepted || Rejected || Output ← Assign ypij
(β1, β2)← β filter range
confb← confidence base
if confb is Max then ▷Method 3-max

ypi← argmax confidencej(ypij),∀j ∈ {1, 2, 3, 4}
else if confb is Min then ▷Method 3-min

ypi← argmin confidencej(ypij),∀j ∈ {1, 2, 3, 4}
else ▷Method 3-N

j1← argmax confidencej(ypij)
j2← argmin confidencej(ypij)
ypi← Averagej(ypij),∀j ∈ {1, 2, 3, 4} − {j1, j2}
if ypi is {} then

ypi← Averagej(ypij),∀j ∈ {1, 2, 3, 4}
end if

end if
if β filter defined then

if ypi ≤ β1∥β2 ≤ ypi then
Accepted ← ypi

else
Rejected ← ypi

end if
else

Output ← ypi
end if

value indicates higher reliability for correctly classified
samples. By leveraging this confidence value, one can assess
the quality of the classification output and evaluate the
classifier’s performance.

8) OVERFITTING-UNDERFITTING OVER SAMPLES
One of the motivations for introducing M3-N is the observed
impact of M3-Max and M3-Min on our experimental results.
While M3-Max involves selecting samples with the highest
confidence, it does not improve accuracy. Instead, it leads
to unstable uncertainty when combined with different algo-
rithms, as evidenced in Table 2. Conversely, M3-Min results
in a significant decrease in the quality of the final results,
suggesting overfitting on samples with the highest confidence
and underfitting on instances with the lowest confidence.M3-
N is an initial step in studying this effect and attempts to
enhance reliability by mitigating this phenomenon. Further
research is required on different datasets and deep networks
with equitable augmentation on sampling. We propose using
proper augmentation, where all augmented versions contain
similar information, such as the flipping technique, and
avoiding using lossy augmentation like cropping to study this
phenomenon.

A. ALGORITHM COUPLING AND FINAL SETUP
The final classification results are obtained by integrating
the outputs of Deep Neural Networks (DNN) and Machine
Learning (ML) using the aforementioned methods. Two

FIGURE 3. Flexible ranges with a resolution of 0.02 between the accuracy
of accepted samples as classes 1 or 2 and the portion of rejected samples
based on the β filter ranges: (a) Samples versus β (b) Accuracy versus β.
The results of ML(M1) and ML(M3_max) were removed due to the worst
achievement.

distinct scenarios are considered. In the first scenario, a fast
ML algorithm is the primary classifier, while the DNN is
an auxiliary classifier. Conversely, in the second scenario,
the DNN is the primary classifier, with the ML algorithm
acting as an additional classifier. During our experiments,
the second scenario neither yielded significant improvements
nor justified the additional complexity introduced to the final
design. After thorough analysis, this scenario was ultimately
discarded due to its suboptimal results. The rationale for the
first scenario is that a faster ML algorithm can efficiently
handle simple samples. If theML algorithm lacks confidence,
the more precise DNN can manage the complex samples,
ensuring a balance between speed and accuracy. Various
metrics are evaluated in the context of the following hybrid
combinations:
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• The output of only the main classifier as a baseline;
• The output of the primary classifier after applying either
Method 1, Method 2, or Method 3, followed by using a
secondary classifier for the rejected samples.

We have implemented the trained machine learning algo-
rithms within the UAV to meet the fast-processing require-
ments essential for enabling the UAV to make timely and
effective decisions while accomplishing its mission.

B. EVALUATION METRICS
We employ widely recognized metrics proposed by [7]
to assess the model’s uncertainty, accuracy, and quality,
enabling a comparison of the improvements made by
different methods. The following section provides a detailed
explanation of these metrics:

1) ACCURACY PER CONFIDENCE
The visual representation of this metric is utilized to analyze
the calibration and uncertainty characteristics of the DNN
model. This chart, commonly called the ‘‘reliability diagram’’
by the authors in [15] and [16], evaluates the model’s reli-
ability. The metric is computed by partitioning the samples
into groups based on their confidence values within specified
interval ranges and subsequently estimating the accuracy
of each group. Our deep network architecture employs a
one-hot encoding output scheme with a softmax activation
function and binary cross-entropy loss function. Given that
the DNN under study produces results in one-hot encoding
probabilities, the maximum probability value among the
predicted output classes is assigned as the confidence score.
The confidence values are then grouped within interval
ranges from 0.5 to 1, with each interval defined by the user.

2) MEAN CONFIDENCE AND MEAN ACCURACY
These metrics, Mean Confidence (MC) and Mean Accuracy
(MA), represent the total weighted average of confidence
and accuracy for the number of samples within each
confidence interval. In a fair scenario concerning reliability
and accuracy, these two values should be equal. However,
in DNN architectures, it is often observed that these values
tend to exhibit biases towards one extreme or the other.
Over-confidence arises when the Mean Confidence surpasses
the Mean Accuracy, indicating excessive confidence in the
model’s predictions. Conversely, Under-confidence occurs
when the Mean Accuracy exceeds the Mean Confidence,
indicating a lack of confidence in the model’s predictions.
Calibrating uncertainty can bring the model’s probabilistic
outputs closer to the desired levels. This calibration process
aims to minimize or eliminate any loss in accuracy values
while achieving optimal confidence levels.

3) RELIABILITY SCORE
The distinction between the MC and MA values is defined
in this paper by a metric referred to as the Reliability Score
(RS).When the RS equals zero, the DNN achieves an optimal

balance of accuracy and reliability. Over-confidence arises
when the MC surpasses the MA, while Under-confidence
occurs when the reverse condition holds. Previous research
conducted by the authors in [7] demonstrates that DNNs with
N classes and M inputs tend to exhibit overconfidence. Our
study proposes that the implementation of simple preprocess-
ing and post-processing algorithms has the potential to alter
this behavior.

4) EXPECTED AND MAXIMUM CALIBRATION ERRORS
In the context of this paper, the error per confidence interval
is determined by measuring the accuracy deviation from
the center of the interval. The Expected Calibration Error
quantifies the weighted error across all intervals [17], while
the Maximum Calibration Error represents the maximum
error observed among all intervals. In an ideal scenario, both
errors would be zero.

5) NORMALIZED NEGATIVE LOG LIKELIHOOD LOSS (NLL)
The metric referred to as cross-entropy loss is employed as a
loss function for DNNs [18], [19]. Furthermore, it serves as a
metric for evaluating the efficacy of probabilisticmodels [20].
Initially, for each sample output from the DNN, the negative
logarithm of the predicted probability of the ground truth
class is computed. Then, these values are normalized per
sample and summed together.

6) BRIER SCORE LOSS (BSL)
This metric is formulated as the mean squared error between
the predicted probability, which ranges from zero to one,
and the actual outcome, restricted to values of 0 or 1. The
primary objective is to minimize this metric, aiming for a
value that approaches zero as closely as possible [7]. While
the metric inherently falls within the zero to one range, it is
presented as a percentage to enhance the comparability of
our research findings. To expand the applicability of the
BSL and accommodate multiclass classification scenarios,
we employ a computationmethod that compares the predicted
output, represented as probabilities using one-hot encoding,
with the corresponding ground truth output. The ground
truth output is also encoded using a one-hot representation
comprising zeros and ones. By calculating the squared
difference between these two sets of values, we obtain
the BSL for multiclass classification, averaged across all
samples [21]. The computation of the BSL follows the
formulation presented in Eq. (1), where M signifies the total
number of samples. The variable N denotes the number of
classes involved in the classification task. Furthermore, yp
indicates the predicted probability for each class, while yg
represents the ground truth encoded in one-hot form, with
values of either zero or one for each class.

BSL =
1
M

M∑
i=1

N∑
j=1

(ypij − ygij)2. (1)
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TABLE 2. Performance evaluation of Methods 2 and 3 with varied output selection approaches in Validation and Test Pairs without considering Filter
Range. Key performance parameters for various metrics are compared. M2 uses the average of augmented samples, M3-Max selects the output with
maximum confidence, M3-Min selects the output with minimum confidence, and M3-N performs averaging while excluding the highest and lowest
confidence values. The best test values in each column for DNN and ML are bold.

Considering the utilization of the softmax function in our
deep network for binary classification, our output predictions
were binary but represented in the form of one-hot encoding.
As a result, we have employed Eq. (1) as the method for
computing the BSL.

IV. EXPERIMENTAL RESULTS
This section presents the outcomes of the two hybrid
combinations and the scenario that uses fast ML as a primary
classifier and DNN as the secondary classifier described
in Section III-A. For each combination of algorithms and
methods, results are produced for various filter choices in the
test sets. Given that the filter variable is a hyperparameter,
an appropriate filter is selected based on the validation
results. These results are then utilized to assess the extent
of divergence and disparity between the validation and test
sets. Since relying on a single metric is insufficient for
selecting the optimal filter choice, a comprehensive analysis
is provided using all metrics outlined in Section III-B.
Variations in the filters are determined by comparing these
metrics and evaluating each result. The average deep neural
network prediction from 10 runs is employed in this analysis.

A. FILTERING EFFECT
Despite combining different methods and algorithms, one
of the most straightforward strategies involves altering the
number of classes by introducing an additional category
for rejected samples. This approach allows us to focus on
classifying only highly reliable instances while categorizing
the remaining samples into a separate neutral class. As a
result, the percentage of rejected samples in both the
validation and test sets remains nearly identical. Similarly,
the achieved accuracy for accepted samples exhibits a similar
behavior between the validation and test sets, albeit with
slight variations in percentage. The percentage of rejected
samples for the test set is illustrated in Figure 3a, and the
accuracy for accepted samples for the test set is indicated
in Figure 3b. Applying Methods 1 and 3-max on the DNN
in this context yields similar results, while Methods 3-min

and 2 produce more substantial changes. When comparing
various methods on DNN using the narrowest filter range
of 0.02 to 0.98, the utilization of Method 1 or 3-max
results in a notable enhancement in accuracy, increasing
from 90.98% to 99.39%. This improvement is achieved
by discarding approximately 32.5% of the test set’s data.
Conversely, Method 2 attains an accuracy of 99.94%;
however, it necessitates a higher proportion of data rejection
in the test set, approximately 44.5%. Moreover, when the
same filter range is applied to other methods, such as M3-
N and M3-min, the rejection of 41% and 51% of the test set
data leads to achieved accuracies of 99.9% and 99.97%. The
suboptimal results obtained from the application of Method
1 onML necessitate its removal from Figure 3. Consequently,
theMethod 1 approach is not recommended for the extra class
strategy whenML is used as the primary classifier. Moreover,
Method 2 significantly improves ML outputs, raising the
accuracy from 86% to 95.67% when the same filter range of
0.02 to 0.98 is employed. In this case, the rejected sample
rate is approximately 30%. We recommend the neutral class
strategy tasks where AI’s decision-making can be bypassed
in hazardous situations, deferring to human experts or
alternative algorithms. Consequently, the subsequent analysis
will focus on applying another method or algorithm to the
neutral class (rejected samples) to ensure the classification
of all samples and examine its impact on reliability and
accuracy, considering various calibration metrics.

B. ACCURACY ANALYSIS
Table 2 demonstrates that analyzing the combination of
techniques and algorithms while considering their impact on
uncertainty can lead to a slight increase in overall accuracy
but negatively affects most calibration metrics (specifically
in ML) or, to a lesser extent, in DNN. Given these
observations, the necessity of conducting a comprehensive
metrics analysis beyond accuracy becomes evident when
comparing the effects of different methods. This approach
allows for a more precise selection of combination methods
and filter ranges to enhance most metrics or, at the very
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FIGURE 4. Accuracy per filters for the combination of algorithms and
methods, using fast ML (XGB) as the primary classifier and DNN as the
complementary algorithm.

least, improve accuracy while minimizing sacrifices in other
metrics. In Figure 4, three combinations of methods and
algorithms are presented for various filters, highlighting fast
ML as the primary algorithm.Adjusting certain filters enables
achieving test accuracy above 90% for two combinations.
The impact of this combination on uncertainty analysis for
a potentially favorable filter range will be further examined.
However, according to Table 2, if Method 3-Max is applied,
no improvement in uncertainty is expected, as Method
3-Max itself adversely affects uncertainty. Based on the
findings from Table 2, the detrimental effect of M3-Max on
uncertainty metrics prompts the exclusive use of the M3-
N version for subsequent analysis to mitigate the decline in
reliability. The selection of theM3-N version overM3-Max is
driven by the need to minimize adverse effects on uncertainty
metrics. This decision is informed by observed outcomes and
the aim to uphold a higher level of reliability throughout the
analysis. Using the M3-N version ensures that the analysis
prioritizes reducing negative impacts on reliability while
maintaining consistency in evaluating uncertainty metrics.
When filters demand higher confidence, more samples are
transferred to DNN, increasing accuracy. As anticipated from
Figure 3, the combination of ML (Method 2) yields the most
significant changes in accuracy. The combination of ML
(Method 2) + DNN indicates a slightly superior effect on
accuracy compared to employing ML (Method 3) + DNN.

C. ECE AND MCE ANALYSIS
The analysis of ECE behavior, where ML assumes a primary
role while employing DNN as a secondary algorithm,
is depicted in Figure 5a. The most effective approaches
identified within hybrid algorithms and methodologies are
ML(M2)+DNN and ML(M3)+DNN. When comparing dif-
ferent hybrid algorithms that integrate ML(M2) or ML(M3)

FIGURE 5. ECE and MCE per filters for the combination of algorithms and
methods, using fast ML (XGB) as the main algorithm and DNN as the
complementary algorithm.

as the main component, it is evident that employing ML(M2)
yields superior outcomes.

The MCE analysis offers valuable insights when con-
sidering ECE analysis, leading to more comprehensive
conclusions. As depicted in Figure 5b, it is advisable to
narrow the filter range from 0.2-0.8 to 0.02-0.98 to restrict the
MCE values while simultaneously achieving improvements
in this metric. The intersection of the new filter range
is determined by considering ECE, MCE, and accuracy
transitions. Based on Figure 5b, the analysis of MCE
indicates that for all hybrid algorithms combining ML with
DNN using various methods, it is feasible to obtain reliable
MCE values by adjusting the range from 0.02-0.98 to 0.1-0.9.
This adjustment is based on the validation results, which are
also valid for the test set. This new tightened range handles
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FIGURE 6. NLL and Brier Score per filters for the combination of
algorithms and methods, using fast ML (XGB) as the main algorithm and
DNN as the complementary algorithm.

around 70 to 80% of the data by ML. It transfers only
around 20 to 30% of samples to DNN for classification as
demonstrated in 5b, leading to a total accuracy of 89.5 to 91%.

D. NLL AND BSL ANALYSIS
The NLL and BSL are reliable indicators of model quality.
Figures 6a and 6b illustrate their comparable behavior across
different algorithms and methods applied per filter. Lower
values of these metrics correspond to higher model quality.
When XGB assumes the primary role and the filtered samples
are fed into the DNN, an improvement in model quality is
expected with an increase in the number of samples analyzed
by theDNN.However, contrary to this expectation, the results
indicate that the ML(M1) + DNN combination does not
yield satisfactory performance based on the overall metrics.

Therefore, Method 1 is not recommended for implementation
when ML is the main algorithm. Different combinations
utilizing Method 2 or 3 for XGB significantly demonstrate
improved model quality. Specifically, when the filter range is
closer to 0.02-0.98, theML(M2)+DNN combination exhibits
enhanced model quality.

E. FILTER RANGE SELECTION
Based on various metrics, when selecting an appropriate
range for beta filters with ML playing the principal role, it is
preferable to choose the left side of the filter range, spanning
from 0.02-0.98 to 0.1-0.9. If a particular use case assigns
greater importance to one of these metrics over the others,
these recommendations may need to be adjusted accordingly.

V. CONCLUSION
In the context of 5G and 6G UAV communication systems,
integrating fast Machine Learning (ML) and Deep Neural
Networks (DNN) mechanisms is highly anticipated. Con-
sequently, it is essential to comprehend the uncertainties
associated with their utilization and assess their reliability
when used individually or in combination. This paper
explores the uncertainties of ML and DNN algorithms in
these systems, considering different filtering ranges based on
uncertainty metrics. By examining the reliability and total
accuracy, we demonstrate that combining a DNN algorithm
with ML can enhance overall accuracy. However, to ensure
reliability is not compromised, limiting the contribution of
the ML algorithm is crucial. As ML algorithms exhibit faster
processing than DNN, employing a fast ML algorithm as
the primary algorithm and DNN as an auxiliary can mitigate
the negative impact of DNN prediction latency in 5G/6G
networks while improving overall accuracy and reliability.

We study and analyze various probabilistic-based combi-
nations to identify the most reliable and accurate combina-
tion, considering uncertainty metrics. We define a probability
filtering range and introduce different methods for combining
outputs within this reliable range. Furthermore, we demon-
strate that augmentation techniques can enhance reliability in
this combination approach. Our study proposes three main
combined methods to concurrently increase accuracy and
reliability in binary classification applied to UAV security
scenarios. We aim to identify the optimal range and the most
reliable combination based on analyzing reliability metrics.
By implementing suitable preprocessing techniques, such as
Time-Series Augmentation (TSA), for classification tasks,
we demonstrate the generation of diverse versions of each
sample, providing diversity for post-processing techniques.

Ultimately, while the proposed methods successfully
improve accuracy, not all enhance reliability. Therefore,
network engineers and developers must exercise caution
when designing DNN architectures and thoroughly analyze
them for accuracy and reliability. Our study focuses on the
collaborative utilization of DNN and ML algorithms, such
as when the ML algorithm serves as the main algorithm and
the DNN as an auxiliary. The objective of this study does
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not encompass simultaneous or parallel combinations of both
DNN and ML algorithms or the usage of different DNN or
ML algorithms for parallel predictions. These topics may be
considered for future research, requiring the development of
appropriate methods and algorithms to explore their effects.
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