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ABSTRACT

Cyber-attacks are a massive threat for public organizations in the water sector. Protecting
sensitive data and securing plants or technological assets are on the top priority list of
governments worldwide. To advance this critical field of research, this study examined the
Portuguese water sector's cybersecurity maturity based on the cybersecurity maturity
assessment framework (CMAF). The outcome of this study highlights the unformalized level
of maturity and the lack of cybersecurity measures implemented in the Portuguese water sector.
Limiting factors and interdependencies between different cybersecurity focus areas are

identified, providing recommendations for the water utility and other critical sectors.
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1. INTRODUCTION
Cybersecurity issues hold power to become one of the most critical challenges of our future.
Cyberattacks and cybercrime emerged as an integral threat, ranked as one of the most important
law enforcement procedures in the United States (US). However, additionally, to the challenges
these attacks entail for the private and business life in general, in the past decade, it is mainly
the crucial infrastructures such as water supply and energy production that have come under
scrutiny (Clark et al. 2017). The US Department of Homeland Security even considered the
water utility sector as one of the main targets for cyber-attacks (The White House - Office of
the Press Secretary 2013) in the US in 2013. Since then, it has become a matter of national

security to protect the sector from cybercrime and any correlated threats.

Water systems integrate physical and computational capabilities and are thus considered a type
of cyber-physical system. Traditionally, security was ensured by limited access control. In the
past years, however, water utilities incorporated advanced technologies into their operations,
exponentially increasing the risk for cyber threats. Particularly with the emergence and
adoption of the Internet of Things (loT), water utility providers became highly interconnected
but, on the downside, faced new, more complex security challenges (Tuptuk et al. 2021). This
digital transformation made even the best practice cybersecurity control measures and systems
vulnerable. Simultaneously to this increase in dependence on automated processes and
information technology systems, attackers have more powerful tools and methods at their
disposal increasingly. Based on these developments, it is inevitable to ensure an adequate
definition, implementation, and control of cybersecurity measures and processes, minimizing

external and internal threats (Clark et al. 2017).

In order to secure cybersecurity more holistically, the European Commission proposed an
Information Security directive in 2016, the so-called NIS directive. One central part of this

initiative aims at the national supervision of critical sectors, including the water sector (Drivas



et al. 2020). Therefore, all EU countries, including Portugal, need to comply with the defined
EU security requirements on a comprehensive level. The state of art literature on cybersecurity
that would be needed to assess these adequate measures is, however, quite in its infancy. This
is partly because cybersecurity is still a very new topic, and cyber risks have not yet been
extensively explored (Kullik 2014). Nevertheless, cybersecurity ensures the unrestricted
operation of IT systems. In this respect, it aims to counteract security gaps in IT systems and
ward off cyber-attacks and is thus a fundamental component of a functioning supply process.
Despite extensive research into protecting organizations against cyber-attacks, the many
security breaches and incidents in the past have shown that cybersecurity challenges remain a
severe problem (de Bruijn and Janssen 2017). Moreover, in comparison to other utilities,
cybersecurity research in the water sector has not received much attention in the past.

Particularly in Europe, the topic is merely addressed in this sector (Tuptuk et al. 2021).

In order to close this literature gap and to advance cybersecurity research in Europe, this
research aims at assessing the cybersecurity maturity level in the Portuguese water sector. For
this purpose, two research questions are defined: RQI: What is the level of cybersecurity
maturity in the Portuguese water sector? RQ2: What are factors limiting the cybersecurity
maturity in this sector? The following research objectives accompany the two research questions:
(1) To explore the most mature focus areas in the Portuguese water sector; (2) To identify
similarities and differences of cybersecurity maturity levels between the different players in the
Portuguese water sector; (3) To assess dependencies between different focus areas of cybersecurity

in the Portuguese water sector.

By answering the research questions, this study provides an overview of specific focus areas
impacting the overall cybersecurity maturity level of the Portuguese water sector. These findings
can assist players in this sector in assessing their weaknesses and in identifying measures to

increase their cybersecurity maturity level. The developed model can serve as a blueprint for the



water sector, but an assessment based on the dependencies could also show which factors are highly
relevant in other sectors. Thereby, the key findings of this research contribute to research and

practice, providing an outlook for future research.

2. LITERATURE REVIEW
2.1 Cybersecurity
2.1.1 What is Cybersecurity?

Cybersecurity has been a highly present subject in academic research, yet there is no standard
definition established up to date. Prior definitions are mostly highly variable, subjective, or
context-bound. For the purpose of this paper, however, cybersecurity is defined as the
combination of people, policies, processes, and technologies that an organization uses to
protect its cyber resources and cyber-space-related systems (Craigen et al. 2014) from
advanced persistent threats. On a general level, cybersecurity ensures user privacy and ensures
"system availability, integrity, authenticity, confidentiality, and non-repudiation”

(International Telecommunication Union 2008, p. 6).

IT security refers to the protection and the combating of network system threats both from so-
called external cyberattacks or unauthorized access (Federal Ministry of the Interior and
Community 2021). Further, cybersecurity can be further classified into the sub-areas of
Information Technology (IT) security, Internet of Things (10T) security, information security,
and Operational Technology (OT) security (Gartner Information Technology Glossary 2021a).
More generally, IT describes the entire scope of technologies for information processing. This
incorporates software, hardware, communication technologies, and related services. In terms
of general definition, IT does not include embedded technologies that do not generate data for
corporate use (Gartner Information Technology Glossary 2021a). IT is playing an important

role for governments. On the one hand, IT is used to make political decisions, and on the other



hand, IT ensures a primary supply of today's systems, especially because the fundamental

systems mainly run automatically nowadays (Margetts 2012).

Next, 10T aims at merging the digital and the real world. It is defined as "the network of
physical objects that contain embedded technology to communicate and sense or interact with
their internal states or the external environment” (Gartner Information Technology Glossary
2021b). With more data being shared among manifold parties, security risks increase
exponentially with IoT. In this cyber-physical world, resources are scarce, leading to an
impracticality of traditional security mechanisms such as firewalls or anti-virus software
(Fraunhofer Institute for Integrated Circuits 11S 2021). Hence, advanced, digitized security

measures are crucial to secure enterprises from this additional risk.

Finally, OT is defined as a combination of software and hardware, which is used to identify
and monitor changes as well as control and change industrial equipment, processes, and events
(Gartner Information Technology Glossary 2021c). However, there are some common OT
limitations for operational technologies regarding security controls. The main issue comes with
controlling the access to those systems or system capabilities because OT platforms fail to
provide enforcement options for access control. Also, several of these platforms do not support
data storage of security-related events, which may be necessary to detect potential security

breaches. Further limitations are shown in the following Appx. 1.

2.1.2 Cybersecurity Governance
On a general level, governance aims at providing strategic direction, mitigating risks, and
allocating resources responsibly. It comprises a set of liabilities and practices typically
exercised by the leading members of an enterprise. Since most risks and resources of a company
are department-specific and thus require specific expertise, enterprise governance is usually

structured by domain, such as IT, finance, or information security (Bodeau et al. 2010).



Cybersecurity Governance (CsG) ensures that the generally accepted enterprise governance
controls are constantly adapted, supplemented, and used in the presence of advanced persistent
threats in cyberspace (Evans and Smith 2019). An enterprise's CsG structure ensures that
investment decisions, alignment with other domains of enterprise risk management, and the
coordination of related managerial decisions are made consistently in a transparent manner
(Bodeau et al. 2010). Traditionally CsG was handled as a technology issue. Cybersecurity was
addressed by designing solutions to mitigate a specific risk. Hence, technological security
systems such as automatic detection of intruders and firewalls are usually established, yet
actual companywide CsG policies or processes are either not defined or defined but neglected
(Nigro 2020). According to the CMMI Institute and ISACA, the most critical aspect of reaching
a sufficient maturity stage in cybersecurity is making CsG an enterprise-wide risk management

issue addressed and supported by the executive level (ISACA 2020).

2.1.3 Cybersecurity Management
Cybersecurity Management (CsM) involves an enterprise's capability to secure and protect
information resources from internal and external threats. It comprises recommended strategies
and control instances such as processes, procedures, software, and hardware structures, as well
as organizational responsibilities (Alahmari and Duncan 2020). These processes are
particularly crucial to ensure the integrity and confidentiality of defined processes such as
Security Incident Management (SIM) and Risk Management. Further, CsM measures ensure
adjustments of policies based on legal changes as well as project planning (International

Organization for Standardization (I1SO) 2016).

2.1.4 Cybersecurity Operations
Cybersecurity Operations (CsO) describe the key processes needed to ensure a strong cyber

defense. According to Ehrnstrém (2018), enterprises need to master four crucial capabilities to



succeed at CsO. First, necessary security controls such as firewalls and endpoint protection are
needed to prevent and protect against attacks. To ensure effectiveness, technologies and
defined policies need to empower each other. Second, in order to detect both internal and
external breaches, threat and vulnerability data has to be monitored and correlated. Third,
incident management, disaster management, and business continuity are essential to address
the breach fast and accurate to limit the damage. And fourth, the constant adaption of
cybersecurity capabilities to incidents and external as well as internal changes. This includes
measuring the effectiveness of efforts, adjusting to new technologies such as mobile and remote

working systems, and mechanisms that detect external threats.

2.2 The Portuguese Water Sector
The Portuguese water sector is characterized by its diversity in scale and resources of distinct
players and their management model. In general, the sector includes the following activities:

water harvesting, treatment, and distribution of water for public consumption (Vitorino 2002).

There are three models of management adopted by the Portuguese water sector: direct state
management, delegation, and concession. Direct state management operated players only
operate downstream, dealing directly with private households (Reis, Ribeiro, and Sarmento
2012). Governmental services such as Municipality Services and Inter-Municipality Services
are responsible for the provision of services as well as for system development and funding
requirements. The second management model, delegation, refers to state-owned companies.
Municipalities or association of Municipalities (Intermunicipalities) incorporate companies for
the distribution of water (Vitorino 2002). According to the World Bank (2009), this
management model brings services closer to the customer, minimizes administrative costs, and
helps improve utility performance. The third management model, concessions, enables the

entrance of privately-owned companies through tenders. Municipalities or Multi-



Municipalities launch concessions to attract know-how and funding to improve their services
(AEPSA 2020). Technical solutions are not only developed but also operated by the private
sector, so the government often does not have the necessary expertise to perform tasks and take
appropriate action. As a result, public organizations decided to establish private-public
relationships (PPPs) (Suter 2012). The concessionaires are responsible for the establishment,
operations, and maintenance of facilities. Further, they need to secure their contractual

compliance, including meeting fixed technological requirements (Vitorino 2002).

to operate more efficiently with an improved quality of service output. The comparison of
management models in prior research further shows that cybersecurity seems to be at a lower
level in the public sector, which is not handed over to private organizations, compared to the

private sector (Bossong and Wagner 2017).

2.3 Cyber Risks and Challenges in the Water Sector
As the focus of the study is on the water sector, the following literature results on cybersecurity
are only related to the water sector or similar crucial public sectors. Cybersecurity should have
the highest priority in the digital age. According to the European Commission, a robust and
stable program is critical for the provision of services to the population and public health
(European Commission 2020). Especially in the water sector, the often-outdated systems offer
easy access to the water valves and flow operations. This makes it very easy to manipulate the
water flow and the number of chemicals used for water treatment. By accessing the online
payment systems of the water companies, potential attackers find their weak points in the water
network (Germano 2018). Following the article of Panguluri et al. (2019), there are four main
challenges posed by the interdisciplinary processes. 1) the increasing interconnection of their

business and control system networks, 2) the wide variety of proprietary industrial control



devices in use, 3) the multiplicity of cross-sector cybersecurity standards, and 4) the different
approaches of device manufacturers to meeting these security standards. This shows that
attacks in the water sector are possible in many places and that it is often easy to reach critical
points due to the fragmentary and decentralized structure. The actual access to the system is
usually very easy since SCADA systems, especially the older ones, are not sufficiently

protected (Colbert and Kott 2016).

The following incidents are well-known documentations from the literature to show that the
named risks have already led to damage in practice. Even though these are only a few examples,
they represent the potential threats the water sector is confronted with and emphasize the need
for accurate cybersecurity measures. As early as 2000, an attack on a wastewater plant in
Australia was documented. In this case, an external consultant misused the access codes known
to him for the wireless transmission systems to compromise the plant (Slay and Miller 2007).
In 2018, security researchers from Germany describe that they were able to gain unrestricted
online access via the web interface to wastewater treatment plants with administrator rights
(Tremmel 2018). In the latest case, a European water utility commissioned a critical
infrastructure security company, Radiflow, to monitor its network. Investigations revealed that
foreign IP addresses were on the network. However, these did not lead to a malicious site but
to the MinerCircle Monero pool. The findings, in this case, were the discovery of crypto-mining
malware on the water utility's OT network (Hassanzadeh et al. 2020).
3. CONCEPTUALIZATION

This chapter provides an overview of the framework used as a base for this study. All literature
reviewed is presented and conceptualized based on a modified Cybersecurity Maturity

Assessment Framework (CMAF), which allows for the classification of all literature reviewed.
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3.1 Cybersecurity Maturity Assessment Framework
The Cybersecurity Maturity Assessment Framework was built by the Greek government to
support organizations of essential services and digital service providers to evaluate their
cybersecurity maturity. The goal of this framework is the creation of a tool that can be used for
self-assessment, as a basis for audits, for benchmarking in a certain industry, or as a guide for
security measures implementation (Drivas et al. 2020). The requirements are based on the EU
NIS Directive, which was issued by the European Commission and the European Union
Agency for Network and Information Security (ENISA) in 2016 (European Parliament,
Council of the European Union 2016). The aim of the framework is to identify the strengths
and weaknesses of an organization's processes and to assess how compatible these processes
are compatible with the relevant best practices or guidelines. The assessment framework
consists of the safety requirements against which the organization's processes are assessed and
the scale against which the degree of compliance of the organization's processes is assessed.
According to Drivas et al. (2020), the CMA framework has features such as covering the full
scope of security requirements, fulfilling the obligations of the NIS Directive, and aiming for

clear results regarding the level of security as well as easy transferability to similar areas.

3.2 ISFAM
Secondly, the Information Security Focus Area Maturity Framework was used to evaluate the
results gathered in the survey regarding the dependencies between the 16 focus areas in the
questionnaire. Researchers at the University of Utrecht in the Netherlands have set up the
model in order to better explain the relationships between different aspects of information
security and to achieve an improvement in information security maturity (Appx. 2). The 13
focus areas of the researchers are partly very similar to the areas investigated in this research.
The model was evaluated through a case study with a medium-sized telecommunication

company (Spruit and Réling 2014).
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3.3 Cybersecurity Maturity Assessment Framework for the Water Sector
On this basis, an adapted framework was developed to explore cybersecurity maturity in the
Portuguese water sector. The framework models for the security requirements have been
fundamentally adopted. This content has been published by organizations such as ENISA, the
European Union, NIST, and others. Here the main objective was to bring the model into line
with the NIS directive. At the same time, efforts were made to integrate the factors from
directive DL65/2021 and to expand the assessment based on these requirements. Based on this,
the framework was made up of 73 security requirements, which serve as a reference point, and
six maturity levels, which serve as a qualitative measurement scale (see 3.4). For a
comprehensive overview, the requirements are divided into three groups. The first focus area,
"Cybersecurity Governance" (CsG), contains ten requirements and aims at providing strategic
direction, mitigating risks, and allocating resources responsibly. This enables the organization
to focus its efforts and manage its processes and resources effectively and efficiently (Bodeau
et al. 2010). The "Cybersecurity Management™ (CsM) focus area includes an enterprise's
capability to secure and protect information resources from internal and external threats. It
comprises recommended strategies and control instances such as processes, procedures,
software, and hardware structures, as well as organizational responsibilities (Alahmari and
Duncan 2020). The third focus area deals with "Cybersecurity Operations™ (CsO). These
requirements are necessary security controls such as firewalls and endpoint protection are
needed to prevent and protect against attacks. The controls selected for this category should
also focus on mitigating the impact of an incident and restoring essential services to an

acceptable and predefined level (Drivas et al. 2020).

The following requirements were included for the expansion and adaptation to the water
supply. Many of them are very focused on the topic of OT and asset management, as many

vulnerabilities are found in the water sector at this level. The first important point is the security

12



of Industrial Control Systems (ICS), which mainly concern valves and pumps. Many of these
systems are very old and partly only secured with simple one-time passwords (Colbert and Kott
2016). There are often higher costs for procurement, deployment, and integration of the
different systems. The system must remain in operation over a long period of time for the costs
of this investment to be amortized. For example, relays in power supply systems are typically
expected to be in operation for over 20 years (Colbert and Kott 2016). In addition, the
dependencies on vendors and manufacturers must be considered. It often happens that systems
are only supported up to a certain age. Furthermore, systems are often tied to the manufacturer's
own systems and can only be maintained by certified technicians, which increases costs and
waiting times (Colbert and Kott 2016). However, also general support activities like human

resource management are incorporated to get a broad picture of the value chain.

3.4 Maturity Level Scale
Following the CMA framework, a 6-point scale was utilized to measure the maturity of the
organizations. Level 0 is the lowest value and equals "Incomplete - Not existing.” Level 5 is
the highest rank and indicates "Efficient - Optimized." The maturity levels can be described as

follows based on the pre-established definitions of Drivas et al. (2020):

Level 0 — Does not have — Not existing: The requirement under review is not implemented or

is implemented only in part or ad hoc.

Level 1 — Incompletely and informally — Reactive: The organization has started to implement

the requirement, but the degree of implementation is either partial or reactive.

Level 2 — Formalised minimum — Managed: There is a definite plan to comply with the
requirement. The necessary controls are implemented but are only partially measured and

partially controlled.

13



Level 3 — Complete and formal way — Defined: There is a standardized procedure for meeting
the requirement. The required controls are implemented, measured, and verified at the level

described.

Level 4 — Complete, formal, and measures effectiveness - Quantitatively Managed: There is a
standardized procedure for meeting the requirement. The required controls are implemented,

measured, and verified at the level described

Level 5 - Complete, formal, and measures effectiveness and improves periodically — Optimized:
Continuous improvement of the implemented controls and the organization's level of security.
A fully risk-based approach is followed, and a cost-benefit balance is applied. The necessary
controls are implemented, measured, and controlled at the level described.
4, METHODOLOGY

This chapter explains the methodology used to explore the research objectives in this study. In
the first step, a comprehensive literature review was conducted to assess the sixteen crucial
focus areas to assess the Portuguese water sector's maturity level (Creswell 1994). Next, a
quantitative research approach to collect data was chosen to gain holistic insights. The survey
method was used to examine the maturity level of cybersecurity in the Portuguese water sector.
The decision to conduct an online questionnaire was made in order to ensure reaching the

majority of participants in a straightforward and anonymous way.

An online questionnaire was designed based on the literature reviewed, structured on the CMA
framework, and clustered into three categories (CsG, CsM, and CsO) with multiple
requirements and sub-requirements defined (Appx. 3). To capture the intensity of respondents’
answers ensure reliability, the 6-point Likert scale was considered appropriate to match the

CMAF maturity scale (Preston and Colman 2000).
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A preliminary questionnaire was tested with a sample consisting of academic professors and
experts of the ERSAR to ensure validity and reliability (Saunders, Lewis, and Thornhill 2007).
The units of analysis were organizations of the Portuguese water sector that are related to the
sector in any way. To assess the relevant population, the survey link was shared directly with
all water operators in Portugal, ensuring data from three operating areas, retail population sizes,
and three different management models (Harrigan, Rosenthal, and Scherer 2008). In total, the
questionnaire comprised 73 questions clustered into 16 focus areas and three main categories.

Finally, all data were analyzed with Python and SPSS 26.

In order to assure confirmability and consistency, the data collection processes are described in
detail (Bhattacherjee 2012). Further, validity was maintained by basing the survey structure on
literature and prior frameworks as well as by extensive pilot testing. Nevertheless, bias cannot be
completely precluded as all answers depend on the respondent's individual situation and perception.
Moreover, this study is limited by the number of respondents the diversity of enterprises involved,
including factors such as management models, retail population size, and water operations.
5. RESULTS AND DISCUSSION
5.1 Results

To gather quantitative insights into the current level of cybersecurity maturity in the Portuguese
water sector, a survey was conducted with 226 employees from three different departments of
115 water operators in the water harvesting, water treatment, or water distribution sector.
Solely 70 unique operators were considered out of 113 valid responses after removing non-

valid answers.

To test the reliability of the questionnaire, Cronbach's Alpha was adduced to measure the level
to which the questions are related to each other (Saunders, Lewis, and Thornhill 2019). The
overall Cronbach's Alpha of 0.974 highlights the strong reliability of this questionnaire, with

inner-item consistencies ranging from 0.723 to 0.921 (Appx.4). Subsequently, descriptive
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statistics are examined and displayed for each individual question as well as on a grouped level.
Therefore, all Likert-scaled maturity level data were treated as interval data, based on the
research of Kenny (1986), who pointed out that they can be considered as having metric
properties under the conditions of this study. Next, to determine which factors of the
organizations influence the maturity level, a one-sided ANOVA was applied to the grouped
focus areas. Afterward, a post-hoc test by Hochberg was conducted due to similar variances

but a strongly varying number of cases within one subgroup (Field 2013).

The organizations surveyed operate based on three management models, which can be further
partitioned into two sub-models each (Appx.5). The largest group has a Direct Management
model (43.4%) with a Municipality Service sub-management model (37.2%). The respondent's
organizations serve regions of varying sizes, which are divided into three groupings of a retail
population of over 100,000, between 20,000 and 100,000, and under 20,000 people. Areas
under 100,000 barely differ in the number of responses, while municipalities over 100,000
contribute only 24.8% (Appx.6). The largest share in the Area of Operation, 56.6%, are
organizations that are solely responsible for water distribution (Appx.7). Further, more than
half (50.4%) of all responses are employees from Corporate RSI (IT), and 36.3% work for an
Operational Technology department (Appx.8).
5.2 RQ1: Level of Cybersecurity Maturity in the Portuguese Water Sector

5.2.1 Level of Cybersecurity Maturity
Following the European Commission’s proposal for the directive on the resilience of critical

entities, cybersecurity should be a top priority in essential public sectors, such as water supply

fields is not yet high enough to maintain resilience against cyber-attacks. Insights point towards

a total average maturity level of 1.509 points (Appx.9) from the scale of 0 to 5 points. This
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indicates that the average Portuguese organization in the water sector has implemented

measures partially but only formalized at a minimum (Drivas et al. 2020).

Further, all 16 focus areas range on average between 1.030 and 2.482 points. Hence, in no area
is sufficient coverage of cybersecurity measures is guaranteed (Appx.10). Looking at the
maturity of the CsG and CsM focus area, similar numbers to the overall maturity level can be
derived. Hence both measures related to CsG and CsM are formalized across the whole

Portuguese water sector yet solely to a minimum.

In contrast, there are greater deviations in the groups of the CsO focus area. The highest
maturity level is achieved by the mobile and remote working systems with a mean value of
2.482 points, indicating that remote working mechanisms and mobile working security
mechanisms are implemented on the road to a complete and formal way (Appx.10). One
possible explanation could be the rapid digitalization and use of mobile devices in the home
office due to COVID-19. Furthermore, the focus area "Management of security operations” is
still in the minimally formalized stage of maturity level 2, according to the definition. An
individual analysis of the questions shows that a high level of maturity is primarily indicated
for the capacity management process, activity logging, and control of operational software.
However, since basic IT equipment is equipped with essential technology nowadays, a
minimally formal process is already given even without additional measures from the
respective enterprise (Appx.11). The third most mature area is ‘“Communications
management”. Factors such as the implementation of network controls, for example, firewalls
and network security architecture, were surveyed. With an average maturity of 3.150 points,
the first question about network controls clearly raises the average (Appx.12). However, as
today's quality for network controls are internationally standardized, and basically every

operating system has an integrated control function, this result is to be expected.
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Hiring/HR, on the other hand, is the focus area with the lowest maturity (1.030 points), where
all topics related from pre-employment validation to education and awareness training
regarding cybersecurity are asked. With 0.796 points, "Condition of Engagement include
cybersecurity requirements” has the least maturity in this area. An explanation for this fact
could be the high effort and a sophisticated human resource management system connected
with this task (Appx.13). With a maturity level of 1.074 points, the area of “Classification of
Information and Operation Support Assets” (Appx.14) comes unswervingly behind the Hiring
area. Drilling down this area shows an overall bad level of maturity for all questions related to
this topic. Using encryption mechanisms (1.062 points) or having an asset security level

classification mechanism (1.009 points) requires new and often more expensive assets, which

Traditionally, cybersecurity has been a task of IT and security departments (Bodeau et al.
2010). However, due to the rapid digitalization, every employee now has to become familiar
with the potential risks and should be trained accordingly. With 1,407 points, the question
"Develops training, education, and awareness in cybersecurity” was answered below the
average level of maturity. This result shows that in the Portuguese water sector, it is not yet
understood that cybersecurity should be established in the whole company culture (Hewitt
2019). Also, the organizational structure and policies must not only be oriented towards
software and hardware but also towards human factors (Hewitt 2019).
5.2.2 Dependencies of Cybersecurity Maturity

Since interdependencies between the focus areas cannot be ruled out, they will be examined in
a PLS analysis (Appx. 15) to show that the order of cybersecurity measures plays an important
role in the implementation of new elements. This analysis is based on the research of the
ISFAM framework of the Utrecht University in the Netherlands, which shows the dependencies

of similar focus areas in a case study (Spruit and Réling 2014). The goal of the PLS evaluation
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(2010), CsG determines both CsM and CsO through the enterprise-wide defined organizational
structures, guidelines, and policies. Further, procedures and control measures of CsM influence

activities in CsO (Alahmari and Duncan 2020).

of governance to CsM (path coefficient (pc)=0.897; p=0.000), but less so to CsO (pc=0.639;
p=0.000). However, a correlation between CsM and CsO does not seem to exist (pc=0.320;
p=0.001). CsG is represented by ten questions in this research, as seen in Appx. 15, covering
different areas. In the result analysis of the cybersecurity governance factors, the outer loadings
(ol) show a particularly strong tendency for the questions "Has a Cybersecurity Policy” (CSG1;
0l=0.855; p=0.000), "Has a Security Organization defined" (CSG2; 01=0.892; p=0.000), "It has
a Cybersecurity Architecture” (CSG4; 0l=0.852; p=0.000) und "It has a Management System
that supports Security Management” (CSG5; 0l=0.854; p=0.000). Comparing this outcome
with the dependencies from the ISFAM model, there are clear similarities, especially with
regards to policy development and security organization (Appx. 16). In accordance with Spruit
and Roling (2014), the strong correlation can be explained by the fact that all five have the
highest impact on a company's maturity level. Thus, in the Portuguese water sector, it is
particularly these measures that influence the maturity level of the CsG. The ISFAM model
also shows that a level in "Policy Development” and "Organizing Information Security" is a

basic condition that influences almost all other factors (Appx. 17).

For the focus area CsM, the three questions of “It has a Security Incident Management Process”
(CSM1; 0l=0.914; p=0.000), “Has defined Roles and Responsibilities in Information Security
Management” (CSM3; 0l=0.925; p=0.000) and “Manages Cybersecurity in Projects” (CSM7;
0l=0.897; p=0.000) stand out with a higher correlation. As these questions refer to quite basic

measures explaining the CsM maturity level, this result supports the minimally formalized
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maturity level of the Portuguese water sector. Further, considering the CsO cluster, the key
areas of the Portuguese water sector's operational structure become clear. The areas “Security
Incident Management” (01=0.910; p=0.000), “Relationship with Suppliers” (0l=0.887;
p=0.000) and “Business Continuity, Disaster Management and Information Security”
(01=0.866; p=0.000) prove to be particularly strongly correlated. Moreover, the outer model
indicates that elementary functions relating to cybersecurity “Incident Management” have an
enormous influence on maturity. In addition, “Business continuity”, “Disaster Management”,
and “Information Security Management” complement the topic around incidents. This leads to
the assumption that strengthening the measures related to incident management is a crucial

factor to advance the cybersecurity maturity level of the Portuguese water sector rapidly.

Finally, in accordance with the ISFAM framework, these insights emphasize the need to
increase the maturity level of the different focus areas in sequence, starting with CsG and CsM

in order to increase the cybersecurity maturity level sustainably (Spruit and Réling 2014).

5.3 RQ2: Limiting Factors of Cybersecurity Maturity in the Portuguese Water
Sector

In this step, the limiting factors of cybersecurity maturity are identified and analyzed. For this
purpose, three factors of the organizations are examined: management model, retail population,

and the area of operation.

Management Model: The organizations surveyed can be divided into subgroups of the three
management models: delegation, concession, and direct management. According to the study,
there are significant differences between all three management models across various focus

areas.

First, the responses of organizations that are linked with the concession management model are

consistently rated higher across all 16 focus areas. The second-best performing management
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model is delegation, followed by the direct management model rated with the overall lowest

maturity of all management models (Appx. 18).

However, the focus areas "Classification of Information and Operation Support Assets"
(p=0.103), "Management of Security Operations" (p=0.218), and "Communications
Management" (p=0.103) are not significant when it comes to the evaluation of the management
model (Appx.19). Based on these results, it can be concluded that all three non-significant areas
are not dependent on the management model and must become more advanced as a general
element. Thus, it can be concluded that the management model determines many factors but
that these are consequences of assets that cannot be directly influenced by the organization. If
a specific question in the focus area of “Communications management” or “Management of
Security Operations” is picked out, correlations to the assets can be established. For example,
many of these are from external manufacturers with standardized software and no customizable
functions. Backups or logging processes are predetermined by the technology and can only be
changed with difficulties by the organization. In summary, there is a high potential for
improvement across all management models; thus, they do not constitute a limiting factor for

these measures.

Given that a concession management model relies on the know-how and investment of private
companies, it is to assume that profit-oriented companies already have a higher level of
cybersecurity (Vitorino 2002). This can be evidenced by the effect of competition in a market
economy since in the event of bad performance, and other competing companies would be
chosen otherwise. Furthermore, the outcome of the first research question showed that the
Portuguese water sector operates very traditionally, and cybersecurity is still under the
supervision of IT and Tech departments rather than an organization-wide established method

(Hewitt 2019).
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Further, the post-hoc test's results show that there are significant differences between the three
management models, especially for the focus area "Relationship with Suppliers”. The maturity
levels for this focus area particularly differ between concession and direct management model
with an MD of 2.017 (p=0.000). This emphasizes again the positive impact of private
companies that, in this case, influence the external relationships as well as digitalization level
compared to other management models (Appx. 19). These challenges can be optimized with a
better process chain and clear responsibilities (Bossong and Wagner 2017). Similar differences
exist in “IT, OT, and 10T asset management” and “Security incident management”, for which
a high level of subject matter expertise is required (Suter 2012). However, in order to minimize
the gap between the maturity levels in these focus areas, it is required to further explore the

differences between the different management models in-depth.

Retail Population: The ANOVA, which considers the retail population divided into three
clusters, does not yield significant results for any focus area. In view of these results, the retail
population size of the service region does not give any indication of a lower or higher
implementation of cybersecurity measures and thus of an increased maturity level (Appx. 20).
This might be related to the fact that small regions are jointly served by a larger organization
or that small regions are attached to larger municipalities (Reis, Ribeiro, and Sarmento 2012).

However, further research is needed to allow for more holistic insights on this subject's manner.

Area of Operation: The analysis of the factor area of operation does not show a significant
difference in mean. As this was not highlighted in prior literature, this finding, however, is to
be expected. Neither organizations in harvesting and treatment nor organizations that only take
care of distribution differ significantly in their maturity level (Appx. 21). Finally, organizations
that work across the entire value chain are not significantly ahead when it comes to
cybersecurity maturity. Contradicting the statements of Panguluri et al. (2011), the value chain

thus seems to be balanced when it comes to the level of cybersecurity maturity.
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6. IMPLICATIONS
This chapter deals with the theoretical and practical implications that can be adopted on the

basis of this research and how they can be extended.

The main objective of this study was to reduce the gap of research knowledge regarding the
evaluation and connection of measures for cybersecurity, especially in the water sector of
Portugal. Due to the quantitative approach of this research, it is possible to statistically
generalize the findings from a small population to a larger one. Thus, stakeholders from other
sectors and organizations can easily adapt the findings to their individual challenges, as well
as break down emerging effects from the results as a whole. The findings of the first research
question show that cybersecurity is not yet treated with the authority and priority that would be
appropriate and necessary to strengthen against cyberattacks as defined by the EU’s directive.
Since the technology for enterprises has developed so rapidly in recent years, it is also very
challenging to implement all changes and innovations properly and quickly (ISACA 2020). In
order to speed up the process, it is important that cybersecurity becomes more of a top
management responsibility and not a traditional responsibility of the tech or IT departments
(Hewitt 2019). Understanding that cybersecurity is a company-wide challenge and also affects
supporting departments such as human resources requires a new company culture as well as

new structures in strategic planning and alignment (Nigro 2020).

A second important implication of the study derives from the findings on the dependencies
between the focus areas. As shown in the ISFAM model, successful implementation always
starts with management commitment and having sufficient resources available (Spruit and
Réling 2014). It is important to understand that maturity can be increased much faster if
improvements are made in the right places. The outcome indicates the necessity of a basic

organizational structure for cybersecurity and that this also leads to a higher maturity level. For
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instance, it is essential that policies need to be aligned prior to introducing a new encryption

model (ENISA 2008).

A third implication stems from the second research question, how the characteristics of the
organizations affect the maturity level. The results suggest that the influence of the
management model exposes significant differences. As public sectors often lack the expertise
and resources to deal with cybersecurity, more extensive research is required to assess
comprehensively how private organizations differ from the public sector and which processes
can be adopted and thus improved in the relationship with suppliers, as exemplified (Suter
2012). The area of operation in the water sector, as well as the retail population, turns out not
to be significant in the analysis of the results. Accordingly, this could imply that these outcomes
are independent of the area of operation in the water sector and transferable to other utility
sectors in the same way.

7. CONCLUSION
Cybersecurity is undoubtedly one of the buzzwords of this decade, changing many processes
in the public sector and describing an integral threat when it comes to public health and
essential services (Clark et al. 2017). In the US, the protection of the water utility sector has
even become a national priority (The White House - Office of the Press Secretary 2013).
Nevertheless, the maturity of cybersecurity in public sectors in Europe is still rather at an early

stage, which according to this study, also applies to the Portuguese water sector.

The reason for this research was to determine the maturity level and to assess the reason for
the current state of cybersecurity in the Portuguese water sector. Using the CMA framework,
significant focus areas were identified, providing in-depth insights into the responsible
organizations, and highlighting the biggest gaps. Primarily due to increasing digitalization and
the adoption of 10T, water utility providers were quickly inundated with growing complexity

for security mechanisms (Tuptuk et al. 2021). The findings of this study indicate that the
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general maturity across the Portuguese water sector is very low and, on average, has not yet
adopted a formal minimum. Instead, it is still on a reactive level. Especially the efforts in the
supporting areas of the organizations must be increased to guarantee overall security.
Furthermore, the results imply the importance of implementing improvements in a certain
sequence to use elementary processes or structures as a basis for change in more specific areas
and operations. Another significant finding was the influence of the management model on the
progress and maturity of cybersecurity. The analysis of the results points out how public-
private partnerships positively influence the level of cybersecurity maturity. The fact that many
public organizations have less expertise than private organizations also shows that resources in

the public sector are sometimes lacking or used in the wrong places (Suter 2012).

Finally, this research provides guidance to the Portuguese respondents as well as to
organizations in other public sectors, providing starting points on how to advance
cybersecurity. In addition, the developed model can be adopted as a tool for assessing
cybersecurity maturity in the water sector or support other sectors as a template. Most
importantly, the results obtained should stimulate a discussion at the management level on

better measures and update the public sector regarding cybersecurity.

For more detailed insights, this quantitative approach serves as a basis to conduct case studies
to deal with specific challenges and to assess how to successfully overcome these.
Organization-specific factors can be addressed to identify the most important areas and the best
approach to solve them. In addition, further research can analyze the relationship between
several crucial public sectors and possibly implement holistic solutions across sectors. On
another note, the organizations surveyed limit the results. The organizations' factors can be
further expanded, allowing for a much more comprehensive analysis. In addition, the identified

barriers are limited by the literature reviewed.
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9. APPENDICES

Click here to return to the document

Area of control

Borders of OT

System Configuration

Organizations may not have sufficient control over system
configuration, for example, hard-coded permissions or locked
down.

Authentication

Many systems do not yet provide multi-level authentication or
support for authentication servers (e.g., LDAP)/authentication
protocols (e.g., RADIUS) and offer only short passwords.

External

Communication

A lack of solid security algorithms leads to insufficient
protection during data communication processes.

System Integrity

The systems verification deficit includes, e.g., mechanisms for
patches, support for malware protection, or mechanisms to
verify the integrity of a system.

Appendix 2: Overview of the Information Security Focus Area Maturity (ISFAM) model —

adapted by Spruit and R6ling (2014)

Click here to return to the document

Focus Area: Maturity Level: | 0 | 1 | 2 |

-
B
th
o
B

8 9 10| 11|12

Organizational

1. Risk Management

2. Policy Development

3. Organizing Information Security

4. Human Resource Security

J. Compliance

Technical

6. Identity and access management

7. Secure software development

oOrganizational and Technicai

8. Incident management

9. Business Continuity Management

10. Change Management

Support

11. Physical and environmental security

12, Asset Management

12, Architecture
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Appendix 3: Overview of Questions included in the online questionnaire

Click here to return to the document

'- Para cada questdo, a resposta deve ser dada relativamente a cada um dos pilares: IT, OT e
IOT.

- Para cada questdo, a resposta associada a cada um dos pilares, IT, OT e 10T deve ser dada
por quem gere essa infraestrutura

- Sempre que se leia sistema, pode ser entendido como sistema de informacéo, quer seja de
carater corporativo ou de carater operacional, mas também se refere aos sistemas e
subsistemas de abastecimento de agua, nas suas componentes tecnoldgicas.

- Sempre que se leia Seguranca, pode ser entendido como Seguranca de Informacdo em
sentido lato (incluindo seguranca tecnoldgica) ou Ciberseguranca

- Para cada Pilar (IT, OT e loT) deve ser identificada a funcdo e a posicao hierarquica na

organizacao

Corporate Information Systems (IT) Networks

5-1tis
complete,
2 - 3- 4 - Has formal,
0- Have/use | Has/use | complete, | measures
Doe | 1- a sina formal, effectivene
S Has/uses formalise | complet | and ss and Doesn't
not | incomplete | d e and measures | improves know/doesn
hav | ly and minimu | formal | effectivene | periodicall | N/ | "tintend to
e informally | m way SS y A | answer

Has a Cybersecurity Policy (M)

Cyber Security Governance Has a Security Organization defined

It has a Safety Officer (M)

It has a Cybersecurity Architecture
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It has a Management System that supports Security
Management

Top Management takes a perspective on the risk that
connected technologies pose to essential service
delivery

Decisions associated with IT, OT and IoT
technologies are taken in an integrated way, for
example with a project management committee.

It considers it has adequate funding to meet
cybersecurity requirements (whether in IT, OT or
loT)

It considers having adequate funding to hire HR or
specialist subcontracting to meet cybersecurity
requirements (whether in IT, OT or loT)

Considers that there is Top Management
commitment to the sustainability of cybersecurity
management

Cyber Security Management

It has a Security Incident Management Process (M)

Has a Safety Point of Contact (M)

Has defined Roles and Responsibilities in
Information Security Management

Performs Function Segregation (separation of
functions with conflicting roles, e.g. an approver
being the executor of a risk activity)

It has a Risk Management (M)

Contacts with Authorities (M)

Manages Cybersecurity in Projects

Cybersecurity Operations
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a) Mobile and Remote Working
Systems

Has Security mechanisms implemented in Mobile
Systems (e.g. laptops, mobile phones, mobile
equipment with processing capacity)

Uses Remote Working Mechanisms (e.g. VPN,
remote management systems)

b) Classification of Information
and Operation Support Assets

It has a process of Asset Identification by security
level

It has an Asset Security Level Classification
mechanism (e.g. an asset being considered essential
already presupposes a classification of the security
level of the asset)

Uses removable media to support and transport data
and information securely or with embedded security
mechanisms (e.g. encryption)

c) Access Control (Partially)

It has mechanisms to control logical access to
networks, information systems and connected
equipment

It has a registration and configuration of Users

Manages and reviews Users' privileges

d) Management of security
operations (M partially)

Has an Asset Change Management Process that
assesses risk and authorises changes to assets

It has a Capacity Management Process used in the
assets (when applicable)
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Performs segregation of development, test, quality
and production environments

Performs segregation of Corporate, Operational and
Connected Equipment environments

Backs up and safeguards data, information and
systems

It has activity logging processes (Logs)

It has a control of the Operational Software Used or a
control of its use (e.g. software that allows the
management of the configuration of the assets in its
operation)

Has a record of the Security Controls (i.e.
mechanisms that guarantee the logical and physical
security of the IT, OT or IOT)

e) Communications Management
(partial M)

Has implemented Network Controls (Firewall, IPS,
IDS, etc.)

Has implemented a Network Security Architecture

It has an Information and Data Transfer Policy

Uses NDA Confidentiality Agreements

f) Safety in systems development,
acquisition, and maintenance (IT,
OT or 10T networks and
information systems, water supply
systems and subsystems)

Software development projects include cybersecurity
requirements

The technology (equipment or software) acquisition
processes include cybersecurity requisites

System maintenance contracts (IT, OT or IOT
networks and information systems, water supply
systems and subsystems) include cybersecurity
requirements
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g) Security Incident Management
(M)

It has Security Incident Management Procedures

Has a Security Incident Reporting Process

It has a Fragility Reporting Process

Has Rules of Assessment and Decision Making in
Security Incidents

It has a Security Incident Response Process

It has mechanisms for gathering evidence in the
event of a Security Incident

h) Hiring HR

Has pre-employment verification mechanisms in
place for key cybersecurity roles (e.g. criminal record
validation, and CV checks)

Conditions of Engagement include cybersecurity
requirements

Develops Training, Education and Awareness in
cybersecurity

The use of Disciplinary Procedures is foreseen

On termination of employment, it imposes
cybersecurity requirements on former employees
(e.g. the responsibility to safeguard and not
disseminate knowledge about the infrastructure and
accesses for a certain period of time)

i) IT, OT and IOT asset
management

Has appointed Asset Managers in the IT or OT or
IOT components

Has and updates an Asset Inventory with the
respective security classification
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It has procedures that define the Adequate Use of
Assets

J) Management of safety zones

Carries out Security Management considering
physical Perimeters

It has Physical Access Control

It has mechanisms to detect and protect against
environmental threats (e.g. fires, floods, extreme
phenomena, etc.)

Work is carried out in Safe Grading Zones

k) Protection of IT, OT and IOT
equipment

It has protection mechanisms for remote and isolated
operation equipment

It has mechanisms to protect the support
infrastructures (e.g. energy, air conditioning)

It has mechanisms for the Protection and Security of
Cables and radio-frequency communication systems

It provides for the periodic maintenance of
equipment, namely remote equipment in isolated
operation

It has procedures for the destruction of obsolete
equipment (equipment that retains information or can
be reused by third parties after its release and that
may constitute a risk to the operation)

I) Relationship with Suppliers

Put Safety Requirements in Agreements with
Suppliers
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Has Safety mechanisms planned and implemented in
the electronic Value Chains (i.e. services provided
electronically by suppliers, e.g. remote maintenance
of systems)

Applies security procedures in managing and
changing Suppliers

m) Business Continuity, Disaster
Management, and Information
Security

Carries out cyber-security planning in the event of a
disaster

In the event of a contingency situation, it has
mechanisms to ensure that the levels of cybersecurity
required in normal operation are maintained

Conducts Verifications (e.g. testing) and Reviews
(e.g. auditing) on Continuity of Cyber Security

n) Compliance with legislation and
contractual requirements

It has mechanisms to identify legislation and to
identify applicable contractual requirements that
allow for the identification of cybersecurity
requirements

It has mechanisms for the Protection of Records (e.g.
Logs) and Data Protection

Conducts independent reviews (e.g. Audit) of
security

Performs technical reviews (e.g. Intrusion audits)
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Appendix 4: Cronbach's Alpha - Reliability Statistics

Click here to return to the document

Cronbach's Alpha N of Items
0.974 16

Cronbach's Alpha - Item Total Statistics

Scale Mean if Scale Variance $gtrar|e CtedlIteqns
Item Deleted if Item Deleted Correlation
CsG 23.2765 258.802 0.921
CsM 23.3671 255.917 0.881
Mobile and Remote Working
Systems 22.208 256.544 0.799
Classification of Information and
Operation Support Assets
23.708 260.026 0.773
Access Control (Partially) 23.6889 259.552 0.883
Management of safety operations
(M partially) 22.6044 263.369 0.723
Communications Management
(partial M) 22.5794 259.975 0.772
Security in systems development,
acquisition and maintenance
23.0937 257.394 0.814
Security Incident Management (M
y g (M) 23.577 254539 0.889
Hiring HR 23.7737 262.443 0.815
IT, OT and IOT asset management
23.2461 252.64 0.857
Management of security zones
g y 23.183 263.865 0.725
Protection of IT, OT and IOT
equipment 23.2708 263.359 0.794
Relationship with li
elationship with Suppliers 23.4461 254.311 0.873
Business Continuity, Disaster
Management and Information
Security 23.7032 261.154 0.852
Compliance with legislation and
contractual requirements
23.3937 256.117 0.857
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Appendix 5: Descriptive Analysis Management Models

Click here to return to the document

Management Model (Sub Model) Responses | Relative Responses
Concession 31 27.4%
MultiMunicipal Concessionaire 6 5.3%
Municipal Concessionaire 25 22.1%
Delegation 33 29.2%
Municipal or Intermunicipal Company 26 23.0%
State/Municipality Partnership 7 6.2%
Direct Management 49 43.4%
Municipality Service 42 37.2%
Municipalized or Intermunicipalized Service 7 6.2%
Grand Total 113 100.0%
Appendix 6: Descriptive Analysis retail population
Click here to return to the document
Retail Population Responses Relative Responses
<20000 43 38.1%
20000-100000 42 37.2%
>100000 28 24.8%
Grand Total 113 100.0%

Appendix 7: Descriptive Analysis Area of Operation

Click here to return to the document

Area of Operation Responses Relative Responses

Water distribution 64 56.6%
Water gathering and treatment 12 10.6%
Water gathering, treatment and distribution 37 32.7%
Grand Total 113 100.0%
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Appendix 8: Descriptive Analysis Pillars
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Pillar Responses | Relative Responses
Corporate RSI (IT) 57 50.4%
RSI and Operational Technology (OT) 41 36.3%
Sensing, Robotics and Connected Technology (10T) 15 13.3%
Grand Total 113 100.0%
Appendix 9: Overall Maturity Level
Click here to return to the document
Focus Area Total Maturity Level
Average 1.509
Standard Deviation 0.111
Appendix 10: Maturity Level by Focus Area
Click here to return to the document
Total Maturity Cyber Security | Cyber Security
Focus Area Level Governance Management
Average 1.509 1.485 1.405
Standard Deviation 0.111 1.165 1.257
Focus Area a) Mobile and b) c) Access d) e)
Remote Working Classification Control Management Communications
Systems of Information (Partially) of security Management
and Operation operations (M | (partial M)
Support Assets partially)
Average 2.482 1.074 1.106 2.158 2.088
Standard Deviation 1.510 1.303 1.188 1.327 1.352
f) Safety in systems
development,
acquisition, and
maintenance (IT,
OT or IOT networks
and information g) Security
systems, water Incident i) IT, OT and
supply systems and | Management 10T asset j) Management of
Focus Area subsystems) (M) h) Hiring HR management security zones
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Appendix 11: Maturity Level of d) Management of security operations (M partially)
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Appendix 12: Maturity Level of ) Communications Management (partial M)

Click here to return to the document

Has implemented

Network Controls Has implemented a It has an Information Uses NDA
(Firewall, IPS, IDS, Network Security and Data Transfer Confidentiality
Question etc.) Acrchitecture Policy Agreements
Average 3.182 2.327 1.554 1418
Standard Deviation 1.759 1.639 1.570 1.595
Appendix 13: Maturity Level of h) Hiring HR
Click here to return to the document
Has pre-
employment
verification
mechanisms in On termination of employment, it
place for key imposes cybersecurity requirements
cybersecurity Conditions of | Develops on former employees (e.g. the
roles (e.g. Engagement Training, The use of responsibility to safeguard and not
criminal record include Education and | Disciplinary | disseminate knowledge about the
validation, and cybersecurity | Awareness in Procedures infrastructure and accesses for a
Question | CV checks) requirements cybersecurity | is foreseen certain period of time)
Average | 0.956 0.796 1.407 1.159 0.832
Standard
Deviation | 1.270 1.189 1.694 1.533 1.329
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Appendix 14: Maturity Level of b) Classification of Information and Operation Support Assets

Click here to return to the document

It has an Asset Security Level
Classification mechanism (e.g. an asset
being considered essential already
presupposes a classification of the

It has a process of
Asset Identification

Uses removable media to support
and transport data and information
securely or with embedded
security mechanisms (e.g.

Question by security level security level of the asset) encryption)
Average
1.150 1.009 1.062
Standard
Deviation 1.495 1.473 1.378
Appendix 15: Dependencies between CsG, CsM and CsG — PLS analysis
Click here to return to the document
csG1
€s62 \
'\0 855 Mobile and ...
€sG3 839 b
'\"‘-—-\ 0.892 Classificati...
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0.761 Cyber Security 0.824
/ Goverpance 0.884 Communica...
C5G7 0721 0.639 0
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csGs 0773 ¥
0.809 )
CSGY 0.897 0.910 — P Security In...
0.823
[ T} Liring HR
CSG10
CSM1 Cyber Securit : \\-‘ IT, 0T and |
LN 0.320 Operations 0.?95_\ :
csM2 ™ ‘ 0.866 \ y
h\ﬂ.91 4_‘ Q887 \:nagema_
CSM3 0.800 0 BET P .
0.975 rotection ...
CSM4  4—0.887 -
0.757 BLﬁnass Lt
CSM5 0.823
l’/g_gg} Cyber Security Relationshi...
CcsME 7 Management A
[ Compliance...
CSM7

44




Path Coefficient Matrix — PLS

CsG CsM CsO
CsG 0.897 0.639
CsM 0.320
CsO
Path Coefficient - PLS — Bootstrapping

2;?]'&? Sample gzi?gggﬂ T Statistics P

() Mean (M) (STDEV) (JO/ISTDEV]) | Values
CsG -> CsM 0.897 0.899 0.025 35.735 | 0.000
CsG -> CsO 0.639 0.637 0.091 6.982 | 0.000
CsM -> CsO 0.320 0.323 0.092 3.490 | 0.000
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Appendix 16: ISFAM dependencies — adapted by Sp
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Appendix 17: PLS Analysis - Outer Loadings

Click here to return to the document

CsG

CsM

CsO

CSG1

0.855

CSG2

0.892

CSG3

0.735

CSG4

0.852

CSG5

0.854

CSG6

0.785

CSG7

0.841

CSG8

0.761

CSG9

0.721

CSG10

0.685

CSM1

0.914

CSM2

0.800

CSM3

0.925

CSM4

0.887

CSM5

0.757

CSM6

0.823

CSM7

0.897

Mobile and Remote
Working Systems

0.796

Classification of
Information and
Operation Support
Assets

0.824

Access Control
(Partially)

0.884

Management of safety
operations (M partially)

0.743

Communications
Management (partial M)

0.773

Security in systems
development, acquisition
and maintenance

0.910

Security Incident
Management (M)

0.809

Hiring HR

0.823

IT, OT and IOT asset
management

0.850

Management of security
zones

0.727
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Protection of IT, OT and

10T equipment 0.795
o
Business Continuity,
Disaster Management
and Informatiogn 0.866
Security
Compliance with
legislation and 0.857
contractual requirements
Outer Loadings - PLS - Bootstraping

Original S[gzcgiirg T Statistics | P

Sample | Sample Mean (M) n (|O/ISTDEV| | Value

©) (STDEV) S

CSG1 0.855 0.852 0.034 25.336 | 0.000
CSG2 0.892 0.892 0.023 38.080 | 0.000
CSG3 0.735 0.729 0.077 9.489 | 0.000
CSG4 0.852 0.851 0.044 19.574 | 0.000
CSG5 0.854 0.852 0.041 20.778 | 0.000
CSG6 0.785 0.784 0.054 14,550 | 0.000
CSG7 0.841 0.840 0.039 21.366 | 0.000
CSG8 0.761 0.761 0.074 10.235 | 0.000
CSG9 0.721 0.714 0.067 10.714 | 0.000
CSG10 0.685 0.685 0.070 9.776 | 0.000
CsSM1 0.914 0.912 0.027 33.279 | 0.000
CSM2 0.800 0.793 0.059 13.543 | 0.000
CSM3 0.925 0.925 0.026 35.287 | 0.000
CSM4 0.887 0.886 0.034 26.351 | 0.000
CSM5 0.757 0.757 0.066 11.411 | 0.000
CSM6 0.823 0.822 0.044 18.788 | 0.000
CSM7 0.897 0.896 0.025 35.515 | 0.000
mgfﬂfnzngyzgmgte 0.796 0.796 0.044 18.110 | 0.000
Classification of
TWECATIEE £t 0.824 0823| 0042 19.733 | 0.000
Operation Support
Assets
CUERES ORI 0.884 0.883 0.024 36.294 | 0.000
(Partially)
ATEGETIEL 51 SE17ElT 0.743 0.741|  0.065 11.488 | 0.000
operations (M partially)
ST 0.773 0.769 0.051 15.166 | 0.000

Management (partial M)
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Security in systems
development, acquisition 0.910 0.910 0.019 48.672 | 0.000
and maintenance
Sl lls7 el 0.809 0.807 |  0.046 17.608 | 0.000
Management (M) ' ' ' ' '
Hiring HR 0.823 0.820 0.043 18.939 | 0.000
I OTCls oA Fehsas 0.850 0.847 |  0.040 21.143 | 0.000
management
METEGATII O SR ALY 0.727 0.725|  0.059 12313 | 0.000
zones
PUEHEELEN G 1T, O17 0.795 0.793|  0.050 15.883 | 0.000
10T equipment
TR 5T 0.887 0887 |  0.023 37.863 | 0.000
Suppliers
Business Continuity,
Disaster Management
and Information 0.866 0.867 0.026 32.746 | 0.000
Security
Compliance with
legislation and 0.857 0.858 0.027 31.772 | 0.000
contractual requirements
Effect Size - PLS
R R Square
Square Adjusted
CsM 0.804 0.801
CsO 0.877 0.874
Appendix 18: Results of one-sided ANOVA-— between the three management models
Click here to return to the document
Sum of Mean .
Squares i Square F Sig.
Between Groups 27.791 2 13.895
CsG Within Groups 61.86 67 0.923 15.050 | 0.000
Total 89.651 69 '
Between Groups 37.386 2 18.693
CsM Within Groups 77.216 67 1.15 16.220 | 0.000
Total 114.602 69 '
Mobil PI—. Between Groups 25.713 2 12.856
obile and Remote —
Working Systems (CsO) Within Groups 106.587 67 1501 8.081 | 0.001
Total 132.3 69
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Classification of Between Groups 7.542 2 3.771
Information and Within Groups 107.425 | 67
Operation Support P 1.603 2.352 10103
A Control Between Groups 30.477 2 15.239
ccess Contro -
. Within Groups 62.198 67 16.415 | 0.000
Partially) (CsO 0.928
( 2 ) Total 92.675 69
Management of Safety Between GI‘OUpS 4.682 2 2.341
operations (M partially) | Within Groups 100.542 67 1501 1.560 | 0.218
(CsO) Total 105.224 | 69 '
Communications Between GI‘OUpS 7.594 2 3.797
Management (partial M) | Within Groups 107.999 67 1612 2.356 | 0.103
(CsO) Total 115593 | 69 '
Security in Systems Between GI’OUpS 33.703 2 16.851
development, acquisition | Within Groups 88.139 67 12.810 | 0.000
P d P 1.316
and maintenance (CsO) | Total 121.841 69 '
s PR S Between Groups 32.474 2 16.237
ecurity Inciden —
Management (M) (CsO) Within Groups 88.765 67 1.305 12.256 | 0.000
Total 121.238 69
Between Groups 12.76 2 6.38
Hiring HR (CsO) Within Groups 77.077 67 115 5.546 | 0.006
Total 89.838 69 '
o S el (G " Between Groups 43.506 2 21.753
, an asse -
management (CsO) Within Groups 99.282 67 1.482 14.680 | 0.000
Total 142.787 69
v t of it Between Groups 15.223 2 7.611
anagement of security —
zones (CsO) Within Groups 86.246 67 1.287 5.913 | 0.004
Total 101.469 69
Protecti AT AT Between Groups 14.619 2 7.31
rotection of IT, an -
10T equipment (CsO) Within Groups 74.224 67 1.108 6.598 | 0.002
Total 88.843 69
Relationshio with Between Groups 45.832 2 22.916
elationship wi -
suppliers (CsO) Within Groups 81 67 1.209 18.955 | 0.000
Total 126.832 69
Business Continuity, Between Groups 19.44 2 9.72
Disaster Management | \yjthin Groups 70459 | 67 9243 | 0000
and Information 1.052
Compliance with Between Groups 33.516 2 16.758
legislation and Within Groups 85595 | 67 13.117 | 0.000
contractual 1.278
Total 119.111 69

requirements (CsO)

*The mean difference is significant at the 0.05 level
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Appendix 19: Results of Hochberg’s Post-hoc test — between the three management models

Click here to return to the document

Maturity Stage in Cybersecurity Governance

Nl Lower Upper
Difference (I - Std. Error Sig. B bp
J) ound Bound
Concession - Delegation 1.00037" 0.33469 | 0.012 0.1815 | 1.8192
f\:/loar;f:gsz'rﬁgn't')'re“ 1.57382" 0.2875 | 0.000 0.8704 | 2.2772
fﬂe;ﬁgzg%r;;ﬂ')'re“ 0.57345 028154 | 0.13|  -0.1154 | 1.2623
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Management
ML Lower Upper
Difference (I - Std. Error Sig. bp
J) Bound Bound
Concession - Delegation 1.37973" 0.37393 | 0.001 0.4649 | 2.2946
fﬂoar;fae;’z'rﬁgn't[)'re“ 1.82601" 0.32121 | 0.000 1.0401 | 2.6119
ae;ﬁgzgg:;?'rea 0.44629 0.31455 | 0.405 -0.3233 | 1.2159
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Mobile and Remote Working Systems
NI Lower Upper
Difference (I - Std. Error Sig. B bp
J) ound Bound
Concession - Delegation 0.82904 0.43933 | 0.177 -0.2458 | 1.9039
I(\:Aoa':fae;:'r?]re'r;t[)'rea 1.49916" 0.37739 | 0.001 0.5758 | 2.4225
ae;ﬁgzte'fnlr']t[)'re“ 0.67011 036956 | 0.205|  -0.2341 | 15743

*The mean difference is significant at the 0.05 level
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Maturity Stage in Cybersecurity Operations - Classification of Information and Operation

Support Assets
MU Lower Upper
Difference (I - Std. Error Sig. bp
J) Bound Bound
Concession - Delegation 0.40931 0.44105 0.73 -0.6697 | 1.4884
concession - Direct 0.80518 0.37887 | 0.107|  -0.1218 | 1.7321
Management
Ll Il 2 BIIElE 0.39587 0.37101 | 0.638 -0.5118 | 1.3036
Management
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Access Control
NI Lower Upper
leferta];]ce (- Std. Error Sig. Bound Bound
Concession - Delegation .99387" 0.3356 | 0.013 0.1728 | 1.8149
Concession - Direct x
Management 1.64358 0.28829 | 0.000 0.9383 | 2.3489
Bl Bl tas 0.64971 0.28231 | 0.071 0.041 | 1.3404
Management
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Management of safety operations
Mean Lower Upper
Difference (I - Std. Error Sig. bp
J) Bound Bound
Concession - Delegation 0.1273 0.42669 | 0.987 -0.9166 | 1.1712
Concession - Direct 0.57622 0.36653 | 0317 |  -0.3205| 1.473
Management
Delegation - Direct
Management 0.44893 0.35893 | 0.513 -0.4292 | 1.3271
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Communications Management
Nl Lower Upper
Difference (I - Std. Error Sig. bp
J) Bound Bound
Concession - Delegation 0.35202 0.44223 | 0.811 -0.7299 | 1.434
Concession - Direct 0.79519 0.37988 | 0.115 -0.1342 | 1.7246
Management
',\D/Ie'egat'on " Direct 0.44316 0372 | 0583 0467 | 1.3533
anagement

*The mean difference is significant at the 0.05 level
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Maturity Stage in Cybersecurity Operations - Security in systems development, acquisition

and maintenance

NI Lower Upper
Difference (I - Std. Error Sig. B bp
J) ound Bound
Concession - Delegation 1.17157" 0.3995 | 0.014 0.1942 | 2.149
Concession - Direct x
Management 1.73649 0.34318 | 0.000 0.8969 | 2.5761
Sosalon B 0.56492 0.33606 | 0.262|  -0.2573 | 1.3871
anagement
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Security Incident Management
ML Lower Upper
Difference (I - Std. Error Sig. bp
J) Bound Bound
Concession - Delegation 1.17157" 0.40092 | 0.014 0.1907 | 2.1524
Concession - Direct x
Management 1.70495 0.3444 | 0.000 0.8624 | 2.5476
ae'egat'on " Direct 0.53339 0.33725 | 0.312 -0.2917 | 1.3585
anagement
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Hiring HR
NI Lower Upper
Difference (I - Std. Error Sig. B bp
J) ound Bound
Concession - Delegation 0.10221 0.37359 0.99 -0.8118 | 1.0162
Concession - Direct *
Management .90507 0.32092 | 0.019 0.1199 | 1.6902
Delegation - Direct x
Management .80286 0.31427 | 0.038 0.034 | 1.5717
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - IT, OT and IOT asset management
— Lower Upper
Difference (I - Std. Error Sig. bp
J) Bound Bound
Concession - Delegation 1.36887" 0.424 | 0.006 0.3315 | 2.4062
Concession - Direct x
Management 1.97354 0.36423 | 0.000 1.0824 | 2.8647
SO 0.60466 0.35667 | 0.256 0.268 | 14773
anagement

*The mean difference is significant at the 0.05 level
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Maturity Stage in Cybersecurity Operations - Management of security zones

Diff:f:r?ge (I- | Std.Error | Si Lower | Upper

J) ' g Bound Bound

Concession - Delegation 0.7454 0.39519 | 0.177 -0.2215 | 1.7123

,(\:,,Oar:f:gszirﬂgr;t')imt 1.16512" 0.33948 | 0.003 0.3346 | 1.9957

Delegation - Direct 0.41971 0.33243 | 0.505 03936 | 1.233
Management

*The mean difference is significant at the 0.05 level

Maturity Stage in Cybersecurity Operations - Protection of IT, OT and IOT equipment

ML) Lower Upper
Difference (I - Std. Error Sig. B bp
J) ound Bound
Concession - Delegation 0.48456 0.36661 | 0.466 -0.4124 | 1.3815
fﬂoar;lcae;’;:"rﬂg . tD're“ 1.10236" 0.31493 | 0.002 0.3319 | 1.8729
Eﬂe;ﬁgzgm;ﬂmre“ 0.61781 030839 | 0.139|  -0.1367 | 1.3723
*The mean difference is significant at the 0.05 level
Maturity Stage in Cybersecurity Operations - Relationship with Suppliers
NUEEI Lower Upper
leferg?ce (- Std. Error Sig. Bound Bound
Concession - Delegation 1.23897" 0.38298 | 0.006 0.302 | 2.176
fﬂoa”nc;;’zmn'tt"re“ 2.01745" 0.32899 | 0.000 12126 | 2.8224
Eﬂe;ﬁgzg%”e;]t["re“ 0.77848 032216 | 0054|  -0.0097 | 1.5667

*The mean difference is significant at the 0.05 level

Maturity Stage in Cybersecurity Operations - Business Continuity, Disaster Management,

and Information Security

Mean

. i . Lower Upper
D|ffer3;1ce (1 Std. Error Sig. Bound Bound
Concession - Delegation 0.82353 0.35719 | 0.071 -0.0504 | 1.6974
Concession - Direct N
Management 1.31532 0.30684 | 0.000 0.5646 | 2.066
DEIEGEON = BTG 0.49179 0.30047 | 0.284 102433 | 1.2269
Management

*The mean difference is significant at the 0.05 level
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Maturity Stage in Cybersecurity Operations - Compliance with legislation and contractual

requirements

I Lower Upper
Difference (I - Std. Error Sig. B bp
J) ound Bound
Concession - Delegation 1.36213" 0.39369 | 0.003 0.3989 | 2.3253
Concession - Direct .
Management 1.72382 0.33819 | 0.000 0.8964 | 2.5512
DGR - DI 0.36169 033118 | 0.621 -0.4486 | 1.1719
Management

*The mean difference is significant at the 0.05 level

Appendix 20: Results of one-sided ANOVA- between the three retail population sizes

Click here to return to the document

Sum of Mean .
Squares i Square o Sig.
Between Groups 1.287 2 0.643
CsG Within Groups 88.364 67 1319 0.488 0.616
Total 89.651 69
Between Groups 5.389 2 2.694
CsM Within Groups 109.213 67 163 1.653 0.199
Total 114.602 69
Mobile and Remote Between Groups 2.207 2 1.103
Working Systems Within Groups 130.093 67 0.568 0.569
(CsO) Total 132.3 6| 9%
Classification of Between Groups 1.416 2 0.708
g‘;g:;“t?;;loguag‘sort Within Groups | 113.551 67 | o | 0418 | 0.660
Assets (CsO) Total 114.967 69
Between Groups 0.657 2 0.328
ﬁ‘f;f;; ﬁ:y‘in(téi’g) Within Groups | 92.018 67 | 0239 | 0788
Total 92.675 69
Management of safety | Between Groups 1.325 2 0.662
operations (M Within Groups 103.899 67 0.427 0.654
partially) (CsO) Total 105.224 60| !
Communications Between Groups 2.377 2 1.188
Management (partial | Within Groups 113.216 67 0.703 0.499
M) (CsO) Total 115,593 69 1.69
Security in systems Be_tw_een Groups 5.563 2 2.781 1603 0.209
development, Within Groups | 116.279 67 1.736
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acquisition and

maintenance (CsO) Total 121.841 69
Security Incident Between Groups 3.394 2 1.697
Management (M) Within Groups 117.844 67 0.965 0.386
(CsO) Total 121.238 6|
Between Groups 1.341 2 0.671
Hiring HR (CsO) Within Groups 88.497 67 1321 0.508 0.604
Total 89.838 69
Between Groups 0.672 2 0.336
:Iérg;ef:fnic()gsgsfet Within Groups | 142.115 67| ., | 0158 | 0854
Total 142.787 69
Between Groups 1.211 2 0.605
22332%;?;:;0("050) Within Groups | 100.258 67 | 0| 0405 | 0669
Total 101.469 69
Protection of IT, OT | Between Groups 4.428 2 2.214
and 10T equipment Within Groups 84.416 67 1.757 0.180
(CsO) Total 88.843 69 1.20
) o Between Groups 1.844 2 0.922
gj:)agl'g;zh('gs"g)th Within Groups | 124.988 67 | gog| 04%4 | 0612
Total 126.832 69
Business Continuity, | Between Groups | 2.636 2| 1318
Er:iiaf:ﬁ‘gmzr:%ﬁmem Within Groups |  87.263 67| | 1012 | 0369
Security (CsO) Total 89.898 69
Compliance with Between Groups 2.041 2 1.021
legislation and Within Groups | 117.07 67 0584 | 0560
contractual 1.747
requirements (CsO) | Total 119.111 69
*The mean difference is significant at the 0.05 level
Appendix 21: Results of one-sided ANOVA- between the three areas of operations
Click here to return to the document
Sum of Mean .
Squares i Square a Sl
Between Groups 0.761 2 0.38
CsG Within Groups 88.89 67 1327 0.287 0.752
Total 89.651 69
Between Groups 3.859 2 1.93
CsM Within Groups 110.742 67 1,653 1.167 0.317
Total 114.602 69
Between Groups 0.721 2 0.36
Within Groups 131.579 67 1.964 0.184 0833
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Mobile and Remote

Working Systems Total 132.3 69
(CsO)
Fl?ssificqtion OL Between Groups 2.339 2 1.169
nformation an i
S Sl Within Groups 112.628 67 Lesl 0.696 0.502
Assets (CsO) Total 114.967 69
s Gl Between Groups 1.154 2 0.577
. Within Groups 91.52 67 0.423 0.657
(Partially) (Cs0) Total 92.675 69 1.366
Management of safety | Between Groups 0.427 2 0.214
operations (M Within Groups 104.797 67 0.136 0.873
partially) (CsO) Total 105224 69|
Communications Between Groups 0.613 2 0.306
Management (partial | Within Groups 114.98 67 0.179 0.837
M) (CsO) Total 115.593 69 1716
Security in systems Between Groups 0.315 2 0.158
development, Within Groups | 121.526 67 0087 | 0917
acquisition and 1.814
maintenance (CsO) Total 121.841 69
Security Incident Between Groups 1.487 2 0.744
Management (M) Within Groups 119.751 67 0.416 0.661
(CsO) Total 121.238 69 L.787
Between Groups 0.048 2 0.024
Hiring HR (CsO) Within Groups 89.79 67 134 0.018 0.982
Total 89.838 69 '
Between Groups 1.445 2 0.723
IT, OT and IOT asset ™" Gronns | 141,342 67 0343 | 0711
management (CsO) 2.11
Total 142.787 69
Between Groups 0.694 2 0.347
Mandgementof Within Groups | 100.775 67 0231 | 0.795
security zones (CsO) 1.504
Total 101.469 69
Protection of IT, OT | Between Groups 0.468 2 0.234
and 10T equipment Within Groups 88.376 67 0.177 0.838
(CsO) Total 88.843 69 1319
Relationship with Between Groups 0.389 2 0.195
. Within Groups 126.443 67 0.103 0.902
Suppliers (CSO) Total 126.832 69 1887
Business Continuity, | Between Groups 0.382 2 0.191
Disaster Management | \within Groups 89.517 67 0143 | 0867
and Information 1.336
Security (CsO) Total 89.898 69
Compliance with Between Groups 3.021 2 1.511
legislation and Within Groups | 116.089 67 0872 | 0423
contractual 1.733
Total 119.111 69

requirements (CsO)

*The mean difference is significant at the 0.05 level
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