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Abstract

Cybersecurity has become a significant concern for governments and societies worldwide. For
this reason, the European Directive NIS2 has emerged as a key tool in assisting organizations
in protecting themselves against growing cyber-attacks. The challenge, however, lies in
implementing the Directive effectively, which results in inconsistent approaches to
compliance.

This master’s thesis proposes using Enterprise Architecture (EA) and ArchiMate to develop a
Reference Architecture that provides organizations with a structured framework for achieving

NIS2 compliance and enhancing their cybersecurity resilience.

Keywords: Enterprise Architecture, NIS2, ArchiMate, Cybersecurity

This work used infrastructure and resources funded by Fundacdo para a Ciéncia e a
Tecnologia (UID/ECO/00124/2013, UID/ECO/00124/2019 and Social Sciences Datalab,
Project 22209), POR Lisboa (LISBOA-01-0145-FEDER-007722 and Social Sciences

DatalLab, Project 22209) and POR Norte (Social Sciences Datalab, Project 22209)



Table of Contents

AADSITACE ...ttt ettt et b et ettt et e a e h e b et sh e e bt et e ntenbeenee 1
L INEEOAUCTION ...ttt ettt e bt e et et e s bt e sbeeeabeesbeeeateenaeeeas 3
2. LItETature REVIEW.......oiuiiiuiiiieiieiiieieee ettt sttt ettt et et e sbe e 4
2.1, ENterpriS€ ATCRILECIUIE ......vviiviieeiiieciiie et et tee e tee e te e e sveeetaeeetaeesnsaeesssaeessseeennseens 4
2.2 TOGAF ..ottt ettt et st b ettt b ettt sb et e e e 5
2.3 ATCHIMALE ...ttt ettt et e b e ettt e naeeens 6
2.4. Network and Information Systems (INIS) ......ccccoiiiiiiiiiiiiieieeiiee e 7
2.5 NIST & NSttt ettt et st esae e e eneesteenaeeneesseenseeneenaeenes 8
2.6. Enterprise Architecture and CyberSeCUIity ........ccueevierieriieenieeiienieeieeniie et eseveeveesieeens 9
3. RESCAICH DIESIZN...ccuiiiiiiiieiie ettt e e e e et e e st ae e st e e sabaeeesbaeessbaeeenbeeeenaeeenanes 9
3.1. Research MethOdOLOZY ........cocvieiiiiiiiiieeiieeie ettt 9
3.2. Research Problem .........c.ooiiiiiiiiiieee et et 10
3.2.1. ReSearch MOtIVATION ......ccueruieiieieieieieeie ettt sttt 10
3.2.2. Research QUESTIONS .........coeiuriieeiiiiieeeeeiee e eeetee ettt e et e e eette e e e eeaae e e e eeaaeeeeeeanneas 11
4. PTOPOSAL ...ccutiieiieeiiecie ettt ettt ettt et ettt e e eetb e e beeetbeebeeesbeenbaeetaeenbeennaeenrean 11
4.1. Proposal- Relationship between NIS2 and EA artifacts ........cccccoeeeevieiiieniecicenieeen, 12
4.2. Proposal- NIS2 Metamodel and Reference Architecture..........ccoecvevveecienieerieenveennen. 12
4.3. Proposal- Possibility of modeling NIS2 .........ccccooiiiiiiiiniiiiiiceececeeeee 13
5. Design and DevVelOPMENt.........ccviiiiiiiiiiiieiiecie ettt st ennaas 13
5.1. Design and Development- Relationship between NIS2 and EA artifacts..................... 13
5.2. Design and Development- NIS2 Metamodel and Reference Architecture................... 14
5.3. Design and Development- Possibility of modeling NIS2...........cccooiiiiniininncnicnene. 17
6. DEMONSTIATION ......eiitiiiieiieeit ettt ettt ettt et et et e st e e sbbeeabeesaeesanees 20
T BVAIUALION <.ttt ettt ettt ettt et e e enneeenneas 21
8. CONCIUSION ...ttt ettt b e et sb e st e bt e e bt e nbeesabeenbeeeas 23
RETEIEIICES ...ttt ettt et e st e et e s e e beesabeenbeesneeenneas 26
F N 08157 116 (oSSR 30
List of Figures
Figure 1. NIS2 Metamodel ........ooooiieiiiiiiiieeieeeeeeee ettt eee e tae e e e senee e 16
Figure 2. Viewpoint illustrating how Article 3 refers to Article 2.......c.ccoceviiveriiinienenncnnns 16
Figure 3. Paragraph of Article 2 that is referred to in Article 3.......ccooeeeiiieiiiieiiieeeeeeees 17
Figure 4. NIS2 ATICIE 2....oouiiiiiieieeeeee ettt 17
Figure 5. NIS2 ATHICIE 22.....iiiiiieiee ettt ettt e et e e st e e e eaeessaeessneeesnseeenes 18
Figure 6. NIS2 ATLICIE 14 ..ottt et st e e e eneeas 19
Figure 7. NIS2 ATHICIE 16.....cciiiiiiiieiiie ettt ettt et et e e e aa e e s taeessaeeesnneaenns 19
Figure 8. NIS2 ATLICIE 12....cuiiiiiiiieiie et ettt ettt e e eneas 20
Figure 9. NIS2 ATTICIE 29.....coiiiiiie ettt ettt e e e et e e s saeesnaeeesnneaenns 20

List of Acronyms

DSRM- Design Science Research Methodology

EA- Enterprise Architecture

NIS- Network and Information Systems

NIS1- Network and Information Systems Directive 2016/1148
NIS2- Network and Information Systems Directive 2022/2555
TOGAF- The Open Group Architecture Framework

ISO- International Organization for Standardization



1. Introduction

Technology unlocks endless opportunities and drives business transformation (Chen, Li, and
Shahid 2024). However, it also increases the risk of cyber threats, affecting both organizations
and individuals. According to the recent IBM X-Force Threat Intelligence Index 2024, "Europe
was the most targeted region in the world in 2023, representing 32% of reported incidents"
(IBM 2024). These breaches halt operations and compromise sensitive information, making
robust cybersecurity more important than ever (Reed 2024).

In response, regulatory frameworks like the Directive (EU) 2022/2555 (NIS2), have been
created to improve the resilience of network and information systems across the European
Union (EU) (European Commission 2023). NIS2 sets legal requirements for risk management,
incident reporting, and cooperation, requiring organizations to safeguard their systems and
stakeholder information. (European Commission 2025-a). Yet, many organizations still
struggle to understand and implement these requirements effectively (ENISA n.d.).

Thus, Enterprise Architecture (EA) — defined as “the practice that tries to describe and control
an organization’s structure, processes, applications, systems, and technology in an integrated
way” (Lankhorst et al. 2013) — appears as a valuable framework for supporting NIS2
compliance. EA provides a methodical and clear approach to tackle cybersecurity regulations,
ultimately enhancing organizational readiness.

This thesis addresses the lack of actionable measures in the NIS2 Directive by proposing a
NIS2 Reference Architecture. The study begins with a “Literature Review” on EA and NIS2,
followed by the “Research Design”, which outlines the knowledge gap, research motivation,
and methodology. The “Proposal”’ and “Design and Development” sections define and
implement a NIS2 Metamodel as the foundation for the Reference Architecture. After the
model is developed, the “Demonstration” and “Evaluation” assess its applicability and

quality, while the “Conclusion” presents key findings, limitations, and future research.



2. Literature Review

2.1. Enterprise Architecture

In a world where enterprises face various challenges — from defining products and services, to
managing business processes and Information Technology (IT) — EA provides a structured
approach to articulate and guide an enterprise’s direction (Greethorst and Proper 2011). It is “a
coherent whole of principles, methods, and models that are used in the design of an enterprise’s
organizational structure, business processes, information systems, and infrastructure”
(Lankhorst et al. 2013, 3).

However, EA is not just a conceptual tool. It is a practical discipline, implemented through
methods and frameworks that guide its application in real business change (Lankhorst et al.
2013). While methods provide the techniques and processes for developing and maintaining
architecture throughout its life cycle, frameworks offer a structure for organizing the
descriptive representations of enterprise management and systems development (Lankhorst et
al. 2013).

The first considered method in EA was the Business Systems Planning (BSP). Developed by
IBM in the early 1960s and introduced for internal use in the 80s, it was later adopted and
promoted by various consulting firms (Kotusev 2016). This method introduced architecture as
a formal description to align IT with business objectives, focusing on analyzing business
processes, identifying information requirements, and defining data architectures to support
organizational goals (Kotusev 2016).

Building on this, in 1987, John Zachman developed the first recognized Enterprise Architecture
framework, the Zachman Architecture Framework (Lankhorst et al. 2013). Initially focused on
the field of Information Systems, the framework has expanded to cover the entire organization
(Scholtz et al. 2013). Represented as a bounded 6 x 6 matrix (Appendix 1), it describes an

enterprise architecture through communication interrogatives (columns) and stakeholders’



perspectives, from high-level planning to detailed implementation (rows) (Zachman
International 2008).

Over time, EA evolved to align business operations with information systems (Gampfer et al.
2018), offering “a holistic and consistent view of the organization rather than a view of a single
application or information systems” (Niemi 2007). While this evolution has been important in
managing organizational complexity, recent literature overlooks the connection between EA
with emerging technologies such as Al IoT, cloud computing, and data analytics. In response,
The Open Group (n.d.-c) argues that to address these limitations, EA needs to adapt and

integrate agile frameworks, dynamic modeling, and innovation-driven strategies.

2.2. TOGAF

After the Zachman Framework, other frameworks emerged, with TOGAF being the most cited
and widely discussed in EA literature, often considered a “(...) de facto industry standard in
EA practice” (Kotusev 2016, 33). TOGAF was introduced in 1995 by the U.S. Department of
Defense and derived from the Technical Architecture Framework for Information Management
(TAFIM), as a method to address inefficiencies in information system management (Defense
Information Systems Agency Center 1996). After its initial development, TOGAF was further
developed by The Open Group, a global consortium that develops technology standards and
certifications (The Open Group n.d.-a).

While early versions focused on technical architecture (Lankhorst et al. 2013), from version 8
onwards, TOGAF established itself as a comprehensive enterprise architecture framework,
encompassing strategy, processes, information, applications, and technology (Sonai et al.
2024). Versions 8 and 9 (Appendix 2) introduced four key elements: the Architecture
Capability Framework; the Architecture Development Method (ADM), including guidelines
and techniques; the Architecture Content Framework; and the Enterprise Continuum with

TOGAF Reference Materials (Lankhorst et al. 2013).



With its most recent update, TOGAF version 10 consists of two parts (Appendix 3 and 4): the
TOGAF Fundamental Content and the TOGAF Series Guides (The Open Group n.d.-f). This
structure clarifies best practices, showing where to find enduring and universal concepts while
underscoring where to look for new emerging ideas (The Open Group n.d.-e). It reflects the
effort to ensure EA remains relevant and adaptable in a rapidly evolving business and

technology landscape (The Open Group n.d.-d).

2.3. ArchiMate

The actionable component of the EA discipline is the modeling process. As Gampfer et al.
(2018, 76) explain, “Enterprise Architecture modeling refers to the creation and management
of architectural models” — specifically abstract, focused representations of real-world systems
using formal graphical or textual languages (Lankhorst et al. 2013). To support this practice,
several modeling languages have been developed, including ArchiMate, developed by the
Open Group (Lankhorst et al. 2013). Aligned with EA frameworks, such as TOGAF (Jiang et
al. 2024) (Appendix 5), ArchiMate enables enterprise architects to describe, analyze, and
visualize the relationships across business domains — distinct areas of the enterprise that are
being analyzed (Lankhorst et al. 2013). For this purpose, ArchiMate is structured along two
dimensions (Appendix 6): layers and aspects (Yamamoto, Zhi, and Zhou 2019).

The layer dimension is based on a service-oriented principle — meaning higher layers utilize
services provided by lower layers (Lankhorst et al. 2013) — and includes three core layers and
two extension layers. The core layers are: the Business Layer which focuses on elements like
business processes and roles; the Application Layer, which covers software applications,
services, and interfaces; and the Technology Layer that includes system software (e.g.,
operating systems), and physical hardware (e.g., computers and network devices) (Jiang et al.
2024). The extension layers are: the Motivation Layer that “focuses on the motivations, goals,

and requirements that drive the design and implementation of an enterprise’s architecture”



(ArchiMetric 2025); and the Implementation and Migration Layer that includes “modeling
implementation programs and projects to support program, portfolio and project management”
(The Open Group n.d.-b).

Regarding the aspect dimension, it classifies artifacts within layers as: Active Structure
Aspects, structural elements responsible for executing behavior, such as business actors,
application components, and devices; Behavior Aspects that define processes, functions, and
services executed within the architecture, assigned to structural concepts displaying who or
what performs the behavior (Lankhorst et al. 2013); and Passive Structure Aspects, objects on
which behavior is performed, such as information objects in the Business Layer and data
objects in the Application Layer (Lankhorst et al. 2013). It is important to note that the
Motivation and the Implementation and Migration Layers are not included in the aspect
dimension, (considered in Appendix 7).

Beyond layers and aspects, ArchiMate also facilitates communication with stakeholders
through graphical notations (Aldea et al. n.d.), which emphasizes the role of “view” and
“viewpoint” in the modeling process. While a view represents a stakeholder’s perspective of
the EA (Lankhorst et al. 2013), a viewpoint defines the rules for creating a view (Lankhorst et
al. 2013). Essentially, “a view is what you see, and a viewpoint tells you from where you are
looking” (Lankhorst et al. 2013, 51). Because of their importance, managing views and
viewpoints requires tools capable of organizing modeling and ensuring clear representation.
To this end, organizations typically rely on software tools (Archi n.d.), one of which is Archi
— an open-source, cross-platform solution that supports ArchiMate and allows enterprise

architects to create, analyze, and communicate enterprise models effectively (Archi n.d.).

2.4. Network and Information Systems (NIS)

“As digital landscapes become increasingly complex, safeguarding sensitive information and

systems against cyber threats has become a paramount concern for organizations” (Jiang et al.



2024, 1). Recognizing this growing risk of cyber threats, the European Commission introduced
the Network and Information Systems (NIS), Directive (EU) 2016/1148, commonly referred
to as NIS1, making “the first comprehensive EU legislation aimed at boosting cybersecurity of
network and information systems to safeguard vital services for the EU’s economy and society”
(European Commission 2025-a).

However, by the end of 2020, NIS1 was revealed to be insufficient. The wide divergence in its
implementation, vague scope definitions, (European Commission 2022), weak supervision and
enforcement (Negreiro 2023) and the lack of cross-sharing information among Member States
were undermining cybersecurity coordination and increasing vulnerabilities (European
Commission 2022).

To address these issues, the EU adopted NIS2, Directive (EU) 2022/2555, in December 2022
“setting out minimum rules regarding the functioning of a coordinated regulatory framework,
(...) laying down mechanisms for effective cooperation (...), updating the list of sectors and
activities subject to cybersecurity obligations and (...) providing effective remedies and

enforcement measures ” (European Commission 2022).

2.5. NIS1 & NIS2

NIS1 applied to Operators of Essential Services (OESs) and Digital Service Providers (DSPs),
(Appendix 8) with Member States defining the covered entities (European Commission 2016).
NIS2 replaces these with Essential Entities (EEs) and Important Entities (IEs) (Appendix 9),
broadening the scope and eliminating Member States’ flexibility in designation (European
Commission 2022).

To address inconsistent implementation across Member States (European Commission 2022),
NIS2 standardizes requirements: stricter reporting deadlines; mandatory supply chain security;
risk assessments, and EU-wide cybersecurity certification aligned with 5G cybersecurity

frameworks for ICT suppliers (European Commission 2022).



For enforcement, NIS2 introduces harmonized compliance and penalty measures (European
Commission 2022), strengthens cooperation among national authorities, expands the role of
the Cooperation Group, and establishes the EU Cyber Crisis Liaison Organization Network
(EU-CyCLONe) for cybersecurity emergencies (European Commission 2022). It also
integrates the Computer Security Incident Response Teams (CSIRTSs) into these structures and
assigns the European Union Agency for Cybersecurity (ENISA) greater responsibility,
including support to the Commission and maintaining the EU vulnerability database (European

Commission 2022).

2.6. Enterprise Architecture and Cybersecurity

Although EA has a strategic role in structuring the enterprise, no research has been conducted
to apply it to cybersecurity. Moreover, few studies mention the value of conceptual modeling,
in particular enterprise modeling, for cybersecurity assessment and analysis (Jiang et al. 2024).
One key issue is the limited specialized security expertise among enterprise architects, which
hinders the effective modeling of cybersecurity risks (Jiang et al. 2024). Another limitation is
the lack of standardized methods for validating EA models for cybersecurity assessment (Jiang
et al. 2024), making it challenging to model regulatory obligations and conduct risk analysis
(e.g., NIS2).

Overall, this creates a gap for combining cybersecurity regulations with EA frameworks, in a

way compliance is handled proactively rather than being viewed as a constraint.

3. Research Design

3.1. Research Methodology

To develop the following sections of this thesis, the Design Science Research Methodology

(DSRM) was used. This methodology originates from the concept of “sciences of the artificial”,



from Herbert A. Simon, which focuses on systems design to achieve specific goals —
contrasting with natural sciences that describe the world as it is (Herbert A. 1996).

The DSRM is composed of six steps: problem identification and motivation, definition of the
objectives for a solution, design and development, demonstration, evaluation, and
communication (Peffers et al. 2007). These steps structure the Design Science Research (DSR)
approach, which emphasizes “the creation of an innovative, proposal artifact for a specified
problem domain” (Hevner et al. 2004, 82) and aims to address either “unsolved problems in
unique or innovative ways or solved problems in more effective or efficient ways” (Hevner et
al. 2004, 81).

As illustrated in Appendix 10, DSRM is applied throughout this thesis to ensure rigor with

prior literature and provide consistency in artifact creation and evaluation (Peffers et al. 2007).

3.2. Research Problem

3.2.1. Research Motivation

As the literature revealed “the current threat and regulatory landscape pressures organizations
to establish capabilities to prepare for and manage a cyber crisis effectively and efficiently”
(Deloitte 2022). This means that not only do organizations need to mitigate security risks, but
they are also pressured to meet regulatory frameworks. However, it is also mentioned that some
divergencies occurred between organizations when trying to accurately integrate cybersecurity
measures and requirements into their existing systems (White & Case 2024).

Among the most relevant regulations, the NIS2 Directive emerges offering guidance on
managing cybersecurity threats but lacking specific details on how organizations must design
their architecture in accordance with these regulations (ECSO 2025). This lack of practical
guidance represents a key implementation gap — one that this thesis aims to address.

In this context, EA becomes a valuable tool, as it ensures that both business and IT elements

are aligned to achieve operational and regulatory goals (Lankhorst et al. 2013), as “Enterprise

10



architects are uniquely positioned to design and define the architecture companies will need”
(Forbes 2025).

EA and its tools, such as ArchiMate, can create a clear and structured model for NIS2 Directive
compliance, supporting the description, analysis, and visualization of architecture within and
across business domains (ArchiMate n.d.) — modeling the compliance architecture, outlining
the required regulatory measures and identifying gaps, redundancies, and inefficiencies.

This thesis focuses on a country-wide perspective, examining how Member States and the legal
bodies listed in the NIS2, such as CSIRTs and Competent Authorities, can utilize EA models
to guide their cybersecurity compliance efforts. Furthermore, it aims to demonstrate how
individual businesses can adopt similar models in their systems, processes, and IT

infrastructure to stay compliant with NIS2 and enhance their overall cybersecurity position.

3.2.2. Research Questions

The main research question of this thesis is “How can NIS2 be integrated with Enterprise
Architecture?”, yet the three sub-questions that follow were created to support it:

Q1: What are the key NIS2 concepts and their relationship with EA layers?

Q2: How can these concepts and relationships be represented in a Reference Architecture?
Q3: If each organization has its systems, processes, and infrastructures aligned with the
Directive, can the NIS2 Reference Architecture serve as a reference model for NIS2

compliance?

4. Proposal

This section highlights the proposed steps that served as the foundation for developing the
NIS2 Reference Architecture.
The proposal was to map NIS2 concepts and their relationships according to EA artifacts (Q1)

using ArchiMate as the modeling language. After defining a pattern and preparing the artifacts,

11



the Reference Architecture for NIS2 compliance could be developed (Q2). Only then could it
be demonstrated how the model can help organizations align their systems and infrastructures

to meet NIS2 compliance — offering a practical and accessible implementation roadmap (Q3).

4.1. Proposal- Relationship between NIS2 and EA artifacts

Firstly, by choosing Archi as the modeling tool, a strategic method for linking NIS2 concepts
with EA artifacts would need to be delineated.

While ArchiMate facilitates interoperability across different organizational sectors (Lankhorst
et al. 2013) and simplifies NIS2 concepts, it does not inherently include concepts specific to
the legal field. Thus, it would be necessary to adapt NIS2 concepts into the EA framework

without losing the core meaning of the Directive and its key compliance terms.

4.2. Proposal- NIS2 Metamodel and Reference Architecture

Once the NIS2 concepts were mapped into EA concepts, the structure for the NIS2 Metamodel
could be defined. However, only the Motivation Layer and the Business Layer would be used,
due to the lack of internal organizational information to develop other layers.

The Metamodel would provide a foundation for the ArchiMate language, offering a layer-
independent representation of its key elements (ArchiMetric 2023). It would connect NIS2
concepts with ArchiMate’s motivational elements (such as stakeholders, goals, drivers,
requirements and principles) and with its business elements (such as processes, functions, roles,
actors, and objects).

After the NIS2 Metamodel was developed, the 46 articles of the Directive could be modeled
using the Metamodel’s core structure and artifacts, ensuring consistency and reducing the risk
of misinterpretations.

Each article would be modeled separately, with a dedicated view. However, viewpoints could

be created to highlight interconnections and emphasize that articles should not be interpreted

12



in isolation. To facilitate the reading process, relevant paragraphs that explain the interrelations
between articles would be identified in each article, ensuring the model is easily navigable and
more efficient for stakeholders to follow and understand the interconnected nature of the
articles. Once this step was completed, the different elements could be consolidated into

the NIS2 Reference Architecture.

4.3. Proposal- Possibility of modeling NIS2

After all this was done, it would be possible to demonstrate that NIS2 could be effectively
modeled within the context of EA using ArchiMate.

With the Reference Architecture, organizations would gain a clear roadmap for implementing
NIS2 requirements, making the compliance process more practical and achievable through

actionable steps that the legal Directive itself does not explicitly outline.

5. Design and Development

5.1. Design and Development- Relationship between NIS2 and EA artifacts

Based on the previous proposal and TOGAF’s approach (Appendix 5), the first step was
understanding the meaning and purpose of each EA artifact within ArchiMate’s Motivation
and Business Layers. The next step involved identifying connections between these artifacts
and NIS2 concepts, effectively creating a pattern of alignment (Appendix 7).

The Motivation Layer included the following artifacts: stakeholder, driver, assessment, goal,
requirement, principle, constraint, and meaning. For example, the requirement artifact was
applied to any NIS2 statement that included the word “shall”, reflecting a mandatory
obligation. Additionally, the stakeholder, driver, and assessment artifacts were modeled
exclusively on Article 1, outlining the main ideas of NIS2. The remaining articles were
modeled starting with the goal artifact and corresponding sub-goals, illustrating how each

article contributes to the overall objective of NIS2 compliance.
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Similarly, the Business Layer was modeled using a selected set of artifacts: a business actor,
business role, business function, business process, business collaboration, business event,
business object, and representation. For instance, a business process was defined as an activity
or task performed to achieve an article’s sub-goal, and it was linked with a business function —
a higher-level capability or behavior- operationalizing it to meet NIS2 guidelines.

With the relevant NIS2 elements mapped into motivational and business artifacts, the next step
was determining their relationships (Appendix 11). This involved defining when and why to
use each type of relationship in ArchiMate, ensuring a logical alignment of the concepts, and

accurately depicting dependencies and interactions among the different legal elements.

5.2. Design and Development- NIS2 Metamodel and Reference Architecture

To begin the development of the Metamodel, the Motivation Layer (highlighted in purple) was
prioritized as it “provides the foundation for the other layers” and plays a key role in guiding
the design and implementation of the architecture across the other layers (ArchiMetric 2025).
Given its foundational role, the Motivation Layer was positioned to the left of the Business
Layer — rather than above it, as ArchiMate’s service-oriented principle typically suggests — to
improve the visual readability of the models while preserving its conceptual support for the
Business Layer.

As represented in Figure 1, the model begins with the stakeholders, since they are the ones who
aim to achieve specific objectives. Their actions are influenced by a driver, a specific
motivation, which is associated with an assessment that measures progress and success in
achieving a defined goal. In this case, “Goal 1” (in Figure 1) represents the main objective, and
aggregates several other sub-goals that support its achievement. To attain these goals,
requirements define the specific actions that must be taken, while principles guide how those

actions are carried out, though they do not always directly lead to goal achievement.
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The relationships among these elements follow an ArchiMate logic: requirements can
aggregate, associate, influence, and specialize other requirements, while principles aggregate,
influence or specialize other principles. Requirements may also be related to principles, with
requirements either being associated with or influenced by principles (see Appendix 11 to
understand the connections). Constraints may also impact requirements or principles by
establishing boundaries or limitations as detailed in Appendix 11. Finally, when the intention
is to highlight the significance of a particular concept, meaning can be introduced by being
linked to goals, principles, or requirements.

Once the Motivation Layer was completed, the Business Layer (highlighted in yellow) was
developed as the layer that “describes how an organization performs in conformance with the
Motivation Layer” (Werewka, Jamro6z, and Pitulej 2014, 499). This layer operationalizes the
Motivation Layer by identifying key business processes required to achieve the sub-goals.
Each business process is part of a larger business function, serving its intended purpose. That
function is assigned to a business role, assigned to a business actor. A business actor assumes
a unique business role that can be associated with numerous business functions, reflecting its
various responsibilities or behaviors.

When a business process requires the cooperation of different business actors, a business
collaboration is established to enable joint action. Business processes can be composed of other
processes or trigger others. During execution, they access business objects, which are
developed or leveraged as part of the process. These objects can be composed of other objects
and linked to representations. When objects are exchanged between processes, a business event
can be triggered — a one-time occurrence that leads to another business process, illustrating the

interaction between processes (see Appendix 11 for more details).
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Figure 1. NIS2 Metamodel

Upon establishing the Metamodel, the 46 articles of NIS2 were modeled to form the NIS2
Reference Architecture. While these articles were based on the Metamodel, they provided more
detailed representations, as the Metamodel itself only offers a “minimum set of architectural
content to support traceability across artifacts”. (The Open Group 2013).

Once the modeling of the 46 articles was completed, it became necessary to address the
interrelationships between them. To achieve this, specific viewpoints were created, each
connecting articles to those explicitly referenced within them.

In Archi, each viewpoint is represented by a light blue box, as shown in Figure 2. Selecting a
viewpoint reveals the related article, where the specific referenced element in the model can be
located by searching for notations such as “P2(b)”, which in this case refers to paragraph two
of the referred article, subparagraph b (as illustrated in Figure 3). For articles that were too
extensive or complex to be clearly understood in a single representation, additional viewpoints

were developed (for instance, Articles 14 and 15).

Any other entities of a type referred to in Annex | or Il that are @
identified by a Member State as essential entities pursuant to Article
2(2), points (b) to (e)

Article 02 o=

Figure 2. Viewpoint illustrating how Article 3 refers to Article 2
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P2(b): Entities where the entity is the sole provider in a Member
State of a service which is essential for the maintenance of critical
societal or economic activities

Figure 3. Paragraph of Article 2 that is referred to in Article 3

5.3. Design and Development- Possibility of modeling NIS2

As part of demonstrating the feasibility of modeling NIS2 using ArchiMate, this section
highlights key articles from NIS2 that represent significant differences from NISI, as
emphasized in the literature review.

One of the most notable differences, as emphasized by the literature, is the broader scope of
entities and sectors under NIS2, particularly the distinction between “Essential and Important

Entities” (Figure 4).

Figure 4. NIS2 Article 2

NIS2 also introduces stricter security incident reporting obligations (Appendix 12.23), which
were not as clearly defined under NIS1, and establishes a coordinated EU-level approach for
assessing security risks in critical ICT supply chains (Figure 5). These measures aim to achieve

faster response times and greater transparency in addressing cybersecurity incidents.
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Figure 5. NIS2 Article 22

Supervisory and enforcement measures — almost non-existent under NIS1 — represent a
significant improvement in NIS2. The Directive now provides national competent authorities
with specific steps to ensure compliance among Essential and Important Entities (Appendix
12.32 and 12.33).

Additionally, the expanded importance of the Cooperation Group (Figure 6) and the
establishment of the EU-CyCLONE (Figure 7) are also key developments for strengthening
cross-border cooperation on cybersecurity issues, offering a more coordinated response to
cybersecurity incidents, and facilitating the exchange of critical information on cyber threats

and vulnerabilities.
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Figure 6. NIS2 Article 14

Figure 7. NIS2 Article 16

Finally, ENISA's involvement in creating and maintaining the Vulnerability Database (Figure
8) significantly strengthens the EU's cybersecurity system. The promotion of cybersecurity
information-sharing arrangements (Figure 9) further reinforces these mechanisms, allowing
Member States and covered entities to exchange knowledge, and ultimately enhance collective

resilience.
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Figure 8. NIS2 Article 12

Figure 9. NIS2 Article 29

6. Demonstration

As illustrated in the previous section, NIS2 can be effectively modeled using ArchiMate. This
tool transforms the legal document, which primarily serves as “a set of obligations”, into
detailed, actionable steps.

The NIS2 Reference Architecture provides an organized representation of the Directive in a
structured and visual manner that enhances understanding and provides stakeholders with a
step-by-step implementation guide, making compliance easier. However, it is important to note

that interpreting and applying the model requires careful reading, as most of the designed
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relationships and responsibilities are very detailed and not always immediately visible at first
glance.

Instead of focusing on a single enterprise, the NIS2 Reference Architecture was designed based
on a country-wide perspective, encompassing all organizations and bodies covered under NIS2.
This broader perspective acknowledges the complexity of NIS2 while demonstrating that it is
still possible to model the Directive effectively. Moreover, it ensures each organization can
tailor the NIS2 Reference Architecture to its context, since it has access to more internal details
than those provided in the Directive.

As intended, this thesis demonstrated that a model that supports organizations’ operational
alignment with the Directive can be developed, making NIS2 adherence more accessible and

feasible for everyone involved.

7. Evaluation

Although it was possible to demonstrate that a NIS2 Reference Architecture can be developed,
it 1s essential to assess its validity. To do this, the “Moody and Shanks Framework” was
applied. Originally designed to assess the quality of data models (Moody and Shanks 1994)-
abstract representations used to manage and organize data efficiently (Sebastian-Coleman
2022)- The framework consisted of six quality factors: simplicity, completeness, flexibility,
integration, understandability, and implementability. However, this thesis uses an updated
version which includes two additional quality factors- integrity and correctness (Moody and
Shanks 2003).
The application of these quality factors in the NIS2 Reference Architecture confirmed the
following:

e Simplicity evaluates if the model contains “the minimum possible entities and

relationships” (Moody and Shanks 2003, 624). For the NIS2 Reference Architecture,
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simplicity is achieved by aligning the NIS2 articles with ArchiMate components,
ensuring redundancy is minimized and focusing on the most relevant elements;
Completeness refers to whether the model encompasses all user information and
functional requirements (Moody and Shanks 1994). Since all 46 articles of NIS2 were
modeled and mapped, the NIS2 Reference Architecture is complete;

Flexibility is “defined as the ease with which the data model can cope with business
and/or regulatory change” (Moody and Shanks 2003, 624). The NIS2 Reference
Architecture provides a foundational structure that can be easily adjusted to
accommodate changes in the regulatory environment or evolving organizational needs;
Integration is defined as “the consistency of data defined in the data model with the
rest of the organization’s data” (Moody and Shanks 1994, 104). The NIS2 Reference
Architecture integrates seamlessly across the different bodies and organizations
covered by the Directive, ensuring the model is actionable across different
organizational layers;

Understandability ensures the model can be easily understood (Schuette 1999). Given
that the NIS2 Reference Architecture was built using ArchiMate and EA principles, it
ensures it can be understood by stakeholders from different backgrounds, such as
experts in cybersecurity, regulatory compliance, and enterprise architecture;
Implementability refers to “the ease with which the data model can be implemented
within time, budget, resource and technology constraints of the project” (Moody and
Shanks 1994, 106). The NIS2 Reference Architecture identifies the most critical EA
artifacts for NIS2 compliance and offers clear steps to align systems and processes for
feasible implementation;

Integrity relates to maintaining consistency of rules and relationships within the system

(Schuette 1999). The NIS2 Reference Architecture clearly defines relationships
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between the NIS2 concepts and EA artifacts, ensuring updates can be incorporated
without impacting the architecture;

e Correctness assesses “whether the model conforms to the rules of data modeling
technique” (Moody and Shanks 2003, 630). Since the NIS2 Reference Architecture was

built using the ArchiMate and EA standards, it is both valid and reliable.

Overall, the NIS2 Reference Architecture meets all the essential criteria, demonstrating its
ability to successfully guide organizations seeking to adopt a structured approach to NIS2

compliance.

8. Conclusion

“The digital transformation of society has expanded the threat landscape and is bringing about
new challenges, which require adapted and innovative responses” (European Commission
2025-b). The NIS2 Directive is one such response, with the EU setting guidelines to strengthen
organizations’ security postures against cyber threats (Deloitte 2022). However, many
organizations often lack clear guidance and resources, and face missed deadlines for
enforcement (McCann 2024).

This thesis explored how EA is increasingly used to model and manage business and IT assets
and their interdependence (Jiang et al. 2024), by developing a NIS2 Reference Architecture to
assist organizations in achieving compliance across different organizational contexts.

This research followed the DSRM, which proved to be effective in providing a clear, organized
approach to identifying the research gap, designing a solution, and developing a relevant
architecture. It began with a literature review to define the theoretical foundation and identify
research gaps. Then, NIS2 concepts were mapped to EA artifacts, addressing the first research
question, “What are the key NIS2 concepts and their relationship with EA layers?”. Following

this, a NIS2 Metamodel was created, integrating both the Motivation and Business Layers,
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answering research question two, “How can these concepts and relationships be represented in
a Reference Architecture?”. Finally, this led to the NIS2 Reference Architecture, which
modeled all 46 articles of NIS2 through corresponding views and integrated viewpoints —
effectively addressing the third research question “If each organization has its systems,
processes, and infrastructures aligned with the Directive, can the NIS2 Reference Architecture
serve as a reference model for NIS2 compliance?”. Through this process, the main research
question — “How can NIS2 be integrated with Enterprise Architecture?”” — was answered, and
the results demonstrated that EA can be incorporated with legal frameworks, providing
structure, reducing complexity, and supporting compliance efforts.
However, some limitations emerged during the development of the NIS2 Reference
Architecture:
e The lack of legal expertise affected the depth of interpretation of the architecture;
e Some views could have been better integrated or connected with others, simplifying
stakeholder understanding;
e Organizing views by articles hindered relationship clarity in showing interconnections,
and time constraints limited deeper refinement;
e The European Commission's lack of precision when creating the NIS2, including
unclear roles and the absence of a clear timeline and flow in the Directive (e.g., one
article mentions a CSIRT coordinator, but the formal designation of the role appears in

a later article).

To further expand this work, future research could focus on:
e Restructuring the Reference Architecture with alternative views and incorporating more
architecture layers, especially for single organizations, since they have internal

knowledge for that;

24



e Conducting a gap analysis between NIS1 and NIS2 through EA modeling which could
help businesses understand the required changes for compliance and the alignment
between the different levels of the organization (Appendix 13);

e Involving EA experts in the EA modeling process since it will lead to a more
harmonized and effective organization;

e Modelling the transposition of NIS2 into national laws for each Member State, which
would provide a more concrete and applicable framework for implementation within
enterprises;

e Modelling similar legal instruments such as the ISO/IEC 27000 family — a set of
standards that offer guidelines focused on IT security, cybersecurity and privacy
protection (ISO 2022) — and developing mechanisms capable of aligning and
integrating different regulatory frameworks, since organizations are exposed to

different compliance obligations simultaneously.

To summarize, this thesis was able to expand the understanding of EA and NIS2, demonstrating
that integrating Enterprise Architecture with legal instruments offers a structured and practical
approach for organizations to achieve compliance, strengthen cybersecurity, and improve

overall operational alignment.
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Appendices

Appendix 1. Zachman Framework
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Appendix 2. TOGAF Version 9 Scheme
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Appendix 3. TOGAF Version 10
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Appendix 4. TOGAF Version 10 Scheme
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Appendix 5. Correspondence between the ArchiMate Language and the TOGAF ADM

P

uoljeAljoi
» ABajesys

. Business
ot Layer

| =T
'\ g g Application
. 25 Layer
S Technology
Layer

(Source: “What Is ArchiMate? Key Components & Comparisons | LeanIX.” n.d. Accessed May 9, 2025.
https://www.leanix.net/en/wiki/ea/what-is-archimate.)

Appendix 6. ArchiMate Framework
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Appendix 7. EA Artifacts

Aspect Rationale for Aligning EA Artifacts
Architecture Layers EA Artifacts
Designation with NIS2 Concepts

Used for the European Parliament and for
the Council of the European Union as
Stakeholder - they are the entities responsible for
ensuring NIS2 compliance across the

EU.

The internal condition that motivates
stakeholders to achieve their goal. In the
Reference Architecture the main driver is
Driver - the high common level of cybersecurity
across the EU, that ultimately supports
another driver, the improved internal

market functioning.

Defined as the method for evaluating
cybersecurity performance in Member
Assessment - ) )
States, which serves to determine how

well the driver is being applied.

Represents the desired state for the
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Motivation NIS2 compliance. Intrinsic, smaller goals
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contribute to the accomplishment of the

main one.

Any statement in NIS2 that includes the
Requirement - word 'shall' or that is identified as an

obligation.

Whenever NIS2 contains a statement
suggesting an option rather than a
demand, such as a guideline that applies
universally but does not require
Principle - immediate action. Additionally,
principles are also used to represent
implied philosophical ideas, or universal
statements conveyed throughout the

NIS2.

Used to limit the scope of requirements
Constraint - and  principles,  restricting their

execution, by narrowing the options for
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compliance in case of the requirements,
or possible adherence in case of

principles.

Meaning

INlustrates the interpretation of a specific

concept, such as a definition.

Business

Business Actor

Active Structure

Represents the entity responsible for a

specific business role, performing
various business functions to carry out

different business processes.
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Active Structure
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position that an entity assumes. It
encompasses various tasks, represented

by the business functions.

According to the business processes it
supports, a business function represents

an organizational capability or behavior
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) Behavioral i o

Function tasks (business processes) within a
business role. Thus, different business
functions can be carried out by the same
business role.

) ) Defines an activity or task performed to

Business Process Behavioral

achieve a goal.

Business

Collaboration

Active Structure

[lustrates the cooperation between
different business actors required to

execute a specific business process.

Used to facilitate the transition between

) ) processes performed by different
Business Event Behavioral ) .
business actors, used as a one-time
occurrence.
Represents a tangible or intangible
) ) Passive concept that needs to be developed,
Business Object .
Structure exchanged, or delivered because of a
business process.
Represents the concrete form of the
information conveyed by business
) Passive objects. It can be abstract or tangible.
Representation o o ]
Structure When the directive explicitly mentions a

“report” for example, the representation

is areport, as the business object. In cases
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where the form is not specified such as
“enforcement measures”, it is modeled as
a document, reflecting the lack of clarity

on the required format.

Appendix 8. Entities covered under NIS1
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X Transport lﬂl Health sector
% Water distribution Search engines
[ Ex : Google, Bing, Yahoo, etc
[0 ]
g% IT infrastructures
@ Cloud services
M Finance infrastructures Ex : Dropbox, Google, etc

(Source: “The EU NIS Directive: How Can You Prepare for It? - Risk Insight.” n.d. Accessed May 9, 2025.

https://www.riskinsight-wavestone.com/en/2017/12/the-eu-nis-directive-what-are-the-issues-and-how-can-you-
prepare-for-it/.)

Appendix 9. Entities covered under NIS2

Essential Business Sectors

Energy Transport Health Space
$ & O 06 8 X 8 s & 1
- (1]
Electricity Gas oil Hydrogen District Heating Air Rail Water Road Healthcare ~ Pharmaceutical
& Cooling Providers Industry
=8 - s
5 m oed S
Drinking Water Waste Water Public Administration Digital Infrastructure Banking Financial ICT Service
Market Infrastructures Mgmt (B-to-B)
Important Business Sectors
Postal & Waste Digital Providers Chemicals Food Research
Courier Services Management E o
- o) 5 [ 1} % i
Ivl 3} © A o ;'2
W Online Online Social Networking Manufacture, Production, Processing

Marketplaces Search Engines Service Platforms Production & Distribution & Distribution

Manufacturing

2= A i 2 =
e M L =
o— l ChC ()
Manufacture of Medical Manufacture of Computer, Manufacture of Manufacture of Machinery  Manufacture of Motor Vehicles,  Manufacture of Other
Devices & In Vitro Diagnostic Electronic & Optical Electrical Equipment & Equipment n.e.c. Trailers & Semi-Trailers Transport Equipment
Medical Devices Products

(Source: “NIS2 Directive | What Is NIS2 Compliance? | EU Regulation.” 2024. 2024.
https://www.datacore.com/blog/nis2-directive/.)
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Appendix 10. DSRM for NIS2 Modeling

Process Iteraction

|

|

Identify Problem &
Motivate

+ Problem
Organiz:
challenges in
understanding how to
implement NIS2

ons face

Directive into their
architecture and
integrate cybersecurity
s into their
organizational systems

me:

and processes

« Motivate

How to integrate NIS2
with Enterprise
Architecture, enabling
alignment with the
Directive and
enhancing res
against cyber threats

ce

|

Interference

Define Objectives of a
Solution
« Develop a model that

adresses NIS2
compliance, providing

organizations a clear
framework for
coordinating business
process:
and security protocaols
with regulatory
requirements

IT systems

The model aims to

determine and correct

redunda
existing NIS2
compliance strategies

Theory

Design & Development

« Use ArchiMate to
map the key concepts
of NIS2 and convert
them into EA
artifacts, in a visual

ation that

represe
ilustrates how NIS2
requirements fit into
the organization’s
architecture

Develop the NIS2
Metamodel to
organize the essential
elements, forming the
foundation for
creating the NIS2
Reference Architecture
to ensure compliance

How to Knowledge

Demonstration

+ Use ArchiMate to
create a compliance

structure aligned with

organizational
processes and clear

implementation steps

« Convert NIS2
requirements into
actionable business
steps, offering a

scalable and practical

roadmap for
compliance

« Demonstrate how any

their specific context

Evaluation Communication

« Use the “Moody and
Shanks Framework™, a
structured evaluation

+ This thesis and its
demonstration of how
EA helps in solving the
issue of NIS2
alignment with

framework to assess
the validity and
robustness of the
model

organizational
architecture

Metrics, Analysis, Knowledge
Disciplinary Knowledge

Appendix 11. Rationale for EA Artifacts Relations

Related EA Artifacts

Relation Name

Rationale for Relation

Stakeholder — Driver Association The stakeholder has a reason to act.
) o The effectiveness of a driver needs to
Driver — Assessment Association
be measured.
o The result of the assessment is linked
Assessment — Goal Association

with the goal’s achievement.

Goal — Goal

Aggregation

To achieve a primary goal, other sub-

goals need to be achieved.

A requirement is a necessary condition

Goal — Requirement Realization )
to achieve a goal.
A principle is linked to a goal, but it
Association does not directly enable its
o achievement.
Goal — Principle R —
A principle is a necessary condition for
Realization achieving a goal, as it drives the
approach to accomplish it.
o A requirement can be linked with
Association

Requirement — Requirement

another, yet remain independent.

Aggregation

To achieve a primary requirement,
other sub-requirements need to be

achieved.
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Influence

A requirement can lead to another
requirement, with the second one
depending on the first, and both

occurring at different times.

Specialization

A requirement can have a more specific
or refined version, representing a

special case.

Principle — Principle

Aggregation

To achieve a primary principle, other

sub-principles need to be achieved.

Influence

A principle can lead to another
principle, with the second one
depending on the first, and both

occurring at different times.

Specialization

A principle can have a more specific or
refined version, representing a special

case.

Principle — Requirement

Influence

When a goal is realized by a principle,
the principle influences the compliance
with the requirement, meaning that the
principle created a requirement, at

different moments.

Association

When a goal is realized by a
requirement, the requirement is
associated with a goal, meaning there is
a principle behind the requirement; A
principle can be derived from

interpreting a requirement.

Requirement — Constraint

Aggregation

A requirement inherently contains a

constraint that limits its scope.

Principle — Constraint

Association

A principle is linked with a constraint

that limits its scope.

Goal — Meaning

Association

A goal can have specific concepts that

need to be interpreted.

Requirement — Meaning

Association

A requirement can have specific

concepts that need to be interpreted.

Principle — Meaning

Association

A principle can have specific concepts

that need to be interpreted.

Business Process — Goal

Realization

A business-process is a necessary
condition for achieving a goal, as it is

the practical action to accomplish it.
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Business Process — Business

Process

Triggering

A business process “activates” another
business process, with the second one

occurring after the first.

Aggregation

To perform a primary business process,
several sub-processes must also be

carried out.

Business Process — Business Object

Access

A Dbusiness object is utilized and
leveraged, meaning it is developed or

used as part of the process.

Business Object — Business Object

Composition

A Dbusiness object consists of other

business objects.

Business Object — Representation

Association

A business object has its own form of

representation.

Business Process — Business Event

Triggering

A business process initiates a business
event, with the event occurring because

of the process.

Business Event — Business Object

Access

A Dbusiness object is utilized and
leveraged, meaning it is used as part of

the business event.

Bsuiness Event — Business Process

Triggering

A business event initiates a business
process, with the process occurring

because of the event.

Business Funtion — Business

Process

Serving

A Dbusiness function provides the
necessary functionality for a business

process, enabling the process to occur.

Business Role — Business Function

Assignment

A business function is allocated to a

business role.

Business Collaboration — Business

Role

Aggregation

A business collaboration exists when
multiple business roles are involved,
implying that a business collaboration
entails different business roles working

together.

Business Actor — Business Role

Assignment

A business actor is allocated to a

business role.
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Appendix 12 NIS2 Reference Architecture

Appendix 12.1. NIS2 Article 1

@
European Parliament

Council of the
European Union

e e e e
functioning cybersecurity across the EU

A
Cybersecurity authority
designation

How to evaluate
cybersecurity performance in
Member States.

NIS2 compliance

Member States

Cybersecurity CD

I

Cybersecurity supervision
and enforcement

Process defipes actor

Essential and Important entities referred to in
Annex | and Il of NIS2 respectively, shall
implement cybersecurity risk management
measures and fulfill reporting obligations

National cybersecurity strategy and
oversight

Develop national cybersecurity
strategy

Designate key actors

Supervise and enforce
cybersecurity compliance

Process defines actor

Cybersecurity obligations
should apply based on the
criticality of the entity

Member States should adopt
cybersecurity measures on a
risk-basis and proportionally

Critical entities under Directive (EU)
2022/2557 shall implement cybersecurity
risk management measures and fulfill
reporting obligations

Member States should facilitate cybersecurity
information sharing

B
Rules and obligations on cybersecurity

information sharing shall be followed

o

Member States shall have supervisory and
enforcement obligations

National Cybersecurity $
é‘"g'e P"’;:Bg % Competent A Crisis Management
ontact Authority (NCA) Authority

!

e
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Liaison Coordinato)

National
cybersecurity
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]

Computer Security
Incident Response Team
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European Union Parliament

o

e}
NIS2 Legislator

I

Cybersecurity rulemaking
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information sharing

Implement cybersecurity risk
management measures

Implement incident reporting
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Coordinate cybersecurity
information sharing across the EU

%
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Appendix 12.2. NIS2 Article 2

NIS2 does not apply to public administration entites that carry out
their activiies in the areas of national

Ifthe referred entities operate solely in (1)
these areas, they may also be exempt
from obligations in Artices 3 and 27

Anicle 03

Aricle 27

i

i

Member States may exempt entites (1]
involved in national securty, public
security, defense, law emmmem or

defence o law enforcement, incuding the prevertion, i
deection and prosecution oferina ffenc

Princples that do ot apply where an entiy acs as a trust servicé
provider

‘The processing of personal data pursuant to NIS2 by providers of public ([}
lectronic ommrications networks o providrs of publicly avalble
hall be carried out in
Union data protection law a»d A L D A
02/58/EC

Principle pertains to when entities process personal data

admiisvaton from oblgtons n
Artices 21 and 23. In such cases,
supervisory and enforcement measures
from Chapter VIl do not apply

services; trust top-

s where servicesare provided by providers of pul bﬁw
providers. J

P2(a): Entit
electronic communications networks or of publicly available

Mermber
znhservlczw \c is essential for the maintenance of critical
cietal or economic actvites

P2(0): Entities where disruption of the service provided by thé7
entity could have a significant impact on public safety, public
th

o
[mm Entities where the entity is the sole provider in a
[ ecurity or public healt

s where disruption of the service provided by thé”
ectors where such disruption could have a cross-border imj

P2(d): Ent
entity could induce a significant systernic risk, in namcu\anm
e

importance at national or regional level for the particular sector
o type of service, or for other interdependent sectors in the.

e e e specific]
Member State

V=
P2(f): Entites where the entity is 2 public administration entity of
central government as defined by a Member State in accordance
with national law, or at regional level as defined by a Member
State in accordance with national law that, following a risk-based
assessment, provides services the disruption of which could have
I societal

Article 23 =

=}
Ensure the application of NIS2 to entites
identified as citca enties under
ive (EU) 2022/2557, regardless of
their size

Member Sttes may provide or N2 5
pply to public administration entities at
Tocal level and education insfitutions, in
partcular where they carry out crtcal
research activiies

V)

Ensure the application of NIS2 to entities
oviding domain name registration

senvices, regardless of their size

72:Ensure the appication of Nis2 10~
entites of a key rred to in Annex |
or I, regardless of their size, which
includes

Ensure the application of NIS2 to public or
private entites of a type referred to in Annex
Tor Il which qualify as medium-sized
enterprises under Article 2 of the Annex to
Recommendation 2003/361/EC, or exceed
the ceilings for medium-sized enterprises

their activiies within the Union

J=}

Article 3(4) of the Annex to that

Recommendation shall not apply
for the purposes of NIS2

High common level of

cybersecuriy across the EU

How to evaluate
G
Member

Member States

Cypersecurity ™
Governance Body

Nisz scope. A NIS2 scope
management governance

I

Essentiland X
Important Entities

Single Pointof A

Crtical Entities )

National CSIRT

|
NIS? Regulated
Entity

al
Computer Security

e
CER Regulated
it Incident Response Team

@
Cybersecurity
Liaison Coordinator

T— 1

personal data A
rocessing

I

Apply entity exemptions and safeguards >

NIS2 applies without prejudice to Regulation
(EU) 2016/679, Directive 2002/58/EC,
Directives 2011/93/EU (27) and 2013/40/EU
(28) of the European Parliament and of the
Council and Directive (EU) 2022/2557

o

NIS2 does not apply o entites which Member
States have exempted from the scope of
Regulation (U)2022/2554 in accordance

with Article 2(4) of that Regulation

NIS2 does not affect Member States'
responsibility for national security o their
authorty to protect other essentia state
functions, such as ensuring territorial
integrity and maintaining law and order

Confidential information, including busines;
sensitive data, will only be shared with the

e O
European Commission and relevant authorities.

when stricly necessary for applying NIS2

ntiis, competent authrits, PO, and D
SlbEprEnat o
necessary for N there
o Regulion () 20161675, speumw
relying on Articl 6 thereof

=)
Rssess entity eligibility

e regardless of size
(consider special cases)

‘ Determine NIS2 in-scope entities |

>
Identify entites

B | pecideon 52 optonal incusons
Automaticaly include G

=)
Automatically include crtical T

Perosnal data
processed criteria

Process personal data
necessary for the purpose of
NIS2

Personal data
processed

ntities service providers

NIS2 eligibilty criteria

NIS2 exemption NIS2 optional
teria inclusion criteria

o
“The obligations laid down in this Directive shall not
entai the supply of information the disclosure of which

would be contrary to the essential interests of Member
States' national security, public security or defence

‘The exchange of information must be limited,

FUTR LD confidentiality, security, and
ercial nterests, inline with Article 346 TFEU
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Appendix 12.3. NIS2 Article 3

o]

as important entities pursuant to Article 2(2), points (b) to (¢)

Aricle 02 &

0,

Essential Entty:

‘medium-sized enterprises provided for in Arice2 (1) of the Annex to
Recommendation 2003/361/EC

Qualified trust service providers and top-level domain name registries
wiell a5 DNS service providers, regardless of ther sze.

o
ment must occur by 17 April 2025
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Important Entites
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Senvice Providers

Competent
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%
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a
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National
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Appendix 12.4. NIS2 Article 4

Sectoral laws are considered equivalent to /7
NIS2 if they impose cybersecurity risk-
management measures at least as effective
as those in Article 21(1) and (2)

Article 21

Requirement that should be confirmed by the assessment
N

How to ensure equivalence wnrf?
NIS2

Requirement that should be confirmed by the assessment

Sectoral laws are considered equivalent to NIS2 if they /7

ensure direct, immediate access to incident notifications by

CSIRTs, competent authorities, or SPOCs, with notification
requirements at least equivalent to Article 23(1) to (6)

The Commission shall issue and™
regularly review guidelines on the
application of sectoral cybersecurity
laws under NIS2, considering input
from the Cooperation Group and

=)
NIS2 shall not apply where sector-

specific Union legal acts impose
equivalent cybersecurity risk—
management and incident

Member States

]

(@)
Cybersecurity
Governance Body

equivalence

‘ Sectoral
assessment

3

J

Comission ENISA Cooperation Group
. D
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Cybersecurity Network

Cybersecurity (R
regulatory oversight
and guidance
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equivalence guidelines

Decide on sector-specific NIS2 exemptions
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\ Ve

N
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N
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entities not covered by
the sector-specific
acts

Review which EU =

regulations or

directives impose
cybersecurity-related
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<—Consider—

Article 23 e ENISA notification obligations
Sector-specific Legal act Sector-specific
legal acts assessment exemption criteria
D Documented sector-
o sector-specific | | Documented legal || "o, igic exemption
—specifi act assessment R
B Where sector-specific laws & legal acts criteria
Revision shall occur by 17 July not cover all entities in a sector, —— 1 L — e

NIS2 shall apply to the
uncovered entities
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Appendix 12.5. NIS2 Article 5

Member States may
enforce stricter

cybersecurity measures
than NIS2, as long as they
comply with EU law

Principle extended beyond the goal

Member States

|

@
Cybersecurity
Governance Body

!

Cybersecurity

A

policy
management
Adopt and validate stricter national cybersecurity measures =
NIS2 compliance K — National cybersecurity
standards

Review national = ’ . " =

cybersecurity Decide whether to adopt Monitor and review
—> stricter national —» enhanced cybersecurity

standards for union

. measures standards
law alignment

Documented national
cybersecurity
standards
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Appendix 12.6. NIS2 Article 6

Key Actors of NIs2 &

@

NIS2 Implementer

ion interpretati

Undestand NIS2 definitions, =

Access = Identify = Interpret = Apply =
directive relevant definitions definitions to [ ]
o
‘ (=3 definitions
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Appendix 12.7. NIS2 Article 7

Cybersecuriy

Cybersecuriey
Governance Sody

bersecurin R

Cybersecurie
stategy support

Design nationl cybersecurity strategy = 1 ( ( Exchange 2|
> \ \

Develop national cybersecuri
strategy
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Develop supporting policy "‘

e
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=)

Member Sates shall assess thir national
using key

Member Sates must adopt a national ybersecurify?
srategy defining objectives, resources, and regulatory

measures to ensure a high level of ybersecuriy,
including necessary

o
g P21 Adressing cybersecurty i th supply chan for icf Notfcation shall be Member Sates may ) [ ENish shall asist Member States, uoh
R b o e e AR products and ICT services used by enttes for the provision equest, n developing or updating
of thelrservices.
key performance indicators o allan

national cybersecurity. security from such fve year
strateay noxification with NIS2 obllgations.

o
Member Sates shall =
of their national cybersecurty srateay pririies, including key polcies requirements fo ICT products and ICT services n public
procurement, including i reation o cybersecurity
certfcation, encryption and the use of open-source
‘ybersecurity products

governance ramework shall define and claify roles and

responsibilties for nationsl stakehalders and suthorities, T T

promotion and facilation of coorcinated vulnerabily.
disclosure under Article 12(1)

between the competent authorities, SPOC, and the CSIRTs under tis
Directve, 2 well 53 coordination and caoperation between t

Anice 12 E

intear

P10 Related to sustaning the general avllabily,

=4 and confidentiality of the public core of the open internet,

A mechanism for identifying relevant asets and assessing e
nae e Huding, where relevant,the cybersecuriy of und

‘communications cab

artcybersecuriy risk-management measures.

o
P2(e):Promaring the development and intearation of rlevant.
cooperation

2

itros, aimed at citizens,
Stakeholders and eniites

‘Competent authortles under Directive (£U) 2022/2557

=

=
[.u.,.w.nmmmm.n..e I —
e

P2(g): Supporting academic and research institutions el
develop, nfance and promare the deployment of
cybersecuriy tools and secure newwork Infrastructure

L

([ s sy e s o

P2(h: Including relevant procedures and appropriate
information-sharing tool to support vountary
ybersecurityinformtion sharing between entiles in
cordance with Union law

P2(1): Strengthening the cyber resilience and the. M«D
ygiene baselne of small nd medam-sized enterpises,in
pariculrthose excluded rom the scope of this Drective,
roviding easil accesible uidance and assistance or thelr

peciicnecds.

P20 Promoting actve cyber protection
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Appendix 12.8. NIS2 Article 8
Member States rocess defines actor National CompetentX ynational < Compliance N Monitor NIS2
ocess defines actol Authority (NCA) ‘g HESIL monitoring implementation at
‘ upervisor . ) national level
vaemmnwco SPOC is the NCA when only one is designated .
i ‘ Oversight Regulator
Sigle pintof & Ciienuul aison A Exemmlaisﬁ‘
) Contact (SP00) L managemert < funcion NChand sP0C ()
Cybersecurity role identity
R _ validation
T Process defines actor
( Designate and communidate national cobrdination bodies o) Conmihcatelnationaiceoinatoney)
. NCA and SPOC
Appoint national coordination bodies > 2 identities and tasks ( >)
) Notify the Comission of the identity
o) and tasks of the NCA and the SPOC [ R“V”WT.;‘:":i‘iga;;‘f;E:d SEOC
) Documented NCA and ) | List of publicly available
SPOC identities and / POCs
tasks.
o Make a list of the SPOCs publiclf™
available
\ Y lst of
publicly available SPOCs

o

Member States shall designate
or establish a SPOC

Each SPOC shall exercise a liaison function to ensure cros
border cooperation of its Member State’s authorities with the

Designate or establish one
or more competent
authorities

Designate or establish a

Exchange
notification \

‘ Make public the identity of the NCA

(" Allocate sufficient resources for |
the NCA and SPOC to develop
their tasks and objectives

Resources for NCA and
SPOC

relevant authorities of other Member States, and, where
appropriate, with the Commission and ENISA, as well as to
ensure cross-sectoral cooperation with other competent

authorities within its Member State
|
/
/
/
/
/
/
! i
/ :
| (= o o
/| Member States shall provide Member States shall designate

the NCAsand SPOCs with or establish one or more NCAs ‘The NCA shall monitor the
/ sufficient resources to fulfill responsible for cybersecurity implementatition of NIS2 at \
/ their tasks effectively and for the supervisory tasks national level
v referred to in Chapter VIl
o,
o
Establishment is required if key
actors do not yet exist

A Member State with only one
designated NCA must assign it

Member States shall notify the Commission of NCA, the SPOC,
e
as the SPOC

eir tasks, and any updates

The Commission shall publish a list of SPOCs.

J=)
Member States shall publicly disclose the identity
of their NCA

Resources for NCA and
SPOC
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Appendix 12.9. NIS2 Article 9

P4: Member States must adopt a natoral

0]
Member Sates may exclude information which relates
o their national securiy from such provision

Member States

Cyversecurity
Governance Body

Cybersecurity [
crisis management
planning

[rp—
Management Authority

Crisis Management
Authority Coordinator

Process defines actor

| ]

Large-scale Cybersecurity
Incidents and Crisis
Management

A Coordinator only when multple authoriies exist

Establish and integrate cyber crisis management

)

Communicate yber cisis management =)

anaging large-scale
cybersecurity lncldems and crises, explicitely:

Member States shall provide the Commission and~
Eumpe cyber crisis liaison orgamsannn n!lwork
VCI.ON&) ‘with relevant informatior
B R v
response plans

o o o

" o Member States must provide crsis management B el erkerSus shl bair coherece

fon must occur within three months of plan authorities with sufficient resources to fulfll their < - p MM h’[‘;i’:'ﬂ" T ‘with the existing framworks for general
adoption tasks effectively enle ybersecuy incigems and o national crsis management

Establish national objectives for cybersecurity £
preparedness and response actiiies
o
i d if ke
Assign tasks and responsibilties to Cyber Crisis”) e
Management Authorities

actors do not et exist

and procedures that can be deployed in the case
of a crisis for the purposes of this Directive

is management procedures withié~

exchange channels

‘Conduct national prepareciness actvtes, includirg?
cybersecurity exercises and training.

Identify and involv relevant public and private =
entites and critcal nfastructure in cybersecurity
risis response.

V=)
Member States shall notify the Commission of
their authority's identity and any updates

o
A Member State with multple cyber cisis management
authorities must designate one as the coordinator for

o
Notifcation must occur within three months of the.

designation or establishment of the Cyber Crisis
Management Authority

Estabih procecures fo national authoriis to
particpate in and support EU-wide cybersecurity
incident management

Designate or establish one
or more Cyber Crsi
Management Authori

Allocate sufficient =

resources for the Cyber

risis Management
Authorities to develop their

tasks and objectives

dentify national

capabilites, assets, and
ures

o

‘Adopt national large-*
scale cybersecurity
incident and crisis

response plans

If multiple authorites exist

)

Assign a coordinator

EU-CYCLONE

Comission

uropean (1)
Cybersecuriy Crisis
Liaison Organisation

Oversight
Regulator

National crsis plan
revision and validation

Cyber Crisis Management
Authority identity validation

Review and valdate the
identity of the cyber crisis

Review and validate
ybersecurity plans

v

National large-scale

management authority
Notiy the Comission o th ideiy of Exchange
the cyber ciss management authority notfication
Exclude information or national = Cyber crsis
secury - ment riss management

f ybersecurity incident

authority identity

National cybersecurity
cisis plan

|
Documented cyber plan

authoriy identity

Submit large-scale ybersecury |
incident and crisis response plans to
LONe

Bxchange 1

submission

Cybersecurity Crisis
ianagement
Authorities Resources

National capabiltes,
assets and procedures

National large-scale
cybersecurity incident
plan

National cybersecurity
crsis plan

Cybersecurity Crisis

Authorities Resources
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Documented national
capabiltes, assets and
procedures

Documented national
large-scale
cybersecurity incident
plan

Documented national
cybersecurity crisis
response plan
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(CSIRTs shal comply with the requirements set L7
outn Article 11(1)

CSRIT shll be responsilefor incidnt handing™
through a well-defined process and shall cover, at
least, the sectors, subsectors, and entty types
specifed in Annexes | and |

CSIRTS shall cooperate and, where appropriae, [
exchange relevant information with sectoral or
cross-sectoral communites of essential and
Important enties, in accordance woth Atcle 29

0
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organized in accordance with Atce 19

A 19 |

— -

Member States may request the asistance of ENISA
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National ST
Proces defnes actor-
¢

“Thirg Countris'
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‘ Comission
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Coodinator

Computer Security D)
Incident Response
Team

A
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Member States must provide CSIRTs with
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Atice 11 2]
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Handle cybersecuriy incidents

5 [ Handle and coordinate cybersecuritych|
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CcsRTsin )
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CSIRTs

IRT has
> secure,reilient infrastrucure or eficient informatior

deploying secure :
nformation-sharing tools

11(1), incuding:

Arice 11 (3

? >

Cybersecuity
incident
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sharing protocols, including
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v
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tasks regarding essential and important enttes,
and any updates
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Exchange |
/ notification

eybersecury
incident

Oversight
Regulator

[ Review and vldate &)

1T B
Information-shar KT and
| I
i
Documented CSRT and
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CSIRTs may prioriize tasks based on a isk-based approach
‘when performing their duties

=4

technical capabilties necessary to carry out the referred tasks

f

Member States shall ensure that suffcient resources are allocatéd
0 their CSIRTS to ensure adequate staffing levls for the purpose.
IRTs

i threats, vulnerabil
Incdents at rational lev!and. upon request, providing assstance
o essental and mporantenfiesconcerned regarding real-time
R T e e e
systems.

meerned a5 el 4 10 th Compatentauthonies and oher
elevant stakeholders on cyber threats, vulnerabilities and
incidents, if possible in near real-time

[msw,d.m o ettt ratdn s ool

ecti a s
‘and incident analysis and situational awareness regarding
cybersecurity

proactive scanning of

providing, upon the et of an csumlil oxieporats entitd T
i et G e iy R

significant impact

assistance in accordance with thelr capacities and competencies to
ather mmbers of the CSIRTS network upon thel request

the coordinated vulnerabiliy disclosure under Article12(1)

contributing (o the deployment of secure information- (7
sharing tools pursuant to Article 10(3)

Aric 10 o

¢
[ parctng i he T e s o s
[
[

Private Sector
National CSIRT Stakeholders
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Cypersecurity
Partner

N4

Cpersecurty ncident N
response management

Computer ecurity CD|
Incident Response
Team

|
Cooperate to achieve
NIS2 objectives

Cybersecurity
Governance Body.

Cybersecurity response
‘capacity management

R
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resources for CSIRT' to

CSIRT resources for

o
[ R— el

P3: CSIRTS shall have the following tasks:
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s ey Shll ey Shac o communican chanl an
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appropriately

space to ensure continuity of thei services

eGSR e caspped it ot s MuP]

The CSIRTs may cary out proacive non-iirushel)
caming of public accessle netwo

PL: CSIRTs shall comply with the following: (EC T, R e

(CSIRTS shall establish cooperation
relationships with relevant stakeholders in the
private sect

=4

SIS T L S
ms without disrupting services

(CSIRTS shall promote the use of common or standardized [7
practces.casiflcaon schemes, and xonomis for
incident handling, crisis management, anc
alnerabilly disclesare (under Ardele 12(0)

Article 12
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lollvw-up ey

%' the natural or " legal person reporting the.
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= A i T
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when appropriat I~
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“The CSIRT shall negotate disclosure timelines and
managing vulnerabilies that affect mutple entites
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E
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;o9

by essential and important
entities

Identify and contact
entities concerned
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Manage vulnerability
report follow-up
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o
Where they are separate, the competent authoriies, the
single point of contact and 1ha CSIRTS of the same.

Member State shall cooperate with each other with
regard to the fulfilment e obl\qmons et
rective

Member States

Member States shall ensure that their CSIRTS or, where/7 ™.,
pplicable, their competent authorities, receive
ratications of significant \ncldenls pursuant to Article
23, and incidents, cyber threats and near misses.
pursuant to e 30

Article 23 0= Article 30 5=

Cybersecuriy
N, Governance Body

Insurer

Cybersecurity collaboration
‘management
Member States shall ensure that their CSIRTS or, where
applicable, their competent authorities inform their SPOCs of
notifications of incidents, cyber threats and near misses
ubmitted pursuant to this Directive

Sector-specific
Competent Authorities.

Sector-specific
Competent Authorities.

National CSIRT

Competent

National %
Authority (NCA)

Single Poit o X
Contact (5P00)

!

!

Data Protection
Authorities

[ @
Data Protection

a
Computer Security

Incident Response Team

National
Cybersecurity
Supervisor

al
Cybersecuriy Liaison
oordinator

Cybersecuriy-relted ™)
responsability

Manage national cybersecurity collaboration

o
To ensure that the tasks and obligations of the NCA, the SPOC and
the CSIRTS ied out effe hall

Receive incident, threat and

annmmme cocpemmn between those bodies and law enforcement near misses notifications

, data protection authorities, the national authorities
s lequhllons (EQNo 300/2008 and (EU) 2018/1133, the
sunuvisnrv bodies under Regulation (EU) No 910/2014, the

P
Forward notifications to
spoC

petent authorities under Regulation (EU) 2022/2554, the.

atona reglaton uthories unde Directive (€0) 2018/1672 the
under Directive (EV) 20: as well as

legal

Aiming to support coordination

der other P
acts, within that Member State

Simplify reporting through technical means

Member hall that their ind
this Directive and their competent authorities ] Dlremve (EU)
20222557 cooperate and exchange information on a regular basis.
with regard to the identification of critical entities, on risks, cyber
threats, and incidents as well as on non-cyber risks, threats and
incidents affecting entities identified as mnal entities under
Directive (EU) 20222557, and the measures taken in response to.
such risks, threats and incidents

¢

o

ber States shall also ensu

el Dl e competen st ces Lnder Regubtion
(E) No 910/2014, Regulation (EU) 2022/2554 an
2018/1972 exchange relevant information on a mgula. e,
including with regard to relevant incidents and cyber threats /

Member States shall simplify the reporting through technical /7
means for notifications referred to in Articles 23 and 30

Article 23

Article 30 kit
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Cybersecurity cooperation at
national level for NIS2

‘ Exchange notification

Incidents, threats and
near misses.

Documented incidents,
threats and near misses

Cybersecurity
information laison
management

o)
Evaluate information
and forward it to
relevant authorities

Low Enforcement X

Law Enforcement

National Competent %
Authority (NCA)

Cybersecurity cooperation at
national level for NIS2
compliance

e =)
Authorities National Cybersecurity
Supervisor
Competent Author Cybersecurity
(Regulation (EU)  s—» Compliance Authority for
557) Critcal Entities
Supervisory ant . @ )
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(Reg 1) No and Trust Services ‘nformation
a0t Regulator e
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Appendix 12.14.1 NIS2 Viewpoint Article 14: Strategic implementation and policy alignment

Manage strategic implementation and policy alignment

Provide =
implementation
guidance to
Competent Authorities

=
Advise Commission on
emerging
cybersecurity policy

<_____
<_____

Implementation Vu.Inerablllty
i A dls_closure
guidance
Documented Documented
implementation vulnerability
guidance disclosure guidance

Provide strategic
guidance to CSIRTs
network and EU-
CyCLONe

=>

Exchange views on
follow-up policies after
major incidents

<_____

Cybersecurity
policy

Documented
cybersecurity policy

53

=

Provide guidance on
coordinated vulnerability
disclosure

=

Discuss implementation
of sector-specific
cybersecurity provisions

<_____

Follow-up policies

Documented follow-
up policies

<_____

Sector-specific
cybersecurity
provisions

Documented sector-
specific
cybersecurity
provisions



Appendix 12.14.2. NIS2 Viewpoint Article 14: Cybersecurity knowledge and practices

/

Best practices and
information on
cybersecurity
implementation

Documented best practices
and information on
cybersecurity
implementation

Exchange best Practices

and information on
cybersecurity
implementation

Exchange cybersecurity knowledge and practices =
> =
Exchange information Discuss cybersecurity
with union institutions exercises and ENISA
and agencies activities
<> >

Contribute to

cybersecurity capabilities

via staff exchange
programm

v

Information
exchanged

Documented
information
exchanged

Assess state of play on
cyber threats and
incidents

|
|

Cfbensaiiy ENISA activities

exercises
lc)ci)iel:rs]:eir:ltr?td Documented ENISA
Y . Y activities
exercises
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|

Staff exchange
programm

Staff exchange
programm

State of play of
cyber threats and
incidents

Documented state of
play of cyber threats
and incidents
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Coordinate peer review and mutual assistance =
Conduct coordinated . . Establish peer review
Review peer reviews

methodology and

risk assessments of
codes of conduct

. . and draw conclusions
critical supply chains

. ) - v Prepare strategic :
Discuss and handle Discuss specific .
. review reports for
mutual assistance <>~ requests for mutual R
. Commission,
cases assistance . .
Parliament and Council
% % v v
Risk assessment of . Peer review . . .
e Peer review Mutual assistance Strategic review
critical supply . methodology and
; conclusions requests reports
chains codes of conduct
Documented risk Documented peer . .
o Documented peer . beer Documented mutual Strategic review
assessment of critical : . review methodologies :
review conclusions assistance requests reports

supply chains and codes of conduct
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Ariicle 40
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Viewpoint Arice 15: Capabiites and cybersecuriy |
Iteligence

Assess progress in operatonal

2

Viewpoint Aricle 15: Operatonal reainess and |
inform polcy guidance

Adopta report

)
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cooperation

cooperation

Submit report t the
Cooperation Group.
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cybersecutty in the EU

|
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Appendix 12.15.1 NIS2 Viewpoint Article 15: Cross-border cyber incident operations

Manage cross-border cyber incident operations =

Provide incident =

information upon

request from the
affected CSIRT

Coordinate respons'e?:>
to incidents when

requested
=
Provide operational
guidelines
v %
Incident .
. . Incident response
linformation
I I
chumented Documented
incident -
. . incident response
information

Provide cross-border
incident assistance

=
Identify additional
cooperation forms

v
Operational
cybersecurity
guidelines

Documented
operational
cybersecurity
guidelines
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=
Support CSIRTs designated
as vulnerability disclosure
coordinators

Discuss preparedness o'?:)
individual CSIRTs, when
requested

Key requirements of forms of

Cooperation forms . operational cooperation

Documented
cooperation forms



Appendix 12.15.2. NIS2 Viewpoint Article 15: Capabilities and cybersecurity intelligence

Exchange information
about CSIRTs
capabilities

Share cybersecurity
publications and
recommendations

e H
— -~
" i
— e 5
P £ \
CSIRTs Cybersecurity tools miZ?j:Zsecaur:g]g
capabilities among CSIRTS CSIRTS
Documented
Documented Cybersecurity tools cybersecurity

CSIRTs capabilities among CSIRTS measures among

CSIRTs

Share capabilities and cybersecurity intelligence =

=

Facilitate transfer and
exchange of technology
and relevant measures
tools and frameworks

=

Ensure interoperability
in information-sharing

standards
v v
Cybersecurity Cybersecurity
policies among processes among
CSIRTs CSIRTs
Documented Documented

cybersecurity
processes among
CSIRTs

cybersecurity
policies among
CSIRTs
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=

Share information olr:1:>
incidents, near misses,
threats, and
vulnerabilities

Cooperate with
Security Operations
Centres (SOCs)

Information on incidents,
near misses, threats and
vulnerabilities

Cybersecurity best practices
and frameworks among
CSIRTs

Documented information
on incidents, near
misses, threats and

vulnerabilities

Documented cybersecurity
best practices and
frameworks among CSIRTs

Cybersecurity
publications and
recommendations

Documented
cybersecurity
publications and
recommendations
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Assess operational readiness and inform policy guidance

Inform Cooperation Review cybersecurity Discuss peer-review
Group of its activities exercises results
v v v
CSIRTs network Cybersecurity Peer-review
activities exercises results
Documented Documented
- Documented peer-
CSIRTs network cybersecurity .
L A review results
activities exercises
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Appendix 12.17. NIS2 Article 17

[7
The international agreements shall comply
with Union data protection law

The Union may, where appropriate,
conclude international agreements, in
accordance with Article 218 TFEU, with

third countries or international
organisations, allowing and organising their
participation in particular activities of the
Cooperation Group, the CSIRTs network
and EU-CyCLONe
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Computer Security
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Appendix 12.18. NIS2 Article 18

o

The report shall, inter alia,be made available in
machine-readable data

The report shall include a Union-level
cybersecurity risk assessment, taking account of
the cyber threat landscape

o
The report shall include an assessment of the
development of cybersecurity capabilities in the
public and private sectors across the Union

o
The report shall include an assessment of the
general level of cybersecurity awareness and
cyber hygiene among citizens and entities,
including small and medium-sized enterprises

The report shall include an aggregated /7
assessment of the outcome of the peer
reviews referred to in Article 19

Article 19

The report shall include an aggregated
assessment of the level of maturity of
cybersecurity capabilities and resources across
the Union, including those at sector level, as well
as of the extent to which the Member States’
national cybersecurity strategies are aligned

Comission ENISA

Cooperation Group

oversight 0 Elopean l;'nionCD
Regulator \gency for

Cybersecurity
Collaborative Network

Cybersecurity

b

:

Union-level cybersecurity assessment

Design cybersecurity
capability assessment

LENISA

[

fa)
Computer Security Incident
Response Teams Network

European 2

CSIRTs Network Parliament

@
NIS2 Legislator

State of Cybersecurity Oversight

" Adopt report on the state of cybersecurity in the EU

ENISA shall adopt, in cooperation with the
Commission and the Cooperation Group, a
biennial report on the state of cybersecurity in
the Union and shall submit and present that
report to the European Parliament

to address cybersecurity shortcomings and
improve security across the Union. It shall also
provide a summary of findings from the EU
Cybersecurity Technical Situation Reports on
incidents and cyber threats prepared by ENISA in
accordance with Article7(6) of Regulation (EU)
2019/881

g
The report shall include policy recommendations

Develop methodology for aggregated assessment of
cybersecurity capabilities and maturity

T

=

=N
‘ Make the report available in machine-readable data

Report on the state of

the cybersecurity in the <
EU

=
Submit the report to the
European Parliament

Review the report 0|I1:>
the state of
cybersecurity in the EU

Exchange report

Develop particular policy recommendations and
summary of Threat Report Findings (Article 7(6) of
Regulation 2019/881)

ENISA, in cooperation with the Commission, e

Cooperation Group and the CSIRTs network, shall
develop the methodology, including the relevant
variables, such as quantitative and qualitative
indicators, of the aggregated assessment referred
to in paragraph 1, point (e)
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Machine-readable report

Methodology of the

aggregated assessment of

cybersecurity capabilities
and maturity

Key structural
requirements,

Summary of threat report
findings
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Appendix 12.20. NIS2 Article 20

Member States shall ensure that the Y
management bodies of essential and important
entities approve the cybersecurity risk-
management measures taken by those entities
in order to comply with Article 21, oversee its
implementation and can be held liable for
infringements by the entities of that Article

Article 21 o=

7

Member States shall ensure members of the
management bodies of essential and important entities
to undergo training and encourage these entities to
provide regular training for employees, ensuring they
acquire the necessary knowledge and skills to identify
risks, assess cybersecurity risk-management practices,
and understand their impact on the services provided

Q

National law on liability rules for public institutions,

public servants, and elected or appointed officials
shall remain unaffected

64

Member States
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4
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Cybersecurity risk
governance oversight
Manage organisational cybersecurity governance =

Approve cybersecurity risk-management measures taken by entities

=

[Oversee implementation of cybersecurity risk-management measures

=

v

Mandate cybersecurity training for management bodies

s

7

[ Promote regular cybersecurity training for employees
EAssume responsibility for breaches of cybersecurity risk obligations

"3

"

v

Key criteria for the
development of the
cybersecurity measures

Cybersecurity training
for management
bodies

Cybersecurity training for
employees

Documented
cybersecurity risk
management measures

.  —

Cybersecurity training
for management
bodies

.

Cybersecurity training for
employees

e —



Appendix 12.21. NIS2 Article 21

Member States
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Appendix 12.22. NIS2 Article 22

y

‘ NIS2 compliance

i

Ensure the security of critical ICT supply chains

—

P1: The Cooperation Group, in cooperation with tﬁ%
Commission and ENISA, may carry out coordinated
security risk assessments of specific critical ICT
services, ICT systems or ICT products supply
chains, taking into account technical and,where
relevant, non-technical risk factors

7

The Commission, after consulting the Cooperation
Group and ENISA, and, where necessary, relevant
stakeholders,shall identify the specific critical ICT
services, ICT systems or ICT products that may be

subject to the coordinated security risk assessment

Identification of critical
ICT for risk assessment

Relevant %
Stakeholders ENISA
Representatives

- 1 ! !

Comission Cooperation Group

Oversight CybersecurityCD European Union CD CybersecuntyCO
Regulator Partner Agency for Collaborative
Cybersecurity Network
Q Union-level ICT supply«D

ICT supply chain risk
assessment

Union-level ICT risk scope

) e e chain risk assessment
identification coordination

coordination

=
Identify specific critical ICT Conduct coordinated security

services, systems, or products for —————— > risk assessments of identified
coordinated risk assessment ICT supply chains

v

Cmmmmnnm

v v

Critical ICT Critical ICT Critical ICT Klsk assessments of

services systems products ldentitied 1L 1 supply

chains
Documented Documented Documented zzzzgi:ti?smc?fk
critical ICT critical ICT critical ICT . o
X identified ICT supply
services systems products

chains
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Appendix 12.24. NIS2 Article 24

R — R Essentaland X - ) furopean 2
Important Entities Cooperation Group Cybersecurity
Certific roup

Gy Nis2 Regulated < Oversight Cybersecurity CD Cybersecurity O European UniofD
Roitray Collaborative Certification Agency for
Governance Body Entity 9 s e Cybersec

Insurer

Cybersecurity certification Cybersecurtty certficaion scherf@)

Cybersecurity certification N\ Policy implementation N\ o e
compliance management management development
coordination
( Consultation and request for cybersecurity certification scheme =) ( s

Develop a candidate

Use certfied ICT products, services, and Adopt implementing acts to speci : 3
processes developed by Essential or which Essential and Important Entities =) e
Important Entiies or certfied under must use certified ICT products, 1f no suitable certification exists Consult the Cagperation Request ENISA to prepare a D T
European Cybersecurity Certification services, or processes according to Croup and the European candidate certification Exchange request b
Schemes European ity standards o 2 scheme \ )
I
To ensure compliance with cyber )
risk-management measures (Article 21 NIS2), "
Member States may require essential and { > >
important entiies to use ICT products, / Use qualified trust dentify insufficien Conduct an impact
services, and processes certified under ez oSty stakeholder consulfation
European cybersecurity schemes (Article 49, peforeladosting before adopting delegated
Regulation (EU) 2019/881). They shall also delegated acts RIS
encourage the use of qualified trust services I ‘ d I I |
Where no suitable European cybersecurity cenficaih Article 21 Certified ICT Certified ICT Certified ICT . Candidate cybersecurity
scheme is available, the Comission may, after Products Processes Services certification scheme
consulting the Cooperation Group and the European Sy . .
Cybersecurity Certification Group, request ENISA to P2: The Commission may adopt delegated (1) [ [ [ [ Impact assessment certification D
develop a candidate scheme under Article 48(2) of acts under Artcle 38 to specify which schemes BEEES
Regulation (EU) 2019/881 essential and important entities must use Documented Documented Documented candidate
certified ICT products, services, and certified ICT Documented ICT | | Documented ICT qualified trust MG cybersecurity certification
B processes or obtain certification under products P services (=R S scheme
. European cybersecurity schemes (Article 49, — — — —— — -
P2: The delegated acts shall be issued when } o o - — . —
cybersecurity levels are deemed insufficient and shall <~~~ Regulavion](U/2019/851) Documented impact | | COMTENIE e
include an implementation period e assessment e N G

2: Before adopting such delegated acts, the 7
Commission shall conduct an impact assessment and
consultin accordance with Article 56 of Regulation
(EU) 2019/881
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Appendix 12.25. NIS2 Article 25

Relevant Stakeholders %
Representatives

- ! 1

Member States ENISA

Cybersecurity . Cybersecull'ity
Cybersecurity Partner Collaborative
Governance Body N

Where a@ropriate

Encouragement of 2 @ A
harmonizedgc bersecurit Standardisation Cybersecurity standards
Y Y guidance coordination coordination support
practices
= = =
Member States shall promote the use of /7 Promote the use of European and Devel dvi hnical I ideli £ I
European and international standards for International standards among eve Opfa Vt'cedoné.ec tf"ca ;eatde g(;’” e ';es °.’f.'e teyant
network and information system security, NIS2 covered entities areas for standardisation standards and specifications
ensuring implementation of cybersecurity
risk-management measures (Article 21(1) and
(2)) without favoring or mandating specific H Q H
technologies v v
Article 21 o= European and Consult relevant stakeholders Technical areas for
international standards where appropriate before standardization advice
? finalizing advice and guidelines
)
ENISA, in cooperation with Member States and
. " . Documented
r‘ele\{ant stakeholders, shal_l provide advice f’mfi Documented european Documented technical .
guidelines on relevant technical areas and existing i —— areas for guidelines for relevant
standards, including national standards, to cover S . standards and
those areas standards standardization advice specifications
vd w
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o
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Appendix 12.27. NIS2 Article 27

o

Upon request, ENISA shall allow the competent
authorities access to thatregistry, while ensuring
that the confidentialty of information is protected
where applicable

22
Submission shall be made by 17 January 2025,

Member States shall ensure that the referred
entities notify the competent authority about any.
changes of the information they submitted

Notification shall me made without delay and in
any event within three months of the date of the.
change

V=
ENISA shall create and maintain a registry of key digital
service providers, including DNS services, TLD registries,
domain registration, cloud computing, data centers, content
delivery networks, managed services, online marketplaces,
search engines, and social networking platforms, based on
information received, from SPOCs (')

o

A O S D e
information to the competent authorities (*):

Where applicable, the referred information shall be /5
submitted through the national mechanism referred
toin Article 3(4), fourth subparagraph

Article 03

Essentaland %,

Member States Digital Providers

Natonal Competent %

Single pointof X

ENISA

Important Entities Authority (NCA) Contact (5POC)
= Nammal f= European Union CO)
Cybersecurity Cybersecurity Liaison
@, NIS2 Regulated Entity ther;e(unl‘{ S
Supervisor Cybersecurity
Insurer / /
B
Regulatory (3 Entity
registration registration
compliance management
S
/ / SPOC \mm
4w;
Submit and update entity information to the competent authority |

Jm)
Upon receipt of the referred information, with the exception
of the entity's IP ranges, the SPOC of the Member State
concerned shall, without undue delay, forward it to ENISA

F=-1n accordance with=->

o
the name of the entity

J=)
the relevant sector, subsector and type of entity referred to
in Annex | or Il where applicable

the address of the entity's main establishment and its/7
other legal establishments in the Union or, i not
established in the Union, of s representative
designated pursuant to Article 26(3)

Article 26 &=

S R & L T
telephone numbers of the entity and,
applcabl, representatie desgnated porssant to
At

Article 26 B

[ the Member States where the entity provides nrvl(esﬂj

[ the entity’s IP ranges Uj

> >

Update entiy registration | | Submit information via
details within specified the national
period mechanism

)
Comply with key
requirements when
submitting information

Collect and verify™>
submitted entity.
information

Key requirements to
submit information

Documented key
requirements to
submit information

71

Entity information

Documented entity
information

Forward received entiy information
(except IP ranges) to ENISA without

Manage registry of covered digital service providers

Create a registry of =)

covered digital service
providers

Maintain a registry of
covered digital service
providers

Allow competent authorities access
10 the registry upon request

Registry of covered digital

service providers

Documented registry of
covered digital service




Appendix 12.28. NIS2 Article 28

o
Response from those entities shall occur within
72 hours

<> Member States shall require TLD registries arl
domain name registration service providers to
grant access to specific registration data upon
lawful requests, in compliance with Union data
protection law

Mernber States shall require poicies and =
procedures with regard to the disclosure of such
data to be made publicly available

Member States shall require the TLD name
registries and the entities providing domain name
registration services to have policies and
procedures, including verification procedures, in
place to ensure that the referred databases
include accurate and complete information

o S

Insurer
B S

registration data
| management

Member States

T Name
Registries

Domain
Registration
Service Providers

!

Cybersecurity (D
overnance
Body

D
Domain Name Syster
(DNS) Administrator

oD
Domain Registration
Facilitator

Domain name (N

Q@

Cooperation for data
consistency in registration

and entities providing domain name registration
services to collect and maintain accurate and
complete domain name registration data in a
dedicated database with due diligence in
accordance with Union data protection law as
regards data which are personal data

¢

Member tates shallrequire the database of ~
domain name registration data to contain the
necessary information to identify and contact the
holders of the domain names and the points of
contact administering the domain names under
the TLDs. Such information shall include:

)
Member States shall require TLD name registries

Member States shall require TLD registries and domain

name registration service providers to promptly publish

non-personal domain registration data after a domain
is registered

o avoid duplicate collection of domain registratiofr”
data, Member States shall require TLD registries and
domain name registration service providers to
cooperate

o
Member States shall require such policies and
procedures to be made publicly available

an

the domain name U)

an

the date of registration U)

the registrant’s name, contact email address and "~
‘elephone number

o
the contact email address and telephone number of the
point of contact administering the domain name in the
eventthat they are different from those of the registrant

72

Manage domain Nname registration data

Establish and maintain domain name registration database

=
Ensure accuracy and
completeness of the database

Establish and maintain a centralized
domain name registration database

> Implement policies and =)
procedures for accuracy and
completeness of dorain name
registration data

Collect domain name registration data

‘ Verify domain name registration ‘ Publish the policies and the =)

BN

—After establishment—-

Manage and respond to domain name registration data requests

| Make disclosure policies and =
Recelve request for domain name procedures public
registration data | S —

‘ Verify the legitimacy of the request ‘

\ :

( =

3

[ rarmeon e Provide access to domain name
L L registration data
Publicly disclose non-personal I
domain name registration data
\ Respond to requests without undue
. ) delay
v
Dormaln name Dol name e it N egmmezmrs | ey
registration database registration data g 2 SPERIEAER) & &
information request

Documented domain
name registration
information

Domain name
registration database

Documented domain
name registration data

domain

name registration data

request
legitimacy

request

et response




Appendix 12.29. NIS2 Article 29

ENISA shall provide assistance for the

establishment of cybersecurity information-

sharing arrangements by exchanging best
practices and providing guidance

Member States shall ensure that essential and
important entities notify the competent
authonnes of the in the

>

D

J=|
Member States shall ensure that entities falling within the scope
of this Directive and, where relevant, other entities not falling
within the scope of this Directive are able to exchange on a
voluntary basis relevant cybersecurity information among
themselves,indluing information rlating o cyber hreats near
misses, techniques and of
A E R (R
information, cybersecurity alerts and recommendations
regarding configuration of cybersecurity tools to detect cyber

upon entering into such arrangements, or, as
applicable, of their withdrawal from such
arrangements, once the withdrawal takes effect

0
Such exchange shall be implemented through
cybersecurity information-sharing arrangements
in respect of the potentially sensitive nature of
the information shared

f

Member States shall ensure that the exchange of mFarmanon
takes place within communities of essential and im
el AR e o e e et

o

Enchance cybersecurity by raising awareness of
G iyl s
defense capabilities, improving vulnerability

T S deucuon and
response, and promoting public-
A G T g

s}
Member States shall support the creation of cybersecurity
information-sharing arrangements, defining operational
elements such as ICT platforms, automation tools, and data~
sharing conditions

Member States may set restrictions on information (1)
provided by authorities and offer assistance in line with
their policies under Article 7(2)(h)

Article 07 &

Information-
sharing

Essentialand R | Enites not falingt
in NI

RemberStates) ENCA] 9 Important Entities within NIS2
communities
@ a a
Cybersecurity e Information- NIS2 ngula(eF Cybersecurity
Governance Body Al sharing facilitator Contributer
Cybersecurity

I

Cybersecurity (A
information sharing
facilitation

Estal

information-sharing

Process defines actor
blishing cybersecurity

1

Cybersecurity (A
information sharing
participation

Facilitate

Creale information-sharing
munities of

where relevant, suppliers

m
essennal/lmponan( entities and,

cybersecurity information sharing

=

Define operational elements, includig the’
use of dedicated ICT platforms and
automation tools, content and conditions of
h

§

Facilitate the establishment of

ngements

cybersecurity information-sharing
arrar

the ~sharing arrangements
=

Define conditions for public authority
participation and the type of information
shared by competent authorities or CSIRTs

/

Offer assistance for implementing
information-sharing arrangements in line
with national cybersecurity strategies

Parti

ipate in cybersecurity information sharing

Voluntarily exchange relevant
cybersecurity information

aﬁM'

See when cybersecurity =

information is relevant

competent authorities <))
e theyjon o withdraw |
from information-sharing

Public authority As
participation
conditions

implementing
information-sharing

sistance for Operational elements
for information-sharing

arrangements.

Documented public
authority participation for i
conditions
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Documented assistance

information-sharing

Documented
operational elements
for information-sharing
arrangements

mplementing

Cybersecurity Cyb ity Cyb ty
information information sharing relevance
exchange notification assessment
I I I
information information sharing relevance
exchange notification assessment

| exchange

‘ > notification

National Competent %
Authority (NCA)

Cybersecurity ()
information
management

Review notifications of &
joining or withdrawal from
rmation-sharing
arrangements
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Appendix 12.30. NIS2 Article 30
. . T
Essentisland X | Entites not fallngt ation) :
Member States Competent National CSIRT
Important Entities. within NIS2 Authority (NCA) Contact (SPOC)
Cybersecurity NIS2 Regulated ™" Cybersecurity ) National CD Computer Security CD) Cybersecurity <
g ; Cybersecurity Incident Response
Governance Body ity Contributer 3 Liaison Coordinator
Supervisor Team
Where CSIRT is notified

Where NCA is notified
Voluntary notification Manage cybersecuri
ubmission incident Responses.

Review >
cybersecurity
| notifications

Cybersecurity
information management

Voluntary notifcatior ™
gement

N Process and distribute voluntary notifications =»

incidents, threats, or near misses

) Define voluntary notification” o]
U Receive voluntary notifications
scope \
Cybersecurity ' Voluntary
" ——Detailing—C> 3
information 9 notification Process voluntary notifications
5 considering Article 23

Manage voluntary notification processing =/
Submit voluntary notifications about

Member States shall process the referred /7 Member States shall ensure that, in addition to the (T}
Member States may prioritise the processing of notifications in accordance with the procedure laid obliged notification, provided for in Article 23, ’ \
mandatory notifications over voluntary notifications. down in Article 23 o notifications may be submitted to the CSIRTs or, Prioritize mandatory =
where applicable, the competent authorities, on a notifications over voluntary
voluntary basis, by: ones when necessary |
Documented Where necessary
—_—— voluntary
4 notification 7
 — = (
Distribute information to SPOCs Exchange
information

Where necessary, the CSIRTs and, where applicable, the
NCA shall provide the SPOC with the information about
notifications received, while ensuring the confidentiality
and appropriate protection of the information provided by’
the notifying entity

Article 23

Article 23

Essential and Important Entities may submit a voluntary
notification with regard to incidents, cyber threats and
near misses

!

Voluntary reporting shall not impose additional
obligations on the notifying entity beyond those it would
have faced otherwise

Entities other than Essential and Important ones,

regardless of whether they fall within the scope of this

Directive, may submit a voluntary notification with regard
to significant incidents, cyber threats and near misses

Process voluntary notifications

Voluntary notification

R I

Documented
voluntary notification
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Appendix 12.31. NIS2 Article 31

The competent authorif
cooperation with supervisory authol
Regulation (EU) 2016/679 when adressing
incidents resulting in personal data breaches,
without prejudice to the competence and tasks
of the supervisory authorities under that
regulation

/

Member States shall ensure that their
competent authorities effectively
supervise and take the measures

necessary to ensure compliance with NIS2

Member States must ensure that the

competent authorities responsible for
supervising public administration entities
under NIS2 have i i

Member States may allow their competent
authorities to prioritise supervisory tasks

o
Prioritisation shall be made based on a
risk-based approach

without prejudice to national and institutional
frameworks

Member States may decide on how to apply
enforcement measures, as long as they are
appropriate, proportionate, and effective

When exercising their supervisory (1)
tasks provided for in Article 32 and
33, the competent authorities may
establish supervisory
methodologies allowing for a
prioritisation of such tasks
following a risk-based approach

Article 32 o=

Article 33

Member States

|

(@)
Cybersecurity
Governance Body

|

National ~ % Supervisory Authorities}
Competent (Regulation (EU)
Authority (NCA) 2016/679)
e Data Protection
¢ Regulator
Supervisor

b

Regulate supervision of public
administration entities

Insures

g I
Supervision and enforcement
governance

@
Coordinate during data
breach incidents

Ensure operational independence of =) Supervise and enforce NIS2 compliance E
NCA
>
Develop necessal
Assess and implement = Supervise entities to measurgs o enfo:;e Prioritise supervisory tasks
RS 0 ensure compliance with compllance with the using a risk-based
accordance with national NIs2 Directive approach
frameworks For public entities—— J N J . J
Enpower and ensure = Establish supervisory =
operational independence for methodologies to support
risk-based prioritisation
J
; v v v
uiorcen pessus iy Enforcement sunervisony tasks Risk-based
B o measures CEDAEEDT methodologies
entities
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Documented enforcement
measures

Documented risk-
based methodologies

Documented
supervisory tasks




Appendix 12.32. NIS2 Article 32

Natonal ] Competent Authorves 3| Supervsory and Competent
Na 1 Cyber Oversight Su nm
o, cypersecuiy ihortyfo Crtcal Commitee for Crtial
overmance ‘Supervisor Entities. Infrastructure Providers
for critical entities critical CT third-party
e —
7 =) Supenisoy tasks Documented
“this Directive. for or acting as a legal representative of an essential entity on the ‘Supervise and enforce compliance of Essential Entities. S — S
e
Qe e
o bl rtomementpores || oo
e
| — Compliance deadlines Documented
o ! m,msmesmuemmnmunemswmuﬂuw:f When supervised entityfails to comply _ —
e e e e B
o b ST |
e E
‘essential entities, at least to: ) L " Entites to comply
SR ——
ey criteria for severity Documented key
=) entities of preliminar - -
e sescmar | [ omnd| | e ——
2 opeiminions | || Tt || s
4 L —— et || i g s
T i

Documented
manageral bans

Managerial bans
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Regulation (1) 2022/2554 wit s2
PAC) Competent authorvesshall have he power (0 mpose, 23
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efered o poins 4 o 1) oftis paragraph
Anice 34

PN repeted vioations

P4 Nember States sl ensure st competed

> 7 o x | SRR,

(e et | | o
s :
.
el g ] stablish a deadline by which the essential
Tt =
P70 any measures taken by the entity to prevent &
L ‘approved certfcation mechanisms.
[PS(al: suspend temporarily, o request a certfication or authorisatfoh
[l | essental entty )
Pib): request that the relevant bodies, courts o tribunals, in <7 |

Supenisory tasks

am

emecy th defcncies enied or the nfrngemerts of NiSZ

D
4
)
P :]
J

|

management measures comply with Al 21 or toflfl the repotng bligatons
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Appendix 12.33. NIS2 Article 33

National ]
| National ypersecuty Oversin”|
’ Supervisor Infrastructure Providers
3
Supervision and A Actions coordination for

Anice 32(6), 7 and (8) shll pply mutatis mutandis o the [
super res provided for In this
At fo important enties

Anide 32

o Wihen provided with evidence indicaton orinformation that an 5
importantentry alegey does not comply with tisDirctive, in
particular Articles 21 and 23 thereo, Member Sates shall

Member States shall ensure th referred action measures are

‘compliance, consdering each case's circumstances. necessary, through x post supervisry measures.

Aide2t  EE | aridess

exercising their supervisory asks among.
Important enties, atleast (o

In partcular, Member Sates shall ensure hat thir competent
esabi
202212554 L
nat

ompl
s designated as a crtcal ICT third-party service provider
pursuant to Arice 31 of Regulation (EU) 2022/2554 with NIs2

the Member

Q Q

Q ‘The audited entity shall cover the costs unless the.

d

oron other

Q Q Q
ay

information to the competent uthoris pursuant to Arice 27
Arice 27 E

=}

Supenvsory tasks and specy the information requested

Dﬁ

AT Ty e )
H
Q

AR Competent authariies shall ave the power to mpose, orL

ibunal, in accordance withnational law, of an adrministrative s =Y

Anide 34

enforce compliance among important entits,
atleast o

the deficiencies dentiied or the infringements of NIS2

Article 21 & [ Aticle 23 &

Page) order

:
J
|
J

hat threat

ofa security audit withina easonable deadiine

- o
Ditecie n a speciied manner

M%
3

Ex post supenisory
ks

Documented ex post

Suerisory ks
3 oo s
ron-compance b & important Eni are dentfied Gocimented
J eforcamen
| Docimented
‘ xrise supervison povers o Imporan nies ‘ ARSI ot migsing
Creumsances

When supervised enity falls to comply
Key crtera forseverty
of enforcement

Exercise enforcement powers in relation to Important Entties

¢ 9 9 ﬂ [T—r— H“
2| = - -

oty entiies o preliminary?

fnings and llow et outthe detaed

obsenationsbefors fial || reasaning for enforcement
enforcement, except inurgent messures

Take account of

deciding on enforcement

o)

breaches




Appendix 12.34. NIS2 Article 34

W o % Lz
Competent National Courts. Tribunals
5

Authority (NCA)
National =3
Cybersecurity Judicial Body
e

upervisor

Member States

f=d
Cybersecurity
Governance Body

Sanctions Q Compliance Q Judicial Penillﬁ EU :DmDI\iru:eQ
management sanctioning issuance communication
Without affecting the powers of Enforce administrative fines for non-compliance | ( D = J ( =
competent authorities under Articles 32 In absence of admin fines in law—> Impose fines via NCA Initiate the fine process mpose fines via judica Notlfy the Commisslon Documented
and 33, each Member State may establish 3 Lty ofadoptedfans pationallieaal national legal
rules on whether and to what extent Member States shall ensure that the o o] Define rules for . - g measures measures
administrative fines can be imposed on administrative fines imposed on essential an¢ (e imposing fines on public —
public administration entities important entities are effective, proportionate

administration entities. -
and dissuasive, taking into account the %
circumstances of each individual case.

Article 32 2=

Article 33 a:

o Administrative fines shall be imposed/7 When determining whether to 7
alongsi in afine and its amount,
If a Member State’s legal system does not allow Articles 32(4)(a)-(h), 32(5) and 33(4) authorities shall consider at least
administrative fines, fines must be initiated by (@-(9) the factors listed in Article 32(7)
the competent authority and imposed by [

\

Consider relevant cas€”
factors

Documented fines

Compel ongoing
compliance with periodic
penalty payments

national courts or tribunals, ensuring they are Article 32 B ‘ Article 32
effective, proportionate, and dissuasive
Article 33
‘ EHy Public administration | pejevant case factors| | Penalty payments

o When they infringe Article 21 or 23, (I When they infringe Article 21 or 23, (1] imposition criteria | | imposition criteria
The Member State must notify the Commission Essential entities may be fined up to Important entities may be fined up to
ofits laws by 17 October 2024 and any future €10 million or 2% of global annual €7 million or 1.4% of global annual I I I I

amendments rnover turnover
= = . entity public
Aride21. 2| [ amidezs ge | aide2t || Auce2s g ype mposition sdministration relevantcase | | Documented penlty
criteria imposition criteria factors

Member States may provide for the power to impose periodic

penalty payments in order to compel an essential or important

entity to cease an infringement of this Directive in accordance
with a prior decision of the competent authority.
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Appendix 12.35. NIS2 Article 35

National £
Competent
Authority (NCA)

Supervisory Authorities®
(Regulation (EU)
2016/679)

National D
Cybersecurity
Supervisor

D)
Data Protection
Regulator
Infringement ()|
response
management

personal data N
breach handling

N

Process personal data breach notification
=

Handle NIS2 infringement involving personal data breach
Where competent authorities discover /7

) o during supenvision or enforcement that
PUskarey s LUty N an entity's violation of Articles 21 or 23

Tt may lead to a personal data breach

Lo under Regulation (EU) 2016/679 (Article
authority 4(12)), they must promptly inform the
national supervisory authority about Supenisory authority as specified in
2 e e ) Articles 55 or 56 of that Regulation

Coordinate personal data breach notification

Assess and decide on =>
personal data breach fine
under Regulation (EU)
Inform domestic data
. protection authority
Detect potential = Where competent data protection authority is domestic:
personal data breach
during supervision or
. enforcement

2016/679 )
B
. Where competent data protection authority is domestic
Exchange
notification

Recelve personal data™
breach notification from
NIS2 authority

Article 21 Article 23

-Where competent data protection authority is not domestic

Notify national data =
protection authority of
foreign authority
involvement
Where supervisory authorities under /7
Regulation 2016/679 (Article 55 or 56)
impose a fine under Article 58(2)(i) of
that Regulation, the competent
authorities under NIS2 shall not impose
an administrative fine under Article 34
of NIS2 for the same infringement

Determine appropriate NIS2 enforcement action

Article 34 3

= ( =
Avoid duplicate administrative fine under NIS2 If needed: Apply non-financial measures under NIS2

Where competent data protection authority is not domestic

The competent authorities under NIS2 (1]

may impose the enforcement measures

under Articles 32(4), 32(5), and 33(4)
NIS2

>
Inform the foreign data
protection authority

Article 32

v v
Assessment on Forelonldata
protection authority
personal breach .
) notification
v 2 | I
Personal data Personal data M) Domestic data Documented Documented foreign
breach detection | | breach notification e protection authority assessment on data protection
notification personal breach authority notification
Article 33
Documented Documented Documented non- | | Documented domestic
personal data personal data finacnlal measures data protection
breach detection breach notification authority notification
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Appendix 12.36. NIS2 Article 36

/)

The penalties provided for shall be effective,
proportionate and dissuasive

Member States shall lay down rules on penalties
applicable to infringements of national measures

adopted pursuant to NIS2 and shall take all
measures necessary to ensure that they are
implemented

<--

/)

Member States shall notify the Commission of those
rulesand of those measures and shall notify it,
without delay of any subsequent amendment

affecting them

Q

Notification shall occur by 17 January 2025

Member States

}

CybersecuriryCD
Governance Body

Penalty legislation

management

Define national penalty system

Draft national penalty rules'=:>
for NIS2 infringements

Adopt and formalize pena\It'-V.>
legislation

=

Implement mechanisms to
apply penalties

Notify the European
Commission of penalty rules
and enforcement mechanisms

Notify the Commission §>
amendments to penalty
rules

Draft of national penalty
legislation

Documented draft of
national penalty
legislation

— o

National penalty
legislation

Documented national
penalty legislation

— o

Mechanisms to apply
penalty legislation

Documented
mechanisms to apply
penalty legislation

— o

Notification of national
penalty legislation and
enforcement
mechanisms

80

Documented
notification of national
penalty legislation and

enforcement

mechanisms
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Appendix 12.38. NIS2 Article 38

o
Before adopting a delegated act, the Commission shall
consult experts designated by each Member State in
accordancewith the principles laid down in the
Interinstitutional Agreement of 13 April 2016 on Better
Law-Making

ot supson scons

‘The power to adopt delegated acts referred to in /7
Article 24(2) shall be conferred on the Comi
for a period of five years

Article 24

‘The power to adopt delegated acts is conferred on the
Commission subject to the conditions laid down in NIS2

‘The delegation of power may be revoked at any time by

Conferment from 16 January 2023
the European Parliament or by the Council

| E\

Arevocation decision shall terminate the delegation o
power specified in that decision

[
It shall take effect the day after ts publication in the
i

Journal of the European Union or on a later date if
specified

=4
It shall not affect the validity of any delegated acts already
in force

— l4

s s00n as it adopts a delegated act, the Commission
shall notify it simultaneously to the European Parliament
and to the Council

A delegated act adopted pursuant to Article 24(2) /7

shall enter into force only if no objection has been

expressed either by the European Parliament or by
the Council

Article 24

?

Jizk
Enforcement shall occur within a period of two months of
notification of that act to the European Parliament and to
the Coundil or f, before the expiry of that period, the
European Parliament and the Council have both informed
Commission that they will not object

“The deadine may be extended by two months at thell
initiative of the European Parliament o of the Council
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Parliament European Union omission
@
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NIS2 Legislator NIS2 Legislator ity

@

Delegated power
governance

1
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‘ Delegated act Q‘
|

‘ Revoke delegation of power
‘ Publish revocation decisicr

in the Official Journal

Delegate power to the =]
Commission for adopting
acts

Revocation decision

Documented
revocation decision
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Manage delegated acts =
doption

Consult Member States'
experts on delegated acts.

I¢>

‘ Adopt delegated act

R

=
Notify the adoption of
delegated acts to the
European Parliament and the
Council

Exchange
notification

Notification of the
adoy

jop!
deleqaled s

Documented
notification of the

adoption of
delegated acts

Monitor and manage objections to delegated acts
Receive notification =)

Monitor objection period for delegated acts.

If any issues with the delegated act I no issues with the delegated act

=
Receive decision regarding
the delegated acts

; ,

Inform European!
Commission

in

Exchange =)
information

=
Raise objections

If any objections

If no objections

enter into force

‘ Notify objections

Allow delegated act 16




Appendix 12.39. NIS2 Article 39

The committee shall be a committee within theﬂ

Y,
meaning of Regulation (EU) No 182/2011

The Commission shall be assisted by a committee

)

Where the opinion of the committee is to be obtained
by written procedure, that procedure shall be

terminated without result when, within the time-limit

for delivery of the opinion, the chair of the committee
so decides or a committee member so requests

7

P2: Where reference is made to this paragraph Article

39 (2), Article 5 of Regulation (EU) No 182/2011 shall
apply

82

European % Council of the % Comissi C itt
Parliament European Union omission ommittee
(@)
. Oversight Regulatory
NIS2 Legislator Regulator Committee

;

Establishment ofaD
Committee

g

Establish a
Committee

Process defines actor

Committee

| ¢

Committee Q Regulatory @
consultation implementation
collaboration

Consult Committeeq>

Terminate writtenq>
experts on opinions

procedure

When If requested by Committee member or chair

Initiate written procedure for'zt>
obtaining opinion




Appendix 12.40. NIS2 Article 40

Revision shall occur by 17 October 2027 and every 36 monﬁ

The Commission shall review the functioning of
thereafter

NIS2 and report to the European Parliament and the
Council

>

The report shall assess the relevance of the size, sectors, aﬁ
types of entities covered in Annexes | and Il in relation to
cybersecurity and their role in the economy and society

7
The Commission shall consider reports from the
Cooperation Group and CSIRTs network on strategic
and operational experiences

The report shall be accompanied, where necessary, by a
legislative proposal to improve the Directive

&3

Comission

11

Oversight
Regulator

NIS2 directive revision

and assessment

Review and assess NIS2

Review the functioning of

the NIS2 Directive

Council

When necessary

Report findings to =
European Parliament and

=

Assess the relevance of
entities, sectors, and
cybersecurity impact

Consider reports from
Cooperation Group and
CSIRTs network

N

Propose legislative
amendments

=

% % %

NIS2 revision and Cooperation Group Legislative
assessment report reports amendments
Docurv_le_nted NIS2 Cooperation Group Docu{mer_ﬂed
revision and legislative
reports
assessment report amendments
— _— .




Appendix 12.41. NIS2 Article 41

Member States Comission
Cybersecurityco Oversight
Governance Body Regulator
NER compllance Q Oversight NISZQ
transposition and L
" transposition
reporting
Adopt and publish compliance measures =
Review transposed
""""""""""" > = compliance measures
Adopt transposed Publish transposed
compliance measures compliance measures

/o) 7

Member States shall adopt and publish the
measures necessary to comply with NIS2 and they

Exchange
information

Include reference to =

Adoption shall occur by 17 October 2024
Directive in the measures

Inform the European =
Commission

shall immediately inform the Commission thereof
yavj <> l
Member States shall apply the referred measures
from 18 October 2024 =
Define methodology for
making the reference
Y
Y When Member States adopt the referred measures,
The methods of making such referenceshall be they shall contain a reference to NIS2 or shall be H
laid down by Member States —> accompanied by such reference on the occasion of v v
their official publication
Transposed compliance Methodology to
measures reference NIS2
| |
Documented

Documented transposed

X methodol
compliance measures gthodoleayto

reference NIS2

~ )~
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Appendix 12.42. NIS2 Article 42/43/44

In Regulation (EU) No 910/2014, Article 19 is
deleted with effect from 18 October 2024

0

deleted with effect from 18 October 2024

In Directive (EU) 2018/1972, Articles 40 and 41 are

Directive (EU) 2016/1148 is repealed with effect
from 18 October 2024

I
|
A2

construed as references to this Directive and shall

out in Annex Il

References to the repealed Directive shall be /7

be read in accordance with the correlation table set

Appendix 12.43. NIS2 Article 45/46

[T
NIS2 shall enter into force on the

twentieth day following that of its
publication in the Official Journal of the
European Union

NIS2 is adressed to the Member States

&5
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Appendix 13. Enterprise Architecture as a Management Instrument
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