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Abstract 
 

Fraud has increasingly gained prevalence as millions of transactions are done online. Various 

stakeholders such as governments, organizations, and consumers have developed strategies to 

detect fraud and other unusual behavior.  Machine learning techniques have been leveraged 

for fraud detection resulting in unique and sustainable solutions in financial transactions. In 

the modern age, machine learning algorithms have been widely utilized as a data mining 

technique for identifying issues with transactions. The current research aims to compare the 

effectiveness of three distinct machine learning models including GaussianNB, XGBoost, and 

Logistical Regression models by focusing on their precision, recall, and F1 score. Based on 

the outcomes of the three machine learning models, XGBoost is considered to be the best 

alternative for fraud detection at WeGoWin.  
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Introduction  

The widespread adoption of e-commerce has revolutionized the way business is 

conducted in contemporary society as most transactions are done over computer-mediated 

networks. E-commerce has become increasingly prevalent due to its role in expediting orders, 

invoices, acknowledgements, and payments. According to Mohammed et al. (2017), the 

proliferation of e-commerce has been accompanied by numerous challenges including fraud. 

In the modern age, financial transaction fraud, money laundering, and other financial crimes 

have become rampant. Advancement in technology has made fraud highly dynamic and 

unpredictable which makes their detection challenging (Sadineni, 2020). Fraudsters have 

widely utilized emerging technology to bypass security checks resulting in loss of billions of 

dollars for numerous organizations. Analyzing and identifying fraudulent activities in 

transactions through data mining techniques is one of the ways of detecting fraudulent 

activities.  

The advancement of digital technology in the present age has resulted in the emergence 

numerous approaches to fraud detection. Fraud, particularly in transactions, is a growing 

concern in most businesses and companies with far-reaching and astronomically expensive 

consequences. Fraud is becoming increasingly rampant as millions of transactions are done 

online. Various stakeholders such as governments, organizations, and consumers have 

developed strategies to detect fraud and other unusual behavior.  There are different types of 

fraud transaction including skimming, phishing, account takeover, cards captured during 

shipment. losing card, card not present fraud, and fake website (Megdad, Abu-Naser, & Abu-

Nasser, 2022). However, there are various challenges in fraud detection including 

inaccessibility, volume, unstructured, and imbalanced data. Emergent digital technologies 

such as big data analytics, artificial intelligence, and machine learning have resulted in 
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powerful techniques to identify fraudulent transaction. The financial technology industry has 

developed numerous techniques for fraud detection.  

Machine learning techniques have been leveraged for fraud detection resulting in 

unique and sustainable solutions with a wide array of applications, particularly in financial 

transactions. In the modern age, machine learning algorithms have been widely utilized as a 

data mining technique for identifying issues with transactions. Machine learning is the process 

through which algorithms are taught to recognize patterns in the world, through automated 

analysis of large datasets. According to Ali et al. (2022), machine learning has produced 

systems robustly capable of learning from experience through neural network. Neural network 

refers to a way of organizing individual processing units into meshes that simulate the 

workings of the human brain (AbdulSattar & Hammad, 2020).  Neural network derives its 

flexibility, and capacity for training from the numerical weighting of the connection between 

any two neutrons. 

 The process of training a machine learning model involves manipulating the weights 

between neurons to reinforce the particular neural pathways that represent successful 

recognition while suppressing the activation of the pathways that result in incorrect 

interpretation of the data. As the weightings between the layers are refined over multiple 

repetitions, a neural network learns how to identify and isolate complex features from 

unstructured and chaotic data (Raghavan & El Gayar, 2019). The layering of neural networks 

equipped with neurons tasked with identifying a specific kind of pattern in the world enables 

deep learning which involves the modeling of high-level abstractions. Deep learning 

empowers systems to perform complicated tasks without the explicit instructions to do so (Ali 

et al., 2022). The training of an algorithm occurs in one of two different ways including 

supervised learning and unsupervised learning. 
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 In supervised learning an algorithm is given training examples and their 

accompanying labels while unsupervised deep learning involves setting loose the algorithms 

on the large datasets hence they are neither prompted nor guided. Ali et al., (2022) asserts that 

both supervised and supervised methods are used to identify unusual activities during 

transactions. Tasks to be performed by the supervised algorithm can either be binary or 

categorical. In binary tasks, the algorithm is given a series of transactions, some of which are 

recognizably fraudulent and asked to classify the transactions into valid and invalid ones. On 

the other hand, when dealing with categorical tasks the algorithm is asked to determine which 

category a specific transaction belongs to. Classification techniques are the most prevalent 

strategies utilized in detection of fraudulent transaction (Sadineni, 2020). Some of the deep 

learning methods leveraged in training algorithms for fraud detection include restricted 

Boltzmann machine (RBM), deep belief network (DBN), and convolutional neural network 

(CNN). Machine learning has taken center stage in fraud detection across various industries 

from financial industry to healthcare sector.   

Research Significance 

The current research is essential as it emphasizes the overarching need for the active 

detection of the risks of transactions considering its centrality in improving consumer 

experience and reducing financial loss. Fraudulent transactions have resulted in the loss of 

billions of dollars across numerous industries particularly the financial industry and the 

healthcare sector. Therefore, the current research is necessary because it proffers a solution 

for organizations plagued with fraudulent and other unusual transactions. Moreover, the 

current research offers incredible insight regarding the body of knowledge regarding the 

utilization of machine learning, big analytics, and artificial intelligence in addressing 

contemporary issues in the payment frameworks across different industries. The current 

research strives to highlight how machine learning techniques can be leveraged in the 
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detection of fraudulent transaction by using a machine learning model trained and evaluated 

by Gaussian Naïve Bayes (GNB), XGBoost Classifier (XGB), and logistic regression (LR). 

Research Objectives 

The current research is a direct research internship (DRI) at WeGoWin striving to 

compare the effectiveness of three machine learning models in fraud detection including 

GaussianNB, Logistical Regression, and XGBClassifier models. The research focused on 

determining the accuracy, recall, and precision of the three machine learning model to 

determine which one would be the most effective option for the organization.  

Literature Review  

According to West and Bhattacharya (2016), financial fraud is an issue with profound 

and far reaching consequences in the modern age detrimentally affecting government, finance, 

corporations, and consumers. Fraud undermines people’s confidence in the financial industry, 

destabilizes the economy, and unnecessarily elevates people’s cost of living. Karpoff (2021) 

defines fraud as the wrongful or criminal deception meant to result in financial gain, using it 

interchangeably with cheating, misconduct, and opportunism. The definition classifies fraud 

as any conduct that explicitly or implicitly violates agreements between parties to an economic 

transaction, regardless of whether it meets a legal definition of fraud. Fraud is an intricate and 

multidimensional concept both as a behavioral concept and a legal issue. However, in a 

financial context such as banking, securities, and insurance, fraud has a specific meaning with 

defining characteristics and is best aligned with the falsification or exploitation of financial 

information. Financial information is central to the financial transactions, particularly in the 

financial markets.  
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The proliferation of fraud in financial contexts has resulted in the emergence of 

money laundering, healthcare fraud, insurance fraud, credit card fraud, and securities fraud. 

The alarming increase in the rates of fraud in financial settings have inspired grave 

economic concerns. Financial fraud has resulted in the loss of billions of dollars globally 

every year. In the United States, financial fraud is responsible for the loss of over 400 billion 

dollars annually. The losses due to financial fraud are commonly borne by the merchants and 

corporations. For example, the credit card fraud, merchants and companies end up with 

chargebacks, administrative costs, and loss of trust. Consequently, the impact of fraud are far 

reaching hence there is an overarching need to design frameworks and technologies to detect 

and prevent them.  

Fraud Detection 

The traditional approaches for fraud detection relies on the manual techniques like 

auditing, which were highly ineffective due to the complexity of the issue. The rapid pace of 

technological advancement in the modern age have contributed to the increase in the 

widespread propagation of financial fraud in the modern age. Moreover, social factors such 

as increased penetration of credit cards and mobile payment frameworks have also provided 

numerous opportunities for fraud. Fraudsters have progressively improved and reined their 

strategies and techniques hence it is essential for the fraud detection methods to evolve with 

the times. Data-mining techniques are already integrated into the financial settings as they 

are utilized in credit card approval, share markets analysis, and bankruptcy prediction. Fraud 

detection is a crucial element of the financial industry with low frequency and high costs. 

Data-mining techniques were shown to be crucial in the detection of fraud due to their innate 

capacity to identify anomalies in vast amounts of data. Data mining approaches are 

applicable in fraud detection due to their efficiency at processing vast amount datasets and 

their capacity to operate without the knowledge of the input variables.  
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Fraud detection has progressively become a grave concern across various industry 

from FinTech to healthcare. As financial transactions undergo a paradigm shift due to the 

proliferation of e-commerce and the widespread integration of digital technologies in the 

payment methodologies, the risk of fraudulent transactions has increased exponentially. 

Businesses face substantial financial loss and reputational damage due to fraud hence fraud 

detection is essential in the highly volatile business landscape. Fraud detection is necessary in 

the corporate world because of its influence on financial loss, operational efficiency, brand 

equity, and regulatory compliance. Fraud detection helps organizations stem financial loss due 

to fraudulent activities such as embezzlement, unauthorized transactions, false claims which 

detrimentally impacts an organization’s profit margins.  

Similarly, fraudulent transactions chip at an organization’s brand equity and loyalty as 

it reduces the trust consumers have in an organization. Consequently, fraud detection helps an 

organization retain its brand equity by securing its reputation. Fraud detection has also gained 

prevalence because it helps organizations to adhere to the anti-fraud regulation. Failure to 

detect and prevent fraud in an organization can result in significant losses and legal sanctions 

for an organization. Finally, fraud detection contributes to tan organization’s operational 

efficiency by creating a culture of accountability.  

Data mining approaches is one of the main strategies utilized to widely deal with fraud 

detection in the modern age. West and Bhattacharya (2016) defines data mining as any method 

that processes vast amounts of data to acquire the underlying insights. Machine learning is 

one of the data mining approaches leveraged in fraud detection. According to Greenfield 

(2017), machine learning is the mechanisms through which algorithms learn from their 

experiences, generalize from its encounters, and designs versatile solutions. Exploitation of 

machine learning is essential in the appreciation of the complex patterns and relationships 

embodied by fraudulent transactions. Leveraging machine learning algorithms in fraud 
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detection and prevention plays a significant role in deriving accurate inferences about 

potential threat. Moreover, machine learning algorithms aid businesses to adopt a proactive 

approach toward various threats by learning from past data.  

Traditional Fraud Detection Strategies 

Some of the traditional fraud detection machine learning algorithms include linear 

regression, decision trees, and random forests. The models offered incredible insight about the 

fraud processes empowering organizations with practical predictive attributes. Traditional 

fraud detection models fall under the statistical categories off data mining as they rely on 

traditional mathematical techniques such as logistical regression and Bayesian theory. The 

traditional algorithms have various benefits including simplicity and efficiency. However, as 

fraud becomes more complex the traditional models have continually fallen short due to their 

inability to the non-linear relationships, dynamic strategies and techniques, and high-

dimensional data. The traditional fraud detection models are faced with feature engineering 

challenges, imbalanced data, and dynamic fraud behavior. The traditional fraud detection 

models depend on customized features which are faced with challenges during data 

extractions as fraudsters constantly change their strategies and methods.  

Moreover, financial data is highly skewed as fraudulent transactions are significantly 

fewer compared to legitimate transactions. The highly imbalanced data sets result in biased 

models with limited utility in the volatile corporate landscape. Finally, the statistical machine 

learning algorithms struggle to keep up with the constantly evolving techniques and 

technologies adopted by fraudsters. The other classification of data mining techniques part 

from statistical methods include computational data mining approaches. According to West 

and Bhattacharya (2016) computational data mining methods are those that leverage modern 

intelligence techniques such as neural networks and support vector mechanisms. 
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Computational methods of data mining and the machine learning algorithms based on them 

are unique as they have the capacity to learn from the problem domain as opposed to the 

statistical methods which are rigid.  

Machine Learning: Algorithm and Neural Networks 

Greenfield (2017) reveals that the production of systems with the capacity to learn 

from experience have only existed since the beginning of the current century due to the 

limitations of existing hardware and doctrinal disputes, Neural network in the modern age is 

erected on a layered model of perception. The most basic feature of the neural network is the 

processing element known as input neurons. The input neurons mimic the workings of the 

human brain as they react to a particular stimulus. The responses from the input neurons are 

passed on to the next layer of neurons responsible for integrating them into coherent features. 

The coherence and specificity increases with each layer of neurons till the conditions for top-

level recognition are met and the output neuron is triggered. In the neural network, the 

algorithm learns to identify and detect the subject by attending to the statistical regularities in 

the dataset it was trained on.  Therefore, the computational machine learning algorithms are 

built in a cascade of neural responses from the bottom to the top.  

Greenfield (2017) argues that neural networks derive their versatility and adaptability 

from the strength of the connection between two neurons. The strength between two neurons 

has a numerical weighting which can be altered by whoever is training the algorithm making 

the neural network highly flexible. Training the neural network involves manipulating the 

weights to reinforce the successful pathways while suppressing the wrong pathways. Through 

multiple repetitions, the weightings between the neural layers are improved empowering the 

neural network to between complex features from unstructured and chaotic data. The 

computational machine learning algorithms have a similar mechanism to improve 
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adaptability. Machine learning algorithms utilized in fraud detection can be classified based 

on their trainings. Consequently, there are different types of machine learning models 

leveraged in fraud detection including supervised, unsupervised, semi-structured and 

reinforcement learning.  

Machine Learning Algorithms utilized in Fraud Detection 

 As the traditional fraud detection strategies fell short, new approaches leveraging 

machine learning emerged. New approaches to fraud detection fundamentally include the 

utilization of machine learning models which are highly adaptable to the rapidly evolving 

techniques and strategies employed by fraudsters. Some of the new machine learning 

algorithms utilized in fraud detection include Gradient Boosting Machines (GBM), neural 

networks, and extreme gradient boosting (XGBoost), and isolation forest. GBM is a machine 

learning algorithm m that integrates numerous weak learners like decisions trees into a strong 

predictive model. GBM fundamentally operates in three distinct steps including initialization, 

building trees, and weighted aggregations. The model begins by with an initial prediction and 

computes the differences between the actual and predicted values for each data point then it 

proceeds to the next step of building decisions trees focused on correcting the residual from 

the previous tree.  

As the different trees are added, the errors are reduced. The final step of the model 

involves the assignment of weights to the trees depending on their performance in error 

reduction. GBM yields the final prediction which is the weighted sum of predictions from all 

trees. Typically, GBM reduces the errors hence the model learns from the previous mistakes, 

refining its detection techniques and strategies which considerably increases the accuracy pf 

its inferences and prediction.  The ability of GBM to improve with every iteration makes it 

highly effective in fraud detection as it is highly adaptable. On the other hand, neural networks 
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is another machine learning model widely utilized in fraud detection as they progressively 

refine their pathways with every iteration. In fraud detection neural networks are utilized in a 

wide array of ways including transaction sequences, image based fraud detection, and 

ensemble approaches.  

Neural networks can detect fraud through recurrent neural networks (RNN) which 

reviews and explores the data set over time to identify patterns and dependencies. Moreover, 

neural networks can identify anomalies during transaction through the analysis of images such 

as checks and identification cards through convoluted neural networks (CNN). Neural 

networks can be utilized in collaboration with other machine learning models to improve their 

accuracy. The other popular machine learning model utilized in fraud detection is XGBoost. 

XGBoost is prevalent in fraud detection due to its versatility, accuracy, and effectiveness in 

anomaly detection in vast datasets. XGBoost have been leveraged in various contexts to detect 

potential threats and fraud including mobile payment, credit card fraud, and state grid 

corporation of China dataset. The model has been successfully used in various industries 

illustrating its centrality in the fraud detection.  

Isolation forest, commonly referred to as iForest, is a machine learning algorithm 

meant for outlier detection. The algorithm is based on the notion that outliers are few and 

unique hence they are easily isolated compared to other cases. Isolation forest is highly 

effective due to its capacity to interact with high-dimensional data as it focuses on isolating 

the outliers. Since the isolation forest depend on isolation of outliers it excels in identifying 

anomalies and rare behavior which effectively aligns with the nature of fraudulent transactions 

which are characterized by their low volume and unique attributes. The final reason for the 

effectiveness of isolation forest is its size and scalability as it does not use memory. Moreover, 

due to its high speed, isolation forests are widely utilized real-time fraud detection. 
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Methods 

The current research focuses on highlighting how machine learning is leveraged to 

minimize fraud in financial contexts, particularly during transactions, consequently, the 

research hinges on critical realism as the research philosophy. A research philosophy primarily 

describes the development of knowledge and the nature of the knowledge built by the research. 

The research philosophy for the current research was critical realism which emphasizes the 

need to explain the observable phenomena through the underlying structures of reality that 

shape them. The philosophy is highly effective for the current research which strives to explain 

the role of machine learning in fraud detection through a machine learning model.  Rooted in 

the critical realism research philosophy, the current research adopted deduction as the research 

approach. According to Saunders and Lewis (2017), deduction refers to the research approach 

characterized by testing a theoretical proposition through a research strategy designed to 

perform the test. The deductive approach to research is defined by five distinct steps including 

establishing research questions from extant theory, establishing the ways in which the 

questions can be answered, gathering data, data analysis, and confirmation of the initial theory.  

The current research strives to illustrate how machine learning models can be 

leveraged to minimize fraudulent transactions hence it is a descriptive study as it accurately 

describes a phenomenon in a business context.  The research strategy leveraged in portraying 

how machine learning models can be utilized in the reduction of fraudulent transaction in the 

modern business landscape was experiment. The primary objective of an experiment was to 

investigate the causal links between variables to determine whether changing one independent 

variable can result in changes in the dependent variable. In the current research, a machine 

learning model is designed and trained on three types of data to show how machine learning 

identifies errors and anomalies in financial data. Saunders and Lewis (2017) define 
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experiments as a research strategy that defines a theoretical hypothesis, chooses samples from 

known populations, allocates samples to varying experiment conditions, introduces changes 

to one or more variable, and measures the outcome.  

An experiment has four distinct elements. First, an experiment involves the 

manipulation of the independent variable. In the current experiment the machine learning 

algorithm was trained using data from three data sources. The training of the machine learning 

model qualifies as the manipulation of the independent variable. The second defining element 

of an experiment is that it is controlled by holding all other independent variables constant. In 

the current experiment, the other independent variables were held constant by assuming that 

there were no other transactions. The third aspect of ann experiment is that the effect of the 

manipulation of the independent variable are observed on the variable data. In this research, 

the effect of the machine learning on fraud is evident from the operations of the machine 

learning model and its ability to identify anomalies in a vast amounts of data. The last element 

of an experiment is the prediction of events that will occur in the experimental setting. In this 

research, it is predicted that the machine learning model will increasingly become more 

precise in identifying anomalies in a large dataset consequently detecting fraud in financial 

contexts.  

As a research strategy, experiment has five sequential steps. First, the identification 

and definition of the issue that is to be studied. In this research, fraud detection is the issue 

under scrutiny and it is described in the context of credit card fraudulent transactions. The 

second step of the experiment is the formulation of the research hypothesis which was that 

machine learning algorithms reduce fraudulent transactions by identifying anomalies by 

analyzing large amounts of financial data. The third step involves designing the experiment. 

in this research the experiment was deigned through the development of a machine learning 

model through python codes.  
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Designing the Machine Learning Model  

The machine learning model leveraged in the current research is designed in seven 

main steps including introduction, overview, EDA, preprocessing, feature selection and 

model, model validation, and conclusion.  

Model: Introduction 

The introduction of the machine learning model has an empty markdown that is to be 

filled by some relevant information such as a brief background of the company and the issues 

the organization is facing. While this part is not filled, the model is meant to address fraudulent 

transactions however this part is not filled to show that it is an experiment and not a functional 

model in a company. The introductory part is also meant to include information such as the 

degree of the problem by clarifying what percentage of the transaction are fraudulent.  The 

introductory part of the model is meant to be explanatory as it includes the classification of 

the issue as a binary issue as the transactions analyzed can either be legitimate or illegitimate.  

The commentary introducing the model was also meant to include a definition of the 

datasets analyzed by the model. The initial part is a commentary with no functional 

significance as it is only meant to share information about the organization, its problem, the 

extent of the problem, and problem classification. The functional aspect of the introduction 

primarily involves setting up the environment. The model needs an environment which is set 

up by importing the pertinent python libraries for machine learning and data analysis. After 

importing all the necessary libraries, the programming environment is completed by loading 

all the necessary dataset and previewing them.  

Overview  

The second part of the machine learning model is titled overview and it leverages 

describe and information methods of data frames to provide the descriptive statistics and data 



 

 
18 

 

types of the existing data. Various aspects of the data uploaded is explored revealing crucial 

information about the data set such as the number of columns in the data, number of entries, 

the datatypes, and memory usage. Therefore, the overview offers an overall views on the 

datasets under scrutiny.  

Exploratory Data Analysis (EDA) 

In the current machine learning model, the third part is titled EDA which means 

exploratory data analysis. The section is meant to gain a better comprehension of the datasets 

and their relation with the target. In the section, the data is sampled as it is understood that the 

resources can not sufficiently be applied on the complete dataset. The EDA is also focused on 

balancing the data as the model is meant to deal with a binary issue but one side is 

overwhelmingly larger than the other. An inordinate portion of the data comprises legitimate 

transactions hence it is essential to balance out the data to ensure that the model is balanced.  

The EDA also included a generation of new features derived from the pre-existing columns. 

While these newly-developed features could have been included in the feature engineering, 

they were included as they are focused on describing the main attributes of the datasets. In the 

EDA, the correct datatypes were maintained.  

Preprocessing  

The forth section of the machine learning model is titled preprocessing and it involves 

various data transformation meant to ensure that the raw data can be easily modelled by the 

algorithm. Typically, the preprocessing section also involves preparing the features that will 

be essential for the formatting the raw data in a way that the algorithm can effectively model 

it. In this section of the model the categorical variables with low cardinality are encoded. 

Moreover, columns that summarize variables with many elements are created. These actions 
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are undertaken to reduce the meaningless and extra information in the model. The 

preprocessing is finished by the encoding of the target variable.  

Feature Selection and Modeling  

The fifth section of the model is title feature selection and modeling. The section is 

designed to perform various actions. First, the section is responsible for selecting features and 

it performs this function by Recursive Feature Elimination, Cross-Validation (RFECV). The 

next function this section involves splitting the data into training datasets and test datasets. 

After portioning the data, three models are chosen for testing and comparison. The three 

machine learning models selected in the current experiment are GaussianNB, Logistic 

Regression, and XGBClassifies. The section also included the building of pipelines as well as 

training the models.  

Model Validation 

 The second last part of the machine learning model was titled Model validation and it 

primarily focused on reviewing the performance of the designed model. The section used the 

metrics from Python’s Sklearn to establish and measure the performance of the model. 

Balanced accuracy score, confusion matrix, and classification report were the main metrics 

leveraged in determining the model’s performance and utility.  

Model: Conclusion 

  The final part of the machine learning model was titled conclusion and it was 

predominantly descriptive focusing on concepts like precision, recall, and F1 score. Precision 

explores the cost associated to predicting that a transaction is fraudulent when it is legitimate. 

ON the other hand, recall focuses on the costs associated to failing to identify a fraudulent 

transaction. The last element of the conclusion is referred to as F1 Score which focuses on the 

balance between precision and recall.  
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After designing the experiment, the fourth step in any experiment involves running the 

experiment and collecting the data. In the current research, the machine learning model was 

tested and run and the resulting data assembled to establish its significance.  

Results  

The machine learning model was loaded in an integrated development environment 

(IDE), specifically Virtual Studio Code (VSCode). In running the machine learning model, 

different sections yielded different results depending on their objectives. The functional 

elements of the machine learning model each yielded different results.  Typically, the 

machine learning model’s functional elements included introduction, overview, EDA, 

preprocessing, feature selection and modeling, and model validation.  

Model: Introduction 

In the model, the introduction’s primary role was to set up the environment through 

three cells. The first functional cell imports the relevant python libraries including pandas, 

matplotlib, datetime, numpy, and seaborn. The second functional cell played a crucial role in 

importing drive from google.colab. The final cell in the introduction also contributed in 

setting the environment by loading the data set and revealing the preview. The model shows 

the previews of the datasets loaded into it including user’s data, card data, and data. 

User’s Data  

The first results of the model included the preview of the user’s data which 

comprised various columns including id, current age, retirement age, birth year, birth month, 

gender, address, latitude, longitude, , per capital income, yearly income, total debt and credit 

score. And the number of credit cards as shown in figure 1 below.  
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Figure 1: Screenshot of the User's data as previewed in the data 

 

Figure 2: Screenshot showing the other columns of the user's data as portrayed in the model 

Card’s Data  

The other data set loaded and previewed in the model was the card’s data. The data 

source had multiple columns including id, client id, card brand, card type, card number, 

expiry date, cvv, whether the card has a chip, number of cards issues, credit limit, date the 

account was opened, the year the pin was last changed, and whether the card exists on the 

dark web. The dataset is previewed as shown in the IDE with the model as shown in fugure2 

and figure 3.  
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Figure 3: screen shot of the card’s data as previewed in the IDE 

 
Figure 4: Screenshot of the card's data showing the hidden columns 

Transaction’s Data  

The third data source loaded and previewed in the model is the transaction data 

which reveals various details about the transaction as shown by the column including the id, 

, date of transaction, client id, card id, amount, use chip, merchant id, merchant city, 

merchant state, zip, mcc, errors, and status. The figure below shows the preview off the 

transaction data as previewed through IDE.  

 

Figure 5: Screenshot of the preview of transaction data as shown in the IDE 

 

Overview  

The functional section referred to as overview has seven cells responsible for 

different functions. The first of the seven cells performs three functions including displaying 

the summaries of information, describing it, and showing its shape.  
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Figure 6: screenshot of the summaries of the user’s data as shown in the IDE 

 

Figure 7: screenshot of the description of the summary of user's data 
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Figure 8: screenshot of the description of the summary of user's data with the other hidden columns shown 

 

The second of the seven cells also offered a summary of the cards data, the description of the 

data along with its shape.  

 

Figure 9: screenshot of the summaries off the card data and its shape 
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Figure 10: A screenshot of the description of the card's data set as well as its shape 

 

 

Figure 11: A screenshot of the description of the card's data set as well as its shape with the other hidden elements 

The third cell in the Overview section focuses on summarizing the transaction data with 

codes meant to portray the information about the data, the description of the data as well as 

its shape.  
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Figure 12: screenshot of the summary of the transaction data 

 
Figure 13: Description of the transaction data 
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Figure 14: Description of the transaction data with hidden columns shown  

The forth cell of the Overview zooms into the status of the transaction data describes the 

different class weights as shown in the figure 15 below.  

 

Figure 15: summary of the status of the transaction data 
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Figure 16: Summary of the status of the transaction data with the hidden columns shown 

The fifth cell in the Overview section focuses on outputting the value counts of the status of 

transaction data as floats data types while the sixth cell imports date time and redefines the 

variables represented by the columns of the transaction data as shown in the figure 17 below.  

 

Figure 17: the screenshot of the data redefined 

The last cell in the overview plays a crucial role in merging the three datasets including 

users, card, and transaction into a single table with the variables necessary for modeling. 

Therefore, the code in the cell drops unnecessary variables and outputs a new table with the 

relevant variables for modeling the machine learning algorithm as shown in figure 18 below.  
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Figure 18: summary of the new tables with the variables necessary for modeling the machine learning algorithm 

EDA 

The exploratory data analysis has four functional cells which are focused on 

understanding the new table that combines the user data, card data, and transaction data. The 

first cell reveals the distribution of errors in the table as shown in figure 19 below.  
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Figure 19: Distribution of errors in the new table combining the user data, card data, and transaction data 

The second cell in the section is responsible for showing the number of transactions that 

were withdrawals and those that were considered fraudulent. Moreover, the cell outputs the 

graphs for use chip, gender, transaction type, card brand, card type and status as shown in 

figure 20 below.  
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Figure 20: the percentage of transactions that are withdrawals and  fraudulent transactions and the plot of various 

variables in the new table 

The third cell in the section primarily outputs the different transaction types in decimals as 

shown by figure 21 below.  

 

Figure 21Transactoin types in the new table to be modelled 

The last cell in the EDA outputs the last year the pins were changed and the accompanying 

value counts which reveals how many accounts las changed their pins and in which year as 

shown in figure 22 below.  
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Figure 22: the year the pins were last changed and the associated value counts 

Preprocessing 

The section has five functional cells each tasked with preparing the data for 

modeling. The first cell in the section focuses on importing the various python tools from 

Sklearn. The cell is successful in downloading these tools as shown by the output as 

illustrated in figure 23 below.  

 

Figure 23: successful acquisition of the tools necessary for modelling and processing the raw data 

The second cell plays a crucial role in confirming the columns of the new transaction table 

that is to be modelled. The output of the cell is shown in figure 24 below.  
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Figure 24: columns included in the new transaction table meant to be modelled 

The third cell in the section leverages the loaded tools to encode the categorical variables 

iiin the table’s column. Moreover, the fourth cell creates the necessary variables based on the 

categorical variables with high cardinality as shown in figure 25-28 below.   

 

Figure 25: categorical variables with high cardinality ( first eight variables) 

 

Figure 26: categorical variables with high cardinality (next eight variables) 
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Figure 27: categorical variables with high cardinality ( next eight variables) 

 

Figure 28: categorical variables with high cardinality ( last variables) 

 

The last cell encodes the target variable while training, testing, and splitting the raw data. 

The final cell does not have any results as it just processes the data for modeling.  

Feature Selection and Modeling 

The feature selection and modeling section is the most important section in the 

machine learning model as ti ios responsible for training the algorithm based on the 

provided data. The section has six cells each tasked with a different function. The first cell in 

the section involves importing the tools for feature selection and modelling from python 

luibraries particularly sklearn and xgboost. The second cell is responsible for instantiating 

the models GaussianNB, Logistic Regression, and XGBClassifier. Next, the third cell has 
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the code responsible for building the pipelines for the different models. After the pipelines 

for the different models have been developed, the next cell focused on training the models 

based on the data. The last model in the section focused on predicting various values based 

on the models. The section did not have any outputs as the tools focused on the models.  

Model Validation  

The model validation section has nine cells which reviews the performance of the 

model in detecting fraud. In this section, the functions of the machine learning in fraud 

detection becomes apparent unlike the previous section where the operations of the models 

could not be directly witnessed.  

Balanced Accuracy Score 

The first three cell of the model validation section imports metrics from sklearn and 

leverages them to determine the balanced accuracy score of the GaussianNB, 

XGBClassifier, and Logistic regression model which is shown in the figure 29-31 below.  

 

Figure 29: Balance accuracy score of the GaussianNB model 

 
Figure 30: Balanced accuracy score of XGBClassifier model  

 
Figure 31: Balanced accuracy score of Logistic regression model 

Classification Report  

The fourth cell of the model validation measures the performance of the models 

through a classification report imported from sklearn.  The classification reports outlines the 



 

 
36 

 

precision, recall and f1 scores of the GaussianNB, XGBClassifier, and Logistic Regresion 

models as shown in figure 32-34 

 

Figure 32: : the classification report of the GaussianNB model 

 
Figure 33: Classification report for the  XGBClassifier model 

 
Figure 34: Classification report for the Logistic Regression model 

 

Confusion Matrix  

The model validation also utilized another metric known as confusion matrix to 

review the performance of the machine learning models. The last three cells in the Model 

validation sector outputs the confusion matrix values and plots a heat map with the predicted 

value on the x-axis and the true value on the y-axis for GaussianNB model, XGBClassifier, 

and Logistic Regression models respectively in figure 35-37.  
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Figure 35: Confusion matrix and heat map for GaussianNB model 

 

Figure 36: Confusion matrix and heat map for the XGBClassifier model 

 
Figure 37: Confusion matrix and heat map for Logistic Regression model  

 

 

 

 

 

 

 

 

 



 

 
38 

 

Discussion 

The research outlines the various processes involved in the utilization of machine 

learning models to identify anomalies during transactions. In the initial stages, the raw data 

acquired is explored and its attributes established to determine which variables are necessary 

for identifying fraud. Further, in the initial stages, the data is parsed and processed to eliminate 

meaningless data consequently making it easier for the machine learning models to interact 

with. The experiment was also crucial in showing the various machine learning models in 

python such as sklearn. The machine learning model illustrated how different machine 

learning models interact with the same dataset consequently illustrating the best machine 

learning model a business should adopt to effectively identify fraud and other anomalies with 

tis transactions. 

  The various metrics highlights the different strengths and weaknesses of the Logistic 

regression model, XGBClassifier, and GaussianNB models. For instance, the classification 

report for the different models reveal that the GuassianNB has an accuracy of 70%, 

XGBClassifier has an accuracy of 89% while logistic regression model has an accuracy of 

74%. The classification reports therefore illustrates that the XGBclassifier is the best machine 

learning model compared to Logistic Regression models and GausssianNB models. According 

to West and Bhattacharya (2016), machine learning methods are categorized into statistical 

and computational methods depending on the underlying process through which they interact 

with data. GaussianNB and Logistical Regression are statistical machine learning methods 

because they are underpinned by traditional mathematical methods. On the other hand, 

computational methods are highly dynamic and adaptive and are based on programming. 

XGBoost and neural networks are some of the computational machine learning methods. 

Computational machine learning methods are considered to be better than statistical methods 
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due to their dynamics. The research aligns with this conclusion as XGB classifier has a 

considerably higher accuracy compared to other statistical methods like GaussianNB and 

Logistical Regression models.  

Conclusion 

In conclusion, the research has illustrated the role of machine learning models in fraud 

detection and prevention by exploring the precision, recall, and F1 score of three distinct 

machine learning models including GaussianNB, Logistical Regression, and XGBClassifier. 

In the research’s context, precision determines the cost associated to the model predicting a 

transaction as fraudulent when it is legitimate. In banking or other financial settings, the cost 

involves causing unnecessary delays by adding another layer of validation. Consequently, it 

is essential to ensure that the model has a high precision to prevent delays in transaction 

processing. Another significant metric in comparing the different model is the recall. In the 

current research, recall measure cost associated to the model’s failure to identify fraudulent 

transactions. In the business landscape, a model that fails to identify fraud exposes the 

business to risk of losing significant amounts of money and damaging its brand equity and 

reputation. Recall essentially establishes the usefulness of the model as it determines the 

model’s ability to identify fraudulent transactions. Based on the classification report of the 

GaussianNB, XGBClassifier, and Logistical Regression, XGBClassifier has the most 

balanced recall compared to the other two.  The final parameter through which the machine 

learning models are compared is the F1 score. The F1 score determines the model’s capacity 

to address the imbalance in the data effectively. Based on these factors, XGBClassifieris the 

most effective model as it has the highest F1 score.  



 

 
40 

 

Proposed Solution  

The research has revealed that the XGBClassifier has a higher accuracy, recall, and precision 

compared to GaussianNB and Logistical Regression Models hence it is crucial for WeGoWin 

to adopt it as in its fraud detection endeavors. WeGoWin is likely to save cost considerably by 

eliminating delays during transactions due to extra validation as XGBClassifier has a high 

precision. Similarly, XGBClassifier has a high recall hence it will help WeGoWin identify any 

fraudulent transactions consequently creating a culture of accountability and integrity in the 

organization.  
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