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Abstract

Technology is an integral part of society and has undergone significant evolution across various domains, such as produc-
tion and recreation, leading to the emergence of heterogeneous systems. These diverse systems often need to communicate
and interact with one another to fully leverage their capabilities and resources, aiming for maximum efficiency. One effec-
tive method to achieve this is through the use of a message broker, a tool that facilitates communication between multiple
heterogeneous systems. However, setting up message brokers can be complex, requiring access to multiple systems for
configuration and lacking automation tools to streamline the process. The proposed solution involves creating a tool that
can be instantiated on different machines to control the deployment, configuration, and usage of any message broker. Early
results are promising, demonstrating enhanced data collection from industrial robots and improved connectivity between
different message brokers.

Keywords Cyber-physical System - Data extraction - Interoperability - Kafka - Message broker - MQTT -
Reconfigurable systems

Introduction

In today’s world, a multitude of devices, being sensors,
machines, or computers, continuously connect to a network,
transmitting various resources and interacting with the real
world based on the information of their instructions. The
fusion of the physical and cyber worlds enables real-time
reading and acting upon the physical aspects utilizing the
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computing and communication power of the cyber aspects.
A system capable of using both aspects was given the name
of Cyber-Physical Systems (CPS) [1, 2].

However, for some complex infrastructures (e.g. hav-
ing several interconnected physical and cyber components
with different capabilities and heterogeneous information
flow and data management systems), a single CPS is insuf-
ficient, and a network of CPS is required. This can be true
for smart buildings, industry-complex systems, smart cities,
among others, where increasingly technological systems
are deployed and frequently need to communicate with one
another. Being a software-intensive system, the CPS pres-
ents dynamic properties that can bring new challenges or
exacerbate already existing ones, such as security, safety,
and reliability [3].

A common method of communication between several
heterogeneous software systems that are often present in
CPS are message brokers, as they provide fundamental char-
acteristics such as scalability, easy communication between
heterogeneous devices, and availability, just to name a few
[4]. However, different message brokers often have different
characteristics, and some are more suited for certain tasks
than others (such as latency, maximum size of message
allowed, security protocols, or built-in gateways) [5, 6].
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As a result, the subsequent research question arises:
“How to create an environment capable of deploying and
reconfiguring message brokers for data extraction in an
Industrial environment?”

The hypotheses for addressing the research question arise
as follows: By employing multiple message brokers with
distinct characteristics that meet the system’s requirements,
it is feasible to establish a framework capable of deploying
and reconfiguring the message brokers within the system.

The proposed solution, therefore, creates a framework
capable of handling the concerns of the CPS through the
deployment, reconfiguration, and connection of any kind of
message broker capable of communicating with the tools.
For the implementation of the framework, a Java program-
ming tool comprised of clients and a server, where the
clients are deployed on the same machine as the message
broker and the master can be deployed on any computer as
long as the communication between the master and the cli-
ents exists.

The paper is structured into the following sections:
Section two where the related work is introduced, giving
top-down approach from a brief view of the Industry 4.0,
communication of CPS, data collection, and data extraction.
Section three where the framework is presented accompa-
nied by the respective ontology, and the engineering process
of the framework. Section four where the tool developed
is explained as well as the demonstration case studies. The
results are presented and discussed in section five. Finally,
section six contains a conclusion as well as future work.

Related Work
Data-Driven Manufacturing in the Industry 4.0

In the era of Industry 4.0, a technological revolution is
reshaping industries. This revolution has the main objec-
tive of satisfying the market necessities of highly custom-
ized products without compromising mass production
efficiency and productivity. This puts emphasis on the hard,
monotonous, and continuous work to be done by automatic
interconnected machines capable of flexibly changing to
accommodate customization and allow the workers to have
more humane tasks, such as supervision, problem-solving,
abstraction, and managing complexity [7].

The previous industrial revolutions always had a type of
“fuel” that was present and allowed the processes to develop
more efficiently. The first and second industrial revolutions
had steam and electricity, respectively, as new types of fuel
to push industrial processes forward. The third industrial
revolution was a little different, as it had the digitalization
of analog reads and was also marked by the usage of the first
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PLC:s. In the fourth industrial revolution, digitalization took
a step forward, allowing all the users, products, machines,
and new smart sensors to send data and be interconnected,
as every system has the possibility to benefit from the data
of the whole process and even benefit from integration
between different factories. Data became the fuel of this
new industrial revolution, and this level of seamless inter-
connection as the collecting of sufficient information about
the process allowed the creation of a cyber map of the physi-
cal processes, and with it, processes, simulations, tests, and
decisions among a multitude of actions are possible in the
cyber world [8].

Industry 4.0 can also be seen as a collection of concepts
and technologies across several fields, from communica-
tions to computer science. Concepts such as Internet of
Things (IoT), cloud computing, mobile internet, and artifi-
cial intelligence bring new insights into the industrial sys-
tem as well as data generation and processing capabilities
[9]. As new IoT systems start to flow into the industrial
environment, a collection of ever-growing data about every
single process, machine, system, product, and worker floods
systems. This data is often necessary to allow systems such
as CPS to flourish to their full potential, but it can bring an
overwhelming amount of information to systems that were
not designed to deal with it.

Cyber-Physical Systems

As the IoT grows in popularity, the CPS is the natural fol-
lower as it allows the integration of different physical (such
as sensing and actuation) and cyber processes (such as pro-
cessing and communication). In such a case, a method of
communication is required so that IoT devices can com-
municate with cyberspace [10]. As a result, a CPS can be
described by a set of characteristics that allow it to operate
and abide by its definition. This set of characteristics is com-
posed of [11, 12]:

e Autonomy — CPS are capable of learning on their own
and adjusting to their surroundings, and it is the auton-
omy of the system that makes this possible. The capac-
ity of the system to recover from failures or to adapt to
given conditions are all examples of the autonomy of a
given system and, consequently, of CPS.

e Decentralization - The CPS should be a self-contained
system that works with autonomy and independence
from all the other processes.

e Heterogeneity — CPS should be able to integrate mul-
tiple systems as well as meet standards for communi-
cation and information exchange. This may include
different devices, such as robots, sensors, actuators, pro-
duction cells, among others.
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e Integration — This is a fundamental component of the
CPS, as it by definition, allows the integration between
the physical and the cyber worlds, expanding the capa-
bilities of both.

e Interconnection — CPS is a synthesis of physical and
cyber elements linked by wired and wireless networks
with the objective of constructing intelligence. This
makes the interconnection of these different elements
essential to achieve the goal.

e Interoperability — Interoperability consists of the con-
nection, operation, and communication between the
different devices of the CPS, allowing the exchange of
relevant data between all the components.

e Modularity — CPS are composed of modules that col-
laborate to adapt to changes, be they in consumer needs,
product specifications, or supply chain issues, among
other things.

The CPS can, therefore, be divided into three layers that
together provide the characteristics mentioned above. These
layers are: the physical layer, the network layer, and the
application layer, which ultimately comprise the physical
and cyber space. Figure 1 shows the architecture of a CPS
making division between the cyber and physical space as
well as each layer providing some examples of each one.
The physical layer is responsible for all the physical
infrastructures as well as all the [oT and machinery, such
as sensors and actuators. The network layer is responsible
for communication and can have physical elements such as
routers and gateways and cyber elements such as commu-
nication protocols and technologies. Lastly, the application

layer is where all the intelligent systems, such as scheduling
software, databases, and monitoring software are deployed.

To be able to satisfy all the previously mentioned charac-
teristics, a CPS needs to be able to communicate between all
their different devices and applications. There are numerous
communication methods that can be used for communicat-
ing between heterogeneous devices over the Intranet and
Internet. This can be done with the ICE (Internet Communi-
cation Engine), REST, AMQP, MQTT, JMS, among others
[10, 13].

MQTT, as Message Queue Telemetry Transport, is a
publish-subscribe protocol able to receive and send data
between multiple publishers and subscribers. The MQTT
protocol, created by IBM, quickly gained popularity as a
many-to-many communication tool, where the necessity for
quick and distributed communication is an essential compo-
nent. As a result, systems that heavily rely on IoT can use
MQTT as a useful tool for enabling them, either alone or
in conjunction with other technologies, making it ideal for
numerous CPS that work with IoT devices [14]. However,
the usage of this protocol should not be used exclusively for
IoT systems as work was made with agents regarding the
usage of this technology for communication [15, 16]. The
message broker is also, often chosen for communication in
fog computing due to its load balance and communication
characteristics [17, 18] and it can also be integrated with
other important communication protocols, such OPC UA
[19]. In [20] the authors also use the MQTT message bro-
ker approach to handle the security of the transmitted data,
making it resilient to cyberattacks.

Fig. 1 Architecture of a cyber-
physical system. Adapted from
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A message broker is often a tool chosen to act as a pub-
lish-subscribe enabler, utilizing the MQTT protocol, among
others. There are numerous message brokers available, each
of which is unique and specialized in a specific area [18,
21]. As demonstrated, this approach has been largely used
and has many benefits for the current CPS architectures.
However, a study of the usage and deployment of several
message brokers in the same CPS in order to harvest the best
characteristics of each message broker, or even an infra-
structure of message brokers that allows the multiple CPS
to utilize the best characteristics of each message broker to
communicate between several components on a CPS, has
yet to be made.

Data Collection

The first step regarding the gathering of enough data to sup-
port a given system, for example a CPS, is the data collec-
tion. It encompasses the process from the extraction of the
data from the systems to the analysis and ultimately prepro-
cessing of some information.

The data collection is overall a broader spectrum of the
act of extracting data, as it can have tools to analyze and cor-
rect missing or wrong information, making a pre-processing
of the data before being stored or sent to other systems for
ingestion or analyzes [22]. Several articles focused on data
collection systems that make use of architectures with mid-
dleware to implement the flow of information required for
their systems. In [23] and [24] the authors used a middle-
ware system to implement the connection between the data
sources to the cloud environment, while in [25] the author
claims the data collection as the whole system, ranging from
the data extraction to the data storage, but also using a mes-
sage broker base system to implement the seamless commu-
nication between the different data sources, the streaming
service, and connection to the database.

In the vast world of big data, data collection is a crucial
first step. It enables not only the extraction of information
from both new and legacy systems but also some prepro-
cessing. This preprocessing means that even in cloud-based
processing environments, not all information needs to be
sent, reducing bandwidth consumption. pre-analysis can be
done locally, along with the discarding of irrelevant data.

Finally, an interesting approach was from the author of
[26], given different view regarding the data collection with
a more focused approach on machine learning and big data.
The author classifies the three subtopics of data collection,
data acquisition, data labelling and existing data. The author
demonstrates how data collection does not need to pass by
data extraction, as software can generate the data, not focus-
ing on data sources (such as sensors). Despite this, data
extraction is usually a very important component for the
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perception of the factory but specifically for the automatic
systems or preventive maintenance software among others,
being worthwhile exploring a little more about the process.

Data Extraction

Data extraction is a component that collects data from a
range of sources, with sensors being the most common.
However, this component is ideally not limited by any type
of data or format, being able to collect any deemed relevant
data. The concept of data extraction is of utmost impor-
tance, as the data needs to be extracted after being sensed
so the system can analyze the information and act upon it,
one example of such is the additive industry and their online
feedback control [27]. With the increase in sensing of all the
industrial complexes, not only the shop floor but also other
areas, mainly as a consequence of the IoT development.
Around 14 billion devices are calculated to be present in
2022 [28, 29] doubling this value by 2030, this can also be
corroborated by an increase in published papers on the term
10T [30]. As such, it is important to have infrastructure and
methodologies to be able to harvest all of this data without
an overflow of the systems implemented and have solutions
that can scale with the exponential increase of the devices.

An observation of the methodology regarding the data
extraction can be made to quickly find a recurrent and over-
all design of the data extraction. One of this is that the archi-
tectures found in the state of the art such as [23— 25, 31,
32]. These architectures focus primarily on the usage of a
middleware where all the sensors, or, in a broader sense,
data sources, can connect and send their data, either locally
or through a cloud platform. As it is possible to see Fig. 2,
the architectures focus on the same idea, and with the cur-
rent technological standpoint, this architecture can easily be
satisfied in the requisites department. However, this insight
suggests that it is indeed one of the most useful methods
for connecting data sources, especially regarding data
extraction.

Other authors have made several studies about the tech-
nologies used in the data extraction or ingestion points
of the system. In these studies, we can observe that most
technologies used are: ingestion platforms, usually in cloud
environments; message brokers that are used locally and in
the cloud; and ad hoc software, tailored solutions that do not
utilize specific software to be made [33, 34]. The article in
[34] makes a interesting survey of the different aspects of
data pipelines in industry. Focusing on the ingestion part, it
is found that most of the technology used is in ad hoc appli-
cations due to the specific cases of each industry scenario,
such as protocols, types of.
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Fig. 2 Data extraction architecture, based in the same methodology A) [31] and B) [32]

communications, and standards. However, a solution to
help reduce this number of ad hoc solutions should be found
to help streamline the process of communication.

Here, Open Platform Communications Unified Archi-
tecture (OPC-UA) communication can also be one of the
fundamental reasons, as it is becoming more and more a
typical industrial practice, and as such, custom applications
or servers need to be built to accommodate the protocol.
Being a useful protocol that PLCs can use seamlessly and
being even recommended and used as an example by Ref-
erence Architectural Model Industrie 4.0 (RAMI 4.0) [35],
this protocol seems to be one of the ideal solutions regard-
ing data extraction, at least when PLCs are involved.

When ad hoc systems are not used, a preference for
ingestion and message broker software prevails; technolo-
gies such as Apache Kaftka, RabbitMQ, Amazon Kinesis,
Microsoft Event Hubs, and Google Pub/Sub are pointed out
[33, 36]. It is important, more than relying on the technol-
ogy presented in these articles, to see beyond and realize
the characteristics that compose it, which are usually inges-
tion or message brokers/streaming capable of event-driven
reasoning and having near real-time capabilities, with some
software being able to be deployed locally and, in the cloud,
and others being exclusively cloud services. Nevertheless,
a combination of these software can also be used as a cen-
tralization of data before being sent to cloud platforms, e.g.,
a message broker collecting all the data from a shop floor
before being sent to a cloud platform for analysis, which can
be a feasible and ideal approach in several cases.

Data Extraction Framework
Proposed Framework

As previously mentioned, different CPS have different char-
acteristics and requisites based on several factors, such as,
how many and what type of devices are meant to communi-
cate, number of data extracted and processed, among others.
As such, the usage of different message brokers, that have
different characteristics, in a given CPS can be the correct
decision in order to save resources and make the process
modular. With the deployment of several message bro-
kers, their configuration, deployment, and reconfiguration
become critical factors that can be a challenging job given
the different technologies and methods used for each mes-
sage broker.

The proposed framework focuses on being able to
change automatically and remotely, different aspects of the
message brokers used to extract data from the physical ele-
ments (Fig. 3).

In the proposed framework, three different message bro-
kers are deployed, this can be seen in practice as different
work machines in a given CPS, with different characteris-
tics and requirements that need to be complied with. The
deployed message brokers can be N, as long as the neces-
sary resources of the machine can compel the usage of the
message brokers, for demonstrations purposes three were
used to exemplify the framework. The message brokers
are deployed along with a client tool. This client tool is
responsible for all the interactions with the message broker
regarding different kinds of actions, such as, configuration,
deployment, reconfiguration, and termination. All the client
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Fig. 3 Proposed framework
(black lines - communication
between the config tools, blue
lines - communication between
the broker, yellow lines - com-
munication between data sources
and brokers)

Broker deployment platform

Broker A

Client

Tool

Data sources

(e.g.: sensors)

Broker deployment platform

Broker C

Deployment tool platform

Client
Tool
Master

Tool

Broker deployment platform

Broker B

Client
Tool

Data sources
(e.g.: sensors)

Data sources
(e.g.: sensors)

tools regarding each CPS should therefore only be accessible
by one master tool, which is responsible for giving orders to
each client tool to execute each action. This approach can
be interpreted as a master tool dictating what should happen
for each message broker, while the client tool runs different
methods depending on what the master dictates.

The framework can therefore be useful to different
degrees, such as load balancing, interconnection or shar-
ing of different information between message brokers, the
remote changing of configurations, or even the automatic
redeployment of several instances from a unique point.

Finally, it is important to draw attention to the usage
of different message brokers in different contexts, which
is essential for the correct use of the framework. A simple
example can be the usage of low-resource-intensive mes-
sage brokers, only focused on data extraction on the shop
floor (being Broker A and Broker B of Fig. 3), and a message
broker with high throughput and scalability (Broker C of
Fig. 3). This represents the flexibility of the framework and
allows the usage of the best characteristics of each message
broker, while the client tool seamlessly interconnects all the
message brokers, creating an automatic and continuous flow
of data. To easily implement and understand the framework
an ontology and engineering process will be described, giv-
ing a clear view of the inside and implementation process.

Ontology

An ontology is a structure meant to represent in a clear form
the different relationships, attributes, and hierarchy, among
other important definitions, of the heterogeneous compo-
nents that compose a system. These definitions are essen-
tial for a complete and understandable framework, capable
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of being utilized in different circumstances and harvesting
their full potential. Figure 4 presents the ontology of the
framework of the system.

The ontology is composed by six classes graphically rep-
resented in Fig. 5, described as such:

o Resources — Resources are data sources and can be
any type of component or software capable of generat-
ing information. However, it is required to have some
form of communication, capable of sending information
to the brokers. The resources also have several objects
properties that include which Skills the resource can
execute(), the is_type() that relates the corresponding
R_type of the Resource, the properties() that correlate
directly with a corresponding Properties class and the
broker() where it associates the resource to a specific
broker where the information of the resource will be
sent. Finally, the Resources also have several data prop-
erties that include Brand, ID, Localization, Name and
Description.

e R type — This class represents the type of resource
that exists, associated with the is_type() object property
from resources. This class data properties are Descrip-
tion, ID, Name and Attribute.

o Property — The class property represents charac-
teristics of the resource class and are connected by
the properties object property. This class possesses
the Description, ID, Name, Value, and Value_type
as data properties. It is important to clarify the Value
and Value_type data properties. The Value is meant to
have a designated value, being any type of data. The
Value_type on the other hand represents the data type
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associated to the Value, this allows the class to be ex-
tremely flexible regarding the values stored.

Skill — Skills are actions that the resources can make.
These actions can be a multitude of different kinds and
can be associated with the specific resource by the ex-
ecutes object property. The skill class has the Descrip-
tion, ID, and Name as data properties.

Broker — This class is responsible for the brokers im-
plemented in the system. Being associated with resource
by the broker object property, the broker class possess-
es the object properties topic_sub() meant to subscribe

to a specific topic and the bridge() able to connect two
brokers bound by topic_sub. The data properties of this
class are the B_type (meant to specify the type of bro-
ker), Description, ID, IP, Name, and Port.

Topic_sub — The topic_sub class represents the topics
that exist in the system, these topics can be associated
to a broker class by the topic_sub() object property.
The class topic_sub has the data properties of ID, De-
scription, Name, Value_topic, and Type_topic. The
Value_topic and the Type_topic is similar to the ones
from property class, in case of necessity they can be
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used to describe the values and/or format of data, that
flows in a specific topic.

Engineering Process

The engineering process is the act of transforming abstract
ideas into tangible realities through a structured and system-
atic approach. It serves as the guiding light for engineers,
laying out the steps and methodologies essential to turning
concepts into innovative solutions. Figure 6 presents the
flowchart of the implementation process of the framework.

The process starts by deploying the clients across all the
platforms that need to deploy or configure the message bro-
kers. Upon the completion of the client’s setup, the master
tool is then deployed on a designated platform, ideally a
computer, that will control all the client tools. This master
tool platform needs to have a network connection to the cli-
ent tools so orders can flow seamlessly between the tools.
When the tools are deployed and ready to take orders, it
is then necessary to make a flow of information, starting
with the deployment of the message brokers. As such, the
question arises “Are the brokers deemed necessary for the
system already created?, If not, the master tool contacts the
specific client tool to deploy the broker.

Deploy the client
tools

|

Deploy the master]
tool

Evaluate if the data is
flowing accordingly

Brokers already
created?

s the broker with the necessary
configurations and bridges?

Create the
missing brokers
through the
master tool
(Using:
Name;|P;Port;
Type)

Use the master
tool to rewrite the
necessary
configurations
(Using: Name;
Config)

Fig.6 Flowchart of the framework setup
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When the brokers are all deployed, it is time to check
the configurations and bridges between the different bro-
kers. If anything is missing, the configurations and bridges
are requested by the master tool to the client tools, updating
the configuration of each broker and interconnecting them
when needed.

If any topic is still not created, this is the final step of ini-
tialization. Most message brokers can automatically create
topics when they are requested by the data sources. Never-
theless, some topics may not want the standard configura-
tions, and in such cases, it is important to previously create
them.

When all the initial setup is concluded, it is time to
connect the data sources to the specific brokers and, con-
sequently, the topics. Finally, after all these processes are
concluded, one last question remains: the final evaluation
of the flow of information in the whole system. If there is
any problem or the information is not flowing as predicted,
it is time to go to step one and question each part of the pro-
cess, correcting any mistakes or improving the already-built
infrastructure.

Giving a different perspective regarding the idea of com-
munication within framework, a sequence diagram is pre-
sented in Fig. 7. The diagram exemplifies communication
following the flowchart in Fig. 6 Figure.

Connect the data
sources to the
respective broker
and topics

Create the
necessary topics
and bridges if
necessary (Using:
Name; Topic)

|s necessary the creation o
new topics?
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The sequence diagram in Fig. 7 starts with the commu-
nication of the master tool with the client tool, issuing the
creation of a message broker. Simply put, the main role of
the master tool is to be the orchestrator and dictate how all
the respective client tools should be created, connected, and
their role. When the instruction of creation is issued, the
master tool registers internally the information of the bro-
ker, like the IP, port, name, and type of broker. As the client
tool receives the instruction from their master and sends an
acknowledgement, it proceeds to make the necessary prepa-
rations to start the broker, in this case, Broker A. The type of
broker, port, and name are specified by the master tool, and
as such, the client tool only needs to start the chosen broker,
specifying the port.

The second communication flow starts when a configura-
tion or bridge connection is deemed necessary. The master
tool sends a message with the configurations and a broker
for the client tool. The broker is sent because several brokers
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can be associated with a single client. After the client tool
returns the acknowledgement, it reconfigures the broker of
its machine as well as makes the necessary steps for a bridge
configuration with the specified broker in the configuration
parameter. The bridge between two brokers is often associ-
ated with a topic that is shared between the brokers. In this
specific case, it is possible to see the initial setup communi-
cation between Broker A and Broker B, where topicA is the
bridge topic between the brokers.

The last communication from the master tool is regard-
ing the creation of relevant topics. In this case, similar to the
configuration of the broker, a message is sent to the client
tool with the topic configuration deemed relevant and the
broker for which the topic will be created. After sending the
acknowledgement, the client tool communicates with the
broker and creates the topic.

After all the previous steps are done, the master tool is
no longer needed unless it is necessary to change the flow

~

[£] Interface = [m] 3 [£] Interface = O X
|’ Start Broker | Stop Broker " Restart Broker | Create Broker [ Topic subscription " View Brokers | Connect Brokers
Name: ‘\ah_toshlba_kafka ‘
‘MQTT M IP ‘192.168.250.97 \
MQTT
Kafka
Port [s0s3 |
Type ‘ Kafka ‘ = |
| Start ’

Fig. 8 Client (left) and master (right) tool
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Connection

Publishing:

Client Robot Joint
Tool Position

Kafka Broker

Mosquito Broker

PC PC

Master

Client Tool
Tool

Publishing:
Robot electrical consumption

Raspberry Pi

Robot electrical consumption

Sensor

Fig. 9 Example of the utilization of the framework in a CPS

of information. As such, the following communications all
depart from the data sources: If communication is possible
with the broker, the data source can simply specify the topic
and the data, and the data can be sent seamlessly between
the two entities. One last note regarding communication
refers to the topic that is making a bridge between the two
brokers. In the example topicA is making this bridge and

Fig. 10 Hardware used for
demonstration. A) ABB IRB 120 A)
Robot. B) Power monitoring

Shelly. C) Rasberry PI

WA

1
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Robot Joint Positions

Publishing: Robot Joint Positions

sending data to one broker in this topic, the brokers auto-
matically communicate and share the information between
them. Bridges can have innumerous configurations, but for
simplification purposes, this bridge shares all the informa-
tion between the two brokers.
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Fig. 11 Load test of Mosquitto message broker, by cable (top) and wireless (bottom)
Demonstration Scenarios be done regarding master-client communication and hierar-
chy, as well as demonstrating in a real-world scenario how
In this section, a master-client tool proposed in the frame-  all the systems interact. The second demonstration scenario

work is presented, along with two demonstration scenarios.  revolves around a deployment and load test of the MQTT
The two demonstration scenarios have different objectives, =~ Mosquitto software, to accurately see the impact of such a
the first one exemplifies how this connection can and should  tool on the message broker.

Table 1 Deployment test of Mos-  Type of test Max Minimum Average(ms) Standard Number
quitto message broker delay(ms) delay(ms) deviation(ms) of tests
Local 27 22 23,94 1,06 50
Tool + wireless 417 67 89,09 48,35 50
Tool + cable 88 78 80,07 2,49 50
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Master-Client Tool

The master-client tool for the demonstration scenario is
made in the Java programming language. The principal rea-
sons for choosing such a language are that Java is one of the
most popular languages in the world and can run on most
operating systems without the need of changing any code,
known as “write once, run anywhere”. Both of these reasons
allow for the facilitation of the execution of the proposed
framework, as the client can be instantiated on almost any
machine and the libraries are written in Java, a common pro-
gramming language.

The tool is made to allow a certain degree of modularity,
this means that the user only needs to install the libraries for
the specific message broker that they want to communicate
with in both the client and the master. This allows for the
saving of resources on less capable machines and allows the
user to customize the library and the tool. The libraries have
five main methods:

e Start — Where the desired message broker, referring to
the library in question, is deployed with the previous or
predefined configurations.

e Connect — Used for automatically connecting both
equal and different types of message brokers.

o Config — Where the configuration of the given message
broker should be passed on.

e Stop — This method stops all the processes of the given
message broker.

e Restart— This is a method simply for more convenience
where the Stop and Start methods are combined, for a
more straightforward approach.

As previously stated, the tool is made up of a client and
a master (Fig. 8). Even though the client has an interface
and can run simple commands, this is not necessary, as all
actions are made through the master. The master, however,
has different and useful tools. It can deploy the message
broker, and create topics for each specific one, view all the
tool’s deployed message brokers, and connect two different
message brokers.

The tool communicates between the master and the client
with HTTP Post and Get. The master communicates with
the client by the same IP as the message broker meant to be
created. It assumes that if a broker is meant to be deployed
by the tool, the client is already operational on the target
machine.

Demonstration Scenario: CPS Example

The first demonstration scenario simulates a system where
the position of an ABB IRB 120 robot and the energetic

consumption of such robot are sent to two different mes-
sage brokers that are then able to automatically connect and
exchange information (Fig. 9). The position of the robot is
processed in the Robot Operating System (ROS) and then
published on another machine where a Mosquitto message
broker is running. In terms of energy consumption, a sen-
sor is linked to a Raspberry Pi, which publishes the data to
a Kafka message broker (Fig. 10). The usage of the Kafka
message broker is also to demonstrate that powerful event
streaming/message broker platforms can be used with this
approach, providing a robust and complete integration for
data collection corresponding to the necessity of each CPS.

It is important to notice that the tool was able to deploy
and correctly configure the message brokers so that the
other systems can communicate and pass information to the
respective brokers. This configuration is all done remotely,
with the introduction of the parameters via the graphical
interface. The developed system can be further optimized
and automated to meet the needs of the user, the company,
or the industrial complex.

Finally, both the message brokers were connected by
the master tool order in the connection tab. This connec-
tion allows Mosquitto to send data about the robot’s location
directly to the Kafka message broker, bypassing the need for
any intermediary software.

In summary, the best characteristics of each message bro-
ker were made possible: Mosquitto for data extraction and
Kafka for aggregating and storing the information directly
in a database. This was also done without any need to know
how to deploy and connect the message brokers, as the cli-
ent/master tool was used.

Demonstration Scenario: Deployment and Load
Testes

For the second demonstration, two tests were made:

First test - The first test involves deploying a Mosquitto
message broker without using the tool and trying to publish
a small message (<1 Kb). When this succeeds, the time is
recorded, and the broker is terminated. This test is repeated
fifty times. Subsequently, two more deployments are con-
ducted using the tool with the same test methodology, one
via a wireless network and the other via a cable network
(Table 1). These tests aim to compare the time taken by
both approaches (manual deployment and deployment via
the tool). It is important to note that deploying through the
tool inherently introduces an increased delay due to network
connectivity. Nonetheless, these tests provide a reasonable
indication of whether the tool can deploy the message bro-
ker remotely within a reasonable time frame.

Despite the average deployment time increasing by
approximately three-fold in both tests, this can be attributed
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almost entirely to the internet connection, specifically the
time taken for the master tool to send the deployment order
and for the first message to be published. Comparing the
maximum and minimum values reveals how significantly
a connection can affect the time, especially in wireless
communication. For comparison, if Sms are added to the
deployment time on the local machine for each communica-
tion transaction (send the deploy message, receive acknowl-
edgment, send publish message, receive acknowledgment),
the time almost doubles. Considering this delay, the deploy-
ment time remains acceptable for a message broker, given
its remote capability. This is further justified as this task is
typically performed only when configuration or problem
arises, not recurrently. For easier visualization, graphs of
each test are provided (Fig. 11).

Second test - The second test assessed the load capacity
by sending several messages (100, 200, 300, 400, and 500)
with reduced size (< 1 Kb) to multiple Mosquitto brokers (1,
5, 10, 25, 50, and 100) running on the same machine. The
messages were sent simultaneously or as close to simulta-
neously as possible. The ratio of messages to brokers was
always one-to-one, but the total number of messages and
brokers varied. These tests were conducted both wirelessly
and via cable (Fig. 12).

In the load test, the significant influence of a wireless
system on the average message time becomes evident. The
small size of the messages and the quick response time
mean that the noise in a wireless network greatly affects the
readings. Consequently, the graph at the bottom of Fig. 12
shows excessive delays due to network connectivity, render-
ing the load test information unreliable. Nevertheless, this
result serves as a clear demonstration of why such systems
should preferably operate in a cabled environment rather
than a wireless one.

The top graph of Fig. 12 reveals an interesting character-
istic: the number of message brokers has less influence on
the average time than the quantity of messages. However,
as the number of brokers increases, this impact becomes
less noticeable. The difference in performance between
one broker and five brokers is nearly the same as the dif-
ference between fifty brokers and one hundred brokers. For
a lower number of brokers (1 to 5), the average message
time increases with the deployment of more brokers and the
sending of more messages. Conversely, in the range of 10
to 50 message brokers, some anomalies occur. For instance,
the deployment of 10 message brokers has a worse impact
than deploying 25 or even 50 message brokers. This indi-
cates that a larger deployment of message brokers does not
always correlate linearly with a worsening of performance.
An explanation for this discrepancy can be due to overheads
in the communication between the message brokers. How-
ever, it is still too early to draw definitive conclusions, as
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more tests are needed. It is important to note that the scale of
Fig. 12 is not equal, as it was adjusted to register all points
even if some time discrepancies between the messages
occurred.

Conclusion

The work presented in this paper proposes a framework that
facilitates the deployment, configuration, and connection of
message brokers in a CPS, focusing particularly on indus-
trial complex environments. The framework allows for the
development of tools capable of incorporating either third-
party or custom-mad tools that facilitate all the configura-
tions needed for the correct utilization of a message broker.

Two demonstration scenarios were presented, the first
one regarding an exemplar integration in a CPS industrial
environment. A tool programmed in Java was made in order
not only to prove the concept but also to serve as a guide-
line for how to correctly instantiate the tools that would be
responsible for all the actions regarding the message bro-
kers. The demonstration also serves as a guide for how to
make the program modular so that different libraries with
the same standards from different users can be integrated.

The second demonstration scenario shows that despite
the slowdown in the deployment of the message broker,
this mostly relates to the delays in the network that now
play an important role. Despite this, the time that it took
still did not reach a quarter of a second and was deemed
acceptable as the time it took to launch the message broker
by the tool. In this second demonstration, there were also
some load tests that correlated the number of messages and
the number of brokers deployed with the time of sending a
message. The wireless results of such a study were deemed
not useful because the delays in the network overlapped any
attempt to interpret such data. Regarding the cable data,
it revealed some intriguing results, as the delay caused by
broker deployment does not appear to be linear, implying
that more brokers deployed have less impact. If this proves
true, it can be a useful conclusion for some particular cases,
which would benefit from having more brokers given a par-
ticular number of messages. Nevertheless, this needs further
study, as the test presented does not have enough validation
to make a claim, but it is an interesting subject to be studied
in future work.

Overall, a framework is presented, capable of extracting
the best of each message broker’s technologies. However,
this approach always has the limitation of utilizing a mes-
sage broker and consequently the connection of each, which
is limited by the advantages and disadvantages of each mes-
sage broker. The load tests also show that maybe what the
authors thought is the best way to use a message broker is
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not always true. The deployment of several brokers and
load balancing between them could be a useful technique
although needs further and more intensive testing.

For future work, it is important to test the framework in
a real industrial setting and even other environments, as it
can be generalized for other use cases. It is important to also
make the load and deployment tests with larger messages
to see what impact it has and how it differs from the results
gathered in this study. Also, to utilize other message bro-
kers, as it can be interesting to see the impact of for example
RabitMQ, HiveMQ or even an event streaming like Kafka.
Finally, this system can be modeled to be RAMI 4.0 com-
pliant or even other reference architecture of Industry 4.0,
this can be of added value towards a smother utilization
and integration with already existing Industry 4.0 industrial
environments.
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