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ABSTRACT

Over recent years, smart mobile devices have grown in popularity. With such popularity
growth, data traffic has also increased, which gave rise to new problems such as higher
latency in data requests or less data storage capability. A paradigm that promises to
nullify many of the issues with this growth is Edge Computing. A computing paradigm
composed by the user devices, edge servers and the cloud. Edge Servers, located at
the edge of the internet, close to the user’s devices, help processing and disseminating
information and data.

During this dissertation, we propose to enhance Chives, a machine learning API to
identify faces in photos, in this environment, creating a cluster indexing system, in order
to enable the development of a photo sharing application with lower latency in picture
search through facial recognition. Such index is created using Conflict-free Replicated
Data Types. On a mobile phone, the user will be able to search for photos with faces,
using a photo of a similar face as an input.

Our solution proved to retrieve the correct results, while being almost as fast as the
human eye perception’s capability, being a good addition to the EdgeGarden environ-

ment.

Keywords: Conflict-Free Replicated Data Type, Edge Computing, Indexing at the Edge,

Machine Learning, Publish/Subscribe
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ReEsumMmo

Ao longo dos ultimos anos, os dispositivos moveis inteligentes tém crescido em popu-
laridade. Com esta evolugao de popularidade, o trafego de dados também aumentou, o
que provocou um despertar de novos problemas como elevadas laténcias em pedidos de
dados ou menor capacidade de armazenamento de dados. Um paradigma que promete
anular muitos dos problemas associados a este crescimento é a Computagao na Edge.
Um paradigma computacional composto por dispositivos dos utilizadores, servidores na
Edge e a Cloud. Os servidores na Edge, localizados nas periferias da Internet, perto dos
dispositivos dos utilizadores, vém ajudar a processar e distribuir informacao e dados.

Durante esta dissertagao, propomos melhorar o Chives, uma API de aprendizagem
automatica para identificar caras em fotos, neste ambiente, criando um sistema de in-
dexacao de clusters, para permitir o desenvolvimento de uma aplicacao de partilha de
fotos com baixa laténcia na procura de imagens por reconhecimento facial. Este indice é
criado utilizando Conflict-free Replicated Data Types. No telemével, o utilizador podera
procurar fotos com caras, utilizando uma foto semelhante como input.

A nossa solugao provou obter resultados corretos, enquanto se mantém quase tao ra-
pida como a capacidade de percecao do olho humano, sendo uma boa adigao ao ambiente
do EdgeGarden.

Palavras-chave: Conflict-Free Replicated Data Type, Computacao na Edge, Indexacao na
Edge, Aprendizagem Automatica, Publish/Subscribe
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INTRODUCTION

1.1 Context and Motivation

The boom of mobile smartphones over the last few years is a global phenomenon and
mobile applications come with them. The preference of smartphones over feature phones
is evident, as shown in Figure 1.1. While the number smartphone users grow each year,
the opposite happens for the traditional feature phones. By 2026, the number of smart-
phones users is expected to grow up to 7455 millions [8]. It has been a while since the
smartphones started to diverge from simple calling and texting devices and to allow fur-
ther utilities such as taking photos and sharing content. Internet-driven communication
between smartphones is another key feature that differentiates them from regular mobile
phones. With smartphones, smart-televisions, computers and a set of all other applica-
tion and communication-driven devices come different computing paradigms, like the

Internet of Things (IoT).

The IoT is a concept that represents the connection of physical everyday devices, (i.e.

=) ™y
LN n
Z 8,000 x & X 8 X
a O o o ) :- R o~
2 ) ° i ) -~ — .
—_— <t (\i \O —
E 2 =2 W

6,000 - ‘2 ] :
£
P
-
[P}
% 4,000 |- —
Gy

\O
2 N > N I~
9] l\k LN ® — [\ ®©
— L I8} To) <H
< 2,000 [ — N C\i o o (e} N
E — — < = <+
=t — a
- H 0 AR Bm e BE e
0

I I I T I
2020 2021 2022 2023 2024 2025 2026
0o Smartphone Users [0 Feature Phone Users

Figure 1.1: Annual Phone Users Growth (Including Expected Growth After 2021).
Adapted from [8].



CHAPTER 1. INTRODUCTION

televisions, light bulbs, speakers, kitchen machines,...) to a local network or the internet,
to enable them to trade data, process information together and remote control [26]. An
example of this paradigm is presented by Baseca et al., who created an IoT environment
with cameras and irrigation controllers in order to enable farmers to monitor and control
when to irrigate their crops [5].

As the amount of smartphone users increases, so does the amount of data produced.
In 2020, the world’s total amount of data traffic was 47 exabytes per month. It is expected
to grow to 221 exabytes per month, in 2026 [8]. Given the huge amount of data, some-
times with local interest, some applications generate on the edge of the internet, it does
not make sense to send all these data to the cloud to allow sharing it between a set of
geographically close devices. For example, in a photo-sharing application where a group
of people are at a wedding, a sports event or a concert and wish to share photos between
themselves. In cases like this one, it would make sense to have an environment which
allowed their devices to share their photos to the destination device directly or through a

closer intermediate.

1.2 Edge Computing

The Edge Computing paradigm comes as a solution to such requirements, bringing the
information processing away from the cloud (and also from the devices) to edge servers,
also referred to by edge nodes, which are the intermediate agents, near the devices. A
general architecture of Edge Computing is composed by these three levels, as shown
in Figure 1.2. Such environment allows higher performance, resulting in a better user
experience [11]. The most well known example is the [oT.

As mentioned before, using the original concept of a single Data Center (DC) is not
always beneficial. Suppose a voice recognition system where users record their voice
to perform activities processed in the cloud. In this system, sending voice recording

through the internet to a single DC would imply a bigger data flow, with higher latency,
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Figure 1.2: General Edge Computing Architecture



1.3. THE PROBLEM

less information storage capability and a larger bandwidth than receiving only what was
said in a text format. That is when edge computing takes place. In this environment,
the user would record his voice in his device, the latter would send the recorded audio
to the nearest edge server, which would run software to convert his voice into text. The
text would then be sent to the cloud for further operations. The cloud DC would only
receive the information in a text format, which would make the system more efficient
than having the DC receive the audio directly and processing a huge quantity of audio

files, if the application is scaled to a big quantity of users.

1.3 The Problem

EdgeGarden is an ecosystem of solutions to share data, including images, locally, on the
edge, recurring to tags that identify and describe such data. It allows this by providing a
set of usable Application Programming Interfaces (APIs) that support the programmer
of the system with its intended purpose, without the need to opt for centralized services.

In the set of solutions of the ecosystem, come Thyme [24, 23], that enables data
distribution and sharing between devices without the need of external servers, recurring
to a Publish/Subscribe (P/S) abstraction, Basil [14], that adds Thyme a key-value storage
abstraction and the option to persist data on the cloud, and Oregano [20], which enables
computation on the data source device. It also allows the programmer to set up edge
servers to connect multiple networks of devices and transfer some of the heavy weight, of
storage and the operations, to the edge.

With such solutions, we can address the wedding example, stated in Section 1.1.
Enabling the wedding attenders to use EdgeGarden, they can share their pictures of the
event, setting up their own chosen tags and allowing other people to search for specific
pictures and download those which they desire. All of this, without unwillingly sending
the pictures to a public or private cloud.

It is important to notice that a detailed search, such as "pictures with my face", provid-
ing a specific tag, would imply a content-based search, which would lead to the need of
applying computation to all the pictures with such tag, in order to identify the faces on
these pictures. If the request "pictures with the tag bride and my face"is made multiple
times on different devices, the same computation will be triggered, returning the same
expected output. It does not seem very effective to do these same operations multiple
times.

To address this problem, it is proposed to avoid repeated computation, by equipping

this Ecosystem with an indexing system.

1.4 Proposal

This dissertation is following a set of other dissertations [16] in whose objective is to build
an index of faces in a context of which it is not known previously whose faces are going to

3



CHAPTER 1. INTRODUCTION

appear in the photos. This previous work, named Chives, is an API that uses the Artificial
Intelligence (AI) concept of Clustering to create groups (clusters) of images in which the
same face appears. Whenever a cluster is big enough, it becomes a candidate to integrate
the index.

The goal of this paper is to implement an edge service that:

1. Runs the state-of-the-art clustering algorithm on the most popular photos shared

in the system;

2. Creates a device-shareable index with the mutable data on EdgeGarden, using
Conflict-Free Replicated Data Types (CRDTs);

3. Allows content-based searches on the devices to, given a specific photo of a face,
verify if the face is indexed and return the metadata with the necessary information

to find the pictures which contain such face.

A search on the index is required to achieve item 3, in order to verify if the given face

belongs anywhere near any cluster.

1.5 Contributions

With this dissertation, we expect to contribute the following way:

1. Developing system that indexes clusters of faces, allowing a more efficient search on

the index and sends requests to working devices with photos for face recognition.

2. Evaluating the efficiency of such system, showing the advantages or disadvantages

of using an index for content-based searches.

1.6 Document Overview

The contents and organization of this document are further described.

On chapter 2, it is presented the background of this paper, more specifically, the Edge-
Garden Ecosystem, on section 2.1, with its architecture, GardenBed’s Caching Service,
APIs (Thyme, Basil and Oregano) and the state of the art Chives, the API that we will
enhance that retrieves a stream of clustered faces and, finally, the background on Mutable
Data, on section 2.2, explaining weak and eventual consistencies, CRDTs and their types,
including Publish-Subscribe CRDTs (PS-CRDTs), the ones to be used, the background
on Indexing at the Edge, on section 2.3, with some state of the art approaches and some
comparison between them and what it is intended to be done in this paper.

On chapter 3, it is presented the solution for this dissertation, starting with an overview,
on section 3.1, the solution for the edge, on section 3.2, and the one for the mobile phones,
on section 3.3, followed by some implementation details, on section 3.4, and some final

remarks, on section 3.5.



1.6. DOCUMENT OVERVIEW

On chapter 4, we present the experimental evaluation performed: we start by pre-
senting its goals, on section 4.1, and environments, on section 4.2. We, then, finish the
chapter by evaluating the solution, on section 4.3. We finish this dissertation with the

conclusions of the work performed, on chapter 5.
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BACKGROUND AND RELATED WORK

As previously stated in section 1.3, the EdgeGarden ecosystem is a system that searches
to provide users a way to share pictures to this system between phones without having
necessarily to share them to a cloud or to the edge. One can just publish their photo and it
will be automatically available to any user in the garden. It also provides a way to search
pictures in the system using Image Recognition (IR) in order to find pictures that contain
the face of a specific person. This essay proposes the use of Conflict-Free Replicated Data
Types (CRDTs) to dynamically share and update pictures between the users of the system.
In order to explain this, one must understand some notions on the state-of-the-art of this

system.

2.1 The EdgeGarden Ecosystem

The EdgeGarden ecosystem is a set of solutions for data dissemination, storage and com-
putation. In this section, we will present a general overview of the ecosystem’s archi-
tecture and of the Application Programming Interfaces (APIs) that are relevant for this

dissertation.

2.1.1 General Architecture

The ecosystem is a 3-level architecture within the Edge Computing paradigm composed
by Mobile Devices, Servers on the Edge and a Cloud, as it can be seen in Figure 2.1. The
devices are connected between them, through a wireless technology, such as Wi-Fi or 5G,
and to the nearest Edge Node to provide and receive data items, based on tags labeling

the theme of their content.

Table 2.1: System Architecture

Level Execution System Communication APIs Data
Data Storage and Sharing  Computation Method Duration Relevance
Devices EdgeGarden-Mobile Devices & Edge Nodes Thyme [24] & Basil [14] Oregano [20]  Stored ~ Ephemeral Local
Edge Nodes GardenBed [23] Devices, Edge Nodes & Cloud GardenBed’s caching system — Cached Ephemeral Local & Global
Cloud GardenBed Cloud Edge Nodes Any database — Stored Persistent ~ Global
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Figure 2.1: EdgeGarden Architecture. Taken from [22].

As presented in Table 2.1, the devices execute the EdgeGarden Mobile software stack,
which manages communication, topology, data location, data replication and data sub-
scriptions, among others. Applications interact with EdgeGarden via 3 APIs. Thyme
allows data replication between devices and the edge servers. Basil, built atop of Thyme,
to enable data persistence. Lastly, Oregano, which also extends Thyme, to enable compu-
tation requests in the devices.

Edge servers run GardenBed [23], a service-based software that provides services for
its clients. To ensemble GardenBed and its clients we give the name region. Currently,
GardenBed offers three services: Caching to save data items, grant data dissemination
inter-regions and help the devices with the data distribution in the intra-region; Cloud
connection to allow cloud storage to persist data, allowing devices to disconnect from the
system while keeping such data in the system, and help with replication across the globe
in specific situations where it makes sense, such as data items which users or the system
consider relevant to access any time and anywhere; Namespace manager that manages
the namespaces currently available on the region (more details on subsection 2.1.3).

Meanwhile, the Cloud will be responsible for storing data in a global environment [14].
In this context, devices only communicate with other devices in the same region and
with the closest edge server, while edge servers can communicate with devices, between
themselves and with the cloud. Furthermore, the cloud will only communicate with the

edge servers.

2.1.2 Caching Service

As stated in subsection 2.1.1, GardenBed offers a caching service that is periodically
requesting the most popular data on its region. This service enables the system to provide
data that might no longer be available on the mobile devices of its region, ensuring the
persistence of relevant data, while also enabling, through a connection to other edge
servers, the sharing of such popular data to users in different regions than that on which
the data was published on. GardenBed’s cache resorts on Adaptive Multipart Caching, a

7



CHAPTER 2. BACKGROUND AND RELATED WORK

namespace sensitive caching system. Instead of single cache, it works on multiple caches,
each one for each namespace. This has came as a solution to some cases when, during a
short period of time, the interest for a specific theme or, in this case, namespace is higher
than normal, resulting in a clearance of what is considered important cached data on
regular times. By supporting these separate caches and establishing a bottom and top
limit to the size of each namespace’s cache, the EdgeGarden environment becomes more
adaptive to exceptional situations, keeping always cached the most popular data in each

namespace. [23] The Caching Service brings this aspect to the edge server’s abstraction.

2.1.3 APIs

To further detail how the EdgeGarden ecosystem works, in this section we delve into the

APIs offered to the mobile applications.

2.1.3.1 Thyme

Thyme [24, 25] is a time-aware data sharing framework to store data within the edge com-
puting paradigm. It works with storage combined with a topic-based Publish/Subscribe
(P/S) interface and makes use of a Cluster-Based Distributed Hash Table (CB-DHT), as
detailed in [22].

Time-awareness As traditional storage systems function under an expected request,
users have to do an explicit request to be aware of whether or not it is available for
consume. On the counterpart, P/S systems typically work by disseminating data as it
is published for online users, not persisting it, leading to the negation of access on the
offline users. Thyme, combining both systems, solves both problems, allowing users to
be notified as soon as they are online, allowing them to request the data item as long as
the source device or any replica’s holder are still in the service. They can even search for

data that has been published prior to their entrance on the system.

Topic-based P/S Thyme exposes a topic-based P/S API [10], with which subscribers
express their interest on a certain topic, referred to by tag, by subscribing to it. Meanwhile,
publishers disseminate their content (under a certain set of tags) which will notify their
subscribers. The subscribers can, then, choose, whether or not to download the given

data item.

The operations Thyme’s framework offers operations such as insert data (or publish
in the P/S paradigm) which adds a new data item with respective tags and description,
delete data (or unpublish) which deletes the item and makes it unavailable for further
subscribers, query data (or subscribe), which returns all the data items’ metadata with

the tag requested and activates your subscription, making you receive notifications on

8



2.1. THE EDGEGARDEN ECOSYSTEM

new publications with the queried tag. Furthermore, it is possible to unsubscribe a

previously subscribed tag.

Cluster-Based Distributed Hash Table The data items published in Thyme are kept in
the source nodes. so, these, upon a publish operation, become a source for the published
item in the system. Moreover, for load-balancing and efficiency purposes, whenever a
device downloads a data item, it automatically becomes a new source (of such item) for
any future download operations. The data is hence distributed and replicated among
multiple devices, and a mechanism to trace its whereabouts is needed.

For that purpose, Thyme makes use of a CB-DHT. The mobile devices are clustered

into groups and each group will be responsible for two distributed tasks:

1. Store information of where is the data located in the CB-DHT, acting as a dis-
tributed broker.

2. Actively replicate the data along the system’s devices;

Onitem 1, the tags of newly published objects are hashed. Each cluster of the CB-DHT
is responsible for dealing with a set of hashes. Whenever an item, a cluster is responsible
for, is published, this cluster is responsible for notifying all the subscribers of such hashed
tag. Then, the notified devices are the ones responsible for retrieving the data if desired.
Furthermore, each cluster of the CB-DHT is also responsible for managing the metadata
of the publications and the subscriptions. For the publications, they need to store the
information on who published them and whose devices hold their replicas. Meanwhile,
for the subscriptions, they need to store the information on who are the subscribers of
each tag.

Regarding item 2, there are cases when it is desired to keep a minimum number of
replicas. In this case, it is possible to set up active replication in the configurations of the
API. Whenever this happens, a minimum number of replicas is defined, and those will

be stored in the devices belonging to the same cluster as the publisher.

At the edge Running Thyme on the devices enables them to communicate with them-
selves on an intra-region environment. It is not always possible to communicate with
devices on other regions by simply running Thyme on them. To ensure inter-region
communication it is recurred to the edge computing paradigm, supplied by running Gar-
denBed [23] on the edge servers. The servers will, then retrieve the devices’ published
data and cache it, helping in the data dissemination within the region and sharing it with
other edge servers, making it available for devices in other regions. The programmer
can also decide, through filters, what data gets to be shared between regions. With the
inclusion of GardenBed in the distributed system, data persistence is, then, a feature.
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2.1.3.2 Basil

The Basil [14] framework is built on top of Thyme, which means that it inherits all
Thyme’s previous features, including time-awareness and communication with GardenBed,
adding a key-value store abstraction to the system. It also enables communication with
the cloud, recurring to the use of database, it allows the use of cloud persistence to the

most popular data items. The API is ahead explained.

The operations To insert new data, the put operation is available which takes a set
of keys, a data item, a description, and a handler as arguments. Such method will call
Thyme’s publish method.

The querying is made through the get method which will take a query item and a
handler. The query has a set of keys and, possibly, some additional filters, which describe
the data item one wants to retrieve.

Basil introduces a new method to enable the publisher of an object the addition and
removal of keys from such published objects, link and unlink, respectively. These opera-
tions are disseminated throughout the network to grant that they are effectively updated
in all peers of the system. The link operation also notifies subscribers of the added key of
such object.

It’s possible to call the method remove to remove a set of objects published under the
same key, or, simply, a pair key/object. Only the publisher of such objects can remove the
contents from the system. It’s possible through a Boolean value, to define if the objects
should really be deleted from the system, or only the link between the key and the object.
The latter will remove such key (tag on Thyme’s abstraction) from the set of keys of the
data item.

Meanwhile, the methods subscribe and unsubscribe work similarly to what would
happen in the Thyme environment, given a specified key and a set of filters.

Scopes of interest With the introduction of the cloud in the general environment, the
most popular local objects can now become available globally, integrating in a scope of
global interest.

When an object is published under the global relevance flag, this one will be sent to
the device linked edge server which will be responsible to communicate with the cloud
to store the data item in the database for global access. If an object is published under
such circumstances and one wishes to retrieve it, it is possible to do so specifying this
desire. Having the object stored in the cloud, grants its persistence, since it is no longer

dependent on the devices which can disconnect any time from the system.

2.1.3.3 Oregano

Oregano [20] is a framework that serves as an extension of the Thyme one, complement-

ing it with Subscription with Computation (SubC), which is, basically, a request which
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involves computation on the source of data (the mobile device).

Subscription with Computation When a SubC is issued in Oregano, this will trigger

two subscriptions in Thyme.

1. One to subscribe the item with a specific tag, providing a specific computation

input;
2. The other to subscribe to the computation’s result.

The subscription performed on item 1 will ensure the devices holding such tag will do
the requested computation in the Oregano environment. Then, when the computation is
finished, the source devices will publish the result with a specific tag only subscribed by
the original requester, which, as it has already subscribed to it, will receive the notification
informing the computation was finished. The following behavior proceeds as it does in
Thyme.

To grant this does not trigger the same computation on multiple devices, when the
result expected is one, Oregano has developed the concept of a Mobile Dynamic Dataset
(MDD). It is simply a data set replicated through multiple devices. In Oregano, the
MDDs hold all the pictures with a specific tag. So, back to the previous example, when
the request for the tag 'Player’ is performed, the MDD holding the tag 'Player” will be
notified that a computation to recognize a specific face was requested. A device which
holds a replica from this MDD will be assigned to perform IR with Ronaldo’s picture
which is in the publication’s description.

In this paper, the goal is to allow an IR search on pictures. For example, taking in
consideration the football stadium example presented in [24, 23], imagine one is sitting on
the backbenches of a stadium watching a match between Portugal and Argentina. Those
people do not have a great view on the players. But, using Thyme and, more specifically,
Oregano, we could search for the face of a specific player, let us say, Cristiano Ronaldo.
Those who are sitting next to the pitch can easily take a close-up picture of Ronaldo and
share it through Oregano. Then, someone watching the match from far behind can make
a search with a picture of Cristiano and the tag “Player”. Oregano will enforce the source
devices (the ones which hold the pictures with the tag “Player”) to perform computation
to run an IR operation which will tell if such player in the picture is Ronaldo or not. If
the result is positive, the requester will be informed and can choose whether or not to
download the picture.

Although Oregano has developed a concept that brings the computation away from
the Edge Servers, it has some inconveniences. As some tags may be more popular than
others, computation will be more concentrated in the devices of those who published the
data. In the previous example, the football fans who are sitting closer to Ronaldo are
more likely to have more pictures of him. Supposing Ronaldo is the most popular football
player in the match, this cluster of devices will be excessively loaded with IR requests. To
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address this problem, a face cluster indexing mechanism would prove beneficial. This

will be approached further ahead.

2.1.4 Chives

In the context of this dissertation, we aim to achieve an application that allows users
to search photos based on tags. Sometimes, users may want to search in the dataset for
photos that contain a specific face giving a photo of such face as an input. Having the
necessary tools to implement the communication and storage, now it is also necessary to
have a way to retrieve faces from photos. We will work on a previously developed but
unfinished framework called Chives. The state-of-the-art Chives was built with abstrac-
tion in order to be integrated with Thyme, Oregano and GardenBed [16]. Chives already
clusters faces on images received through a stream and returns those clusters who have
met a certain condition. By default, such condition is clusters with more than 10 projections
but the programmer can define one that serves his purpose.

Furthermore, Chives works in three stages:

Face detection The face detection algorithm, in Chives, receives an image as input and
detects every faces in it. This is done using OpenCV’s model HaarCascade FrontalFace
Alternative Tree CUDA. After detecting the faces of an image, they are extracted into a
new set of shorter images. This is useful for the next step, the feature extraction.

Feature extraction To perform the feature extraction, Chives, makes use of the Principal
Component Analysis model and two Linear Discriminant analysis models which receive
eigenvalues and eigenvectors generated by previously trained face recognition algorithms:
EigenFaces and FisherFaces. Such models generate a set of coordinates representing
the features of the previously extracted faces. These will be used further for euclidean

evaluation and comparison.

Clustering Making use of the coordinates generated, each feature can be represented as
a point in a plane. The difference between two points can be measured through euclidean
distance. The similar the features between two faces, the similar the face is considered to
be. Faces which features’ differences are small enough are considered the same face and

are clustered together as such.

To perform such operations, Chives provides the following tools:
1. OpenCV Face Extractor is used to detect faces in a photo and extract them;

2. ArcFace Feature Extractor allows the faces’ features extraction, which are repre-

sented by double-point vectors.
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3. OpenCV Feature Extractor, another option for the feature extraction. As ArcFace’s

it also outputs double-pointed vectors.

4. DBScan Clusterer, as the name points out, clusters the previous extracted features.

Each cluster represents a person’s face.
5. MOA Clusterer is another possibility to face clustering.

6. The Framework itself defining what is a cluster, centroids, points... And providing

interfaces: Face Extractor, Feature Extractor, Clusterer...

Goal The state-of-the-art method to search on images by face is done through Oregano’s
Subscription with Computation. The user that wants to search for photos with a certain
face on them would trigger Subscription with Computation on all the most popular
photos and respective holding phones. However, as we pointed out in Oregano, a major
problem would be a lot of intensive and costly computation on the devices holding the
most popular pictures. If there was an index of clusters as keys to the most popular
pictures, we could avoid a lot of computation on the holding devices, solving the problem
we have.

One of the goals in this dissertation is to have these indexes stored as CRDTs in order
to enable them to be accessed throughout the devices and edge nodes and asynchronously
mutated. To allow this goal to be fulfilled, it is needed to understand how the distributed

systems work and how this access and manipulation is possible.

2.2 Mutable Data in EdgeGarden

A traditional non-distributed system (i.e. a computer, a mobile phone) works by storing
data, in its disk, with unique locations. Access to such data is, then, done through simply
accessing such locations. This makes it easy for such system and its programs to change
and manipulate data. It is possible to run basic applications such as a scientific calculator
or a camera with its photo gallery.

Although, nowadays, most applications require interaction between multiple devices,
the, so called, distributed systems, in order to enable more complex activities (i.e. chat-
ting, multiplayer gaming, photo-sharing...). Data in such systems cannot be accessed
through a single location, since there are multiple devices trying to do so. Some kind of
data replication is required in order for it to be accessed by these devices.

There are multiple ways to program this. Ideally one would want a program to look
at the system as if it was an offline system with unique locations for its variables. Having
to update each variable only once with the variable being geographically replicated in
real-time is impossible. So, when creating a distributed system, the programmer has to
sacrifice either the response time or the consistency of its variables. It is possible, then,
to classify two different major types of systems, those with a Strong Consistency (SC) but
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slower in latency, and those with a weaker consistency but faster in latency, the Weak
Consistency (WC) systems [6, 18].

Strong Consistency In SC, a system will have to synchronously update each one of its
replicas with its most recent update. This means that every variable in each replica will
have the updated value, meaning that accessing the variable will always return the real
value of the variable independently of what replica is the user connected to. The problem
is that updating the variable in every replica each time you want to update a variable can
overload the connection with requests, making the transition between operations slower

than its consistency counterpart.

2.2.1 Weak Consistency

In WC systems, a variable might not have the most updated value when accessing it. This
happens because the variable is replicated to all replicas of the system asynchronously,
allowing the user to keep performing operations on the system even if there are some
variables that are still outdated. This improves the latency of the system. While sacrificing
consistency, the user can access the system’s variables in a faster way, since he does not

have to wait for it to update all its variables.

2.2.2 Eventual Consistency

There are multiple degrees of WC, of which causal and eventual are the most wellknown.
Given that the EdgeGarden makes use of CRDTs, which guarantee eventual consistency,
this dissertation will focus on this model. Eventual Consistency (EC), as the name implies,
grants that, eventually, consistency will be achieved. This is achieved defining Eventual
Visibility, which states that whenever a completed operation e is executed, it will be
eventually visible in all replicas [6]. Also, whenever an operation is performed after the
operation e, it will ensure that this operation will, in almost all replicas of the system, be
executed after the operation e has become visible.

Although the idea of EC may seem simple, its implementation requires definition. EC
as it is, does not grant a set of properties that seems required from the user’s point of view.
To enforce the right behavior of a system in such point of view, the user must witness
Causal Consistency, which is a combination of causal arbitration and causal visibility and

is implied by this set of properties, which is as follows:

Read My Writes When a message is posted, it must be visible.

Monotonic Reads If something earlier have been already read, performing a post should

display more messages not fewer.

No Circular Causality One should not be able to see something that has not happened
yet.
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Causal Arbitration If an event of a session has happened before the event of another

session it may imply a causality, so it should be in the correct order (e.g time).

Causal Visibility If an event of a session has happened after the event of another session,

and it is observable, the earlier event must be observable too.

There is also another property enforceable to grant an even stronger combination of

properties:

Consistent Prefix If the operations of a different session are observable, all the previous

operations, in the correct order (e.g. time), must be observable too.

In this dissertation, thought, the focus is centered on replication of clusters using
CRDTs, which are not visualized by the user of the application. Therefore, such focus
should be on Strong Eventual Consistency (SEC), the type of consistency required by the
data types. To achieve EC these three principles must be fulfilled:

Eventual delivery All correct replicas will eventually receive the same update.

Convergence All correct replicas that have delivered the same updates will eventually

reach the same state
Termination All method executions terminate

This causes problems in some systems, since when a replica receives an update and
executes it immediately it may clash with another unreceived update. To solve this issue,
SEC was defined as EC, but instead of Convergence, it rather has Strong Convergence,
defined as follows:

Strong Convergence All correct replicas that have delivered the same updates have the

same state

To apply all criteria stated, Shapiro et al. have defined CRDT [21].

2.2.3 Conflict-free Replicated Data Types

A CRDT, is a data type that can be updated asynchronously, therefore, replicas do not
require coordination updating values, and, later, corrected between replicas, granting
that two replicas receiving the same set of updates would reach the same state [18]. This

happens following these properties:
1. Every replica is updated, disregarding other replicas;

2. When two replicas converge, they use a set of mathematical formulas to ensure they
hold the same final updated result.
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This is used in WC systems as an alternative to SC systems [18]. SC systems wait for
all replicas to hold the same value in their changed variables until they can proceed with
the next operation. These systems often have higher latency and, as an alternative, lower
latency systems using WC can make use of CRDTs when possible [6, 18].

The nature of CRDTs allow the systems to keep running, even if they are holding an
outdated value, without risking to enter in inconsistency and making it impossible to fix
the value.

A CRDT can be of two main types: Operation-Based CRDT (O-CRDT) and State-Based
CRDT (S-CRDT). Some other types of CRDTs have been defined and developed over the
years, such as: Pure-Operation-Based CRDT (PO-CRDT) and Delta-Based CRDT (A-CRDT).
Also some other methods of implementing the CRDT technology have also become part
of the state of the art, like the Publish-Subscribe CRDT (PS-CRDT). All of these types will
be addressed and discussed so a definitive final option can be achieved. This essay will

discuss all of these alternatives.

O-CRDT O-CRDTs [21]. have two phases of operation: prepare and effect. Whenever an
operation is executed locally, it stores the operation and when the replication happens,
this edge node will send its list of performed operations and receive the list of performed
operations from other replicas, order them, following the logical clock, and execute the
operations, resulting in a final mutual value for all replicas of the system. An example of
an O-CRDT is the Observed-Remove Set (OR-Set) [18] . The OR-Set works by supporting
add and remove operations that, internally, depend on their causal history. The key char-
acteristic of this O-CRDT is attributing each added element of the set an unique tag, one
that is invisible outside of the interface. When a replica receives a remove message on an
added element which tag is not known by such replica, it proceeds to ignore any possible

add operations for such tag.

S-CRDT S-CRDTs [21] work in a different way, they execute the operation locally and
them propagate their version of the state to the other replicas. All the replicas will, then,
determine a common value using a merge function. An example of a common S-CRDT is
a boolean value that registers whether a certain event has occurred at least once or not.
This variable would be false if the event never happened or true if the event has happened
at least once. When the replication is done in WG, it’s easy to understand which will be
the value of this boolean variable. Suppose two replicas as an example. If in both replicas
the value is false (the event never happened in either replica) or true (the event happened
in both replicas or has been already replicated), there will not be a problem. In the case
of an inconsistency, the real value of this variable is true. This is due to the nature of this
variable. If the value is true in at least one replica, it means that the event has happened at
least once, since there’s a replica that holds the value true in its variable. So a replication

is needed, the true value should be replicated to the replica that still holds the value false.
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PO-CRDT O-CRDTs function relying on the prepare and effect operations. However,
during the prepare phase, parts of the state of a CRDT are included in the message for
dissemination. PO-CRDTs [3] are a type of O-CRDTs that aim to make O-CRDTs solely
operation-based, straying away from S-CRDTs by only transmitting the operation and
potential arguments during replication. They resort to what is defined as a partially
ordered set of operations (PO-Log) [2] and are able to implement O-CRDTs in a way that
reduces delay in sending messages [18] while making the message sizes longer [18] but
still relatively short [2].

A-CRDT Furthermore, A-CRDTs [1, 12, 18] are a type of S-CRDT which do not prop-
agate the entire state but rather propagate only the changes (deltas) to the state since
last synchronization. This reduces the amount of information to be send in a S-CRDT,

making it a more efficient and less costly method.

2.2.4 Publish/Subscribe CRDTs

CRDTs are an approach to deal with objects” synchronization on EC systems. They do,
however, lack efficiency in the context of mobile environments. This is due to the fact that
when a CRDT needs to update or send its updated version, most solutions require each
node to have information about all other nodes of the system, which can present some
issues in efficiency and become very costly in bandwidth. Barreto et al. have, in response
to this problem, came up with a PS-CRDT [4] alternative to CRDT. This solution promises
to upgrade the performance of CRDTs in some specific environments such as the mobile
one, the one this essay has interest on. Instead of sending and requesting updates to all
edge nodes, PS-CRDTs’ approach is based on the P/S abstraction. A PS-CRDT replica
publishes its updates and the interested replicas are notified that there are updates to be
retrieved. Upon receiving the notification, replicas have to contact the publisher in order
to retrieve such updates. These notifications are performed on the broker of the system,
which can be centralized or distributed. The PS-CRDT model implies that the interest of
replicas in some updates is defined as topic-based, as it was explained in section 2.1.3.1.
It has been able to implement S-CRDTs, O-CRDTs and A-CRDTs in the P/S paradigm [4].

2.3 Indexing at the Edge

Using an indexing mechanism at the edge to store the index of data items might sound
like an obvious task, but requires further explanation. It can be made through a lot of
diverse approaches with its own properties, advantages and disadvantages. Some of the
state of the art indexing mechanisms will be discussed and compared to what this essay
aims to achieve.

It is now possible to select a set of properties to classify these multiple approaches,
which will be useful to analyze them. On Table 2.2, the already discussed works are
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Table 2.2: Indexing at the Edge in the State of the Art

‘ ‘ Location ‘ Goal ‘ Data ‘ Where ‘ Access
COIN [27] Along Reduce the number of | Unstructured | Edge Servers Through coordinates rep-
the Edge | hops between switches | Data resenting the location of
Servers when retrieving a data each one of the data items
item
CooLSM [13] | Cloud Separate write and com- | Any data Edge Servers (the In-| Through the  Reader
paction operations gestors) and Cloud (the | (closer to data sinks)
Compactors)
Cachier (7] Cloud Cache IR models Parts of IR | Edge Servers Simply, through the closest
Models Edge Node
HDS [9] Cloud Decompose the Edge Com- | Unstructured | Both in the Edge Servers | Using Cuckoo Summary for
and along | puting in three hierarchic | Data and in the Region Data | intra-region indexed items
the  Edge | levels Centers (DCs) and COordinate-based IN-
Servers dexing (COIN) for inter-
region indexed items
Helios [17] Cloud Divide the indexing | Pointers Edge Servers Through the Edge Servers
scheme in two partitions, | to Cloud
making use of both hash- | Location
ing (or other methods) and
tree structured schemes
Our proposal | Devices Optimize queries over im- | Faces in im- | Edge (Clustering over a | Local access: PS-CRDTs
ages stored in the devices | ages stream of images)

summarized according to the following properties:

Location The location of where the data is. It can be on the Cloud, in the Edge Servers
or on the Devices that use the system.

Goal The goal of indexing in each project. It describes the method or goal this approach

uses in indexing.

Data The type of data that is being indexed. It classifies the type or content of the data.
It can vary from type to content from approach to approach, depending on what

the main goal of the proposal is.

Where The location where is the index computed. Each approach uses different ways on
what computes the index. The majority of approaches compute it on the Edge, but

some do rather compute it on the Cloud.

How How is the index computed. Explaining or labeling the process of computing the

index.
Access How to access these indexes. Most approaches access the index simply by issuing

a request to the nearest Edge Server, so, in such cases, this tries to explain what

happens when this access is made.
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2.3.1 The Approaches

COIN COordinate-based INdexing (COIN) [27] is an unstructured data indexing alter-
native to previous indexing mechanisms in the Edge Computing paradigm, made as an
extension of the Distributed Hash Table (DHT). It strays away from this dissertation’s
proposal by having the data spread along the Edge Servers instead of having it stored on
the users’ devices and, unlike EdgeGarden that uses Conflict-Free Replicated Data Types
(CRDTs), it requires a request to the nearest Edge Server whenever an access to the index
is desired.

In COIN, each switch on the edge network is identified by a coordinate (x,y) (with
x,9 €[0;1]) and all the data items are spread along the edge network, accessible through a
coordinate. To access, efficiently, a data item, one would only have to know the coordinate
of the switch which its storing Edge Node is connected to. COIN achieves this by making
use of the last 8 bytes of a synthesis hash function of the data identifier. From these bytes
it’s possible to generate a pair of two decimal numbers (of 4 bytes each), representing the
coordinate. Then, if the coordinates where the data item is stored are the same coordinates
as the switch to which the node is connected to, the Edge Node simply returns the data
item, or, if not it must check its neighbors’ coordinates. If any of the neighbors have
the coordinates in question, the Edge Node requests the data item and returns it to the
user. If the data item is not in the Edge Node or in the Edge Nodes of its neighbors, an
Euclidean distance function is called to determine which of the Edge Node’s neighbors
should be closer to the Edge Node that owns the data item and send it a virtual link,
starting a greedy forwarding process. After choosing the forwarding switch, this one will
also check its neighbors and proceed to send the request or the virtual link to the desired
switch, similarly to what was done before.

To generate the 2D virtual plane representing the switches’ coordinates, a control
plane is needed. The control plane consists of one or more components and is responsible
for managing the Edge Network. The index is computed by the Edge Nodes themselves,
as stated before, which know their own coordinates and those of their neighbors, and are
responsible for receiving and dealing with the requests for the write and read operations.

Following this algorithm, Xie et al. claim to use 59% shorter path length and 30%
less forwarding table entries in their mechanism, being a more efficient alternative to
traditional DHT.

CooLSM Cooperative Log-Structured Merge tree (CooLSM) [13] is an Edge Computing
approach to indexing. Unlike EdgeGarden, it decomposes a Log-Structured Merge Tree
or LSM Tree [15], distributing its components along the edge system. Like COIN, it also
requires an access to the nearest Edge Server to retrieve or insert indexed data items,
differently from the simple device stored items access. To understand the work-flow of
the CooLSM it’s necessary, first, to understand the concept of a LSM Tree.

A LSM Tree is divided by levels named Ly, Ly, Ly, ... Lx. Ly resides in memory, while
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the remaining levels reside on the disk. Each level is composed of multiple tables, also

called sstables. Ly also contains an additional table called memtable.

Whenever a write operation is performed, the LSM Tree will acess the memtable and
perform such operation. This memtable will then be appended in the L set of sstables.
If the Ly reaches full capacity (the constant defining maximum number of sstables in a

level). This will trigger the compaction operation.

The compaction operation consists in merging all of the sstables of a level, and ap-
pending the merged table, a new sstable, to the set of sstables of the next level. Merging
must prioritize the last written value (the value that appears on the last appended sstable),
in the case where different sstables have the same key. In the case of Ly, its sstables will be
merged and appended as a new sstable to the set of tables of L;. In the case of L; reaching
the full capacity of sstables, this will trigger a compaction operation between L; and L,,

and so on.

To read values from this LSM Tree, the memtable will, firstly, be consulted and its
value returned. In the case where the value is non-existent, the sstables of Ly will be
iterated until finding and returning the requested key. If this level does not hold the
value for such key, the next level will be consulted, and so on, until reaching the the final
level, L. If this key was not found, then null is returned, informing the user the value for

such key is nonexistent.

In CooLSM, this concept is decomposed in multiple machines, to perform a more
efficient division of tasks and adapt it to the edge computing paradigm. There are three
main components: the Ingestor(s), the Compactor(s), and the Reader (which also works

as a backup).

The levels of the LSM tree are now divided between the Ingestor(s) and the Com-
pactor(s). The Ingestors hold identical Lys and L;s, while the Compactors hold the re-
maining levels (L, and L3). When the user stores new data, this operation is performed
on the Ingestor(s) which will add the new key-value pair to its memtable, and proceed
as the LSM trees do. The compaction operations work similarly to the ones in the LSM
trees, except when the L, in a Ingestor, is about to exceed its threshold, its sstables are
compacted and inserted in the L, of the Compactor(s). The Reader is responsible for
making regular replicas of all the levels in the Ingestor(s) and Compactor(s). It is on the
Reader that the user should perform the read operations, avoiding to overload both the
the remaining components, which are busy with the writing and compacting operations.
As mentioned before, the Reader also behaves as a backup, in the event of an anomaly

causing the remaining levels to lose their data.

The Ingestor(s) should be placed at the edge, to allow fast interactions with the user,
while the Compactor(s) work on the cloud, keeping the heavy compacting operations
away from the user. The Reader(s) should be placed close to data sinks and data con-

sumers to enable high reading availability.
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HDS Another indexing mechanism, HDS [9], is able to achieve fast data localization
by putting in hierarchy the Edge Computing paradigm and combining the use of either
a protocol called Cuckoo Summary and COIN. This strays away from EdgeGarden by
not only storing the data along the Edge Servers and some Data Centers (DCs), but by
making the index accessible through the Edge Servers. Basically, instead of simply having
a DC and a set of Edge Servers, HDS has three different hierarchic levels: the Cloud DC,
where all the data is stored, a set of different Regional DCs, containing both a Cuckoo
Summary (an intra-region index) and a partial global index, and the traditional Edge
Servers, containing an index of the cached data items.

This mechanism indexes all the data items from the main DC along the different Edge
Servers. Each Edge Server is attributed to Region DC. When a user performs a request
to its closest Edge Server, it will immediately return the cached data. If it does not have
the requested data, the request will be forwarded to the corresponding Region DC, which
will check its global index. If the global index does not have the cached data, the Region
DC checks the Cuckoo Summary, a summary of all the cached data in the region, built
with a Cuckoo hash table. The hash table is composed by pairs of key and identifier of
the data holding edge server. This summary is achieved by having all the Edge Servers
from each region to send its index to the Region DC. If any of the Edge Servers from the
region has the data, then it is retrieved. Otherwise an inter-region request is needed. This
one uses the already listed mechanism, COIN. Except, instead of implementing COIN
on the Edge Servers, the mechanism, in HDS, is implemented on the Region DCs. Each
Region DC is attributed a coordinate, paralleled to what happens in the original COIN
algorithm. The rest of the algorithm, occurs exactly like COIN.

Using this approach, HDS is able stray away even further the index from the cloud
than traditional indexing mechanisms. Making sure the data index is either in the re-
quested edge server or one hop away from it (either on the same region or not) it is able
to fastly find the requested data.

Helios Helios [17] is the mechanism used by Microsoft to perform data operations (e.g.
aggregations), before inserting it in the Azure Data Lake (the cloud system they use to
store data). This approach strays far away from this essay’s by storing the data in the
cloud, and the index being accessed through the Edge Servers, similarly to what previous
approaches did. The indexing algorithm works the following way. The index is divided
into two partitions. On the first partition, it is used a hashing function on the key of
the object being indexed. The objects are then divided by hashed keys. If the object has
no key, a round-robin scheme is used. The new approach Potharaju et al. introduces
contains, also, other methods to divide the indexed data. On the second partition, for
each reliability zone, the data is indexed on a tree data structure designed for the system.
This data structure is inspired by several state-of-the-art ones, such as: the B-Tree, the
already explained LSM-Tree and Merkle Tree. This index contains the key of the object
and a pointer for the location where the object is stored in the cloud.
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Cachier Cachier 7] is an approach to Image Recognition (IR) applications that aims
to minimize IR latency in such systems. By combining edge computing, caching and
IR trained models, Cachier allows mobile users a faster recognition retrieval on trained
models by caching these models in edge servers. It is not an indexing mechanism, since it
does not use an index to store its data, and rather uses a Cache to do so. But, it was decided
to include this, since it also deals with IR and Edge Computing, as in this essay’s approach.
The concept is simple. If one is in a cinema, the probability of wanting to recognize a
poster of a movie is high in that place or, if one is in a museum, the probability of wanting
to recognize piece of art from that museum is also high, hence the use of a cache on the
edge node of such places is, theoretically, efficient. To understand how Cachier has came
up with its settings for the most efficient approach to its theory, one must understand
how the cache mechanism works.

A cache is useful because it takes the most popular requests to a cloud closer to the
user (e.g. in its device, on an edge node). It is as effective in reducing latency in cached
requests as smaller it is, since it does not have to iterate the full set of data. A cache
that would have all the possible retrievable items in it, would be as slow as the cloud
performing the retrieving operation. In a parallel idea, a cache with a single item in it
would not be as effective, since one would only be able to use it on this single item. So,
a cache is expected to take only the most popular retrieved items by such user. When a
request is done, and the item requested belongs in the cache, the operation is labeled as a
cache hit, when the opposite happens, it is called a cache miss.

Cachier uses this concept, along with the previously stated theory of regional popu-
larity, to implement its methodology. The cache size is as big as the number of relevant
objects from that model and its value is calculated through a set of mathematical formulas
that leads it to the one which would reduce latency the most, but also keeping a good
amount of retrievable items. IR models are cached on the edge nodes based on retrieving
popularity. A cache hit probability is, so, the probability of an item being requested in
such region, making this whole system very geographically friendly, and enabling costly
recognition operations stray away from the cloud. The downside of this system occurs
when a cache miss does. Since not all objects of the model are cached in each edge node,
the cached model would not be able to differentiate whenever an object is unidentified
in the actual model, or simply does not belong to the set of cached objects. When this
happens, the edge node forwards the retrieval operation to the cloud, identifying the

desired non-cached object or not, if the object is unidentified within the model.

2.3.2 Discussion

On the location where data is stored, it seems to diverge given on the approach each
author took. Indexing mechanisms like COIN and Cachier store their data on the edge
nodes, while some other works have rather stored it on their cloud systems, like HDS. A
common goal seems to be set on the state of the art works: retrieve data efficiently, but
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some sub-goals or constraints are set for each of these approaches. HDS aims to access
geographically distributed data with their index, having it distributed along the different
regions’ DCs, recurring to Cuckoo Summary, a protocol to achieve fast data localization
in intra-region.

Xie et al. have proposed COIN, where there’s an edge node responsible for computing
the index, the Indexing Edge Server. So when accessing the index, the Edge Servers
resend the requests to this Indexing Edge Server or request its Distributed Indexing
Table, which is distributed in multiple Edge Servers and contains mapped data for their
locations on the Edge Network [27]. Cachier is an alternative that caches Image Models
for recognition from Image Recognition Systems. It stores the cache on the edge and,
recurring to a Distribution Estimator module, tracks the number of times an object is
requested, estimating the request distribution and the probability of a cache hit, relying
on Probability Theory [7].
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3

DEVELOPED SOLUTION

3.1 Solution Overview

For our dissertation we have developed a mechanism in an Edge Computing environment
that allows the users of such environment to search for photos in their region of mobile
devices giving only a photo of a face as an example. The purpose of this development
is allowing such users, providing a photo of their face, or the face of another person, to
receive the most popular photos published on the system containing the given face. As
shown in Figure 3.1, a single region of our ecosystem is composed by an Edge Server and
a group of mobile devices in its surroundings. The general idea is narrowed down in a few
steps. In Figure 3.2, the first steps of the interaction are shown: the edge server retrieves
the most popular photos to the mobile phones, processes and creates an index of faces,
and shares the index with the smartphones. In Figure 3.3, the user provides a photo of a
face to the mobile phone, the latter will search on the face index for the existence of such
face, and if it does exist, replies with the photos of such person.

We have, so, leveraged Chives, a framework built on EdgeGarden, with the ability to
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Figure 3.1: Architecture of the System in a Single Region
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Figure 3.3: Searching for Photos Given a Photo of a Face

index data based on their content and search for such data with content examples. The
EdgeGarden environment was already equipped with tools that allows searching for data
based on topics. Chives intends to add to such environment the ability to search for
data based on its content. Taking photos as an example, Chives would enable the user
to search for photos, not only by their topic, but by the content of the photo. If a photo
depicts Cristiano Ronaldo next to his birthday cake, we can describe such photo by saying
This is a photo of Cristiano Ronaldo, next to his birthday cake. The main contents would be
Cristiano Ronaldo and birthday cake. Chives allows the user to provide an example photo
as an input. If one wanted to search photos with birthday cakes, providing a photo of a
birthday cake as input, Chives would retrieve this photo. Another query could be with a
photo of Cristiano Ronaldo, such would output this photo as well. Its implementation is
run both at the edge and in a mobile phone.
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Chives runs as two components with different purposes:

Edge Server On the edge, Chives is responsible to create a content-based index on a set
of data;

Mobile Device On the mobile endpoint, Chives-Mobile is responsible to search for data
in this index which content is similar to a provided input.

On the Edge, Chives is built on top of GardenBed, presented in subsection 2.1.1, which
provides a set of services to the EdgeGarden ecosystem. The key services in the context
of this dissertation are the Caching service, responsible to cache the most popular data
in the region, described in subsection 2.1.2, the Publish/Subscribe (P/S) service, as the
name states enables publication and subscription on behalf of the edge server, and the
Face Indexing service, which deals with the creation and sharing of the index of faces, as
shown in Figure 3.4.

On the counterpart, on the Mobile version, Figure 3.11, Chives is built on top of Basil,
presented in subsubsection 2.1.3.2.

Although Chives is able to deal any kind of content, in the context of this dissertation,
the focused content to deal with is human faces. It is important to notice that, we did
not start the development of Chives from scratch, some parts of Chives were already

implemented, those of which will be explained below.

What existed

At the beginning of our development, the Edge Server could request the most popular
items and store them, through the Caching service. This would be useful in cases where
a mobile device requested an item that was no longer available on other devices. If such
item was popular enough, it would be cached at the edge for providance. GardenBed
could not, however, publish or subscribe to data. On Figure 3.4, we can see the archi-
tecture of the edge server: gray parts symbolize the already implemented segments of
the system while golden blocks are meant to represent new services, built during the
development of this dissertation.

On the mobile side, users could post and retrieve data between themselves, and re-
quest missing data to the edge. Users could make use of many Application Programming
Interfaces (APIs), introduced in subsection 2.1.3 and represented in Figure 3.11, to share
data and apply computation on that data.

So far, Chives provided tools to deal with Face Extraction (FcE), the capability of, given
a photo with multiple faces, extract those faces, each as singular ones; Feature Extraction
(FtE), the ability to describe these faces features as double-point vectors, and Clustering, a
method of grouping together close enough points. One could provide a stream of photos,
and Chives would extract all the faces in those photos and create clusters of faces. Such
clusters would be, no more less than, sets of the projections of faces, grouped by person.
This state-of-the-art Chives served as starting point to our implementation.
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Figure 3.4: Frameworks Used in the Edge Server

What was the focus of this dissertation

The main purpose of our solution is that mobile phone users can search for published pic-
tures that contain a specific face, making use of the P/S paradigm available in the context
of EdgeGarden. For this have continued previous work done on Chives. Although such
framework was well equipped with Facial Recognition (FR) tools, it still lacked the ability
to index clusters, share them to the mobile phones, and, on the smartphones, receive
the index and perform searching operations on it. We implemented two components of

Chives, one on the Edge and another at the mobile side.

The component of Chives that runs at the edge creates an index of faces, passively
iterates over a set of pictures, extracts their faces and creates clusters, adding each cluster
to such index. This component was integrated in a new service created with the purpose
to share this index with the mobile devices, which was named Face Indexing Service.
However, the sharing of data, in our case, the index and its clusters, was not yet avail-
able as a service of GardenBed. For this purpose, we extended GardenBed with a new
service, the Publish/Subscribe Service, which allowed the edge server to make their own

publications and subscriptions of data they produced or required.

On the counterpart, the component running in the mobile devices will, firstly, sub-
scribe to and download the cluster index. It will, then, reconstruct the index by subscrib-
ing to all the indexed clusters. Clusters information, such as the clusters’ tags or the
clusters’ projections will also be requested, for this we made use of the already available
Basil API (subsubsection 2.1.3.2). Finally, Chives-Mobile allows the user to provide a
picture of the face of itself or another person, which will be used to search on the index
for photos that contain such face, using some state-of-the-art parts of Chives (subsec-
tion 2.1.4), combined with newly implemented ones. The final result is a framework that
allows the leveraging of the system by allowing users to search for photos with similar

photos as input.

Below, we explain how we implemented the edge server’s component of our solution.
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3.2 Edge Services

The edge server is a very important part of the EdgeGarden environment. It works as
a passive actor, providing services to the environment, that performs tasks requiring
high performance capability, caching, or communication with other regions. As the users
publish data items on EdgeGarden, GardenBed will download the most popular data.
Such data will be sent to Chives’ pipeline, which will allow the indexation of its content.
This intends to facilitate user searches on data, without them really knowing what topics
identify such data, or, in our context, to facilitate user searches on photos, in which an

individual is present, using a photo of the face of this same person.

As explained in subsection 2.1.4, the state-of-the-art Chives provided an API to, given
a set of pictures, detect and extract faces in such pictures, extract the features of these
faces and cluster them. By concept, these clusters are groups of similar features. If two
sets of features are similar enough, such would, theoretically, mean that those features
were extracted from different photos of the same person. We can, then, say that each

cluster is a computational representation of the face of a specific person.

In its final stage, Chives will provide a way to let the users of the system know if a
certain person’s face exist in any photo published by the users of the environment, and
if the answer is positive, it will provide such photos to the user. In our solution, we
leveraged the state-of-the-art Chives, on the edge, to be able to run through a stream
of images, which are the most popular published photos on the system, and generate
an index of faces detected in those images. Such index is shared, in real-time, with the
mobile devices, with all of its clusters, our digital representation of human faces. As
more images are read by Chives, more clusters are created and shared, or even updated,
as clusters grow in size, with different new projections of the same face. Each cluster,
when created is appended with a distinguished default tag, which will be used to identify
the cluster in the system. To perform all of these tasks we have developed an Indexer
inside of Chives, and a service that would be responsible to run these computations, while
receiving input from GardenBed, we called it the Face Indexing Service. As we built our
solution’s edge component on top of GardenBed, we needed this framework to be able to
publish data onto the devices, a functionality which had not yet been implemented. Only
then, could, the Face Indexing Service, share the indexed clusters with the users on the
mobile phones. For this purpose we have implemented a Publish/Subscribe service for
GardenBed, which will allow the edge server to also be a creator and publisher of data

for the environment. These services are depicted in Figure 3.4.

Further in this section, we will start to explain how the P/S paradigm works in our
system in subsection 3.2.1, followed by the creation and publication of the index, subsec-
tion 3.2.2, with the integration in the Face Indexing Service in subsection 3.2.3.
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3.2.1 Publish-Subscribe

As the state-of-the-art EdgeGarden environment worked already through the usage of
P/S technologies, introduced as a communication and data transmission methodology
between the mobile devices by Thyme, as referred in subsubsection 2.1.3.1, it seemed
logic that the same abstraction were to be used by the edge itself as well, as a solution to
the lack of a framework or service that allowed such server to share content generated
by itself. The whole mechanism of data sharing between mobile nodes relied already
in the usage of Publish-Subscribe CRDTs (PS-CRDTs) or, at least, normal data types
shared through the P/S logic. Instead of requesting to each and every node for data on
a specific topic, P/S allows one node of a distributed system to manifest its interest on a
specific topic and to be notified by the holders of content on this topic. This methodology
brings time and resource efficiency to data-sharing when compared to traditional data-
sharing methods, as noted in subsection 2.2.4. Requiring the ability to participate in these
interactions, on the edge node’s behalf, we have developed a GardenBed service called
PublishSubscribeService, which allows the edge node to publish data to the mobile
nodes, and subscribe to data from such. To explain how this was achieved, we need to
introduce some concepts and characteristics of the data that is transmitted through the

regions.

Data Characteristics

The data shared in the EdgeGarden system can be of any type. There are no boundaries
on size or type, apart from the boundaries of the owner’s device itself. In order to identify
such data, the EdgeGarden’s framework’s APIs rely on an unique object identifier, a
Universally Unique Identifier (UUID), and a set of tags. The identifier is useful to address
a specific object which identity is already known by the system, whereas the tags are
mainly descriptive and distinguish data between topics but, in some cases, might identify
uniquely an object as well. Two different objects will never have the same identifier,
but may have the same set of tags, if none of those tags is purposely added to uniquely

identify such object and by chance the circumstances allow it.

Publication

Data objects are sent through the nodes of the system inside of publications. These pub-
lications, introduced by Thyme, subsubsection 2.1.3.1, contain, not only the data item
itself, but also the information it needs to travel along the environment. The tags and de-
scription of the data item, the information of whether or not it requires active replication
and the scope of interest are a few of the properties of the publication. When a publication
reaches a destination, this information is then saved in metadata appended to the data

object.
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Figure 3.5: Retrieving Data by ID on the Publish Subscribe Service

Metadata

The metadata’s purpose is carrying the identifying properties of the object, such as the
tags and the identifier, but also describe the purpose of the sent message. They are
responsible to tell the receiving subject which scope of interest (inter-region or intra-
region) was this data sent for, a brief description of the contents, the address of the
owner, the namespace, the location of the data in the edge computing environment, a
flag indicating whether or not such data is mutable (a CRDT) or not (which purpose is

important for our context and will be explained further ahead), and others.

Storage

Having these in mind, it was needed a way to store data, created or downloaded, in
memory so it could be available to share, when requested. For this purpose, it is important
to note that data can be either mutable or immutable. We developed a solution to Data
Storage, relying on a multi-dictionary logic, using hash tables, that allowed a fast retrieval

on request. Such are:

Metadata by ID Allows accessing the metadata of a specific item through its identifier;
Metadata by tags Allows accessing the metadata of one or more items through a tag;
Data by metadata Allows accessing a data item through its metadata;

Mutable Data by metadata Allows accessing a mutable data item through its metadata.

By setting up these dictionaries, we could retrieve any data, being it mutable or im-
mutable, receiving either its identifier or one of its tags. Relevant to note that, these
dictionaries were each included inside of each own other dictionary, labeling them by
namespace, since such is an important aspect of the environment. An example of this
storage system functioning, depicted in Figure 3.5, is when we need an immutable data
item, giving its ID as input. First we choose between the Dictionary organized by tags
or identifiers. since we have an ID as input, we would choose the second. We would
provide the namespace and, if such item existed in the this namespace, the output would
be a Metadata object. Checking the flag isMutable, we would proceed to next dictionary,

in this example, if the tag was false, it meant that the data item was immutable, so we
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would follow to the immutable data dictionary, providing the Metadata object as input,

we would finally get the data item requested.

Mutable Data Items

As previously stated, EdgeGarden allows sharing of data, being it mutable (CRDTs) or
immutable (traditional data items). The system was already equipped with the capability
of, given a Mutable data item update, automatically trigger a notification on the environ-
ment. However, a Mutable Data Item must be, on implementation, explicitly declared
as so. The Mutable Item base approach already provides a call to a method named save.
Such method is available to, on a correct implementation of a mutable item, be triggered
at the end of every update call’s code. The behaviour of such functionality relies on the
existence of P/S functions on the system it currently held. The approach used both in
Thyme (on the mobile side) and in our implementation, automatically provides the Mu-
table Item with the publication of their updates. In other words, whenever a mutable
data item’s contents are updated on a top abstraction, an explicit call to publishing such
update is not required, apart from the one to the save method on the implementation of
such item. This differs from the normal (immutable) data items. Remembering that Edge-
Garden was built with abstraction in mind, it provides the programmer with the basic
interfaces and classes to be used upon each and every solution. However, some useful
state-of-the-art solutions to data items were built in a previous moment than that of our
environment, and might not support these functions, or even, could have not been built
purposely to be used in our environment. That does not mean these are proven worthless
to one’s solution and must be addressed as well. Normal data items can be shared and
used in any implementation, but must suffer an explicit call to an update publication, as

well as an explicit subscription to its updates.

Client and Broker

The mechanisms behind the Publish Subscribe Service work under an interconnection
and interaction between its client and its broker. The main difference between both, is
that the broker is responsible to execute the actions on the trigger of a certain event,
whereas the client’s purpose is to make available a set of operations that can be called and
trigger such events. Let us say, for example, if a publication is on the run to be shared, the
broker would be responsible to deal with the event’s consequences and executions, like,
store the data in memory, read the metadata to send the publication to its set location and
notify interested nodes, whereas the client would be the top entity addressed to manage
the interactions between the broker of this event and its perpetrator, it is the client that
notifies the server of such event as it also notifies the actor of its hypothetical success or

results.
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3.2.1.1 Publish Subscribe Service’s API and Execution

The PublishSubscribeService is a GardenBed service that allows its or any other frame-
work to perform operations on the P/S paradigm of the system. Provides methods that
enables one to publish, subscribe, unpublish or unsubscribe to data based on a tag and a

namespace. The API is further explained.

Publish a data item

Two operations are available to manage the publishing of data in the system, the first one

publishes a data item, the latter removes a publication:

publish(namespace ID, publication, handler)

Disseminates a publication to the mobile nodes within the specified namespace. The
handler returns either the ID assigned to the published object or an error message if the

operation fails.

unPublish(namespace ID, object ID, handler)

Removes a previously published object given its ID from the specified namespace. The
handler returns either the ID of the removed object or an error message if the operation

fails.

Subscribe to a data item

Two operations are available to deal with data subscriptions. One to perform a subscrip-

tion, the other to unsubscribe.
subscribe(subscription, handler)

Initiates a subscription to receive notifications based on the provided criteria encap-
sulated within the subscription parameter. This includes details such as the tags of the
object in question. Upon successful matching, the handler returns the tags of the matched
object. If the operation fails, an error message is returned. In this case, the subscription
itself already contains the information about the namespace, relieving the method from

requiring it.

unSubscribe(tags)

Initiates the unsubscription process for notifications based on the specified tags. This

operation cancels the subscription.
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Linking tags to data items

Linking tags to previously published data is also available through these two operations:
link (namespace ID, object ID, tags)

Associates the provided tags with the specified object within the given namespace. Sub-

sequent subscriptions to these tags will include retrieval of the associated object.

unlink(namespace ID, object ID, tags)

Disassociates the specified tags from the object identified within the designated names-
pace. Following this operation, subscriptions to these tags will no longer retrieve the

associated object.

Updates on data items

It is also possible to update a data item, updates are published and subscribe through

these operations:

publishUpdate(namespace ID, object ID, object, update description, handler)

Publishes an update to the specified object within the given namespace. This operation
fails if the object with such ID is a mutable data item, since mutable data items update
themselves in this environment. The handler returns either the object ID or an error

message if the operation fails.

subscribeUpdate(namespace ID, object ID, update handler, operation handler)

Initiates a subscription to receive updates for the specified object within the given names-
pace. The update handler is triggered on every update, while the operation handler is

triggered upon the operation is either successful or failed.

With all the tools we needed to post and retrieve data from the EdgeGarden-Mobile

devices, it is now possible to share clusters between them.

3.2.2 Index Creation and Publication

The face index is created as the images are fed to Chives and clusters are ready to be pub-
lished as they are created. In Figure 3.6, we can see, in a golden colour, the components
that were created or modified during the elaboration of our work. In subsection 2.1.4,

we explained what the state-of-the-art Chives was prepared to do. On such framework,
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Figure 3.7: Clusters Under Our Context’s Concept

we added an Indexer that will be responsible to generate and prepare the index of faces,
from the face clusters it receives from the Clustering Infrastructure of Chives. This index
is composed by clusters which are appended with identifying tags. Further, we explain

this mechanism.

The Clusters

The traditional digital concept of cluster is a group of close-by points. In our context,
such points are double-pointed, the projections, obtained through the FtE. In such con-
cept, projections represent different faces from the same person extracted from different
photos and each cluster represents a person. In Figure 3.7, we explain this with an exam-
ple: this cluster contains the projections of the faces extracted from Cristiano Ronaldo’s
photos, any face that is not his, does not get included in his cluster. The first version of
Chives dealt with normal clusters: groups of close-by projections, with an identifier. We

leveraged this definition of a cluster to include also a set of tags, as we needed them to
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be identified within our P/S context. We refer to them as Indexed Clusters. This way,
such identification would not be lost throughout the whole edge computing system, as
one node of the system could always perceive, through such tags, which clusters the
operations are to be dealt on.

The Tags

Tags are a feature already present in the state-of-the-art EdgeGarden environment, as
explained in subsection 2.1.1. To allow a better distinction between types of tags. It was
created a new characteristic every tag will contain: the TagType. Tags can now be of type
USER, the already existent and so far only type of tag, and of type CHIVES. The latter will
make sure fags created with the purpose of identifying and organizing clusters within the
index will not be confused or mismatched with user created tags. Tags of type CHIVES
will be appended not only to the cluster it represents, but to the photos from which the
projections of such cluster were extracted. This will allow the edge server and all of the
mobile nodes to easily retrieve the photos in which a face is represented when searching
by such face, as shown in Figure 3.8.

The Index

The key element in the whole solution is our cluster index. It is the index that contain
all of the clusters, organized by tags, and it is on the index that the search operations for
photos by face will be executed on. The index in our solution required to fulfill two main

characteristics:

1. The index required to be a set (non-ordered) with ability to add and remove ele-

ments with ease;

Table 3.1: Possible Sets

Set Type Add Elements Remove Elements Data Sent on Update
State G-Set S-CRDT  Yes No The New State of the Set
Operation G-Set  O-CRDT Yes No The Add or Remove Operation
State OR-Set S-CRDT  Yes Yes The New State of the Set
Operation OR-Set O-CRDT Yes Yes The Add or Remove Operation
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2. The index required to be a shared element with integration in our P/S infrastructure.

In Table 3.1, a few CRDT sets are described given their characteristics. Using a Grow-
Only Set (G-Set), we would lack the ability to remove elements, which leaves us with
the Observed-Remove Sets (OR-Sets). For this purpose we used an Operation OR-Set,
explained in section 2.2.3, for its ability to add previously removed elements and its
independence from system-dependent timestamps [18]. The index is, so, shared through
a publication on the edge’s behalf, and read on the mobile phones, through a subscription,
fulfilling, thus, our requirements. Taking this type of CRDT as an index, we wanted that
our clusters could update each of their properties independently without having to share
all of its composition every time a single detail was altered. For this purpose, we took
this choice as an example and modified the our indexed clusters accordingly, turning
both the tags and the projections of each cluster an OR-Set of their own. We could, then,
add or remove either a tag or a projection without having to update the whole cluster, as

represented in Figure 3.9.

The Indexer

The main actor in this component of Chives for the indexation part is the Indexer. Such
Indexer’s purpose is to receive a cluster out of the Clustering Infrastructure and prepare it
to be ready for publication. Such actor takes the information received upon clustering and
turns it into shareable information. It generates an Indexed Cluster by storing its tags and

projections in the OR-Sets, referred in the last paragraph, and adds such Indexed Cluster
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Figure 3.10: The Face Indexing Service

to the index. Chives, on the Edge, is an API built to be integrated in a GardenBed service,
so we required such service. Although the indexer prepared clusters to be ready for
publication, the publication itself is performed recurring to a service, explained further
ahead.

3.2.3 The Face Indexing Service

The FaceIndexingService is the service we have developed to run Chives, retrieve the
index from it and publish such index and its clusters. In other words, it spreads the
face clusters along the mobile phones. Making use of the P/S Service, mentioned in
subsubsection 3.2.1.1, this service does the connection between Chives (edge module)
and the P/S system of the Edge Server. It fully operates within its own namespace, the
Chives namespace and uses its own tag for the index, of type CHIVES, set to be subscribed
by the mobile side. In Figure 3.10, we demonstrate its behaviour. The service starts by
retrieving the index from Chives, and publishes it. Subsequent updates on the index
are triggered automatically, since it is a Mutable Data Item, explained in section 3.2.1.
When Chives notifies the service of a new indexed cluster, the service is responsible to
publish both its tags and its projections, which are also mutable sets, as we pointed out
in section 3.2.2. By relying on this type of CRDTs, we grant, so, that the contents of the

index will be, eventually, consistent (subsection 2.2.2).

Sharing the index among other regions

During this dissertation, the main focus was to implement the faces’ index in a single
region, however, in future iterations of this work one might want it to spread the index
among other regions. As previously stated, the properties of EdgeGarden’s publications
allow the programmer to set the index’s scope of interest to global, which will allow

future workers to configure the index in order to enable inter-region sharing.
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Chives

Face Searching Service

Figure 3.11: APIs Used in the Mobile Phones

Appending tags to the published photos

In order to be identifiable by face, the photos circulating on the environment, must
be linked to the tags generated by this service. Although this operation was not yet
implemented, we will explain its workflow. When retrieving the faces’ features from a
photo on the system, the Face Indexing Service will temporarily store the identifier of
the publication of such photo along with its features until such features are detected on a

cluster. Then, we use this cluster’s tag and link it to the publication.

3.3 Mobile Client Services

The mobile phone is the most important part of the EdgeGarden environment. After
all, the whole purpose of this environment is that the users are able to communicate
and exchange data almost independently from external factors, depending only on an
edge server to establish its region of mobile phones and provide indexation services,
explained in section 3.2. It is on the mobile phone that the users will interact with whole
environment. As the users publish photos on the mobile phone, such photos will be
cached on the edge server, which will use them to create an index of faces. The mobile
phone will, then, allow the users to provide a photo of a face, which will be used to, find
previously shared photos containing this very same face.

We have, so, developed an API called Chives, on the mobile side, which will be respon-
sible to search for photos based on the faces they contain. Chives is built on top of Basil,
explained in subsubsection 2.1.3.2, and runs a service called the Face Searching Service.
The latter relies on Basil to retrieve the index and its clusters from the edge server and

provides to Chives a way to search on this index using a photo of a face as input. In
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Figure 3.11, we can see the full stack of APIs running on the mobile phone, the golden
coloured are the ones we implemented for our solution, the shaded ones are previously
available APIs, already explained in the previous chapter, with the blue one being any
application the software developer might want to implement using Chives. Next, we

explain how the faces index is received and handled on a mobile phone.

3.3.1 Receiving and Using the Index

In order to reach the final goal of searching for pictures using a face as an input, we must,
firstly, receive the faces index. Upon index reception, the user is, then, able to search on

it using a face.

Retrieving the index

The index retrieval is done is coordination with the edge server. We have explained, in
subsection 3.2.3, that the edge server shares the faces index through a publication of
such index under a predefined tag. Using the default tag for the cluster index, the same
used by the edge on publication, the mobile phone can subscribe and download the face
index and then proceed to retrieve the clusters as well. In Figure 3.12, we demonstrate
this workflow through a flowchart diagram: first, a subscription to the index is done.
Upon notification that the index has been published by the edge server, we proceed to
its download, followed by the subscription to all the clusters it contains. Whenever
we receive a notification on a cluster, we download it and subscribe both its tags and
projections. In a similar manner, a notification on both the tags and projections will be
received, and we proceed to their download. Once both of these sets are downloaded,
we can reconstruct the cluster using them, setting, then, the end of the process. When
an update on the index is received, it means a new cluster has been introduced, and, so,
we are required to download it and add it our local index. The part of the process where
we subscribe and download a cluster, and subsequent actions, is repeated whenever we
receive a notification on an update of the index.

As we have stated in subsection 2.1.4, the state-of-the-art Chives already provided
us with the tools to perform FcE and FtE. In section 3.2, we explained our principle of
feature closeness: 2 vectors of features that are similar enough are considered as being
extracted from faces of different photos of the same person. We will rely on this principle

to perform the index search.

Using the index

The index is an OR-Set of indexed clusters, as explained in subsection 3.2.2. Indexed
clusters are defined, in such section, as clusters with appended tags. These tags are also
appended to the photos from which the projections of these clusters came from. Searching
for pictures of a specific person cannot be done without finding the tags of the clusters in
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Figure 3.12: Downloading the Face Index on the Mobile Phone

which these people’s faces are indexed. Looking at Figure 3.7, we can trace an equivalence
between a point belonging to a certain cluster, and a face belonging to a certain person.
So, if we extract the features of the face of the input photo and those features happen to
belong to any cluster in the index, we can use the tag of such cluster to finally find all
the pictures in which such person’s face is included. This is the exact principle we used
in the development of our solution: we extract the faces of the input photo, in each face

we extract their features into points, using the K-Nearest Neighbors (KNN) algorithm, we
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try to find the closest cluster to each point, and return the indexed clusters. Having these

clusters, we have their tags, and with the tags we can search for the desired photos.

Searching for the photos

To finish our procedures, we must, still, find the pictures to deliver to the user. Although
this part was not yet implemented, we will provide its workflow. After retrieving the tags
of the indexed clusters, we will use Basil to find the desired photos. Making a subscription
with the tag retrieved from the last step, on Basil, all the mobile phones in the region that
contain such tag on, at least, one of their photos will notify the user’s mobile phone. Each
one of these notifications contain a thumbnail of the photo in question. The user will
then decide which photos he wants to download.

It is easier, now, to understand how the Face Searching Service operates in the mobile

phone.

3.3.2 The Face Searching Service

Integrated in the Chives API, the Face Searching Service is responsible to retrieve and use
the index in order to find the appropriate tags of a certain cluster. Observing Figure 3.13,
a sequence diagram displays the whole process of finding pictures with similar faces,
having four actors in mind: the user of the system, Chives (on the mobile phone), Basil
(on the region of mobile phones) and GardenBed (on the edge server). First, the cluster
index is published by the edge server, followed by a request on the mobile phone for such
index, which is retrieved and stored locally, as explained in subsection 3.3.1. When a user
proceeds to submit a photo to Chives for photo searching, Chives will use this photo to
extract its faces and features, followed by a search for tags on the index, as explained in
section 3.3.1. Having the tags of the cluster, the Face Searching Service will request Basil
for any publications with these tags, resulting on a request on other mobile phones of the
region and, even, cached publications on the edge server, native to other regions of the
environment. Such pictures will be returned to Chives, which displays them to the user
on the mobile application.

The Face Searching Service is responsible for doing this whole process and making

available to Chives for user usage.

3.3.3 Chives’ API

In this section we present the API that Chives makes available to the user.

Finding the tags of a cluster
Set<Tag> findTags(OpenCVImage face)

This operation is responsible for retrieving the set of tags of an indexed cluster of

projections of a face, given a similar face as input.
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Figure 3.13: The Face Searching Process
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Finding the photos given a face
Set<Image> getImagesWithFace(Image face)

This operation is responsible for retrieving all the photos that contain a specific face

in them. As stated previously, this is yet to implement and will be left for future work.

3.4 Implementation Details

3.4.1 Distinguishing Between Mobile and Edge

During the development of this project, some state-of-the-art implementations working
well on a pure Java environment would not run on an Android environment due to incom-
pability of some of the libraries or classes used. Taking that into account, some modifica-
tions had to be done to some of the modules of the state-of-the-art. This was the case of the
ArcFaceFeatureExtractor which run a class BufferedImage of the Java Abstract Win-
dow Toolkit (java.awt), not available in Android Java. Another issue with the implementa-
tion of ArcFaceFeatureExtractor was that it ran a process in Python to perform the FtE.
Most Android phones do not support running Python code on their Operative System
(OS). To solve this issue, we have separated the code of ArcFaceFeatureExtractor into
two versions. One to run in Java, for the emulation and edge server environments, and
another in Android, for the mobile phones. The single module arcface-feature-extractor

was divided, so in three submodules:

arcface-feature-extractor:core in which we have integrated thr code to both versions

into an AbstractArcFaceFeatureExtractor, common class;

arcface-feature-extractor:java in which we have integrated the parts of the code that
would solely run in normal Java environments, into a class ArcFaceFeatureExtractor
extending the abstract one. This part of the code runs on both the edge server and

on emulated mobile phones;

arcface-feature-extractor:android in which we have implemented our own version of
the ArcFaceFeatureExtractor using the class Bitmap from the Android Graphics
(android.graphics) library as an alternative to the non-compatible one. And have
integrated pre-compiled Python code to run the part that would previously run
on a different process with the OS build tools, using a library called Chaquopy
(com.chaquo.python).

3.4.2 Restructuring the Chives Module

A lot of Java classes in the state-of-the-art Chives had the sole purpose of serving the
Edge Server. We have decided that such classes were not necessary in the Mobile Phones

implementation. In a similar manner, some developed classes in our mobile solution were
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Figure 3.14: Modules Organization

irrelevant to the Edge Server. With that in mind, we have decided to restructure the whole
Chives module into two modules: Chives (for the edge server version) and Chives-Mobile
(for the mobile version). The common parts of the code are inside of a module called
Chives-Common. In Figure 3.14, we represent an hierarchy of modules and submodules
of both Chives and Chives-Mobile. In a gray colour we have the modules which suffered
little to no change, while in golden we have the newly implemented modules in our

solution. We describe the latter modules as follows:

indexing-services module where the FaceIndexingService is located: serves the purpose

of indexing on the edge server’s behalf;

chives-common shared module between chives and chives-mobile where the submod-

ules with shared code are located;

chives-core submodule where core definitions are made. Classes for abstractions

like Cluster, Projection, ClusterIndex are stored here;
framework Chives (mobile version) and the FaceSearchingService are stored here;
android Classes for chives-mobile which contain android-only code are located here;
java Classes for chives-mobile which contain java-only code are located here;

emulation submodule that deals with emulating a mobile phone.
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3.4.3 Configuring Gradle

At the start of the developing work, we had the gray libraries in Figure 3.14 completely
functional on a Java environment. However some of the libraries used were not prepared
to run on Android, given the state-of-the-art Gradle configuration. Such was the case of
the opencv-face-extractor module that used the JavaCPP, JavaCV and OpenCV libraries.
Differently to the arcface-feature-extractor module, these libraries had an alternative to
run on an Android environment, so the whole module didn’t require restructuring. We
made use of a Gradle property called emulation, available on the edgegarden-mobile’s
build configuration, and a variable created in our development called chives-mobile to set
the usage of either the Java configurations or the Android ones. In the Gradle build file of
the module chives, we set chives-mobile as false, while in the chives-mobile module, such
variable was true.

In the case of the opencv-face-extractor module, if the running configurations were
set to either the edge server or an emulated mobile phone, it would use the Java libraries.
However, if the running configurations were set to real environment mobile phone, it
would use the Android libraries. Using this same logic, we have set arcface-feature-
extractor to use either its java submodule or its android submodule. The same was applied

on chives-mobile, which would use its java submodule or its android submodule.

3.4.4 Copying Files Task

Gradle build in the whole EdgeGarden project proceed to do a copy task during compila-
tion time. This copy task copies some source files, such as Python scripts, face detection
models, property files, among others. However, as such script satisfies the need for these
files in a context that the compiled code and the compilation task are executed in the
same machine, such does not happen when one wants to run the compiled project in
another machine. This is due to the face that the copy task script uses a folder in the User
Home directory to copy these files into, though such folder is available in the machine
if the code is run on the machine it was built on, in other devices it will not find such
folder. Android allows the programmer to use these Gradle tasks to copy files to the
assets folder, a folder that is integrated inside the compiled project. This allows such files
to be accessible in the code of the project on the mobile phone, and solves half of the
problem. However, the functions Android makes available to access the contents of this
assets folder do not allow direct access to the files through a file path. When creating
the OpenCV tools and the ArcFace tools in chives-mobile, they require models included
in this assets folder. Accessing files in the assets folder is done through an Input Stream,
Android makes available. However these libraries are only prepared to receive files as
constructor parameters through their String path or File object. Searching for a solution
to this issue, it was decided that, when running the app for the first time, the app would
copy all the files from the assets folder to the app’s storage folder, which is available di-

rectly through their content’s path, enabling, so, these libraries access to the models they
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required.

3.5 Final Remarks

During this chapter, it was possible to understand the whole developed solution, with all
its actors and components. We have developed and explained a solution that leverages
the EdgeGarden environment with an alternative to traditional topic-based P/S solutions,
a content-based search.

We have described the whole process of face indexing, with subsequent modifications
to the components of the existing edge server, as the process of face searching, with the
creation of an API called Chives that enables the user to do this search.

In the next chapter, we will show how we have tested and evaluated the efficiency of

this solution.
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ExPERIMENTAL EVALUATION

In this chapter, it will be presented the steps it took to evaluate our implementation. We
will present our experimental goal in section 4.1, with the questions proposed to evaluate
our developed solution. We will proceed to describe our experimental environments, the
setup for a simulated environment in subsection 4.2.1 and a real environment with an
Android app developed for testing purposes in subsection 4.2.2. Finally, we will evaluate

the solution, describing the steps, experimental results and conclusions in section 4.3.

4.1 Goals

The goal of this dissertation was to propose a solution that would allow a user to perform
a face-based search on photos within the EdgeGarden environment and evaluate its per-
formance. For the latter, we have created two environments that will help us evaluate
the developed solution: a simulated and a real environment. These environments will
run our solution and help us answer two questions we propose to analyze our solution
in terms of accuracy and efficiency in the face search results. These characteristics are

described below.

Accuracy How accurate is our solution at presenting results? We will test our solution in a
simulated environment to analyze and take conclusions on the best settings we can use

in our solution for providing better results at the face search.

Efficiency How fast is our solution? and How much energy is consumed during the execution
of our solution? For these question, we will perform our tests on a real environment in
order to have accurate and real results. We will present absolute values on the time and

battery usage it takes to retrieve results.
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Device HP ENVY 15 Notebook PC

CPU Intel Core i7-5500U
RAM 16 GB
Storage 464 GB
Battery 1815 mAh
Wi-Fi 802.11 a/b/g/n/ac
OS Windows 10 Home

Table 4.1: Device Used for the Experimental Tests on a Simulated Environment

Device  Lenovo Legion Y520 Samsung Galaxy S21 5G

Exynos 2100 (5 nm)
1x2.9 GHz Cortex-X1 &
3x2.80 GHz Cortex-A78 &
4x2.2 GHz Cortex-A55

CPU Intel Core i5-7300HQ

RAM 16 GB 8 GB

Storage 237 GB + 931 GB 128 GB

Battery 4000 mAh 4000 mAh

Wi-Fi 802.11a/b/g/n/ac 802.11 a/b/g/n/ac/ax 2.4G+5GHz
OS Windows 11 Pro Android 13 + One UI 5.0

Table 4.2: Devices Used for the Experimental Ttests on a Real Environment

4.2 Experimental Environment

4.2.1 Simulated Environment

For the simulated environment, we have implemented a single machine environment that
runs the FacelndexingService, presented in Figure 3.10, to compute the cluster index, and
perform KNN searches on the projections of such index.

On this environment, some statistics on characteristics will be retrieved that will help
us analyze the performance of the face search. This procedure has the purpose of helping
the user of the framework set the preferences that will provide better search results when
setting its application. Constraints such as the amount of photos on the index might have
some influence on the searching accuracy.

In Table 4.1, we present the device used for simulation purposes.

4.2.2 Real Environment

To measure the efficiency of the solution, we will use metrics extracted from running the
solution on a real environment. We will run Chives on the edge on a computer, simulating
an Edge Server, and Chives-Mobile on a smartphone. This will help us create a scenario
of a real interaction between the edge and the mobile phone. The computing times and

battery usage will be retrieved in their absolute values in order to analyze if the solution
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is efficiently practical for modern day devices. The devices used during the tests on a real
environment are described in Table 4.2.

Further below, we will proceed to present our evaluation.

4.3 Evaluation

4.3.1 Solution Accuracy Study

When a user provides a photo of a face in order to search on the index for similar faces, a
search on the cluster index, using a KNN algorithm is performed. We questioned, during
the elaboration of this dissertation, how accurate would the results retrieved, using our
solution, be.

If we used a simple KNN with no constraints, we would have a result for every pro-
vided picture, as long as there were clusters in the index. There would not be any problem,
if the users only provided pictures of people they know that exist in the published pho-
tos. However, we do not take for granted that the users know all the contents that exist
in the system, as it would not be humanly possible in cases where multiple people are
publishing photos. We must provide feedback to the user upon searching, whether or not
its provided face is indexed by Chives, in order to avoid the maximum of number false
positives on our solution results.

When presenting results, we must ask ourselves two questions:
1. Does the person the user wants to find exist on our system?
2. If the person exists, is our solution providing correct results?

To answer these questions we performed the indexation of faces on some photos and,
then, performed searches on the index with completely different photos. For this purpose

we have organized our sets the following way:

Photos to perform indexation To perform the indexation of faces on photos, we used a
set of photos with the faces of ten different people, including: 168 photos of Colin
Firth, 149 photos of Patricia Arquette and 43 photos of Rowan Atkinson. Note: no

photos of Cristiano Ronaldo were included in this set.

Photos to perform search To perform the search for clusters on the index, we used four
sets of ten photos each, each set of different people. The people we searched for

were: Colin Firth, Patricia Arquette, Rowan Atkinson and Cristiano Ronaldo.

Running the first test with no constraints, in other words, allowing a result even if the
person was not indexed in the first place, allowed us to take really sharp conclusions: the
search algorithm was very precise in finding the right cluster as for the thirthy photos
of Firth, Arquette and Atkinson, it retrieved the right clusters for every photo used as
input. However, in Ronaldo’s case, as he was not indexed, the algorithm returned clusters
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1 2 3 4 5 6 7 8 9 10
Photo Number

Colin Firth (168 photos) (all guesses right) —Rowan Atkinson (43 photos) (all guesses right)
—Patricia Arquette (149 photos) (all guesses right) === Cristiano Ronaldo (0 photos) (all guesses wrong)

Figure 4.1: Distance Between the Projection of the Test Photo’s Face and the Closest
Projection in the Index

of different people. Some input photos even outputted different people’s clusters when
compared to other input photos. We could, however, answer the second question: If the
person exists (in the cluster index), our solution provides the correct results.

We still required to answer our first question. When searching for projections on
clusters of the index, we should be able to recognize some patterns that would allow us
to tell if the result the KNN algorithm was giving us was the same person that was being
searched for.

In a few words, the KNN algorithm picks the k closest projections to our input pro-
jection and outputs the cluster that has the most projections in this set of neighbours. To
decide if the test person was actually the one being outputted, and take conclusions on

whether or not it was indexed in the first place, we looked at two major characteristics:

1. The distance, in an abstract measurement, between the test projection and the
closest indexed projection;

2. The amount of neighbour projections that belong to the same cluster.

Analyzing the Projection’s distance The first metric to analyze is the distance between
the input photo’s face projection and the closest projection in the index. Using the set of
test photos, we retrieved this distance for every input photo. The results can be seen in
Figure 4.1. The horizontal axis represents the number of the photo used as user input
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1 2 3 4 5 6 7 8 9 10

Photo Number

m Colin Firth (168 photos) (all guesses right) = Rowan Atkinson (43 photos) (all guesses right)
m Patricia Arquette (149 photos) (all guesses right) ® Cristiano Ronaldo (0 photos) (all guesses wrong)

Figure 4.2: Maximum Number of Projections of the Same Cluster Within the 7 Neighbours
of the Input Photo’s Projection

while the vertical axis represents the retrieved distance. A first conclusion we can take is
the notable difference in the results of a person that is not indexed (Cristiano Ronaldo, in
our test) when compared to indexed people. The longest retrieved distance on an indexed
person’s test was Rowan Atkinson’s fourth photo with the value of 3,558558839. The
shortest retrieved distance on a non-indexed person’s test was Cristiano Ronaldo’s eighth
photo with the value of 3,78568798, which is still an higher value than that of an indexed
person. We can easily point out a distinguishing between people that exist in the system
and people that do not exist in the system. With this amount of indexed photos, a good
value to set as constraint for this distance would be somewhere in between, like the mean
between these two described values: 3,6721234095. However, this did not seem like a
good metric to constraint our results as the difference between the closest two results that
should output a cluster or not is too small to avoid wrong results. Another negative aspect
that can be noted is accuracy of this metric when the clusters are yet too small. As we
can see by comparing Rowan Atkinson’s results, results of a person that has a significant
difference in cluster size due to less indexed photos, to Firth’s or Arquette’s results, a
person that has less faces indexed has projections with longer distances when compared
to people with bigger clusters.

Analyzing the K neighbours Another metric used to analyze our results was the num-
ber of neighbouring projections that belong to the same cluster. The more precise search
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1 2 3 4 5 6 7 8 9 10

Photo Number

m Colin Firth (168 photos) (all guesses right) = Rowan Atkinson (43 photos) (all guesses right)
m Patricia Arquette (149 photos) (all guesses right) ® Cristiano Ronaldo (0 photos) (all guesses wrong)

Figure 4.3: Maximum Number of Projections of the Same Cluster Within the 13 Neigh-
bours of the Input Photo’s Projection

would output all K neighbours as belonging to the same cluster, whereas a more impre-
cise result would be that which would result in less than K neighbours as belonging to
the same cluster. To analyze this metric, we have done tests with two different values of
k. The results will be presented in bar graphs where the horizontal axis represents the
number of the test photo and the vertical axis represent the number of neighbours of the
test projection that belong to the KNN'’s chosen cluster. We performed the first test with
k=7 and its results can be seen in Figure 4.2. As we can see, all the indexed people got
accurate results with all of them having seven neighbours of the same cluster. However,
when testing the person that was not indexed, the results are less precise, having the
maximum number of neighbours belonging to the same cluster been six, in Cristiano
Ronaldo’s sixth and tenth photo. In the second test, we used k=13 with its results pre-
sented in Figure 4.3. The same conclusions can be taken for this example. Indexed people
got all thirteen neighbours of the same cluster, the outputted cluster. Non-indexed people
got fewer neighbours. The best result Cristiano Ronaldo’s set of test photos achieved in
this example were Cristiano’s fourth and tenth photos, both with eleven neighbours of
the same cluster. This seemed to us a more accurate metric to use to detect non-indexed
people, since we can detect that a person belongs to the index when it has the maximum
number of neighbours possible, belonging to the same cluster. However, choosing the
value of k, when performing the search does not have a visible best choice. Choosing
smaller values like k=7 might result in a less solid result, while choosing bigger values
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like k=13 require a higher number of indexed faces.

Performing these tests allowed us to take answer our first question. Choosing a preset
value for either the maximum distance between the input photo’s face projection and its
closest projection or the minimum amount of neighbours belonging to the same cluster
allow us to differentiate between an input face that does not belong to the index and one
that does.

Receiving correct results is the top priority in our solution. Nevertheless, performing
our search with efficiency is an aspect to deal with. Such characteristic will be analyzed

further below.

4.3.2 Solution Efficiency

In terms of efficiency, we questioned ourselves how efficient would our solution be. We
considered two major aspects when analyzing this characteristic: To have an efficient
retrieval of results, this operation must be both fast, in the time it takes searching on the

index, and be energy-efficient, in other words, consume the less energy possible.

The human eye can process ten to twelve frames per second, with any value above
that being interpreted as motion [19]. This means a frame is, on average, processed every
91 ms. We considered that our application would be fast if we could retrieve our results
no more than five times slower than this value. This means that, if we can achieve results
on the index faster than half a second, we will label our solution as fast. The index search
operation is an operation to be run once every time a user wants to find photos. With
this purpose in mind, is expectable that energy consumption would not hit high values.
However we must have some target value for this measurement. So, we have decided
that, even if a user makes constant searches, with no intervals in between, during an hour,
the algorithm should consume no longer than half the capacity of the battery on the user
phone. Values below this threshold would make our solution energy-efficient.

In order to measure our characteristics in efficiency. We prepared an Android app
for the case. Such app retrieves the index from the edge server and performs a thousand
consecutive index searches. It would register the time and battery level difference in

between these operations and proceed to present some statistics.

In Figure 4.4, we can see the application’s results. One thousand operations took
the phone 195537 ms or 195.5 seconds to execute and consumed 2.0% of its battery.
The average operation took, so, 195 ms to execute and consumed 0.002% of battery. As
the average operation takes 195 ms, no more than five times the frame processing time
of a normal human, we concluded that our solution was fast. One minute of constant
executions consumed 0.61% of battery, while one hour of these executions consumed
36.82% of battery. As even if a user performed one hour of consecutive operations the
battery level would not decrease more than 50%, we considered our solution to be energy-
efficient.
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Found a cluster with 1 tags.

Number of operations run: 1000
Time: 195537ms

Battery usage: 2.0%

Average operation results:

Time: 195ms

Battery usage: 0.002%

1 Min of operations results:

Time: 60000ms

Battery usage: 0.6136945948848556%
1 Hour of operations results:

Time: 3600000ms

Battery usage: 36.82167569309133%

First tag: 5.0

FROM GALLERY TAKE A PHOTO

Figure 4.4: Testing Time and Battery Consumption

54



4.3. EVALUATION

4.3.3 Summary

After analyzing the experimental results of our solution, we could answer the questions

proposed in section 4.1:

Accuracy How accurate is our solution at presenting results? Our solution presents correct
and precise results when a user tries to search for a cluster in the index, having our
experimental results showed 100% accuracy in retrieving such clusters. To distin-
guish between an indexed person and a non-indexed person, we have displayed the

best presets a programmer can choose for their solutions.

Efficiency How fast is our solution? Our solution presented fast results, not surpassing

five times the average human’s frame rate perception.

Efficiency How much energy is consumed during the execution of our solution? Our solution
consumes low values of energy. Even if a user proceeds to perform constant searches

for one hour straight, not even 50% of the phone’s battery would be consumed.
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5

CONCLUSION

During this chapter, we will conclude our dissertation. We start by presenting some
conclusions on our solution, in section 5.1, followed by some topics that we propose as

future work, providing some guidance, on section 5.2.

5.1 Conclusions

In this dissertation, we have presented Chives, a solution to face-based searches on photos
within an edge computing environment, centered on an index of face clusters.

The presented solution is composed by two main components: an edge server and a
region of mobile phones. The edge server is responsible for caching published photos by
the mobile phones and proceed to retrieve face’s features from the photos, cluster and
index them into a Cluster Index. Each mobile phone is responsible for retrieving this
index and allowing the user to search for photos giving a photo of a face as an input.

This implementation is not yet finished as it still needs published photos to be ap-
pended to the tags of the clusters generated using its faces, in order to provide such
photos to the user on the mobile phone.

We conclude that our solution presents accurate and efficient results on the proposed
topic. Future developers using our API must choose the implementation parameters
wisely, depending on the purpose they desire for their implementation.

Further below, we will present some future work on topics that could enhance our

solution.

5.2 Future Work

Although we have developed a solution that works and allows indexing faces on the edge
server and searching for photos giving such faces on the mobile phone. We consider that
further work can be done in order to enhance our solution. In this section, we describe

some topics that can be worked on, in order to improve this dissertation’s solution.

56



5.2. FUTURE WORK

5.2.1 Integration With Oregano

As we want to allow our solution to work on every device, we must consider all types of
devices a user may have. Some users might not have the most recent devices with power
capacity to perform FcE and FtE, or may have less storing capacity that allows them to
download the full index. With that in mind, we propose to integrate the Face Searching
Service within Oregano, so that users with older devices can ask the edge server to perform
the searching computation on their behalf. This can be done using the Subscription with
Computation (SubC) property of Oregano, as referred in subsubsection 2.1.3.3.

A user with an old phone, when performing a face search operation, would trigger a
SubC that would publish the input photo with a tag where such user expects to receive
the output, followed by a subscription to such tag. The edge server, upon receiving such
publication, would compute the searching operation, and publish the output on the tag

specified by the mobile phone.

5.2.2 Merging and Diverging Clusters

As the index is being computed, on the edge, there may be cases where a person is indexed
on different two clusters as if it was two different persons. Some other cases might group
two persons on a single cluster. This happens when such people are similar in facial
features or when the clusterer performs its clustering with inaccuracies.

In order to solve this issue, the mobile phone may ask the users for feedback on
whether a cluster is grouping the right faces, or even, an implementation on the edge
can be performed to tackle such problem. In either cases, the environment must be able
to handle these changes on clusters. When a cluster merges with another or diverges
into two of them, the index must be updated and, if needed, so do the cluster tags on the
photos.

Handling a cluster merge can be done by simply appending projections and tags,
without requiring changes on the published photos. When the merged cluster is retrieved
on a search, all the cluster tags are subscribed, resulting in the retrieval of all the photos
of the previously two clusters. Handling a cluster diverge might be a more complex task.
One possible solution would be unlinking all the photos that had the previous tag, and

proceed to perform the linking operation distinctly with the two new tags.
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