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ABSTRACT

Machine-learning systems are used to improve efficiency and quality of results and
should uphold an impartiality standard above human decisions. Nevertheless, biases are
frequently observed, leading to suboptimal outcomes for specific groups. This problem
is amplified in healthcare by the field’s complexity, limitations, and implications of its
applications. The most common problem is the lack of enough samples to accurately
represent the population, resulting in impeding consequences in these specific groups.

Existing methods for evaluating these systems vary from evaluating the global per-
formance of studied groups to comparing similar samples in an instance-based analysis.
From the latter approach, the methodology of generating counterfactuals, samples modi-
fied to answer "what if..?" scenarios, has gained popularity in recent years, valued for its
interpretability and versatility.

However, despite the instance-based perspective it provides, there is a gap in how to
properly generalize this methodology. This work extends this approach by exploring novel
evaluation metrics supported by a new visualization analogous to the confusion matrix.
It also explores the plausibility of the generated counterfactuals, experimenting with the
incorporation of domain knowledge. Motivated by a prevalent issue in healthcare - data
scarcity - it analyzes the results of performing data augmentation with counterfactuals to
mitigate bias without compromising performance.

As a result, this work contributes with a new bias detection and mitigation technique
and reports promising results for ensuring more reliable decision-support systems in
healthcare.

Keywords: Bias, Machine-Learning, Counterfactuals, Fairness, Augmentation
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REsumMo

Sistemas de aprendizagem automadtica sdo utilizados para melhorar a eficiéncia e a
qualidade dos resultados, e deveriam manter um padrdo de imparcialidade acima das
decisdes humanas. No entanto, é frequente observarem-se enviesamentos, que levam a
decisdes ndo adaptadas para grupos especificos. Este problema é extrapolado nos cuidados
de satide devido a complexidade, limitagdes e implica¢des nesta aplicacdo. Um problema
recorrente é a falta de amostras suficientes para representar a populagdo devidamente, o
que resulta em consequéncias irreversiveis em grupos especificos.

Os métodos existentes para a avaliacdo destes sistemas variam desde a avaliagdo do
desempenho global dos grupos em estudo, até a comparagdo de amostras semelhantes
em uma andlise instancia a instancia. A partir desta tltima abordagem, a metodologia de
geracdo de contrafactuais, amostras modificadas para responder a cendrios "e se..?", ganhou
popularidade nos tltimos anos, valorizada pela sua interpretabilidade e versatilidade.

No entanto, apesar da perspetiva local que proporciona, permanece uma lacuna na
forma de generalizar corretamente esta metodologia. Este trabalho expande esta aborda-
gem explorando novas métricas de avalia¢cdo apoiadas por uma nova visualizagdo anédloga
a matriz de confusdo tradicional. Também explora a plausibilidade dos contrafactuais
gerados, experimentando a incorporagdo de conhecimento do dominio. Como resposta ao
problema prevalente dos cuidados de satide - escassez de dados - é estudado o aumento de
dados com contrafactuais para mitigar o enviesamento sem comprometer o desempenho.

Por conseguinte, este trabalho contribui com uma nova técnica de detegdo e mitigagao
de enviesamentos e apresenta resultados promissores para garantir sistemas de suporte a

decisdo em satde mais fidveis.

Palavras-chave: Viés, Aprendizagem Automatica, Contrafactuais, Justica, Aumento de
dados
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1

INTRODUCTION

1.1 Motivation

In 1943, Walter Pitts and Warren McCulloch developed a mathematical model to mimic
neural networks and emulate the human thought process [50]. This study was motivated
by furthering the understanding of the human brain, but soon the interest was broadened
to improve computation. Then the curiosity and potential in Artificial Intelligence (AI)
grew with new methods, applications and goals, improving the time and efficiency of
tasks.

In fact, the mathematical foundation behind Machine Learning (ML) models allows
for an unparalleled mechanism of finding hidden patterns within the provided data.
But because of the outstanding efficiency, it can easily veil some unwanted tendencies.
These tendencies, known as bias, may occur due to the incomplete scenery painted by
the data, with misrepresentation of the target population, either as a consequence of
mishandling it, or due to the inherent process of optimization that prioritizes performance
over othercriteria. And, regardless of origin, bias can lead to ill-adapted models for specific
population groups.

The most prominent example of models assimilating bias is the results of Northpointe’s
COMPAS, an ML model that uses defendant’s data to assess their risk of committing
another crime. When the output was analyzed, it was noted a tendency to impair African
Americans, such that, given the same parameters, a man of this ethnicity would have a
higher likelihood of a higher risk assessment than a man of another ethnicity [4].

Fairness has since become a prominent topic, especially in high-risk fields such as
healthcare, an area where lives are at stake, and hence where bias can be a critical liability.

Such findings were also reported when using psychiatric notes to predict Intensive
Care Unit (ICU) mortality and 30-day psychiatric readmission. The constructed model
had lower performance depending on the gender, race, and health insurance of the patient.
In spite of this, this model serves as an example and proof of the existing prejudice in the
original clinical notes [17].

Due to the complex nature of health-related problems, bias can be created even when

1



CHAPTER 1. INTRODUCTION

there is no evident prejudice the algorithm can mirror. For instance, models concerning
pathologies are often limited by a minimal volume of samples of affected individuals
from which to learn. Aggravating the problem, every health condition has a myriad of
symptoms that correlate with the patient’s gender, age, race, family history, environment,
and corresponding lifestyle. At the same time, the datasets tend to have under-represented
groups which may lead to subpar performance.

A combination of these issues manifests when detecting melanomas in darker skin
tones. Studies report a large percentage of incorrect assessments from dermatologists for
darker phenotypes. This is rooted in the substantially lower prevalence of this disease
for darker skin tones which leads to ignoring the correct possibility before it is too late.
ML models also display the same tendency. Due to the small portion of positive tests for
this group, the model is better optimized to the more represented group leading to clear
discrepancies in performance [23]

These concerns are often addressed through questions such as "What caused the bias?’,
"Is this decision truly because of belonging to this group?’, or rather "What if this person
belonged to another group?’. These questions introduce a line of thought based on event
causality known as Counterfactual Thinking [63]. This logic is applied in ML with variable
levels of success, presenting great results for local analysis but with limited evaluation

strategies for global evaluations of the model.

1.2 Obijectives

In response to the challenges posed by bias in ML, this work presents a methodology that
complements existing bias detection and mitigation techniques. The objectives of this
study are as follows:

1. Expand upon the notion of Counterfactual (CF) fairness to develop a novel bias
detection methodology and plausible CF generation process tailored for classification

tasks, focusing on its application to real-world medical datasets.

2. Perform a comprehensive evaluation of the proposed bias detection approach, com-
paring it with established techniques.

3. Evaluate the impact of domain knowledge on bias detection and mitigation within
the proposed methodology.

4. Investigate the effectiveness of data augmentation using counterfactuals as a bias
mitigation technique, evaluating it against proposed bias evaluation metrics and

state-of-the-art methods.

The framework of this work is depicted in Figure 1.1.

2



1.3. DOCUMENT STRUCTURE
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Figure 1.1: Proposed framework for detecting and mitigating bias employing CFs.

1.3 Document Structure

This document is written following the standard structure. Starting with the current
Chapter 1 where the context and motivation are presented, as well as the goals it proposes
to achieve. In Chapter 2 several concepts are introduced as a foundation for a better
understanding of the problem, the current solutions, and the proposed framework. Next,
in Chapter 3, the most relevant studies that inspire this work are highlighted.

The second half of the document focuses on the proposed methodology. First, Chapter 4
details the processes for developing the solution. The conducted experiences are presented
and analyzed in Chapter 5. Finally, Chapter 6 further discusses the overall applicability and
importance of the proposed approach, as well as limitations and points of improvement.

1.4 Declaration of Originality

The research work described in this dissertation was carried out in accordance with the
norms established in the ethics code of Universidade Nova de Lisboa. The work described
and the material presented in this dissertation, with the exceptions clearly indicated,

constitute original work carried out by the author.



2

THEORETICAL CONCEPTS

This chapter introduces the fundamentals for a clear understanding of the developed
work. It presents an outline of the ML pipeline, with a focus on the phases that could
potentially introduce bias. The proposed methodology was developed for supervised
classification problems, and tested with tabular data and binary labels, but with the
potential for expansion to other data typologies.

2.1 Machine Learning

ML is a branch of Al that utilizes data and algorithms to attempt to replicate the way
humans learn. An ML model applies mathematical algorithms to a large number of
samples to identify trends and produce an output [43]. Deep Learning (DL) is a subset of
ML that uses multiple processing layers to extract features from the data [46]. DL models
can be used for data of any nature but show special utility for unstructured data that
can't be effectively processed through less complex methods. Models can be defined as
generative or discriminative [36]. Generative Models use the provided data to generate new
samples, distinct from the original samples. Discriminative Models provide a prediction
based on the data it was trained on. For example, optimizing product displacement in a
pharmacy, identifying a tumor in an image, or predicting diseases through clinical notes.

Discriminative ML tasks can be divided into unsupervised and supervised learning.
Unsupervised models are trained on unlabeled data. The model can learn to aggregate
samples based on their similarity. They can be employed in medical imaging to identify
anomalies. Supervised learning refers to problems where the data it was trained on
includes the ground-truth label as target for each sample. For example, when predicting a
disease, the dataset includes relevant information and if each individual is healthy. Thus,
extrapolating the patterns from healthy and unhealthy individuals, the model is able to
identify if new patients are healthy or not.

Depending on the label, a supervised problem can be defined as a classification
problem for binary, Yi € 0,1, or multivariate, Yi € N, labels, or as a regression problem for
continuous labels, Yi € R. A problem can be further defined as multi-label if it attempts

4



2.1. MACHINE LEARNING

to predict multiple characteristics simultaneously.

As for the data typologies, simpler ML models often work with tabular data. However,
there are techniques for unstructured data, like time series and images. It is important
to note that tabular features can be extrapolated from time series and even images, with
variable degrees of success in the final model.

2.1.1 Biases in the ML Pipeline

After the base definitions for ML models, this section presents each step of the creation
of a supervised classification model for tabular data and potential biases that arise from
each stage(see Figure 2.1), following the review works of Mehari and Suresh [51, 72].

2.1.1.1 Data Aquisition

In this stage, there must be a balance between the quantity of information that can be
acquired in one acquisition and the context limitations, such as the feasibility of acquisition
techniques for the target population, time constraints, and available equipment. Due to
the reduced sheer volume of potential participants in clinical studies, the acquisition is
often conducted for a long period, sometimes in different locations, revealing the necessity
for a rigorous protocol.

The limitations incurred in this stage can often lead to the introduction of bias. If
the acquired data doesn’t include relevant features or there are incongruous acquisition
processes across different locations, the model will reflect sampling bias. If a particular
group is ill-represented in the dataset, not reflecting real-world characteristics, it incurs
measurement bias. Finally, representation bias is an easier-tracked bias that happens when one
group is less represented than another, which is very common in healthcare as different
diseases are tied to different phenotypes.

2.1.1.2 Preprocessing

This stage encompasses various essential tasks, starting with feature extraction. Since ML
algorithms are typically designed to work with numerical data, text data must undergo
a process known as type casting to be converted into a numeric format. For features with
multiple categories that lack a continuous relationship between them, an encoding process
is often applied. In this process, features are decomposed into new features.

In a process known as Feature Engineering, an analysis of the content of features
is conducted, which culminates in simplifying, dropping, and/or combining different
features, according to the essential information they provide. Features may be discarded
due to excessive missing values or severely unbalanced distribution of values or because
they contain redundant information already provided by another feature. The redundancy
of the dataset is often assessed through correlation maps, a visual representation of the
Pearson correlation coefficient for each set of features, and other correlation coefficients.

5



CHAPTER 2. THEORETICAL CONCEPTS

Labels are also processed in this stage, though they are only included in specific steps.
A recurrent problem in ML is an Unbalanced Dataset, meaning that the prevalence of an
outcome is substantially higher than the others. Knowing this, the problem can often be
simplified from a multi-class problem to a binary problem. For example, if the objective
is identifying a set of coronary diseases and the number of samples for each condition is
not satisfactory, then the problem can be simplified to identifying if the patient has any
coronary disease.

The dataset is then dividedinto two main groups: the training and the testing set.
The training set is used as input so that the model can learn, while the testing set is
reserved for evaluating the model’s performance on data it has never encountered during
training. Often, there is a third set, the validation set, which will be explored further
in Section 2.1.1.4. The final steps of preprocessing involve handling missing values and
normalizing the range of feature values. Feature normalization is an important step that
allows to remove the influence of differences in value ranges preventing disproportionate
contributions based on the feature’s range. Both of these procedures are initially applied to
the training set. This helps in identifying the appropriate strategies for imputing missing
values and defining the minimum and maximum values for feature scaling. Once these
parameters are learned from the training set, they are then applied to the other sets to

ensure consistency and fairness in model evaluation.

2.1.1.3 Feature Selection

Feature Selection is done because of what is known as The Curse of Dimensionality. While
more information is beneficial for improving performance, the time and power required
for model development increase exponentially with each dimension. At the same time, a
large number of dimensions results in samples sparsed across the data space, which is not
desirable [52]. Thus, there is a need for a good ratio between the number of features and
the number of samples. A good rule of thumb for the number of features is using one tenth
of the number of samples, but it depends on the task. Dimensionality reduction techniques
can be categorized into filter methods, wrapper methods, and embedded methods. For
filter methods, the correlation between features is calculated and the least independent
features are removed. In wrapper methods, the best features are selected according to
the evaluation of models with different subsets of features. In embedded methods, new
features are created based on the combination of existing ones. If an essential feature is
removed in any step of feature selection it may induce a bias known as omitted variables,

where crucial information for a determined group was not included in the model.

2.1.1.4 Fitting and Optimization

After completing the data-cleaning phase, the model is prepared for training. This
crucial step encompasses three key processes: selecting potential models, fitting them

to the training data, and evaluating performance. Among supervised models, the most
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2.1. MACHINE LEARNING

commonly employed ones are Naive Bayes, Decision Trees, Logistic Regression, K-Nearest
Neighbors, and Support Vector Machine. These algorithms can be used individually or
combined to form more robust ensembles. For example, Random Forest algorithms generate
several decision trees trained on random subsets of samples and features, through a bagging
(Bootstrap Aggregation) technique [13]. Each of these trees predicts an outcome and the
final decision is selected through majority voting. Because of this, random forests tend to
be more robust and less prone to overfitting, compared to decision trees.

As an overall rule, the selected model should adhere to Occam’s Razor principle, which
can be interpreted in context as: for similar performance, a simpler solution is preferred to
a complex one. Striking the right balance between model simplicity and performance is
key to ensuring that the chosen model achieves good generalization without unnecessary
computational or runtime overhead [56].

Each algorithm has a set of adjustable hyperparameters, whose optimization is pivotal
to creating a reliable model [70]. However, there is a delicate balance to strike: since
models are tailored to the training data, overfitting often occurs [14]. Overfitting is when a
model performs exceptionally well on the training data but poorly on testing data. When
overfitting occurs, fine-tuning the algorithm’s hyperparameters is necessary. The objective
is to achieve comparable performance metrics on both the training and testing datasets.

To grant optimal hyperparameter values while preventing overfitting, the training
set can be further split, adding a validation set. During the optimization process, the
model is iteratively trained and evaluated using this validation set. The validation set may
consist of either a fixed group of samples or through Cross Validation in which multiple
groups that rotate in sequence, facilitating the selection of the model that exhibits optimal
performance across all iterations. It is important to note that the testing set must not be
used as a validation set, as its sole purpose is to evaluate the final model.

Another relevant category of optimization techniques in ML includes post-processing
methods, which focus on adjusting the model’s predictions rather than modifying the
model architecture itself. One of the most common methods for algorithms that produce
probabilities involves shifting the prediction threshold. The threshold represents the
probability limit at which a prediction changes. In binary classification, the default
threshold is typically set at 50%, but this value can be adjusted to optimize performance.
There are also other techniques in this category, such as calibration. Calibration involves
training a new method to adjust the predicted probability distribution so that it closely
resembles the distribution of the actual training outcomes. If the performance is too low,
it may be necessary to try more complex algorithms and revisit the feature engineering
step. In some instances it may be necessary to adapt the problem itself, switching from
multi-class to a binary classification.

As mentioned, optimization may lead to over-adapting the model to the most rep-
resented group, introducing learning bias. On the other hand, an oversimplified model
may as well subdue the less represented group, constituting aggregation bias. As a final
typology, bias can even be introduced in the labels, which is the case for historical bias. In
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this case, the original classification of the labels was skewed by real-world discrimination.

Validation set

Train set
>

Dataset
Test set

Reporting

Figure 2.1: A typical Machine Learning pipeline.

2.1.2 Performance Metrics

During the evaluation stage, the performance is inferred based on the number of correct
and incorrect predictions in relation to the ground truth. Focusing on binary classification
tasks, each prediction, positive (P) or negative (N), is assessed as either true (T) or false (F)
following the nomenclature: True Positive (TP), True Negative (TN), False Positive (FP),
False Negative (FN). A Confusion Matrix (CM) is a useful analytical tool that allows a
direct comparison between these outcomes, offering a better understanding of the model’s
shortcomings, represented in Figure 2.2. For a more in-depth analysis, there are multiple
metrics for evaluation based on these values:

¢ Accuracy: The overall rate at which the model is right.

TP+TN

Total €l0.1]

¢ Prevalence and Predicted Prevalence: Rate of real and predicted positive outcomes.

TP +FN TP + FP
Prevalence = I+ riv € [0,1], PredictedPrevalence = —To-;al

Total €lo.1]

¢ Parameters that measure the rate at which the model correctly predicts a positive or

negative outcome out of the total positive or negative predicted outcomes:

— Precision or Positive Predicted Value (PPV) and Negative Predicted Vaue (NPV)
The rate at which the model is right when it predicts positive and negative

values.

TP TN

- False Discovery Rate (FDR) and False Omission Rate (FOR) The rate at which

the model is wrong when it predicts positive and negative values.

FpP FN

FDR = 7555 € 1011, FOR = +777w ©

[0,1]
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¢ Parameters that measure the rate at which the model correctly predicts a positive or
negative outcome out of the total real positive or negative outcomes:

— Recall or True Positive Value (TPR), and Specificity or True Negative Rate (TNR)

The rate at which the model correctly predicts positive and negative values.

TP TN
PN 0t TNR=rxp 101
— False Positive Rate (FPR) and False Negative Rate (FNR) The rate at which the

model incorrectly predicts positive and negative values.

TPR =

FN

FPR=——¢€|0,1 FNR= —— €[0,1
T+ Fp < 1) TPy N < L0
V=1 vY=0
W True Falsg
> Positive Negative TPR FNR
(<)
I False True FPR TNR
> Positive Negative
PPV FDR ACC
FOR NPV

Figure 2.2: Confusion Matrix with different metrics calculated based on the table values.
Adapted from [19].

The performance of the model is improved by reducing the number of FP and FN,
known as type I and type II errors. The main metrics used to evaluate these errors are
precision and recall, respectively. While the goal is to maximize both of these metrics,
it is not possible to do so simultaneously. This is known as the Recall/Precision Trade-off
[30]. Different problems require a different equilibrium, depending on the costs of FP and
FN in that specific scenario. If both errors are equally costly, there are additional metrics
that measure the distribution of the errors, such as the F1-Score, that corresponds to the
harmonic mean of precision and recall.

When employing evaluating performance, it is important to consider the class imbal-
ance. For unbalanced datasets, metrics that count samples with different ground truths
are not reliable. For instance, PPV is not suitable when there are substantially less positive
samples since even a small portion of FP can overstate the TPs. Metrics such as TPR and
TNR are exempt from this problem but the accuracy is not. To solve this problem there is
the Balanced Accuracy, which gives the mean of TPR and TNR, as well as the Matthew’s
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Correlation Coefficient (MCC), claimed for its robustness and concordance with the other

performance metrics [18].

MCC = TP-TN —-FP-FN € [-1,1]

~ (TP + FP)(TP + EN)(IN + FP)(TN + FN)

2.1.3 Data Augmentation

Despite dedicated efforts to build ML models, the inherent characteristics of a dataset
can sometimes result in sub-optimal model performance. This challenge is particularly
pronounced when dealing with unbalanced datasets, or datasets that lack diversity among
the samples. In such scenarios, the solution often seems simple: collect more data.
However, collecting additional data is not always feasible due to constraints such as data
collection costs, time constraints, or even the unavailability of certain data points.

Recognizing the need for a practical solution, several data augmentation techniques
have emerged. It is a valuable approach that expands the sample space through various
techniques from oversampling the minority class to generating synthetic data [26, 55].
These techniques have proven to be effective in improving model performance, especially
in the face of data limitations. By augmenting the dataset with synthetic data, ML
models can better capture underlying patterns, reduce biases, and improve their ability to
generalize. However, the choice of technique and its success still depends on the specific
problem and dataset at hand.

A key challenge in synthetic data generation techniques is validating the quality
and reliability of synthetic samples [55, 73]. The lack of universally accepted validation
methods remains a concern, as ensuring that synthetic data accurately represents the

real-world dataset is vital for trustworthy ML results.

2.1.4 Explainability

While ML models can perform exceptionally well, they often lack the interpretability
needed to identify the reasons behind a particular prediction. Understanding the "why"is
crucial for further research and for validating the model’s accuracy.

eXpainable Artificial Intelligence (XAI) is one of Al research and methods development
that excel at extracting the reasoning behind each decision. XAI plays a key role in
identifying errors within the model, which is essential for any developer. It also provides
transparency and accountability to users, ensuring compliance. This section focuses
on more general methods of explainability, even though bias and fairness are tightly
intertwined with XAI [3, 54].

XALI techniques can be distinguished by the scope of the explanation, the model
specificity, and at what stage they are employed. Concerning the scope of the explanation,
XAI methods can be defined as global for techniques that aim to provide an overall
understanding of the model’s behavior across the entire dataset; or local for an instance-

based analysis.
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One of the primary concerns in XAl is determining the most important features. The
umbrella term Feature Importance covers these methods. These techniques are used not
only for the aforementioned reasons, but also to build a new architecture that uses only
the most important features, thereby reducing dimensionality, improving efficiency, and
potentially improving performance.

SHapley Additive exPlanations (SHAP) are widely recognized as a global explanation
methodology for assessing feature importance [40]. Rooted on Coalitional Game Theory,
the algorithm attempts to sort the features by their contribution to the prediction. This
is achieved by calculating the marginal contribution of a feature, given by the difference
between the average prediction with and without said feature.

Counterfactual Explanation (CFE) is a technique used in ML to provide local expla-
nations through ‘what-if” scenarios. These explanations involve generating alternative
data points from a given sample by systematically modifying feature values while keep-
ing other aspects unchanged, called CFs. The goal is to understand how changes in
individual features or conditions would affect the model’s output or decision [75]. CFE
are particularly valuable in scenarios such as Clinical Decision Support (CDS) systems.
When combined, these tools help healthcare professionals comprehend why a specific
treatment option was recommended over others, by presenting alternative scenarios and
highlighting the necessary changes in patient characteristics for different outcomes [68].

2.1.5 Domain Knowledge

ML models utilize data to generate outcomes. However, they are limited by the repre-
sentations in the data and, in some cases, there may be certain domain implications not
included in the data or model architecture. For this reason, it is imperative to aid the
process through human knowledge, more specifically Domain Knowledge.

Domain knowledge is applied in virtually every step in the ML pipeline. In practice,
it refers to using specific industry knowledge to ensure better decisions in the criteria of
performance and fairness. Itis essential for feature engineering and selection, performance

evaluation, synthetic data validation as well as for explainability tasks.

2.2 Bias

As a broad concept, bias in ML can be defined as the tendency of a model to make
incorrect predictions in a way that may be prejudicial to a particular group [57]. Because
bias is intrinsically related to fairness, there is not a clear and cut-through definition
that can be applied to every case as the latter is in itself an argued topic in the field of
philosophy. For this reason, the proposed solutions to detect and mitigate biases vary
greatly according to their contextual application. Currently, the large scope of research
strives to improve existing methods as well as challenge the accepted notions, hoping to
achieve a concise framework on how to prevent unreliable models. This section presents
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the current detection and mitigation methodologies as well as their caveats and points of

improvement.

2.2.1 Bias Detection

When analyzing the results of a model, it can be easy to identify some patterns in the
labels that may point to potential bias. Nevertheless if the type of bias is not properly
identified, trying to compensate for these results may be unfair in itself [2]. This may not
be an easy task, as bias can originate throughout any step of the ML pipeline, from data
acquisition and pre-processing to model training, evaluation, and deployment.

The first step for identifying bias is to define the sensitive feature, meaning the feature
associated with the type of group we want to study. Often, this feature is related to
sensitive information such as gender, race, and age, but it can refer to any information
[61]. Another similarly used term is protected attribute but is often restricted to fairness
applications. Sensitive features can be defined a priori or through statistical analysis that
may point out underrepresented groups or through post-hoc methods such as SHAP values
that may identify a feature as more relevant than expected.

Analogous to the importance of choosing the most suitable performance metrics,
defining the right fairness criteria the model is expected to achieve is crucial. The
two main broad definitions are Group Fairness and Individual Fairness, referring to
global and local methodologies, respectively !. Group fairness focuses on ensuring that
fairness is achieved at a group level, whereas individual fairness focuses on ensuring that
individuals who have similar characteristics or feature values are treated equally by the

model, regardless of their group provenance.

2.2.1.1 Group Fairness

The most prevalent methodology for detecting bias is known as group fairness. Existing
fairness metrics under this umbrella term are referred to as measure parities as they
compare performance parameters between the data sectioned by the subgroups of the
sensitive feature. These metrics can be further divided by the fairness definition employed:
Independence, Separation, and Sufficiency, [7].

By the independence criterion, a model is considered fair if the outcome is independent
of the sensitive feature. Statistically, this can be achieved if the probability of an event
conditioned by a subgroup is the same for every subgroup.

Definition 1 (Independence Criterion) A predictor Y obeys under the independence criterion
given the sensitive attribute A if
P(Y =y|lA=a)=P(Y = y|A=0b)forall y € Nand forany a,b € A wherea # b.

For classification problems, the used fairness metric is Demographic Parity, also known

as Statistical Parity which compares the predicted prevalence among subgroups, meaning

INot to be confused with error bias, as in the bias-variance trade-off.
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it requires that the probability of the model predicting a positive outcome is the same
independently of the subgroup.

Several caveats and assumptions must be considered based on this definition. This
criterion is only suitable when the sensitive information does not impact the output of the
decision-making process. In the medical field, different conditions are often associated
with different races, genders, and ages, so this measure is not sufficient to guarantee that
the model is unbiased. However, when the information is irrelevant, one may question
why the sensitive trait information was included in the first place. Although it may seem
logical, the concept of fairness through unawareness, which advocates for the exclusion of
sensitive information from the learning phase, has been countered by several arguments
because the measure is ultimately ineffective. This is due to the correlation of the sensitive
feature with other features, and while singly the correlation may not be significant, when
multiple features are combined, the sensitive information can be inferred by the model.
Ultimately, a model with the sensitive feature has similar characteristics as a model without
it. Moreover, including the information can be beneficial for mitigation countermeasures
and increasing model transparency.

Specifically, achieving this criterion through demographic parity can in itself induce
some dangerous bias due to the ground truth not being considered. Requiring a model
with the same proportion of predicted positives for each subgroup ideally entails a high
number of TP, but the same can be achieved by a high number of FP. A glaring issue is
when the model is unable to correctly sort the positive outcomes for a specific subgroup,
meaning the higher portion of the positive predictions are incorrectly marked with high
rates of FP and FN. For this reason, Demographic Parity is often used for cases where the
ground truth is untrustworthy or for ensuring equality measures but it is not reliable in
most cases.

The separation criterion requires that the error rate among subgroups is the same. In
so, a given model is considered fair if, given an outcome, the probability of being correct

is the same for each subgroup.

Definition 2 (Separation Criterion) A predictor Y obeys under the separation criteria given
the sensitive attribute A if

PY=y|Y=y,A=a)=P(Y =y|Y =y,A=0b)forall y € Nand for any a,b € A where
a#b.

Following this rule for both possible outcomes, Hardt et. al introduced Equalized Odds
(EOdds) as well as less constrained rules for positive and negative outcomes: Equality of
Opportunity (EOpp), and Predictive Equality (PredEq), respectively [34].

The sufficiency criterion entails that the model doesn’t rely on the sensitive feature
to make a prediction. Accordingly, a model is deemed fair if the probability of the
model being correct given a prediction is consistent for every subgroup. Statistically, this
corresponds to ensuring that the precision is the same across subgroups through a metric
known as Predictive Parity (PredP).
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Definition 3 (Sufficiency Criterion) A predictor Y obeys under the sufficiency criteria given
the sensitive attribute A if

P(Y=ylY=y,A=a)=P(Y =y|Y =y, A =b) forall y € N and for any a,b € A where
a#b.

It is important to note that the aforementioned metrics are not compatible. Garg et
al. studied this topic and concluded that while it is possible to conjugate some of these
metrics, it is under unfeasible constraints in most combinations [27, 29]. Hence why the
choice of the bias metric depends on the particular problem.

Group Fairness measures prevail due to its low computational cost and high inter-
pretability. While the low complexity may pose some limitations, its simplicity ensures
some interpretability. In various points, they are a good starting point for bias analysis.
In this work, some of these characteristics were assimilated in what may be considered a
more complete analysis. Appendix A presents a summary table with the group fairness

metrics.

2.2.1.2 Individual Fairness

Following the limitations of group fairness, the concept of Individual Fairness was intro-
duced, proposing that each sample should be analyzed with similar instances and not as
a whole group. This notion addresses how inconsistent the groups can be, hiding reasons
why the discrepancies were noted.

Following the concept of CFs employed in the field of explainability, Russel et al.
introduced the notion of counterfactual fairness, further adapted in consequent works
[45, 64]. A model is counterfactually fair if, for any sample, by switching the value of the
sensitive feature, assigning a new subgroup, the prediction doesn't flip, formally defined

as:

Definition 4 (Counterfactual Fairness [45]) A predictor Y is counterfactually fair given the
sensitive attribute A and any observed variables X if
P(Ya—b = y|X = x) = P(Yb—a = y|X = x) forall y € N and for any a,b € A where a # b.

CFs are employed for causal inference, being closely related to the concept of inde-
pendence in fairness. This relates to its main caveat - for CF evaluation to be effective, it
requires that the feature doesn’t contribute to the outcome, which is undesirable in several
tields, as aforementioned. To attain this shortcoming, this work employs a methodology
to generate plausible CFs through statistical information and domain knowledge. With
this, the sensitive feature is not the only feature changed as other correlated features are
also altered based on the feasibility of the values for the given group and label. This
methodology is expanded upon in Section 4.1.

Individual Fairness is still a disputed methodology. Will Fleisher argues the impracti-
cability and insufficiency of the methodology, further defending that the analysis may
induce human biases [25].
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2.2.2 Bias Mitigation

Depending on the source of bias, there are different approaches to mitigate bias. Some
common misconceptions are that increasing the dataset and removing the sensitive feature
from the features are reliable ways of mitigating bias.

While adding more samples can be beneficial, it is not always a panacea for eliminating
data bias. However, when dealing with representation bias, it may be a valid approach.
Additionally, data augmentation techniques embedded with domain knowledge may be
useful for addressing other types of bias.

Removing the sensitive feature from the features often leads to more problems in
the data. On one hand, because sensitive features can be important for the outcome; for
example, in healthcare, gender can be crucial, thus removing it can hinder the results.
On the other hand, in a problem where it should not be relevant, removing it would not
correct the misassigned samples, and due to correlations between features, the group may
still be inferred and lead to biased results [58].

Mitigation techniques focus on manipulating the data to achieve better representa-
tions and on constraining the model architecture or predictions, being applied during
preprocessing, in-processing, or post-processing.

Preprocessing approaches focus on creating a more balanced dataset. This can be
achieved by manipulating the data, such as resampling by group, applying weights to the
features, removing correlations, and other nuanced methodologies [16]. These techniques
are useful for mitigating data bias and have the advantage of not requiring alterations
in the model. However, they may not be as successful as other methods in improving
fairness metrics.

In-processing approaches involve adjusting the algorithm to consider unfair behavior
and require that at least one of the aforementioned notions of fairness is satisfied. This
can be achieved through fairness constraints by adding conditions to the algorithm and
optimization problem. For example, by altering the loss function or penalizing instances
when the required fairness metric is not met [78]. Another known in-processing technique
used with neural networks is "Adversarial Debiasing,"where the model maximizes its
performance while minimizing an adversary model tasked with predicting the sensitive
feature value [79].

Post-processing methods encompass both white-box and black-box approaches to
modify the model once it has learned from the data. White-box methods alter the model’s
internals by manipulating weights and imposing rules after training. Because they are
model-specific and require a deep understanding of the model, they have been less
explored, being replaced by in-processing approaches. Black-box approaches alter the
predictions through processes akin to post-processing optimization processes [57, 34].
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STATE OF THE ART

Over the years, different libraries and frameworks have emerged for bias detection and
mitigation. This chapter addresses current relevant tools, methodologies, and studies
regarding this thesis topic.

To ensure transparency, bias-detection methods need to be user-friendly. In this
regard, the bias audit toolkit Aequitas is a good example of an easy-to-use platform to
assess group fairness with clear guided steps and thorough descriptions of the results [65].
The What-If Tool (WIT) is another easy-to-use interface that allows to explore ‘what if’
scenarios, allowing for a counterfactual analysis of the results [76]. Amazon SageMaker
is a subscription-based service that provides tools under Clarify for detecting bias and
monitoring deployed models to detect changes in the distribution of data [33]. For
developers, the most used Python libraries are Fairlearn, a project created by Fairlearn
Organizations [9]; and Al Fairness 360, a toolkit created by IBM [8].

Fair GBM is another prominent methodology for bias mitigation through fairness
constraints proposed by Feedzai [21]. It is based on the Light GBM, a time-efficient
Gradient Boosting Decision Tree (GBDT), introduced by Ke et al. [48].

CF generation is a straightforward methodology, though, as with any synthetic data,
the validity of CFs is an important analysis in any study that employs them. With
the intent of increasing robustness in CF generation, it is essential to ensure the CF’s
plausibility [5]. In the context of CFE, there are several studies for generating plausible
counterfactuals employing metrics such as sparsity and diversity [69], as well as improving
the consistency of the generated CF [11]. Diverse Counterfactual Explanations (DiCE)
is a prevalent technique for generating CFs that satisfies two properties: diversity and
feasibility given the user context and constraints, [53]. The method is able to generate
a diverse set of counterfactuals that effectively approximate local decision boundaries
providing meaningful insights into the model’s predictions. Human-in-the-Loop processes
are also prominently employed to generate CFs, improving robustness by not solely relying

on data distributions and employing domain expertise [37].

However, based on the definition 2.2.1.2 of counterfactual fairness, the research is not
as vast in the current literature. The accumulated knowledge is not transferable between
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application to CFE and counterfactual fairness due to the essentially opposite goal of the
approaches. The goal of a CFE generation algorithm is to find the closest (plausible) CF
in which the prediction flips, whereas the goal of CFs in counterfactual fairness is to flip
the sensitive feature and only then verify if there is any change in the prediction. For this
reason, generation models for CFE have a clear optimization goal, flipping the prediction,
and fairness’CFs do not. The work of [10] presents a notable contribution in this regard,
introducing “fliptests” that account for flips from positive to negative or vice versa for each
subgroup, further constraining by features as well as ground truth based on the case study.
However, the application of this evaluation focuses on understanding which features
changed in the CF generation process instead of measuring model prediction’s flips. The
generation process uses Optimal Transport Maps (OTMs) or approximations through
Generative Adversarial Networks (GANs) to convert distributions between subgroups,
effectively achieving feasible CFs. However, these methods come with shortcomings, they
are computably demanding, and, while effective in reading and learning the distributions,
easily prone to replicating statistical relations that are not necessarily desirable or even
representative of real-world populations. This is, however, used to their advantage, by
identifying the features that change the most for a given fliptest to understand underlying
tendencies the model may use to conduct its predictions. Goethals et al. propose another
metric based on these flips, the PreCoF which measures the difference in portion of
these flips [31]. Albeit with similar methods and goals, this thesis work aims for a more
straightforward evaluation to which plausible CFs are fundamentally required, so it was
developed a controlled CF generation process, described in Section 4.1.

Motivated by ensuring continual auditing Maughan et al. devised a method to eval-
uate CF after deployment, suited for Neural Networks (NN) [49]. The proposed metric
"Predictive Sensitivity” measures the dot product of the gradient of the feature’s contri-
butions in the task classifier and in predicting the protected attribute (auxiliary model).
Both factors are calculated by the difference in weight of the feature when flipping the
protected attribute. This measure is proposed as a proxy to causal inference and higher
values indicate CF bias. During training, a base acceptable value for predictive sensitivity
is established, and, after deployment, predictions are monitored to detect if the model
is striving away from the acceptable range. This method does not require an explicit CF
generation process being a cost-efficient approach, although training an additional model.
As restrictions, this method requires white box access to auditing and is limited to NNs.

Russel et al. proposed a method to make fair predictions by integrating multiple causal
models [64]. In that study, the model is generated with an optimization task of achieving,
as the authors define it, an Approximation Counterfactual Fairness. This metric is calculated
based on the difference of flipped instances between each sequential causal model. In
the context of data augmentation, several studies explored the benefits of utilizing CFs
for solving attenuating the class imbalance [59, 74], as well as testing which generation
processes ensure better results [38].
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4

METHODOLOGY

According to the goals established in Section 1.2, this chapter describes the developed
methodology for generating plausible CFs, followed by the proposed framework for bias
analysis and mitigation. To conclude, it presents relevant insights into the used datasets

and the considerations taken when employing the aforementioned processes.

4.1 Plausible Counterfactuals Generation

This section describes a method for CF generation that addresses the limitation posed by
Russel’s CFs, wherein the outcome must remain independent of the sensitive feature.

The goal of this process is to generate a corresponding CF that belongs to the same
outcome, additionally changing characteristics highly correlated to the sensitive feature
under analysis. For instance, inherent biological differences between men and women
imply that a mere change in the feature 'sex” might be insufficient for crafting a plausible
CF. The proposed algorithm considers the statistical distribution of each group of the
sensitive feature relative to every possible outcome within the training set, leveraging
conditional logic to adjust features.

The algorithm starts by handling continuous variables. The process (considering only
one label) is roughly illustrated in Figure 4.1. In a binary classification task, and without
loss of generalization, it begins by computing the Cumulative Distribution Functions
(CDFs) P € {Pa-, Pa+, Pp—, Pp+} of values v derived from the continuous feature f; of the
training set X, for each subgroup ¢ € {A, B} and label y € {0, 1}, where 0 corresponds
to the negative(-) class and 1 to the positive(+) class. For a sample s; in the sample space
S from subgroup A that has value v; € v for a continuous feature f; and label y = 1, the
goal is to generate a CF in the subgroup B with a value v} € v, while retaining the label
y = 1. First, the algorithm assesses the probability of the event v < v; within the P4,
distribution (Figure 4.1B). Formally, for sample s; € Sa4, and the closest not exceeding

feature value v;_1 € X4, the probability of the event v; is given by Equation 4.1.

Pa+(07) = Pas(vi-1) + (Par(0is1) = Pas (vjo1)) ——— (1)

i+1 — Ui-1

18



4.1. PLAUSIBLE COUNTERFACTUALS GENERATION

A PDF of feature f for each group of the B cDFoffeaturef for each group of the C  CDF of feature f for each group of the D PDF of feature f for each group of the
sensitive feature g sensitive feature g sensitive feature g sensitive feature g
P(v) P(<v) P(<v) P(v)

Factual samples
from group A

Factual sample
from group B

P(<vi) P(<vi)
__ Counterfactuals
from group A-
>B

Vi v vV v V) v v

Figure 4.1: Sequential steps for adjusting the value v; of the continuous feature f; through-
out the generation of CF from group B from samples from group A, given the sensitive
feature g € A, B. Note that the process further sections the samples by label.

A - Estimate PDF of the continuous feature sectioned by subgroups and label; B - Estimate
CDF for both distributions marking the corresponding value v’ in the other group CDF; C
- Resulting CF CDF(purple) when repeating the process for every sample; D - Resulting
PDF from the CFs(purple).

Then, it finds the corresponding value v’ in the distribution Pp, from Ps+(v;) (Fig-
ure 4.1C), formally defined in Equation 4.2. When faced with values or probabilities
not represented in the training set, the algorithm employs interpolation to calculate the

approximate value or probability.

Pa+(vi) = Pp+(v_,)

PB+(U;+1) - PB+(U;_1)

vl =v_+ (0, —0_y) (4.2)
For categorical features, a similar approach is adopted. However, when finding the
corresponding feature values of the CF, instead of interpolation, the method selects the
nearest value from the new distribution, considering the discrete nature of the feature. Itis
important to note that this process is specifically suited for features - whether continuous
or categorical - that exhibit a sequential relationship among values, such as "age’ or
‘burn degree’. For other categorical features, it is preferable to one-hot encode them and
treat them as binary. Importantly, this method is able to treat encoded features as a
group, ensuring the absence of impossible combinations. To provide a clearer picture
with an example, consider the task of generating a CF of a male patient based on a
healthy female patient’s data. It would be implausible if the testosterone levels in the CF
remained consistent with the original female patient’s levels, given testosterone’s role as
a sex hormone. A reduced testosterone level, for instance, might be associated with a
particular health condition. In addressing this, the proposed method finds the testosterone
concentration of the initial female sample within its distribution, say, within the lower
quartile. It then identifies an analogous value in the male distribution that also falls within
the same quartile. This ensures that females with comparatively lower testosterone levels
correspond to males with similar relative levels, and the converse holds true.

The process of flipping binary features is based on the probability of the original
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value, conditioned for each group. Initially, for each binary feature, the method tests
the probability of the original feature value v; occurring in the new group. Should this
probability fall beneath a predetermined threshold, then the feature value is flipped. This
step prevents the emergence of ‘impossible’ feature combinations. For example, consider
an original sample representing a pregnant woman, aiming to generate a male CF. Since
the attribute of pregnancy is intrinsically female-exclusive, the probability of a pregnant
individual being female is 1, while the counterpart for a male is 0. Consequently, the
algorithm modifies the feature value from ‘pregnant’ to 'not pregnant’ in the male CF.
Subsequently, an iterative test for the remaining binary features initiates. For a sample
s labeled as 1 from subgroup A with value v; for the binary feature f; € F, where F is the
set of binary features, the method calculates the difference between the probability of that
event occurring for subgroup A and B. If the difference surpasses a predefined threshold

(0.5 by default) the feature value flips, remaining unchanged otherwise. In notation,

o= loi = 1| if|P(vilg =A,y =1) - P(vilg =B,y =1)| 2 0.5 43)
v; if|[P(vilg=A,y=1)-P(vilg =B,y =1)| <0.5
Acknowledging that this change might not be plausible, the procedure iteratively re-
fines itself, incorporating additional constraints on subsequent feature flips. In the second
level where f; flipped, other features are tested, comparing probabilities conditioned on
the new feature value and on the sensitive feature.

loj = 1] if|[P(vjlg =B, fi=v,,y=1)-P(vjlg=B,fi=|v;-1,y=1) 2 0.5

J vj if|[P(vjlg =B, fi=v,,y=1)-P(vjlg =B, fi =0 -1,y =1)| < 0.5
(4.4)
As the iterations progress, the pool of samples adhering to these constraints diminishes.
Consequently, the probabilities are less credible with respect to the representability of the
population. Thus, it is crutial to consider the size of the dataset and select an appropriate
depth - an hyperparameter determining the maximum number of iterations. Because there
are features that can be established as unrelated to the sensitive feature, it is possible to
select the potential features and keep the others unchanged. The main components of this

methodology are comprised in Algorithm 1, found in Appendix B.

This approach can yield multiple CFs for each sample as it evaluates each feature in

parallel, depending on the hyperparameters.

4.2 Counterfactual Analysis

Albeit the extensive works following the notion of counterfactual fairness, there was not
a concise set of metrics easily employed for an in-debt global analysis of where and why
a decision was flipped [71]. The analysis seems to be constrained to how many samples
flipped, not taking into account in which context these flips occurred. For instance,
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knowing if the model tends to flip the outcome from positive to negative at a high rate
for a certain group paints a clearer picture of potential biases. Similarly, if originally
incorrectly predicted samples are now correctly predicted by switching the subgroup,
it may indicate the model is better adapted to the new subgroup. There is valuable

information in knowing which samples have flipped the outcome.

4.2.1 The Counterfactual Confusion Matrix

The prominent CM allows for easy visualization of the combinations of the ground
truth and the predictions, containing all the necessary information for evaluating the
performance of a classification problem. Inspired by this instrument, the proposed
Counterfactual Confusion Matrix (CCM) adds two dimensions to the analysis: the sensitive
feature values and the resulting prediction for the counterfactual samples. As follows, to
reduce complexity in more linear cases, there are two versions of the matrix, one that does
not include the ground truth, and an extended version.

Recalling the definition of counterfactual fairness defined in 2.2.1.2, a model is deemed
fair if the prediction of a CF is the same as the prediction of the original sample, for each
CF generated by flipping the value of the sensitive feature of each sample in the dataset.
Because of the assumption of independence when generating the CFs, considering the
pair {s,scr} for asample s € S, the true value for each element of a pair is the same. Thus,
it is possible to directly compare each pair with a criterion of consistency, evaluating if the
prediction changes for the CF sample. There are four possible combinations of results for
a binary problem, which can be counted and presented just like the combination between
predictions versus real values can be summarized in a CM. In this case, the reference is
the original prediction, so it occupies the spot of the ground truth in rows, while the CF

predictions are placed in the columns, as illustrated in Figure 4.2.

YCF=1 YCF=0 Group A
cpP
i CcP
& Consistent Positive CN
Group B
cP
S CN
> Consistent Negative

CN

Figure 4.2: The Counterfactual Confusion Matrix.

When analyzing a counterfactual matrix, the base parameters account for the CFs
predicted as positive (P) or negative (N) which are consistent (C) with the original sample
or switch (S) its value following the nomenclature: Consistent Positive (CP), Consistent
Negative (CN), Switched to Positive (SP), and Switched to Negative (SN).

Once again drawing the comparison with the CM, there are several metrics that can
be extrapolated. Parallel to “accuracy” in the CM, the model can be evaluated based on the

overall consistency of the predictions, ConsistencyRate(CR) = sprottN—~, CR € [0, 1].
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This metric is already used in the literature as it measures the portion of the samples
that have the same prediction that the corresponding CFs [20]. Nevertheless, since in
bias evaluation the goal is to detect undesired behavior (switches in the prediction), the
complementary metric SwitchRate(SR) = 1 - CR, SR € [0, 1] is more relevant for this
task. As a general intuition, a counterfactually fair model has a CR close to 1. Especially if
the model has great performance, it is essential that this coefficient is high. For instance,
if the model has good performance and no apparent disparity displayed by the group
fairness metrics, a high SR indicates the model is “overfitted” to the specific distributions
of the subgroups studied as represented in the dataset. It can serve as a proxy to identify
if the dataset has a sufficient representation of the population. It is important to note that
these interpretations have to be followed by careful data analysis to attest to the theory. CR
and SR have the same shortcomings of accuracy. While accuracy has limited application
for unbalanced datasets, CR and SR are limited by the positive and negative proportion of
the original predictions. For this reason, the Counterfactual Matthew’s Correlation Coefficient

(CMCC) = CPXCN_SPXSN ,CMCC € [-1,1],is more robust to different
V(CP+SP)x(CP+SN)x(CN+SP)x(CN+SN)

portions of positives and negatives, sustaining a similar interpretation as the CR.

Building from CR and SR, it is important to access in which direction the change
occurs, from negative to positive or from positive to negative. In practice, this can be
calculated through ratios that mirror the TPR and TNR. The ratio that indicates the portion
of samples originally predicted as positive for which the CFs are predicted as negative,
NegativeSwitchRate(NSR) = SN+CP, NSR € [0, 1], and as positive, Positive Switch Rate
(PSR) = <522, PSR € [0,1], indicate the tendencies the model has when predicting
different groups. These metrics are more useful when calculated for each subgroup,
similarly to the strategy employed by group fairness parities, using the notation 2 — b to
note the original group a and the new group in the CF sample. Thus, NSR,_,;, indicates
the portion of samples from the group a initially predicted as positive for which the CFs
(group b) are predicted as negative. Intuitively, high values for this metric suggest that
the model associates group b with negative outcomes. And just like group fairness, it is
valuable to compare them to properly understand if the model is biased or simply unable
to handle new samples, introducing CF parity measures. To illustrate, considering the
task is to evaluate bias based on the sex of the subjects, m for men and w for women, that
has PSRy—m = 0.40, the interpretation would be the model has a tendency to associate
men with positive outcomes, however, if PSR, = 0.35, meaning the difference is only
0.05, then the conclusion is not as straightforward. In this case, it is necessary to consider
other CF metrics which will be discussed further in the next section, that consider the

overall performance of the model.

Analogously to the PPV, the PositiveConsistentPrecision(PCP) = CP+SP, PCP €
[0, 1] assesses the portion of CFs predicted as positive that are consistent with the original
corresponding samples. This metric is relevant in tasks where an increased number of

positives is undesirable. For example, if FP has a higher cost than FN, if the model predicts
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if patients are ready for discharge, PPV is the preferred metric. When using ML to assess
the compatibility of an organ donor, FPs leads to the organ being rejected, affecting the
donor, the recipient, and other potential recipients that would be actually compatible [32].
If a model has great performance for this task but a group has high PCP then it can be

assumed the model is ill-suited to the new subgroup.

4.2.2 The Extended Counterfactual Confusion Matrix

The previous counterfactual confusion matrix does not include ground truth information.
Nonetheless, there is a valuable insight in exploring if there are more switches in originally
true or false predictions. In the proposed Extended Counterfactual Confusion Matrix
(ECCM), the model’s predictions are compartmentalized in the columns by prediction
of the original sample and prediction of the counterfactual sample. For a column where
Y = 0and Ycr = 1, each cell can be read as “samples initially predicted as 0 that were
predicted as 1 once the value of the sensitive feature was flipped’. The sum of each column
corresponds to the values of the CCM.

The ground truth is shown in the rows, as depicted in Figure 4.3. Optionally, one can
include the combination with the values for the sensitive feature. For example, the cell
where Y = 0, Group = A, Y =0, and Ycr = 1, can be read as ‘samples labeled as 0 from
the group A initially predicted as 0 and predicted as 1 once switched to the group B’.

¥=1 Y=0
The model correctly
predicted the original
sample?
True False
; TCP TP TSN FSP FN FCN
The CF prediction is equal
to the original prediction?
Consistent
()
n FCP FP FSN TSP TN TCN
£ What is the value of the
CF prediction?
Consistent Consistent Positive  Negative
Positive Negative

Figure 4.3: The Extended Counterfactual Confusion Matrix.

The inclusion of the ground truth allows to understand in which instances the model
has most difficulties. For instance, if the switches occur mostly on initially correctly
predicted samples, it indicates the model is not well adapted to the new (counterfac-
tual) group. But if the changes occur in initially incorrectly predicted samples, then
the conclusion is the exact opposite. To measure this, the ECCM allows to derive new
metrics for each quadrant of the underlying CM. The base parameters convey if the
prediction for the original sample is correct (T) or not (F), if the prediction is positive
(P) or negative (N), and if the CF prediction switched (S) or is consistent (C). Thus,
there are eight combinations for each group: True Consistent Positives (TCP), False Con-
sistent Positives (FCP), True Consistent Negatives (TCN), False Consistent Negatives
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(FCN), True Switched Positives (TSP), False Switched Positives (FSP), True Switched Neg-
atives (TSN), False Switched Negatives (FSN). From them, it is possible to measure the
portion of samples that switch from true to false, TrueNegativeSwitchRate(TNSR) =
—pt—,TNSR € [0,1] and TruePositiveSwitchRate(TPSR) = =28 — TPSR € [0,1],
or from false to true, FalseNegativeSwitchRate(FNSR) = £, FNSR € [0,1] and
FalsePositiveSwitchRate(FPSR) = mﬁ% € [0,1] . Once again compartmen-
talizing by group, these ratios allow to identify the tendencies the model follows, and
eventually assess which kind of samples need to be added to the dataset. For example, a
high TPSR,_,p, indicates that a significant portion of samples from group a, which were
correctly predicted as positive, had their corresponding CFs predicted as negative. This
suggests that the model may not have been trained with sufficient data from group b
where the ground truth is positive. These metrics are usually paired by outcome, TPSR
and FPSR, and TNSR and FNSR. If, for example, TPSR and FPSR are both high, it may
indicate that the model associates the new group to negative outcomes, serving as a proxy
of NSR. If only the TPSR is high, with a suboptimal original recall (large portion of FPs),
it may correspond to a low NSR. This case is noteworthy as it exemplifies that the model
is not able to correctly predict samples that originally it would, due to the change to a
new group. This suggests that the new group may fall outside the typical representation
found in the original dataset. It is also important to note that these pairs have opposite
bias interpretations: TPSR and TNSR point to bias against the new group, as the model
was not able to correctly predict the CFs; whereas FPSR and FNSR indicate bias against
the original group, as changing the group was sufficient for the model to change the
predictions to a correct label.

Additionally, TrueSwitchPositiveRate(TSPR) = %, TSPR € [0,1] and True
Switch Negative Rate (TSNR)= TSIESTZ}]SN, TSNR € [0, 1] measure the portion of originally
correct instances that switch in relation to all the switched to positive or negative samples.
These metrics are useful to understand if the switches are benefiting, or impairing the
original group. High TSPR and TSNR indicate bias against the new group while low
values point to bias against the original group, following the same reasoning applied to the
TPSR versus FPSR interpretation. However, this pair is for seldom use because it is limited
by the dataset outcome distribution as well as the original performance. For instance, a
good model has significantly less FPs than TPs, thus the portion of instances that switch
from TP, TPSR, may be considerably lower than the FPSR, while the summative result of
TSN may be much higher than FSN. However, knowing these limitations and in context
with other metrics, both can provide some insight.

The proposed metrics cover the analysis for binary sensitive features, although they
can also be used for categorical ones. In this instance, one can approach the problem not
only pair by pair but also in an ‘one-versus-all” strategy. For example, given three groups,
A, B, and C, to study bias, may be relevant to study the switches from A — Band A — C,
as well A — B V C. Metrics that suggest bias against the original group, e.g FPSR, are
suited for the A — B V C case, while metrics that suggest bias against the new group,

24



4.2. COUNTERFACTUAL ANALYSIS

e.g. TPSR, are better suited to pair distinction, A — B and C — B, or the inverse of the
‘one-versus-all’ strategy, A V C — B. In these situations, the number of generated CFs
increases, leading to a higher computational cost. For g groups, a dataset with N samples
generates at least (¢ — 1) X ¢ X N CFs.

Similar to the CM performance parameters, these metrics are also applicable to mul-
ticlass problems. Akin to sensitive features with multiple groups, it may be interesting
to group outcomes to certain analyses. Considering three possible outputs I, K, and J,
metrics that evaluate clear tendencies to a specific output, e.g PSR, are suited for the
‘one-versus-all” strategy, in this case, exploring the portion of samples that were predicted
as K or | but switched to I. If the behavior is attested from both K and | groups, it better
supports the theory that the model associates the new group with I than if it only occurs
for samples initially predicted as K, but both are important considerations.

The ideal ECCM represents a case where every CF is consistent with its original
sample. Visually, this corresponds to having both the inner columns empty. However, an
ideal ECCM does not necessarily correspond to an ideal CM, or vice-versa. An ideal CM
corresponds to an ECCM with the FCP, FSP, FCN, and FSN cells empty. An ideal model
in both criteria is represented by an ECCM which only has values in the TCP and TCN

cells. These scenarios are represented in Figure 4.4.

Ideal ECCM Ideal CM Ideal ECCM and CM

=1 = v=1 V=

VCF=1 VYCF=0 VCF =1 VYCF=0 VCF=1 VYCF=0 VCF =1 VYCF=0

Y=1 Y=0
YCF=1 VCF =0 YCF=1 VCF =0

1

Y=

Y=0

ID

Figure 4.4: Edge cases of ECCMs: (1) for a not ideal model for performance but that is CF
fair; (2) of an ideal model for performance (ideal CM), but not in terms of CF fairness; (3)
for an ideal model both in terms of performance and CF fairness.

The presented metrics fail to evaluate the confidence the model has in the model
predictions, both original and CF. Most classification models output a probability score
that is then converted to a discrete output. The closer the sample score is to the prediction
threshold, the less certain the model is about the prediction. When evaluating bias it
may be valuable to compare the probability distributions of the groups to the probability
distribution of the corresponding CFs. For instance, a model that is CF ideal may be less
certain for CFs than the original samples, which in itself may indicate some bias.

Considering that an unbiased model is not affected by group membership, the prob-
abilistic distribution of a group and its CFs should overlap. Taking this into account,
using metrics such as the Jensen-Shannon Counterfactual Divergence (JSCD), allows to
measure the distance between the distributions and assess the similarity in the predictions.

Additionally, establishing the original group scores as the reference, analog to the Root
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Mean Squared Error (RMSE), the Root Mean Squared Counterfactual Differences (RM-

SCD)= \/ % Yi1(si — s7)? measures the (root) cumulative ‘error’, i.e., the score difference
for each sample i of the original, s;, and the CFs, sl’. sample.

A summary of the proposed metrics can be found in Table C.1 in Appendix C.

4.3 Use Cases

Although the proposed method is model-agnostic, there are several important consid-
erations regarding the used data. Here, the datasets used to test the methodology are
presented, establishing the goals of the use case and highlighting important details for a
thorough model evaluation.

To ensure a fair evaluation of each model’s architecture and have more robust metrics,
it was applied a cross-validation technique. For each model, the dataset was sectioned in
five train-test partitions, known as folds. Each fold was used to train the model, essentially
generating 5 models. The evaluation process combines the results of the five test sets.
Because the test sets don’t overlap from each fold to the other, the resulting matrixes are
obtained summing the individual matrixes of each fold. This way, the dataset is all used
for testing without occurring leakage with the training set. The larger volume of samples

allow to more reliable conclusions of the methods as a whole.

4.3.1 CardioFollow.Al

CardioFollow.Al is a project aiming to provide continuous remote care to patients post-
hospital discharge from cardiac surgery [62, 66, 22]. One of the tasks of interest is to
predict consequent health complications. With this goal, a dataset was created with
patients” information and registered complications.

For the task under study, a higher weight is placed on positive outcomes. FPs, while
undesirable, primarily result in resource allocation and potential patient anxiety. These
outcomes generally have minimal long-term impact on patient health. In contrast, FNs
are of greater concern, as they can lead to severe health consequences, including life-
threatening situations, due to delayed intervention. As such, the primary objective is to
optimize the predictive model’s ability to identify positive outcomes promptly, enabling
the timely implementation of preventive measures to safeguard patient health. This
translates into finding the best TPR to minimize FINs.

The dataset includes general demographic information such as age, sex, height, and
weight; preoperative risk factors such as Body Mass Index (BMI) and Body Surface Area
(BSA), smoking history, diabetes, hypertension, and hypercholesterolemia; pre-existing re-
nal, pulmonary, vascular, and neurological pathology or dysfunction; procedural specifics
including cardiac rhythm, number of diseased coronary arteries, and cardiac catheter-
ization results; the patient’s condition at the time of the procedure, the urgency, the

reason for the procedure, the type and specifications of the procedure, and the type of
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implant; morbidity scale assessment score summarizing the complications experienced;
and general chronological information regarding the duration of the procedure, the pre-
and post-operative periods, and the time since the last consultation. Although the original
label distinguishes between complications, the target variable represents only the pres-
ence/absence of postoperative health complications. The dataset comprises 5649 samples,
of which only 418 represent patients who suffered from complications. The dataset is
considered unbalanced with a distribution of 0.074 positives to 0.926 negatives.

Currently, there is a deployed model optimized with a minimum set of eight features
comprising total time of stay (1), of that time: in intensive care (2); time to surgery (3) time
from surgery until discharge (4); number of complications (5); time in bypass (6); implant
size (7); and type of diabetes treatment (if any) (8). The time measurements are adequate
proxies for inferring urgency and how the patient recovered, whereas the other features
serve to assess the gravity of the occurrence. While other parameters are relevant for this
task, due to the relatively small dataset for the total possible combinations of risk factors,
procedures and complications, through careful experimentation with SHAP values, these
are the features that paint the best overall scenario.

The base algorithm used is Random Forest. After training, a post-processing opti-
mization technique was applied, to ensure the best possible recall. This process, Threshold
Optimization, creates several data subsets and, from the probability score, establishes the
optimum value for recall within acceptable values for precision. The experiments in this

work are based on this model’s architecture.

4.3.2 Heart Disease

Heart Disease is a public dataset from the UCI Machine Learning Repository [6]. It contains
clinical and non-invasive test records from 303 patients at the Cleveland Clinic, 425 patients
at the Hungarian Institute of Cardiology, 200 patients at the Veterans Administration
Medical Center in Long Beach, California, and 143 patients from the University Hospitals
in Zurich and Basel, Switzerland [24]. The goal is to predict Coronary Artery Disease
(CAD) attested by angiography results, graded by severity from 0-4 following the Coronary
Artery Disease Reporting and Data System (CAD-RADS) [44]. An alternative goal is to
simply detect the presence/absence of vessel occlusion. The patients went through
three non-invasive tests: exercise electrocardiogram, thallium scintigraphy, and cardiac
fluoroscopy. The dataset comprises 66 features, from demographic information, ‘age’
and “sex’, risk factors, family history, diabetes, cholesterol, and smoking history. Personal
identifiable data, as the name, ID and social security number were excluded.

During preprocessing, the dataset was substantially reduced to 581 samples and 38
features, due to a high rate of missing values. To grant better results, the task under
analysis is the binary identification of CAD. Because FNs sustain a higher risk for the
patients than FPs, the preferred performance parameter is recall (TPR). The prevalence of
the disease in the processed dataset is 0.629, displaying a slight unbalance between labels.
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5

ReEsuLTts & DiscussioN

This chapter describes the most relevant experiments to support this work’s conclusions.
Each experiment is described and discussed following the framework for analyzing a
dataset, constricted by its particularities and context application. For this reason, the
sections are organized by use case.

5.1 CardioFollow.Al Dataset

The first step for analyzing bias in the dataset is selecting the sensitive feature to investigate.
The first experience considers a protected attribute, the ’sex” of the patient. Further
experiments explore biases relating to the risk factor ‘smoking’”.

5.1.1 Bias for the sensitive feature 'sex’

The proposed method for generating CFs (c.f. Section 4.1), ensures minimum changes
in the original sample. However, it mostly replicates the already preexisting patterns
in the original dataset. In this section, two sets of generated CFs are analyzed: one
in which all the features have the potential to change, and another with only feasible
changes, based on Domain Knowledge. In this experience, instead of the deployed model
described in Section 5.1, a model following the same architecture but trained with all the
extracted features is used. This is done to include features directly related to the sensitive
feature, such as 'BMI’, 'BSA’, "'Weight’, 'Height’, and 'Creatinine’. If not included, the
generated CFs incur the risk of not suffering any alterations and, for this reason, there are
no possible interpretations to draw from. The training set is built from the contributions
of 1557 women and 2416 men with approximately the same prevalence, approximately
7%. In addition to comparing different CFs sets for bias analysis, different augmentation
approaches are studied. The different metrics for the resulting models are summarized in
Table 5.1 to allow an easier discussion. Each metric is extrapolated from the sum of the
five matrixes correspondent to each fold generated from cross-validation. These sets are
validated through real-world knowledge.
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Analysing Bias - CFs without Domain Knowledge

Before delving into CFs, the first step is to evaluate the base model performance and
group fairness metrics. In this specific task, where the TPR is optimized, the most suited
group fairness metric is PredP. The base model has an overall TPR of 74.6%. Sectioning
by the sensitive feature, the male subgroup has 72.3% TPR and the female subgroup has
78.0% TPR. In terms of PredP this corresponds to a 5.7p.p. difference, indicating slight
bias against men. As for the negative outputs, the overall TNR is 48.8%, meaning the
model predicts just as much FP as TN. This statistic is relatively consistent in both sexes
with 49.4% for males and 47.8% for females.

Evaluating the counterfactual fairness of the model with CFs generated without Do-
main Knowledge, there are more prediction changes when flipping male to female than
the other way around, SRy—r = 11.7% and SRr—p = 8.5%, and there is better con-
sistency regardless of the outcome as well, as seen by CMCCr_p = 83.2% against
CMCCp—r = 77.2%. By itself, this is indicative of a more considerable bias in female
patients, but other metrics support a tendency to associate female patients with positive
outcomes, such as PSRy —r = 19.7%. A large portion of these positive flips are correct pre-
dictions, FNSRp—F = 36.7%, suggesting that more than one-third of the FNs predicted
in male samples were correctly predicted as TPs, once changed to CF females. This seems
to be counter-intuitive as it would be expected that changing from men to women would
lead to less FINs, to match the original female TPR. Nonetheless, this result can unveil bias
that would only be revealed with new predictions on samples less similar to the training
dataset. However, it is important to note how these CFs were generated. Because they
were created without considering Domain Knowledge, the modifications incurred tend
to display the typical sample of the other subgroup. For example, one heavily correlated
feature with sex is "'Smoking’, a risk factor much more common in men than women in this
dataset. 47.0% of men and only 9.9% of women are smokers, meaning 88.0% of smokers
are men. Based on these statistics, when generating a CF for a male smoker, the result is
most likely a woman who does not smoke. Logically, ‘Smoking” should be unrelated to
the sex of the patient and, as an addictive trait and risk factor, it should be kept unchanged
in the CF.

Analysing Bias - CFs with Domain Knowledge

Considering this setback, by resorting to Domain Knowledge, the second set of CF
was generated only allowing changes in the features that should be related to the patient’s
sex. The existing preconditions and risk factors should be left untouched since they are
the most critical points of similarity in this task. The main features that can be justifiably
switched are related to general biological differences between men and women. Men tend
to have lower fat storage, and higher density bones and are generally taller than women [67,
60]. Men tend to have higher muscle mass, resulting in slightly higher creatinine levels
than women. Creatinine is a waste product produced by muscle metabolism and excreted
by the kidneys and high levels can indicate kidney disfunction. Thus, for the same blood
concentration, women may face a more severe condition than men [1]. The potential
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Figure 5.1: ECCM for the base model with CFs generated with (right) and without (left)
domain knowledge.

Y - Ground Truth (0 for 'recovery without complications” and 1 for "post-surgery complica-
tions’); G - Group (M for ‘male” and F for female’); Y - Prediction for the factual(original)
sample; Ycr - Prediction for the CF sample.

features for generating the CFs are 'BMI’, 'BSA’, "Weight’, "Height’, and 'Creatinine’.

Contrary to the tendency displayed with CFs generated without Domain Knowledge,
this set reveals a tendency to associate male samples with positive outcomes, given
by PSRr_m = 8.1%, with a significant portion being from switches from FNs to TPs,
FNSRr_m = 18.5%. At the same time, it is noted a tendency to associate negative
outcomes to female samples, NSRyi—r = 7.4%. This is the exact opposite of the other
set of CFs, emphasizing the importance of a careful CF generation process. Assuming
these CFs as plausible, these results point to a slight bias against women. To attempt to
mitigate this issue, the dataset was augmented with the CFs generated for the train set
in an attempt to teach the model to better understand the differences in how to predict
female and male samples.

The ECCM for CFs with and without Domain Knowledge can be visualized in Figure 5.1,
where one can visually observe less samples in the middle columns when Domain
Knowledge is used, suggesting lower counterfactual bias.

Mitigating Bias - Data Augmentation with CFs

Augmenting the dataset with CFs has the purpose of teaching the model how it should
interpret each instance of symptoms and characteristics in the case of the patient being
male or female.

Applying the method to the training set did not achieve better results in the criteria
of performance, slightly decreasing the TPR at 73.1% and only increasing TNR by 1.9p.p.
to 50.7%. It was able to mitigate some of the discrepancies between men and women in
TPR, TPRy = 71.8% and TPRfr = 75.1%, resulting in a PredP = 3.3p.p.. However, the
difference is so subtle, it poses doubt about its actual improvement, especially considering
the drawbacks of data augmentation. Analyzing the CFs changes, the method is proved as
not effective in this particular instance. The model displays a higher tendency to associate
male samples with positive outcomes PSRr_,p1 = 10.0%, with a larger portion occurring
from TNs to FPs, TNSRr_m = 9.6%. On the other hand, the tendency to associate female
samples with negative outcomes seems to be more prominent as well, NSRpy—r = 11.7%,

with a higher portion resulting from TPs to FNs, TPSRy—r = 3.2%. This is an unexpected
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Figure 5.2: ECCM for base model trained on the CardioFollow.Al data, considering "Sex’
as sensitive feature, and using data augmentation with CFs(left), ADASYN(middle), and
a combination of both(right).

Y - Ground Truth (0 for 'recovery without complications’ and 1 for “post-surgery complica-
tions’); G - Group (M for ‘male” and F for female’); Y - Prediction for the factual(original)
sample; lA/c r - Prediction for the CF sample.
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result as it would be expected that augmentation with CFs would decrease CF bias.
Although the metrics’ values do not infer substantial bias, this experience reveals that,

based on context, including all the CFs may not be beneficial.

Mitigating Bias - Data Augmentation with Adaptive Synthetic Sampling (ADASYN)

It is established the potential problem of this task lies in insufficient samples, hinting
at augmentation as a viable option. There are several techniques for data augmentation,
and the ADASYN method is well-regarded for its ability to oversample less populated
distributions by using density-based sample saturation to generate additional synthetic
samples [35].

Proceeding with this method, the overall performance remained similar, but the group
performance became more discrepant in terms of TPR, TPRy; = 69.8% and TPRr = 75.9%,
PredP = 6.2p.p. and TNR, TNRy; = 52.4% and TNRF = 49.1%. Nevertheless, there are
fewer switches in the CF predictions, CMCC = 95.3%. The NSRy—r = 1.6% and the
TPSRym—r = 0.8% are considerably lower. This method led to a worse equilibrium
between male and female samples in terms of group fairness. It is important, however, to
retain the properties that allowed for better CFs parameters.

Mitigating Bias - Data Augmentation with CFs oversampling with ADASYN

Trying to improve the overall performance, the dataset was augmented with CFs
and then oversampled with ADASYN. CFs serves to increase variability in the data, for
example, with more female patients that smoke, while the oversampling technique allows
to fill less populated feature spaces. As a result, the performance slightly improved in
relation to the other augmentation methods, TPR = 74.1%. Analyzing by group, the TPR
improved slightly for men and decreased for women, TPRr = 76.3% and TPRy = 72.6%,
with PredP = 3.6p.p.. For negative outcomes, the values improve in relation to the original
model but are worse than the other tested techniques. As for the CF analysis, there are
tewer flips, with the overall CMCC improving from 89.7% to 93.4%, mitigating all the
mentioned metrics in the base model by at least 3.0p.p..
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Table 5.1: Performance and CF metrics referring to the base model and the model after
data augmentation with ADASYN, plausible CFs and a combination of both.

Augmentation Method

Base Plausible CFs ADASYN CFs with ADASYN
MCC(%)T | 120 136 109 | 122 143 109 | 120 132 111 122 13.0 115
TPR(%)T 746 780 723 | 731 751 718 | 723 75.9 69.8 741 763 72.6
TNR(%)T | 48.8 478 494 | 50.7 520 499 | 512 491 524 496 483 504
CMCC(%)T| 89.7 899 898 | 879 894 877 | 953 955 952 934 944 928
SR(%)T 5.1 5.1 5.2 6.1 5.5 64 | 23 2.2 24 3.3 2.8 3.6
PSR(%)] 4.6 8.1 2.8 44 100 08 | 26 1.8 3.1 29 3.2 2.7
NSR (%), |55 25 74 | 78 09 117 |20 2.7 1.6 36 24 44
TPSR(%)| | 1.8 11 2.3 2.1 0.5 32 | 14 2.2 0.8 1.6 0.0 2.7
TNSR(%)] | 4.5 7.7 2.6 4.1 9.6 06 |25 1.8 3.0 2.8 3.2 2.6
FPSR(%)| | 5.9 2.7 7.9 8.3 1.0 126 | 21 2.7 1.7 3.9 2.7 4.6
FNSR(%)| | 10.5 185 6.1 | 112 213 50 | 48 0.0 7.5 4.5 3.5 5.2

Total F_ M M_F| Total F_M M_F| Total F_M M_F | Total F_M M_F

This use case displays how the generation of CFs heavily influences the results and
the importance of integrating Domain Knowledge to ensure a reliable evaluation. As for
mitigation exploration, this experience allowed to delve into the implications posed by CF
augmentation, as well as the potential for combining these samples with other methods
to allow for a more robust model in terms of performance and bias.

The ECCM for each of the augmentation techniques can be visualized in Figure 5.2,
complemented by the most relevant metrics summarized in Table 5.1.

5.1.2 Bias for the sensitive feature ‘smoking’

In ML, bias is typically linked to fairness, particularly regarding protected attributes.
However, analyzing other features may also yield critical insights into the model’s be-
haviour. Smoking is a well-established risk factor that increases the probability of several
lung and heart diseases [28]. As such, it would be reasonable to assume that the model
would perform better for individuals who exhibit this characteristic. However, the model
underperforms for smokers, hinting at a dataset representational bias. The TPR for the
testing subset of non smokers is 74.6% and 71.4% for smokers. In this use case, different
sets of CFs were used. The base model mirrors the architecture described in Section 4.3.1,
noting that the sensitive feature is not included in training.

Analysing Bias - CFs without Domain Knowledge

Because smoking is correlated with most of the complications and preconditions it
seems reasonable to allow all the features to switch when generating them. The first set
of CFs was generated allowing changes in every feature.

While EOdds = 3.2p.p. (TPRns = 74.6% - TPRs = 71.4%) is not strictly significant, the
resulting ECCM displayed in Figure 5.4 reveals a slight bias, associating non smokers with
positive outcomes (post-surgery complications), supported by a TNSRs_,ns = 22.8%. Si-
multaneously, smokers are more linked to negative outcomes (smooth recovery), evidenced
by TPSRys—s = 13.7%. Suspecting the potential bias due to the lack of representation of
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specific samples, the next step is to attempt mitigation through augmentation with CFs.
From this, it is expected to mitigate both group and CF bias. Retraining the model with
the dataset augmented by the train set CFs, the results show improvement in performance
for smokers, TPRs = 72.8%, and non smokers, TPRs = 7.70%, both accompanied by a
slight decrease in the negative outcomes, where total TN R decreases from 50.2% to 49.1%.

When reevaluating the CF metrics, it was noted that the value of TNSRs_ns =
12.1% was slightly mitigated, as well as TPSRys—s = 0.3%. Nevertheless, the value of
FPSRNs—s = 57.4% is significantly higher than the base model without augmentation.
When there is augmentation, a high flux from initially incorrectly predicted values to
correctly predicted values may indicate some overfitting. This occurs because the CFs for
the test group are generated based on the train samples, thus they are inevitably closer to
the train set than the original samples. For this reason, the main concern is the switches
in originally TP and TN.

Analysing Bias - CFs with Domain Knowledge by removing correlation with the
‘sex’ feature

As it was introduced before, ‘smoking’ is highly correlated with male patients in this
dataset(88.0% of smokers are male). Moreover, the PDF of the patient’s height is skewed
to higher values in relation to non smokers (see Figure 5.3), which can influenced by the
former correlation with sex. While height is not strictly related to smoking and could
be easily excluded from the CF generation process, there are features related to both
sex and smoking habits. For example, one side effect of smoking is the loss of appetite,
which leads to smokers having on average a lower BMI. Weight can also be tied to the
individual’s sex, with men being generally heavier. For this reason, when switching
from smoker to non smoker, because most smokers are men, whereas non smokers have
approximately the same sex representation (52.3% female and 47.7% male), the tendency
is to decrease the weight when the opposite would be closer to a real-world scenario.
With these considerations, the generated CFs for smokers and non smokers were created
based on an augmented version of the dataset with male and female CFs. These auxiliary
CFs were previously described as including a selected set of features based on Domain
Knowledge. Statistically, combining the original training set with the ‘sex” CFs, aids in
eliminating correlations between the sex of the patient and every feature that was not
included in the generating process. As smoking is part of the non-included features, now,
for every male smoker there is an equivalent female smoker. Analyzing once again the
distribution of heights for the augmented training set, the mean value for smokers and
non smokers is now aligned as it would be expected, as illustrated in Figure 5.3.

With this second set of CFs for smokers, the resulting CF analysis indicates once
again a tendency to associate non smokers with positive outcomes to higher degree,
TNSRs_ns = 0.545.
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KDE of the feature ‘Height’ (normalized) KDE of the feature ‘Height’ (normalized)
for the original dataset for the dataset augmented with ‘Sex’ CFs
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Figure 5.3: Kernel Density Estimation of the normalized "Height” of smokers and non
smokers in the original dataset(Left) and in the dataset augmented with "Sex” CFs(Right).

Mitigation Bias - Data Augmentation using CFs without Selection

A first experiment with all generated CFs revealed, as shown in Table 5.2, reduced
switches from TN to FPns (TNSRs—ns = 43.1%, TPSRns—s = 2.1%) but an aggravated
TPR disparity between groups. This suggests a model seemingly more counterfactually
fair, whereas it is still not able to reliably predict complications for smokers.

Mitigation Bias - Data Augmentation using CFs with Selection

Since 'smoking’ is a risk factor, intuitively, there are some logical implications that can
be drawn. For instance, it is expected that if a non-smoker had complications, then if this
patient smoked, they would also have complications. Similarly, if a smoker didn’t have
complications post-surgery, then if they didn’t smoke, they would most likely not have
complications as well. However, the remaining scenarios are more challenging to deduce
the result. As a consequence, it seems apparent the validity in CF from patients who
smoke and didn’t have complications to patients who never smoked, but not for patients
who smoke and had complications to patients who don’t smoke, since smoking may be
(one of) the key factor(s). This hypothesis was tested by conducting augmentation with
only selected CFs that obey these rules. This method essentially teaches the model about
the added risk of smoking. Because of this direct influence, including all these CFs is not
viable as the model will associate all patients that smoke to consequent complications.
After some trial and error, it was concluded that including a small fraction of 10% was
enough to mitigate some of the existing CF bias, increasing the performance for positive
outcomes for smokers (TPRs = 71.9%) and non-smokers (TPRys = 75.7%). The PredP
remained low at 3.8p.p.. The model’s overall performance also improved slightly to
positive outcomes (TPR = 74.3%), but decreased for negative outcomes to a TNR= 49.5%.
The metrics are summarized in the Table 5.2.

This experience exemplifies some of the challenges of dealing with a dataset with
limited representation for different subgroups and highlights the necessity of taking
into consideration Domain Knowledge when generating CFs. Furthermore, it showed
that, even if the sensitive feature ‘smoke” is not included for model training, some of the
generated plausible CFs can have different predictions than the original samples. This is
only possible because the features that are included have changed in the process, using
the correlations of these features to the developer’s advantage. This sets the limits of the
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CFs applications, being applicable in any situation as long as there are features in the
model related to the sensitive feature.

Augmented Model with Augmented Model with

CFs with Domain Knowledge directed CFs with Domain Knowledge
¥=1 ¥=1 ¥=0 ¥=0 Y=1 Y=1 ¥=0 ¥Y=0
Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0
Y=1 2500
G=NS 2000~
Y=1
G=S 1500
Y=0
G=NS 1000
Y=0 500
G=S

Figure 5.4: ECCM for the base model trained on the CardioFollow.Al data, considering
‘Smoking’ as sensitive feature, and using data augmentation with CFs generated by re-
moving correlation with the feature 'Sex’. Left: Model augmented with all the CFs; Right:
Model augmented with directed CFs.

Y - Ground Truth (0 for 'recovery without complications” and 1 for "post-surgery com-
plications’); G - Group (S for ‘Smoker” and NS for "'Non Smoker’); Y - Prediction for the
factual(original) sample; lA/c r - Prediction for the CF sample.

Table 5.2: Performance and CF metrics for the base model trained on the CardioFollow.Al
data, considering the sensitive feature ‘Smoking’, and using data augmentation with CFs
generated by removing correlation with the feature "Sex’”.

Augmentation Method
Base Model All CFs Directed CFs
MCC (%)T 12.1 13.0 11.8 10.6 9.6 11.3 12.2 12.8 12.0
TPR (%)] 73.5 71.4 74.6 71.5 66.4 74.4 74.3 71.9 75.7
TNR (%)T 50.2 52.8 49.0 49.3 51.6 48.2 49.5 52.0 48.4
CMCC (%)T 71.1 51.1 85.3 51.7 52.2 58.4 74.8 56.8 84.5
TNSR (%)} 20.2 54.5 24 15.2 43.1 0.8 20.3 40.6 9.8
FNSR (%) 28.9 72.6 0.0 74.3 80.8 69.4 45.5 60.7 35.5
TPSR (%)] 8.0 2.6 10.9 1.9 14 2.1 34 1.9 4.2
FPSR (%)] 9.1 1.2 12.6 34.0 7.4 46.0 5.4 6.0 5.2
Total S_,NS NS_S Total S_NS NS_.S Total S_NS NS_.S

5.1.3 Complementarity between CF and Traditional Mitigation Techniques

Instead of the Random Forest architecture presented before, the algorithm Fair GBM
was computed with and without mitigation [21]. The undersampling technique Edited
Nearest Neighbours (ENN) [77] was applied to balance the classes and achieve a similar
performance to the previous model. With this, the model has TPR = 76.6% and does not
have significant group bias, as per a PredP = 3.2p.p.. Knowing this, it is not expected that
Fair GBM will achieve different outcomes. The aim of this experiment is to display how
biases can be veiled in seemingly fair models and cannot be weeded out by group fairness
mitigation methods. However, there is significant CF bias as detected before in the Random
Forest model. In fact, there is a tendency to associate negative outputs with smoking,
NSRns—s = 11.3%, and positive outcomes with non smokers, PSRs_,ns = 17.5% (Table
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5.3). After mitigation, the model performance and CF metrics remained similar, improving
slightly overall, as displayed in Figure 5.5.

As a complementary device to measure CF bias, assuming the CFs as valid and truthful
to the real world representations, it is possible to treat them as real samples and evaluate
their performance. For instance, in this case, while the TPR is similar for both groups
of the original data, the results for the CFs paint a different picture. For CFs assigned
as smokers the TPRs., = 63.9% and for non smokers it is TPRys.; = 94.0%, pointing
to group bias (PredP = 30.1p.p.). The mitigation approach was not able to reduce this
discrepancy, as seen by a TPRs.; = 63.1% and TPRys.; = 94.0%. A better example on
how the mitigation of group fairness may induce and/or veil CF bias is described in I.

As a final consideration, while this caveat of fairness constraints may be pointed out,
the proposed method is not a replacement for these techniques. Group fairness is a
concrete measure of bias whereas CFs are more abstract and require careful validation
which was not fully explored in this body of work. With this, the fusion of methodologies
is encouraged to achieve results well suited for the represented distributions, group bias,
and the less represented distributions, CF bias.

. _Light GBM . ) _ Fair GBM )
¥=1 ¥=1 Y=0 ¥=0 ¥=1 ¥=1 Y=0 Y=0
Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0
Y=1 Y=1 2000
G=NS G=NS
Y=1 Y=1 1500
G=S G=S
Y=0 Y=0 1000
G=NS G=NS
Y=0 Y=0 %00
G=S G=S

Figure 5.5: ECCM for the models trained on the CardioFollow.Al data, considering "“Smok-
ing’ as sensitive feature, and using CFs generated by removing correlation with the feature
‘Sex’. Left: Model augmented with all the CFs; Right: Model augmented with directed
CPFs.

Y - Ground Truth (0 for recovery without complications” and 1 for "post-surgery com-
plications’); G - Group (S for ‘Smoker” and NS for 'Non Smoker’); Y - Prediction for the
factual(original) sample; lA/c r - Prediction for the CF sample.

Table 5.3: Performance and CF metrics referring to the Fair GBM model with (right) and
without fairness constraints (left).

Light GBM Fair GBM
MCC (%)7 8.3 7.5 8.9 8.8 7.8 9.5
TPR (%)T 76.6 73.1 79.1 76.8 73.5 79.1
TNR (%)T 39.2 40.9 38.1 40.0 41.1 39.3
CMCC (%)T 78.8 79.1 79.1 81.0 80.9 81.5
PSR (%) 11.8 17.5 8.0 10.5 15.9 7.0
NSR (%)} 9.0 5.1 11.3 8.1 4.7 10.2
Total S NS NS_,S| Total S_,NS NS_S
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5.2 Heart Disease Dataset

In this experiment, bias associated with "Sex” is evaluated. Concerning the correlation of
the features with the sex of the individual, there are subtle differences between electrocar-
diograms for men and women due to hormonal levels, especially the impact of estrogen
and testosterone in cardiac functions, as well as anatomical differences such as the size
of the heart [41]. As an example, women tend to have higher resting heart rates due
to having on average smaller hearts, needing higher frequency to pump enough blood.
Additionally, the protective effect of estrogen in arteries is heavily documented, explaining

the increased risk of cardiac complications after menopause for women [12].

Base Model with Augmented Model with Augmented Model with
_ CFs with Domain Knowledge . CFs with Domain Knowledge switched CFs with Domain Knowledge
Y= Y=1 Y=0 Y=0 ¥=1 Y=1 Y=0 Y=0 Y=1 ¥=1 Y= Y=
Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0

Y=1 Y=1 Y=1 400~
G=M G=M G=M

Y=1 Y=1 Y=1 3001
G=F G=F G=F

Y=0 Y=0 Y=0 200
G=M G=M G=M

Y=0 Y=0 Y=0 100
G=F G=F G=F 0

Figure 5.6: ECCM for the base model trained on the Heart Disease dataset, considering
the sensitive feature ‘Sex’, and using data augmentation with CFs generated with Domain
Knowledge. Left: Base Model; Middle: Model augmented with all the CFs; Right: Model
augmented with switched CFs.

Y - Ground Truth (0 for 'Free from CAD’ and 1 for 'Signs of CAD’); G - Group (M for
‘male” and F for 'female’); Y - Prediction for the factual(original) sample; f/c r - Prediction
for the CF sample.

Analysing Bias - CFs with Domain Knowledge

This dataset contains several attributes extracted from the Eletrocardiogram (ECG),
which were taken into account for generating CFs. In contrast, features such as "age” and
pre-existing conditions and risk factors were kept unchanged.

The base model is a Logistic Regression and despite the small sample size, the results,
shown in Table 5.4, are satisfactory with an Accuracy(ACC) = 81.5% and TPR = 87.1%.
Nonetheless, there is considerable bias noted by a difference in TPR against women,
PredP = 16.1p.p.. This discrepancy is apparent in the majority of the cross-validation
scheme, reinforcing the existence of model bias. Drawing the ECCM (c.f. Figure 5.6),
the results display a clear tendency to associate female patients with negative outcomes,
TPSRm—r = 57.8% and NSRy—r = 59.1%, as well as a tendency of associating positive
outcomes to men, TNSRr_pm = 19.8% and PSRr_m = 29.2%, supporting the group
fairness assessment.

Mitigating Bias - Augmentation with all the CFs

To mitigate this bias, the dataset was supplemented with all the CFs generated in
the first instance. Using this augmented set, the CF bias was mostly mitigated, but,
unexpectedly, it introduced an opposite effect leading TPr to switch to FNy, as per a
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Table 5.4: Performance and CF metrics for the base model and models trained on the
dataset augmented with all the CFs and only the CFs that switched.

Augmentation Method
Base Model All CFs Switched CFs
ACC (%) T 81.5 87.3 80.3 79.8 88.0 78.1 80.5 89.3 78.6
TPR (%) T 87.1 72.7 88.8 82.7 76.4 83.4 85.1 78.2 85.9
TNR (%) T 72.3 95.8 63.1 75.0 94.7 67.2 729 95.8 63.9
CMCC (%) | 33.1 644 35.8 715 70.4 68.7 72.2 64.4 71.7
PSR (%) | 12.8 29.2 44 19.7 8.7 24.3 17.5 175 17.5
NSR (%) | 54.5 0.0 59.1 9.6 21.3 8.4 10.3 14.9 9.9
TPSR (%) | 53.0 0.0 57.8 33 23.8 1.2 4.1 16.3 29
TNSR (%) | 10.3 19.8 4.6 07.1 10.0 5.6 114 19.8 6.5
Total F_M M_F Total F_M M_F Total F_M M_F

TPSRr—m = 23.8%. While high, considering the TPSRy_r for the base model was
substantially higher and the other mentioned metrics decreased, the augmentation can be
deemed successful in the mitigation of CF bias.

Moreover, since the performance decreased, there is room to explore other iterations
that hopefully achieve similar results without duplicating the sample space. A logical
conclusion is to select which CFs to include. There are different available routes to achieve
this, such as selecting the most unique CFs to avoid redundancy, or selecting the CFs that
support the Domain Knowledge, stirring the model in a predetermined direction as it is
displayed in experience Section 5.1.2. Finally, there is a simple approach of including CFs
that show a different outcome than the original sample, called "switched CFs’".

Mitigating Bias - Augmentation with switched CFs

Since the model is already able to correctly predict a given set of pairs of samples and
their CFs, there seems to be no need to add information about the CF equivalent of these
samples. Thus, only the incorrectly predicted, or switched CFs, should be added. This
method is not infallible, due to the unpredictability of training a model, but it can achieve
good results in specific scenarios. Compared to the original model, it was successful,
in this case, in mitigating CF, the CMCC increased from 33.1% in the original model to
72.2%, and group bias, as per a PredP = 7.7p.p., with minimal loss in total performance,
as seen by an ACC = 80.5% and TPR = 85.1%. In relation to augmentation with all the
CFs the introduced bias displayed that severely increased the TPSRr_,y, is much more
tenuous, TPSRr_p = 16.3%. In contrast, it was not able to correct the flux of TNf to
FP), maintaining the TN SR 1 r value at 19.8%. Overall, given this classification context
application that poses recall as the priority, opting to add only switched CFs proved to
be more fruitful in mitigating bias in the priority class. Along with the fact that the
contested metric in this case, TN SR, is largely less grave in value than the TPSRr_um
introduced by augmentation with all the CFs.

Note about Cross-Validation and individual folds

When analyzing individual folds there is a stark contrast in the effect of the data the
model was trained on. The additional matrixes can be viewed in Appendix D.
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ConcrusioNs & Future WoORK

This work has successfully achieved its overarching goals, advancing the field of fairness in
ML and bias detection within the context of classification tasks, particularly in the critical
domain of medical datasets. This chapter reviews the applications and contributions
of this work, providing insights into the applications, prospects and limitations of the
proposed methods.

The proposed method for generating plausible CFs expands on the notion introduced
by Russell et al., enhancing the credibility of the approach [64]. By leveraging dataset
distributions, the generated CFs are firmly rooted in real-world examples. The use of
outcome-based sectioning ensures consistency with the ground truth, a prerequisite for
CF fairness. Demonstrating the importance of domain knowledge, this method introduces
variability for realistic changes. Selecting the most feasible potential features related to the
sensitive feature under study is crucial to ensure plausibility of the CFs. In turn, because of
the changes in related features, the proposed CF evaluation method can be employed even
without the sensitive feature, as demonstrated in experience 5.1.2. This opens possibilities
for exploring more viable models without significantly expanding the feature space.

Comparatively to existing methods, such as FlipTest that presents OTMs and GANs
for CF generation [10], this work proposes a controlled generation process, which relies
more superficially on the dataset distributions allowing deviations from the given exam-
ples (factuals). The decrease in complexity has its shortcomings, as the correlation between
features is not as well utilized, on the other hand, assuming some level of independence
between features allows to generate samples outside of the representations that may be
plausible in context. As advantages, this method it is less computationally demanding,
as it does not require training any additional model, and it is suited to some degree
of customization from the user. Given the simplicity of the generation and evaluation
processes, this framework is still applicable after deployment.

The proposed CCM allows for an in-depth bias evaluation of developed models. It is
extremely flexible to different tasks, and while it has only been demonstrated in binary
classification tasks for binary sensitive features, it can be easily employed without loss of
generalization to categorical features and multi-class tasks. The ECCM allows to associate
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switches with the label and correctness of the model, providing a more nuanced view
on which samples the model is less certain, better accounting for the model error. As
limitations, the metrics extrapolated from the extended version are limited by the portion
of samples of the CM to which they belong, so the drawn conclusions should account
for the sample pool size. On the other hand, compared to methods that measure causal
inference, which are mostly model defined, as an agnostic tool, this method has a greater
range of applications.

The experiences effectively convey the complementarity between group fairness and
the proposed CF metrics. The group fairness metrics grant a practical and objective
reference for bias, while the CF metrics explore bias outside the most common distributions
in the dataset, highlighting the advantages of using them simultaneously. Additionally,
this work displays the flexibility of CFs for mitigation techniques, whether by using all
the generated samples, selecting those best supported by literature or domain knowledge,
or even by adding only the samples for which the model was not consistent.

Given the potential of CFs for fairer decision-support systems, there are several venues
to extend this work in future research. Starting with the generation process, generative
models could improve the robustness of the CFs. Potentially introducing a control element
in the process is also viable either by Human-in-the-Loop techniques, resorting to experts
to review the validity of the CF, or through a Conditional Generative Adversarial Network
(cGAN). Additionally, instead of relying on the training set distributions, work can be
done to use real-world statistics instead, when available. In this context, techniques such
as transfer learning could also be valuable for the task.

As mitigation techniques, the proposed metrics could be employed as constraints in
the model fitting process inspired by existing algorithms relying on group fairness criteria.
For augmentation purposes, it would be interesting to curate CFs included in the learning
stage. Because the CFs are close relatives to the original sample, this step would be crucial
to reduce data redundancy. This could be achieved by iterative processes that add random
batches and evaluate based on CF and/or standard performance metrics. Another option
is adapting undersampling techniques which maximate the variability of samples such as
ENN. And, once again, domain expertise may be crucial to ensure only the best CFs are
used.

The counterfactual setting has been proved beneficial to improve models” robustness,
outside of the fairness context. Given an appropriate CF generation process targeting
specific aspects (e.g., filling out-of-distribution regions), the ECCM and its metrics could be
used to evaluate how well the model responds towards more responsible decision-support
systems, benefiting society as whole.

As material contributions to this field, this thesis resulted in an article introducing
the CCM and the derived bias evaluation metrics, with a poster displayed at 2023 Inter-
national Conference on Machine Learning (ICML) "DMLR Workshop: Data-centric ML
Research"[15]; and an article including the generation process submitted to Journal of
Data-centric Machine Learning Research.
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A

GrouP FAIRNEss METRICS

Table A.1: Group Fairness Metrics.

Name Formula

Demographic Parity PY=1A=a)=P(Y =1|A=0)

Predictive Parity PY=1Y=1,A=a)=PY =1Y=1,A=0)

Equality of Opportunity PY=1Y=1,A=a)=PY =1]Y =1,A=D)

Equalized Odds PY=1Y=1,A=a)=P(Y =1y =1,A=D)
P(Y=1Y=0A=a)=P(Y=1]Y=0,A=0b)

Predictive Equality P(Y=1Y=0,A=a)=P(Y=1]Y=0,A=D)

Overall Accuracy Equality PY=Y|A=a)=P(Y =Y|A=D)

PY=1Y=1,A=0)

Conditional Use Accuracy Equality | P(Y =1|Y =1,A =a) = Y
a)=P(Y =0]Y=0,A=0)

P(Y=0]Y=0,A

Treatment Equality P(lf =1lY=0,A=a) = P(X:/ =0lY=1,A=na)
P(Y=1Y=0,A=b)=P(Y =0[Y=1,A=b)
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Algorithm 1 Counterfactual Generation

1: procedure GENERATECOUNTERFACTUALS(Samples, PotentialFea-

[ T N T S e W S S e T
R I B AN C L~ > i e e

22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:

tures=[BinaryFeatures, CategoricalFeatures, Continuous], TrainingSet, Sensi-
tiveFeature, minThreshold, maxDepth)

Initiate Samplescr as a copy of Samples
for each feature f; not in BinaryFeatures do
Calculate Pgi of f; in the TrainingSet for each group in SensitiveFeature
and label y;
for each sample s; in Samplescr do
if f; isin ContinuosFeatures then
Interpolate to find v} in CDF Py, based on v; in Py,
else if f; isin CategoricalFeatures then
Find closest v/ in CDF Pgéﬁ based on v; in ng;
end if
end for
end for
for each sample s; in Samplescr do
Flip value of SensitiveFeature
S; = FlipBinaryPeatures(si,BinaryFeatures,TrainingSety:yi,
SensitiveFeature, minThreshold, maxDepth)
end for
return Samplescr

: end procedure
: procedure FLipBinarRYFEATURES(Sample, BinaryFeatures, TrainingSet, SensitiveFea-
ture, minThreshold, maxDepth, iter=0)

Initiate Samplecr as a copy of Sample
for each binary feature f; in BinaryFeatures do
if iter < maxDepth then
Calculate the difference in conditional probability of the value v; of f;
given the original, g;, and new group, gcr;, of the SensitiveFeature
ProbDif f = |P(v;|gi) — P(vilgcri)
if ProbDif f > minThreshold then
Flip the binary feature value
Start new iteration
iter; = iter +1
Samplecr = FlipBinaryFeatures(Samplecr, BinaryFeatures — f;,

TrainingSet[SensitiveFeature = gcril, fi, minThreshold, maxDepth, iter;)

end if
end if
end for
return Samplecr

38: end procedure
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Table C.1: Summary of the CF metrics extrapolated from the CCM and ECCM and its

interpretation.
Group or Global Metric Parity (A - B)
Highest . . Group
CCM Range 1;:135 Intuition Impairec CM Range Impaired Fairness
Metric Value Group  Analog Group  Analog
The model relies heavily
on the distributions repre-
CR [0,1] 0 sented in the dataset. for New ACC [11] [LO[A Overall
=1-SR each group of the sensitive ~ Group 10+11 B Accuracy
feature, indicating potential Parit
bias y
The model associates the N
PCR [0,1] 0 new group withnegative out- ch‘)/\tll TNR [-1,1] [-1LO[ A PredEq
=1-NSR comes, indicating bias P 10,+1] B
The model associates the Original
NCR [0,1] 0 new group with positive out- G?gti nal 1pr [-1,1] [-1,0[ A EOpp
=1-PSR comes, indicating bias oup 10+11B
The model associates the Original
rcp [0,1] 0 new group with positive out- Cr & PPV [-1,1] [-1,0[ A PredP
=1-PSDR comes, indicating bias oup 10+1]B
The model relies heavily
: on the distributions repre- New g [-2,0[ A B
cMee 1,11 0 sented in the dataset foreach ~ Group MeC (221 10,421 B
group of the sensitive feature
Including the Ground Truth
Group or Global Metric Parity (A - B)
CCM Range H}gg_hest Intuition Impaired | pange  Impaired
Metric 1as Group Group
Value
TPSR [01] 1 The model is not able to predict correctly positive gfc‘:l [-1,1] [-1LO[ A
outcomes based on the group. It indicates the P 10+1]B
need for more variability in samples with positive
ground truth for the new group
TNSR [0,1] 1 The model is not able to predict correctly negative gf:; [-11] [-1,0[ A
outcomes based on the group. It indicates the p 10+1]B
need for more variability in samples with negative
ground truth for the new group
FPSR [0,1] 1 The model is not able to predict correctly negative 811:;glina1 [-11] [-1,0[ B
outcomes based on the group. It indicates the p 10+1] A
need for more variability in samples with negative
ground truth for the original group
FNSR [0,1] 1 The model is not able to predict correctly positive 8;.?1;“&11 [-1,1] [-1,0[ B
outcomes based on the group. It indicates the P 10+1] A
need for more variability in samples with positive
ground truth for the new group
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Figure D.1: ECCM for each fold of the trained model to assess bias for the sensitive feature

’sex” in the Cardio Follow.Al dataset, with respect to Section 5.1.1.
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Figure D.2: ECCM for each fold of the trained model to assess bias for the sensitive feature
‘smoking’ in the Cardio Follow.Al dataset, with respect to Section 5.1.2.
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Figure D.3: ECCM for each fold of the trained model to assess bias for the sensitive feature
‘smoking’ in the Cardio Follow.AlI dataset, with respect to Section, with respect to Section
5.1.3.
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APPENDIX D. CROSS VALIDATION FOLDS
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Figure D.4: ECCM for each fold of the trained model to assess bias for the sensitive feature
‘sex” in the Heart Disease dataset, with respect to Section 5.2.
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ADULT DATASET

This experience is adapted from the paper accepted with displayed poster at the ICML’s
"DMLR Workshop: Data-centric ML Research"[15]. This paper has been entitled "The
Matrix Reloaded: A Counterfactual Perspective on Bias in Machine Learning’, and its

abstract can be found in Figure I.1.

The Matrix Reloaded:
A Counterfactual Perspective on Bias in Machine Learning

André V. Carreiro "' Mariana Pinto""'? Pedro Madeira' Alberto Lépez®' Hugo Gamboa'?

Abstract

This paper introduces a novel data-centrie Trame
work for bias analysis in machine learning, lever-
aging the power of counterfactual reasoning, We
propose o Counterfactunl Confusion Matrix, from
which we derive a suite of metrics that provide a
comprehensive view of a model’s behavioar un-
der counterfaciual conditions, These metrics offer
unigue insights into the model's resilience and sus-
ceplibality o changes in sensitive attnbutes such
as sex or race, 'We demonstrate their wiility and g
complementarity with standard farness metncs
through experiments on synthetic data and known
real-world datasets. Our results show that our met-
rics can reveal subtle binses that traditional bias
evaluation strategies may overloak, providing &
more nuanced understanding of potential model
haas,

Figure 1.1: Title Page of the paper accepted at ICML’s "DMLR Workshop: Data-centric ML
Research"[15].

This experiment uses the real-world datasets Adult Census Income [42], commonly
used for bias analysis in ML. We evaluate bias disparities using both traditional and the
newly proposed bias metrics derived from the ECCM, with sex as the sensitive feature.

To illustrate the proposed metrics” application, consider a scenario where a bank
employs Al to evaluate loan applications using a model based on the Adult Census
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ANNEXI. ADULT DATASET

Income dataset. The system decides on loan approvals with a binary outcome: grant
(positive) or deny (negative) the loan, using a minimum income threshold of $ 50,000 as a
primary criterion. To ensure fairness, it is crucial to prevent any sex-based discrimination
in rejecting qualified applicants. Different fairness metrics could be employed although,
in this case, separation metrics would likely be preferred.

We trained the model using the Light GBM algorithm [39], obtaining an ACC of 87.0%
and a TPR of 66.1%. Despite the modest performance, we considered these results to
suffice for demonstration purposes. Group fairness metrics yielded 9.0p.p. for EOpp and
7.1p.p. for PredEq, as detailed in Table I.1. These metrics, reflecting the differences in FNR
and FPR respectively, indicate a minor bias against females, evidenced by a lower FNR for
males and marginally higher FPR.

_Light GBM _ Fair GBM
Y=1 Y=0 Y=1 Y=0

¥=1 A A ¥=0 Y=1 A A Y=0
Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0 Ycf=1 Ycf=0
Y=1 Y=1
G=M G=M 15000 -
Y=1 y=1 12500 -
G=F G=F 10000
Y=0 Y=0 7500
G=M G=M 5000
Y=0 Y=0 2500
G=F G=F
0

Figure 1.2: ECCM for the models trained on the Adult Income Census data, considering
the sensitive feature ‘Sex’. Left: Light GBM. Right: Fair GBM.

Y - Ground Truth (0 for “income < 50k” and 1 for ‘income > 50k’); G - Group (M for ‘male’
and F for ‘female’); Y - Prediction for the factual(original) sample; Ycr - Prediction for the
CF sample;

The counterfactual metrics also show slight biases (CMCC > 90.0%), although in a
different perspective. We highlight a higher NSR for females (16.2% vs. 5.1%), suggesting
a higher likelihood of negative outcomes when flipping to males than vice versa. We
note that the FPSR for females, at 37.5%, may indicate that over a third of the FPs for this
subgroup become TN after flipping to male, hinting at possible bias in this type of error.
As a loose interpretation, we could infer that the model is biased towards approving loans
for females who are less likely to repay, compared to males under similar conditions.

Revisiting our bank scenario under strict EOpp legislation, with a maximum threshold
of 5%, we resorted to Fair GBM [21], a fairness-constrained algorithm derived from Light
GBM, trained with identical hyperparameters. The resulting ECCMs are displayed in
Figure 1.2 and the corresponding metrics are summarized in Table I.1.

While EOpp improved, dropping from 9.0p.p. to 4.2p.p., our metrics showed increased
counterfactual bias. The NSRr_, s rose from 16.2% to 25.9%, and the FPSRr_, ) increased
from 37.5% to 55.6%, indicating that the mitigation process worsened the counterfactual
bias in favour of female instances.
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Table I.1: Performance and Counterfactual Metrics for the Light GBM and for the Fair
GBM model trained on the Adult Income Census data, considering the sensitive feature
"Sex’.

Light GBM Model Fair GBM Model

ACC(%) T 87.0 93.3 83.7 87.0 93.2 83.8
TPR(%) T 66.1 58.6 67.6 65.4 61.6 66.2
TNR(%) T 93.8 98.0 90.9 94.0 97.5 91.7
CMCC(%) T 90.5 86.6 90.7 85.1 80.6 85.4
PSR(%) | 2.2 0.7 3.2 4.4 0.8 6.8
NSR(%) | 6.7 16.2 5.1 7.7 25.9 4.2
TNSR(%) | 14 0.4 2.0 2.7 0.5 44
FPSR(%) | 14.7 37.5 11.4 17.4 55.6 9.6
RMSCD | 0.054  0.059  0.052 0.073  0.071 0.074
JSCD | 0.079 0130  0.062 0.097 0148  0.083

Total F .M M_F | Total F_ M MLF
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