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ABSTRACT

In the dynamic realm of Software as a Service (SaaS), cultivating robust customer-firm
relationships is pivotal for sustained business success. This thesis explores the influence of
critical incidents on such relationships within SaaS companies, focusing exclusively on the
use of questionnaires for empirical investigation. Critical incidents are characterized as events
that significantly impact a customer's perception of a company, positively or negatively.
Addressing a gap in the literature, this study specifically probes the ways in which these
incidents affect customer trust, satisfaction, and loyalty. Utilizing a comprehensive
questionnaire-based approach, the research canvasses a broad spectrum of industry
professionals to ascertain the most common types of critical incidents in the SaaS domain.
The questionnaires are meticulously crafted to elicit nuanced information on the nature of
these incidents and their subsequent effects on the customer-firm dynamic. Additionally, the
study delves into the incident management strategies employed by SaaS companies, shedding
light on effective practices for incident resolution. Preliminary findings suggest a wide
variation in critical incidents within SaaS companies, from technical disruptions to
outstanding service encounters, each with a unique bearing on customer perceptions. The
research underscores the crucial role of prompt and efficient incident management in not only
re-establishing but also potentially bolstering customer trust. Effective management of these
incidents emerges as a linchpin in nurturing customer loyalty and satisfaction. This research
makes a meaningful contribution to information systems management by delineating the
interplay of customer relationships and incident management within the SaaS industry. It
accentuates the need for flexible and forward-thinking strategies to combat critical incidents.
For SaaS practitioners, this thesis presents an informative framework for navigating critical
incidents, ultimately aiming to fortify and deepen customer relationships. The insights gained
also serve as a foundation for future inquiry into the enduring effects of incident management
on customer retention and the broader trajectory of business growth in the SaaS sector.

Sustainable Development Goals (SDG):

BUILDING RESILIENT INFRASTRUCTURE, PROMOTING INCLUSIVE AND SUSTAINABLE
INDUSTRIALISATION AND FOSTERING INNOVATION
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1 INTRODUCTION

The Information Technology sector, particularly the Software as a Service industry, is
experiencing rapid growth and transformation. In the Software as a Service (SaaS) industry,
the significance of customer relationships is paramount for sustainable business growth.
Maintaining low churn rates and securing long-term subscriptions are key to driving revenue,
underscoring the importance of customer engagement and satisfaction in the SaaS business
model (Future of SaaS, 2023). This industry's inherent reliance on continuous service delivery
highlights the need for a nuanced understanding of customer-firm dynamics, especially in
managing critical incidents, which can profoundly impact customer trust and loyalty (van
Doorn & Verhoef, 2008; Jarveldinen, 2013).

1.1 PROBLEM STATEMENT

One of the critical challenges in the SaaS industry is managing customer relationships,
especially in the face of critical incidents. These incidents, which significantly impact the
customer's perception, can have profound effects on customer trust and loyalty.
Understanding and managing these incidents effectively is thus essential for customer
retention and overall business success in the SaaS sector.

1.2 RESEARCH QUESTIONS

Existing literature provides insights into customer relationship management and service
quality but lacks depth in the context of critical incidents in SaaS companies. To address this,
the study aims to explore the following research questions:

1. How do different types of critical incidents impact customer trust and satisfaction in
SaaS companies?

2. What strategies are employed by SaaS companies to manage critical incidents, and
how effective are these strategies?

3. How do responses to critical incidents influence long-term customer loyalty in the
Saas sector?

These questions aim to uncover the nuances of incident management in SaaS companies and
their effects on customer relationships.

1.3 OBJECTIVES OF THE STUDY

This study aims to answer the research questions by:

a) ldentifying the types of critical incidents most prevalent in SaaS companies.
b) Analyzing the effects of these incidents on customer trust, satisfaction, and loyalty.
¢) Exploring strategies employed by SaaS companies to manage and mitigate the impacts

of such incidents.



1.4 CONCEPTUAL FRAMEWORK

To systematically investigate the research questions and achieve the objectives of this study, a
conceptual model has been developed. This model visually represents the hypothesized
relationships between critical incidents, the strategies employed by SaaS companies to
manage them, and the subsequent effects on customer trust, satisfaction, and loyalty. It serves
as a blueprint for the study's methodology, guiding both the design of the questionnaire and
the analysis of the collected data.

Figure 2.2.1.1.4 Conceptual Model of the Impact of Critical Incidents on Customer-Firm
Relationships in the SaaS Industry.
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Figure 2.2.1.1.4 delineates the hypothesized pathways through which critical incidents
influence customer perceptions and subsequent outcomes within SaaS companies.
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The model is grounded in the Service Quality Model (SERVQUAL) and incorporates the
following elements:

e Critical Incidents: As the independent variable, critical incidents are categorized by
their types, frequency, and severity, each potentially affecting customer perceptions.

e Incident Management Strategies (IMS): As the mediating variables, IMS are
delineated into response time, communication effectiveness, and problem resolution
quality, each playing a crucial role in shaping customer perceptions.

e Customer Perceptions: As the dependent variables, customer perceptions are
influenced by the IMS and are measured through trust, empathy, and satisfaction with
incident handling.

e Customer Outcomes: The end variables, customer outcomes, encompass overall
satisfaction, loyalty, and word-of-mouth, which are directly influenced by customer
perceptions.

e Moderating Variables: These include prior experience with the service, service
importance to the customer, and customer expectations. They are hypothesized to
affect the relationship between IMS and customer perceptions and outcomes.

This conceptual framework not only encapsulates the study's theoretical underpinnings but
also outlines the empirical relationships that the questionnaire seeks to measure. The
subsequent chapters will delve into the literature review that supports this model, the
methodology for data collection and analysis, and the discussion of the findings in light of the
model.



2 LITERATURE REVIEW

Research in SaaS customer relationship management underscores the importance of customer
lifetime value and continuous engagement for customer retention. Studies like those by
Gummesson (2008) provide a comprehensive understanding of these dynamics in the
subscription-based business model.

This Literature Review is organized into several key areas. Initially, it provides a general
overview of critical incidents in service industries, followed by their impacts on customer
relationships. Subsequently, the focus shifts to incident management strategies specific to the
Saa$ sector, examining their effectiveness and implications.

2.1 CRITICAL INCIDENTS IN SERVICE INDUSTRIES

In the context of service industries, particularly Software as a Service (SaaS), a critical
incident refers to any unexpected event or disruption that significantly impacts service
delivery, customer security, or the perception of service quality. These incidents, which
include service outages, data breaches, and performance degradation, can severely affect
customer trust, satisfaction, and long-term loyalty (van Doorn & Verhoef, 2008). In the SaaS
industry, where companies rely on continuous service availability and seamless customer
experiences, the effective management of critical incidents is essential to retaining customers
and preserving long-term relationships.

Recent Case Studies of Critical Incidents

Recent examples highlight the growing importance of effective incident management in
maintaining customer trust. For instance, Zoom, one of the most widely used SaaS platforms,
experienced significant security breaches during the early stages of the COVID-19 pandemic
in 2020. The phenomenon known as "Zoombombing" allowed unauthorized individuals to
access private meetings, leading to widespread concerns about data security. In response,
Zoom quickly implemented end-to-end encryption, enhanced its security protocols, and
communicated openly with users about these changes (Lee & Hong, 2020). This incident,
though damaging at first, ultimately demonstrated the effectiveness of transparent
communication and proactive problem-solving in restoring customer confidence. As a result,
Zoom not only regained user trust but also saw a significant increase in its user base,
illustrating the importance of handling critical incidents with urgency and empathy.

Another major example is the December 2021 AWS outage, which disrupted thousands of
websites and online services globally. As a leading cloud provider, Amazon Web Services
(AWS) faced significant backlash from customers who rely on its infrastructure for their
operations. However, AWS managed to mitigate the impact through real-time status updates
via its Service Health Dashboard and detailed post-incident reports explaining the causes of
the outage and the actions taken to prevent future incidents (Thales Group, 2023). This
approach reinforced the importance of clear communication and post-incident transparency in
maintaining customer satisfaction, a finding that aligns with earlier research by Jarveldinen
(2013), which emphasizes that incident continuity management is crucial for preserving
customer relationships after a disruption.



Data Breaches and Their Impact

Data breaches have emerged as one of the most critical incidents in the SaaS sector, with far-
reaching consequences for customer trust. A recent report by Thales Group (2023) found that
39% of SaaS companies experienced a data breach in the past year, significantly affecting
their reputations. Data breaches often involve the unauthorized access to sensitive customer
data, such as personal information or financial records, which can lead to both financial losses
and reputational damage. One of the most significant data breaches in recent history was the
SolarWinds attack in 2020, which compromised the data of numerous large enterprises and
government agencies. SaaS providers using SolarWinds were severely affected, but those that
quickly communicated the breach and provided mitigation strategies managed to retain a
greater level of trust among their customers (Thales Group, 2023). This demonstrates that
while data breaches can severely damage customer confidence, companies that handle these
crises transparently can still salvage customer relationships.

The SolarWinds incident serves as a powerful reminder of the need for robust security
measures and timely incident communication in SaaS companies. Customers expect
immediate action when their data is compromised, and SaaS companies that demonstrate
accountability and openness in the face of such crises are better positioned to retain customer
loyalty. This is consistent with the findings of Parasuraman et al. (1988), whose SERVQUAL
model emphasizes that responsiveness and assurance are key dimensions of service quality
that heavily influence customer satisfaction during service failures.

2.2 INCIDENT MANAGEMENT AND IMPACT ON CUSTOMER PERCEPTION

Critical incidents in the SaaS environment are typically linked to risks such as insecure APIs,
misconfigurations, and poor incident response planning. Effective management of these
incidents requires comprehensive incident response strategies, which include proactive
communication with customers, real-time updates, and a clearly defined resolution process
(ThreatKey, 2024). For instance, Salesforce’s response to its 2019 outage demonstrated how
transparent communication during an incident could mitigate customer dissatisfaction
(Salesforce Case Study, 2019).

Recent studies in the SaaS industry have explored the evolving nature of incident
management and its impact on customer relationships. A 2022 study by HubSpot emphasizes
that proactive customer engagement and real-time communication during incidents are
essential to reducing customer churn. The study also found that SaaS companies that
maintained ongoing communication with their customers during service disruptions
experienced higher levels of customer retention, reinforcing the notion that customer loyalty
can be preserved through effective incident management.

Additionally, McKinsey's 2022 research underscores the growing importance of incident
response strategies in improving Net Retention Rate (NRR) in SaaS companies. The study
revealed that SaaS companies that implemented real-time customer support, automated
incident reporting, and personalized recovery plans experienced a 25% higher NRR than
companies that lacked such capabilities. This supports the findings of Coelho, Rita, and
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Ramos (2023), who demonstrated that benevolent responses to service incidents can enhance
customer—firm relationships by fostering a sense of security and loyalty among customers,
even in the wake of a negative event.

2.2.1 Integration with SERVQUAL Model

The SERVQUAL model developed by Parasuraman et al. (1988) is one of the most widely
used frameworks for assessing service quality. It highlights five dimensions: Tangibles,
Reliability, Responsiveness, Assurance, and Empathy. These dimensions can be mapped
directly onto the ways SaaS companies handle critical incidents. My research provides
empirical evidence that aligns closely with the Responsiveness, Assurance, and Empathy
dimensions, all of which play critical roles during incident management.

« Responsiveness:

Responsiveness, as described in SERVQUAL, refers to the willingness and ability to help
customers and provide prompt service. In the context of my thesis, the empirical data shows a
clear correlation between the speed of response to incidents and customer satisfaction.
Respondents who experienced rapid communication and resolution reported higher levels of
trust and loyalty post-incident (Figure 4.4.1.1). This supports the SERVQUAL dimension that
quick response times significantly enhance perceived service quality, reducing dissatisfaction
and preventing churn.

« For example, participants who reported that issues were resolved within 24 hours were
40% more likely to continue using the service, indicating that fast response time is a
key  determinant of  customer retention in  SaaS  environments.

e« Assurance:

The Assurance dimension focuses on the ability to convey trust and confidence, particularly
in situations of service failure or disruptions. My findings indicate that customers who receive
transparent and accurate updates during critical incidents tend to maintain higher levels of
trust in the company, even when the issue itself was severe (Table 4.4.3.1). This aligns with
SERVQUAL's suggestion that providing clear and confident communication during a crisis
helps alleviate customers' concerns, thereby maintaining trust in the company. For instance,
respondents indicated that consistent communication during an incident reduced uncertainty
and helped preserve their confidence in the service provider, even if the technical issues
persisted.

o Empathy:

Empathy is reflected in how well a company understands and addresses customer concerns,
especially during a service failure. My research highlights the importance of perceived
empathy in incident management (Table 4.5.3.1). Customers who felt that the company
understood the inconvenience caused by the incident and took steps to mitigate its effects
(e.g., offering compensation or follow-up services) were more likely to rate their experience
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positively. This underscores SERVQUAL's Empathy dimension, reinforcing that personalized
attention during and after incidents significantly enhances customer loyalty.

o For instance, respondents who felt that the company showed empathy were 35% more
likely to recommend the service to others, even after experiencing a critical incident.

By analyzing these dimensions in the context of critical incidents, my research expands the
SERVQUAL framework by illustrating how these theoretical dimensions apply specifically to
the SaaS environment, where service disruptions are frequent and have the potential to
critically impact customer relationships. The importance of Responsiveness, Assurance, and
Empathy in SaaS incident management not only supports but also extends the SERVQUAL
model's applicability to technology-driven service environments.

2.2.2 Relationship with IT Management Theories

The broader IT management literature consistently emphasizes the significance of incident
management for long-term customer relationships, especially in subscription-based business
models like SaaS. Research by Jarveldinen (2013) and van Doorn & Verhoef (2008)
highlights that effective IT continuity management and post-incident strategies are critical to
retaining customer trust and satisfaction following service failures.

Long-Term Customer Loyalty:

In alignment with this literature, my thesis findings show that long-term customer loyalty is
heavily influenced by how SaaS companies manage critical incidents (Table 4.6.2.1).
Specifically, customers who perceive that companies prioritize quick problem resolution and
empathize with the customer's situation are more likely to maintain their subscription and
recommend the service to others. This supports van Doorn and Verhoef's (2008) assertion that
post-incident recovery plays a significant role in sustaining customer loyalty.

Moreover, my research contributes new insights into how incident management strategies
(e.g., follow-up communications, transparent updates) can transform a negative incident into a
positive customer experience, which is particularly important in industries where service
reliability is critical. For example, respondents reported that proactive communication and
detailed updates during the incident resolution increased their confidence in the service
provider's ability to handle future issues (Figure 4.4.2.1).

Service Recovery Paradox:

The Service Recovery Paradox suggests that customers who experience a well-managed
service failure may become more loyal than if no failure had occurred. While previous studies
have tested this concept in hospitality and traditional service industries, my thesis extends this
idea to the SaaS industry. According to the regression analysis in my empirical study (Table
4.8.3.2), proactive recovery efforts significantly boost post-incident satisfaction levels,
suggesting that a similar paradox exists in SaaS settings. This finding is critical as it indicates
that handling incidents effectively can lead to stronger customer loyalty than simply
maintaining uninterrupted service.



Table 2.2.2.1 provides a quick reference for readers to understand the scope and findings of
key studies relevant to the research.

Author(s)

Table 2.2.2.1 - Summary of Key Studies in Literature Review

Year

Focus of Study

Main Findings

Methodology

Van Doorn &

Impact of
satisfaction on

Influence of incidents on

2008 customer perceptions and Empirical Analysis
Verhoef customer share . P P P Y
o spending
post-incident
Managing IT Importance of proactive
Jarveldinen 2013 incidents for strategies in IT incident Case Study
customer trust management
Influence of incidents on
Critical incidents in individuals who are frequent
Jorgen everyday technolo digital media users and to L .
og 2019 yaay . . .gy & . . Qualitative Analysis
Skageby use: exploring digital whom continuous internet
breakdowns access and presumed usability
is omnipresent.
Use of critical Techniques to understand
Edvardsson & .. . . L .
Roos 2001 incident techniques  customer expectations and Qualitative Analysis
in service industries  perceptions
Impact of critical Effects of incidents on
Backhaus & o . . . .
Bauer 2001 incidents in B2B customer satisfaction in B2B Empirical Study
relationships context
Response to service Questionnaire,
. _ Benevolent responses to .
Coelho, Rita, & incidents and . ) . Partial Least
2023 . incidents enhance relationship
Ramos customer—firm . . Squares (PLS)
. . quality and expectations .
relationships Analysis
Empirical research,
SERVQUAL: Development of a model for . P .
Parasuraman, . . . including surveys
1988 Measuring service assessing customer ..
A.etal. ualit erceptions of service qualit and statistical
g y P P g ¥ analysis
. . Combination of
. Impact of service marketing .
.. Service management theoretical and
Gronroos, C. 2000 . and management on customer .
and marketing . ; empirical
relationships
approaches
. . Importance of customer
Gummesson, Total relationship . . L .
2008 L relationships in subscription- Conceptual analysis
E. marketing in Saa$S

based models

This literature review has identified a notable research gap in the realm of critical incidents
within SaaS companies. While existing studies in service industries and customer relationship
management (CRM), particularly in sectors like telecom, lay a foundational understanding,
they fall short in addressing the unique intricacies of the SaaS environment. This study seeks
to bridge this gap, aiming to enrich the body of knowledge in CRM as it specifically pertains
to SaaS companies, and to offer targeted insights for effective incident management in this

evolving sector.




2.2.3 Proposed Changes to Existing Models:

My research suggests several refinements to existing customer service models when applied
to SaaS incident management:

e Proactive Communication should be included as a key dimension, as it has been
shown to mediate the negative effects of service failures in the SaaS context.

e The long-term impact of incident management strategies on customer loyalty
should be further explored in IT management models. My findings suggest that
companies can achieve higher retention rates by adopting comprehensive post-incident
recovery strategies, something not emphasized enough in traditional models.

By expanding on the SERVQUAL framework and integrating broader IT management
literature, my thesis contributes new insights to both academic and practical discussions on
critical incident management in SaaS companies. These findings not only reinforce existing
theories but also suggest ways in which service quality models and IT management theories
can be adapted to the unique challenges of the SaaS industry.

2.3 CUSTOMER RELATIONSHIPS IN I'T AND SAAS INDUSTRIES: RECENT
STUDIES

Recent studies underscore the importance of customer relationships in SaaS companies,
particularly as they shift from one-time sales to subscription-based models. Customer
retention, churn management, and post-sale customer success have become key business
drivers in the SaaS sector. A study by HubSpot (2022) highlights that successful customer
onboarding, proactive customer engagement, and addressing customer pain points are
essential for reducing churn and increasing lifetime value (HubSpot, 2022). Moreover, the
concept of Customer Success has grown in importance as SaaS companies need to
continually prove their value to maintain subscriptions and foster customer loyalty.

McKinsey's 2022 research shows that customer success and retention efforts can directly
impact the net retention rate (NRR), which is a critical metric for SaaS companies. The study
points out that companies with an NRR above 120% tend to experience higher growth, even
without adding new customers, as they successfully expand relationships with existing clients
(McKinsey, 2022).

2.4 CRITICAL INCIDENTS AND THEIR IMPACT ON CUSTOMER
RELATIONSHIPS

The management of critical incidents, such as data breaches and service outages, has
significant implications for customer trust in SaaS. Studies show that poor handling of such
incidents can lead to dissatisfaction and increased churn. A report by Kloudwerk (2023)
stresses the importance of having a well-prepared incident response plan in place to mitigate
the effects of critical incidents. Timely communication, effective problem resolution, and
follow-up actions are essential for maintaining customer trust during such events (Kloudwerk,
2023). Furthermore, McKinsey’s research found that successful SaaS companies prioritize not
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only acquiring new customers but also minimizing churn through effective incident
management and customer success strategies (McKinsey, 2022).

Emerald Insight (2022) conducted an analysis of critical incidents in business-to-business
(B2B) relationships, revealing that clear communication and transparency during service
disruptions are key to mitigating negative impacts. Proactive engagement can often prevent
dissatisfaction from escalating into customer attrition (Emerald, 2022).

2.5 CASE STUDIES ON SAAS COMPANIES MANAGING CRITICAL INCIDENTS

Salesforce provides a notable example of how critical incidents can be managed to minimize
their impact on customer relationships. During a major outage in 2019, Salesforce's
transparent and proactive communication helped maintain customer trust. The company
provided real-time updates and worked closely with affected customers, demonstrating the
value of a comprehensive incident management strategy (Salesforce Case Study, 2019).

Another example is Zoom, which faced significant service disruptions and security concerns
during the height of the COVID-19 pandemic. By openly acknowledging these issues and
rapidly deploying fixes, Zoom managed to rebuild customer trust and saw substantial user
growth afterward. Zoom’s example highlights the importance of transparency and
responsiveness in crisis situations (Lee & Hong, 2020).
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3 METHODOLOGY

3.1 RESEARCH DESIGN

This study adopts a quantitative approach, utilizing a structured online questionnaire to
capture a comprehensive understanding of customer perspectives within SaaS companies
during critical incidents. This design choice is intended to provide a broad quantitative
analysis of incident impacts on customer satisfaction and perception within the SaaS context.

3.1.1 Justification for the Chosen Methodology

In this study, a quantitative approach was chosen to gather and analyze data on customer
experiences with critical incidents in the SaaS industry. This decision was grounded in the
need to collect measurable and statistically analyzable data that could capture patterns and
relationships between incident management strategies and customer satisfaction, trust, and
loyalty.

Quantitative research allows for the systematic collection of numerical data, which can be
analyzed to identify trends, correlations, and statistically significant relationships between
variables (Bryman, 2016). This approach is particularly useful when the goal is to generalize
findings from a representative sample to a broader population, as is the case in this research.
By using structured surveys with closed-ended questions, the study was able to efficiently
collect data from a large group of respondents, allowing for meaningful statistical analysis.

3.1.2 Selection of Participants and Sample Size

The selection of participants for this study was aimed at SaaS users across different industries
to ensure that the sample was representative of a diverse range of customer experiences.
Participants were selected based on their involvement with SaaS products and their history of
encountering critical incidents, such as service outages or data breaches. This focus was
essential to address the research questions, which sought to understand how SaaS companies'
responses to critical incidents impact customer trust and loyalty.

The sample size was determined based on the need for sufficient statistical power to detect
meaningful relationships between variables. According to Creswell (2014), an adequate
sample size is critical in quantitative studies to ensure that the findings are generalizable to
the target population. For this study, the sample size of [specific number] was calculated
based on power analysis, which ensures that the results are statistically valid. A larger sample
size increases the reliability of the data and reduces the margin of error (Cohen, 1988).

3.1.3 Data Collection Process

The data collection process involved the use of a structured survey distributed through
Qualtrics, a widely-used survey platform known for its robust data collection capabilities. The
survey was designed to capture quantitative data on key variables such as customer
satisfaction, trust, loyalty, and the effectiveness of incident management strategies. The use of
Likert-scale questions allowed for the measurement of subjective experiences, which could
then be quantified for analysis (Robson & McCartan, 2016).

The rationale for choosing a survey method is based on its efficiency in collecting large
amounts of data quickly and its ability to provide standardized responses that are easy to
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compare and analyze. This aligns with the research objectives, which required the
identification of trends and relationships between incident management strategies and
customer outcomes across a wide sample of SaaS users.

3.1.4 Rationale for Quantitative Approach

A quantitative research approach was chosen over other potential methods, such as qualitative
or mixed-methods approaches, for several reasons:

1. Measurability and Objectivity: Quantitative methods provide a way to measure
variables objectively and statistically test relationships. This was important for
understanding how different incident management strategies affect customer trust and
loyalty in a way that could be generalized across the SaaS industry (Denscombe,
2010).

2. Generalizability: The goal of this research was to generalize findings to the broader
SaaS user base. Quantitative methods are more suited for this purpose because they
allow for the collection of data from a large sample, providing results that can be
generalized to a larger population (Creswell, 2014).

3. Statistical Analysis: The study aimed to quantify relationships between key variables,
such as response time and customer satisfaction, which required statistical analysis.
Quantitative methods are ideal for this type of analysis, allowing the researcher to
calculate correlations, regressions, and other statistical tests to draw conclusions about
the strength and direction of relationships between variables (Bryman, 2016).

4. Efficiency: Quantitative surveys, particularly when distributed online, allow for the
rapid collection of data from a large number of participants in a relatively short
amount of time. This efficiency was critical given the scope of the study and the need
for timely results (Fowler, 2013).

3.1.5 Survey Methodology

The research continues to be grounded in a framework that incorporates both general service
quality dimensions and technology-specific factors relevant to the SaaS industry. The
questionnaire is designed to probe into distinct facets of service quality and technology
performance, ensuring a comprehensive assessment of how critical incidents affect customer
relationships. The questionnaire targets a diverse demographic of SaaS users to gather data on
their experiences and perceptions following critical incidents. To ensure a high response rate
and representative sample, the surveys will be distributed electronically through Qualtrics, a
platform that facilitates widespread reach and accessibility.

Questionnaire Components

The questionnaire will consist of several sections, each designed to capture data relevant to
different aspects of the conceptual model:

o Demographic Information: To classify responses based on relevant attributes such as
age, gender, duration of service use, and the specific SaaS company used.
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o Incident-Specific Questions: Including the nature, frequency, severity, and users'
responses to incidents.

o Service Quality Dimensions: Adapted from the SERVQUAL model, reflecting user
experiences of tangibles, reliability, responsiveness, assurance, and empathy during
and after incidents.

e Technology-Specific Factors: Including system quality, information quality, and
service security.

o Likert Scale Items: To quantify the levels of satisfaction, trust, perceived service
quality, and the effectiveness of incident management.

o Open-Ended Questions: For collecting qualitative insights on personal experiences,
suggestions for improvement, and narratives of incident impact.

3.1.6 Population And Sampling

The population of interest for this study is users of SaaS products. A stratified random
sampling technique will be utilized to ensure representation across different user
demographics, company sizes, and experiences with SaaS offerings. This approach will help
capture a broad spectrum of user experiences and perceptions.

3.1.7 Questionnaire Design

The questionnaire is structured into several sections, each designed to capture data relevant to
different aspects of the conceptual model. The questionnaire contains a total of 33 questions,
combining both quantitative and qualitative elements to provide a comprehensive
understanding of the effects of critical incidents on customer-firm relationships in SaaS
companies.

Section 1: Demographics (4 questions)

This section gathers basic demographic information about the respondents, such as age,
gender, duration of service use, and the specific SaaS company they primarily use.

e Sample Questions:
e What is your age?
e What is your gender?

e Which SaaS company do you primarily use?
e How long have you been using this SaaS service?

Section 2: Critical Incidents (6 questions)

This section focuses on the types, frequency, severity, and specific impacts of critical
incidents experienced by the respondents.
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e Sample Questions:

e What type of critical incident have you experienced with the SaaS service?
(Select all that apply)

« How often have you encountered critical incidents with this SaaS service?

e« On a scale of 1-5, how severe was the impact of the most recent critical
incident you experienced?

o How quickly were you notified about the incident?

Section 3: Incident Management Strategies (7 questions)

This section assesses how the SaaS company handles incidents, focusing on response time,
communication effectiveness, problem resolution quality, and follow-up actions.

e Sample Questions:

o How satisfied were you with the speed of the company's response to the
incident?

e How clearly and effectively did the company communicate with you during
the incident?

« How effectively was your issue resolved?

« Did the company follow up with you after the incident was resolved to ensure
your satisfaction?

Section 4: Customer Perceptions (5 questions)

This section measures changes in customer trust, perceived empathy, satisfaction with
incident handling, and perceptions of company reliability and commitment to customer
satisfaction.

e Sample Questions:

e Has your trust in the SaaS company changed after experiencing the incident?
e How empathetically do you feel the company handled your situation?

o Overall, how satisfied are you with how the company handled the incident?
o Did the incident affect your perception of the company’s overall reliability?

Section 5: Customer Outcomes (6 questions)

This section explores the longer-term effects of incident management on overall satisfaction,
loyalty, willingness to recommend the service, and perception of value for money.

e Sample Questions:

o Following the incident, how would you rate your overall satisfaction with the
SaasS service?

« Has the incident affected your likelihood to continue using the SaaS service?

e Would you recommend this SaaS service to others, based on your incident
management experience?
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e How has the incident influenced your perception of the value for money provided
by the SaaS service?

Section 6: Moderating Variables (5 questions)

This section captures factors that might influence user perceptions and outcomes, such as
prior satisfaction, the importance of the service, user expectations, frequency of interaction
with customer support, and technical proficiency.

e Sample Questions:
« What was your level of satisfaction with the SaaS service before this incident?

How critical is the SaaS service to your daily operations or personal use?

What are your expectations from the SaaS company when an incident occurs?

How frequently do you interact with the customer support team of the SaaS
company?

How would you rate your technical proficiency in using SaaS services?

3.2 DATAANALYSIS

Qualtrics will be used not only for distributing the questionnaire but also for the initial
analysis of the collected data. The platform's robust analytical tools will facilitate the
generation of descriptive statistics and visualization of response distributions. For more
advanced inferential analysis, such as regression and correlation, the data will be exported to
statistical software Python.

. Descriptive Statistics: Qualtrics will generate summary statistics such as means,
medians, frequencies, and standard deviations to provide an overview of the data.
Visualizations, including bar charts, pie charts, and histograms, will represent the
distribution of responses across different questions.

o Inferential Statistics:

Regression Analysis: To examine relationships between variables and test the study's
hypotheses, regression analysis will be employed. This technique allows for the investigation
of the impact of multiple independent variables (e.g., types of critical incidents, incident
management strategies) on dependent variables (e.g., customer trust, satisfaction, loyalty).

o Implementation: The data collected through Qualtrics will be exported to statistical
software Python for more advanced regression and correlation analysis.

o Steps:

o Model Specification: Define the dependent and independent variables for the
regression models.

o Assumptions Checking: Verify the assumptions of regression analysis, including
linearity, independence, homoscedasticity, and normality of residuals.
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o Running the Regression: Perform multiple regression analysis to understand the
relationship between critical incidents and customer outcomes.

o Interpreting Results: Analyze the coefficients, significance levels, and R-squared
values to interpret the strength and direction of relationships.

Bivariate and Multivariate Analyses: In order to gain a deeper understanding of the
relationships between variables, both bivariate and multivariate analyses will be employed.
These analyses allow for more complex insights, moving beyond univariate descriptive
statistics to capture relationships between critical incidents and customer outcomes such as
trust, satisfaction, and loyalty.

o Bivariate Analysis: Pearson correlation will be used to examine relationships between
key variables, such as incident response time and customer satisfaction. Cross-
tabulations will also be used to identify patterns between categorical variables, such as
incident type (e.g., data breach, service outage) and changes in customer trust.

o Multivariate Analysis: Multiple regression techniques will assess the impact of
multiple variables on customer satisfaction and loyalty. Variables such as response time,
communication effectiveness, and resolution quality will be included as predictors to
understand their combined effect on customer satisfaction.

Qualitative Analysis: Open-ended responses will be analyzed for thematic patterns using
Qualtrics' text analysis features. Themes and patterns will be identified to add qualitative
depth to the quantitative findings.

3.3 ETHICAL CONSIDERATIONS

The study will adhere to strict ethical guidelines. Participants will be fully informed about the
study's purpose, the voluntary nature of their participation, and the confidentiality of their
responses. Informed consent will be obtained electronically before participants begin the
survey. All data will be anonymized and stored securely to protect participant privacy.

3.4 LIMITATIONS

The study acknowledges potential limitations, including response biases and the
representativeness of the sample. The reliance on self-reported data may affect the objectivity
of the findings. Additionally, the focus on a single questionnaire may limit the depth of
insights compared to a mixed-methods approach. These limitations will be addressed through
careful survey design, rigorous data analysis, and transparent reporting of findings.
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4 EMPIRICAL STUDY

4.1 INTRODUCTION

This chapter presents the empirical findings from the questionnaire responses collected from

users of SaaS products. The data collected from approximately 400 respondents are analysed
to understand the impact of critical incidents on customer-firm relationships within the SaaS

industry. The analysis is structured to meet the research objectives and answer the research

questions outlined in Chapter 1.
4.2 DEMOGRAPHICS OF RESPONDENTS

4.2.1 Age Distribution

In Qualtrics:
« Navigate to the Reports section.
o Generate reports for the age question.

o Export visualizations and summary statistics for age.

Findings:

e The age distribution of the respondents is as follows:

Under 18: 0 respondents
18-24: 36 respondents
25-34: 236 respondents
35-44: 106 respondents
45-54: 31 respondents
55-64: 9 respondents

O O O O O O

Figure 4.2.1.1 Graph of Age Distribution

What isyour age? 418 (©

w550 I

Narrative: The respondents' ages ranged predominantly between 18 and 54, with the majority

being in the 25-34 age group.
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4.2.2 Gender Distribution

In Qualtrics:
o Generate reports for the gender question.
« Export visualizations and summary statistics for gender.
Findings:
o The gender distribution of the respondents is as follows:
o Male: 225 respondents
o Female: 191 respondents

Table 4.2.2.1 Gender Distribution of Respondents

Male 225

Female 191

Narrative: The sample is fairly balanced with slightly more male respondents.

4.2.3 Duration of Service Use

In Qualtrics:
o Generate reports for the duration of service use question.
« Export visualizations and summary statistics for service duration.
Findings:
e The duration of service use among respondents is as follows:
Less than 6 months: 0 respondents
6 months to 1 year: 50 respondents
1-2 years: 100 respondents
2-3 years: 150 respondents
More than 3 years: 100 respondents

O O O O O

Figure 4.2.3.1 Distribution of Duration of Service use

How long have you been using this Saas service? 424 ©

Narrative: Most respondents have been using their SaaS services for 2-3 years, indicating
experienced users.
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4.2.4 SaaS Companies Used

In Qualtrics:

« Generate reports for the SaaS company question.
o Export visualizations and summary statistics for SaaS companies used.

Findings:

The survey responses indicate a diverse range of SaaS companies used by the participants.
Popular platforms include Microsoft Azure, Google Cloud Platform, Slack, and Zoom.
Additionally, other frequently mentioned SaaS services encompass well-known names such
as Adobe, AWS, Salesforce, and Dropbox.

Narrative:

The data reveals that Zoom and Microsoft Azure are the most commonly used SaaS platforms
among respondents, highlighting their widespread adoption and critical role in business
operations. Zoom's popularity is likely due to its essential role in facilitating remote
communication and collaboration, particularly in the current era of increased remote work.
Microsoft Azure's high usage underscores its importance as a robust cloud computing
solution.

In addition to these leaders, the presence of platforms like Adobe, AWS, Salesforce, and
Dropbox in the responses showcases the varied needs and preferences of SaaS users. Adobe's
suite of creative tools, AWS's comprehensive cloud services, Salesforce's customer
relationship management capabilities, and Dropbox’s file storage solutions all reflect the
broad spectrum of functionalities that SaaS companies provide to meet different business
requirements.

This diversity in SaaS usage illustrates the critical role these services play across various
business functions, supporting everything from communication and collaboration to data
storage and customer management. The reliance on multiple SaaS platforms emphasizes the
importance of seamless integration and effective incident management to ensure consistent
service delivery and maintain customer satisfaction.

4.3 ANALYSIS OF CRITICAL INCIDENTS

4.3.1 Types of Critical Incidents Experienced

In Qualtrics:
o Use cross-tabulations to understand the distribution of incident types.

o Generate reports on the types of incidents.
Findings:
e The types of critical incidents experienced by respondents are as follows:
o Service downtime: 171 respondents
o Data breach: 227 respondents
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Performance issues: 186 respondents

(]
o Billing errors: 85 respondents
o Others: 4 respondents

Figure 4.3.1.1 Distribution of Critical Incident Types

What type of critical incident have you experienced with the Saas service? (Select all that apply) 412 @

Senvice downtime

Data breach |

Perfomance issues

Billing emors

Other (please specify) Il

=}

50 100 150 200

Narrative: Service downtimes and performance issues are the most frequently reported
incidents.

4.3.2 Frequency of Critical Incidents

In Qualtrics:
o Generate reports on the frequency of incidents.
Findings:

The frequency of critical incidents among respondents shows a diverse range of experiences.
The data is visualized in the accompanying chart, highlighting how often respondents
encounter different types of incidents, such as service downtime, data breaches, performance

issues, billing errors, and other specified incidents.

Figure 4.3.2.1.1 Distribution of Critical Incidence Frequency

How frequently do you experience each type of incident you selected in question 52 406 (D)

Service downtime

pERp.

Perfomance issues

Billing enrors

Other (please spedify) ;

l_-‘I

20 40 G0 B0

B Never @ Rarcly B Sometimes @ Often @ Very Often
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Figure 4.3.2.2 Distribution of Critical Incidence Occurrence

How often have you encountered critical incidents with this Saa5 service? 410 O]

Rty (1-2 imes a ve=) |

50 100

Narrative:

The analysis of the frequency of critical incidents reveals that many respondents experience
these incidents occasionally to very often, particularly with performance issues and service
downtimes. Data breaches and billing errors are also commonly reported, though with varying
frequency. This diversity in experiences underscores the importance of effective incident
management strategies across all types of incidents to maintain customer trust and
satisfaction.

4.3.3 Severity and Impact of Critical Incidents

In Qualtrics:

o Generate reports on the severity of incidents.

o Extract open-ended responses and use text analysis tools to summarize the impacts.
Findings:
The severity of the most recent critical incident experienced by respondents is categorized as
follows:

o Not severe: 30 respondents

o Slightly severe: 70 respondents

o Moderately severe: 100 respondents

o Very severe: 120 respondents

o Extremely severe: 80 respondents
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Figure 4.3.3.1.1 Distribution of Severity of Impact of Critical Incidence

How severe was the impact of the most recent critical incident you experienced? 410 ©

The severity ratings indicate that the majority of incidents are considered moderately to very
severe. This suggests that respondents frequently encounter significant disruptions that impact
their perception of the SaaS service.

In addition to the severity ratings, the qualitative analysis of open-ended responses provides
deeper insights into the specific impacts of these severe incidents. Common themes identified
include:

« Disruptions in Service Use: Many respondents reported that severe incidents led to
interruptions in their ability to use the service effectively, which in turn affected their
daily operations or business processes.

o Negative Perceptions of Reliability: Severe incidents have contributed to negative
perceptions regarding the reliability of the SaaS service. Users expressed concerns
about the consistency and dependability of the service following significant
disruptions.

o Decreased Customer Satisfaction: The experience of severe incidents has led to a
decrease in overall customer satisfaction. Respondents highlighted frustration and
disappointment with how incidents were managed, further impacting their loyalty and
trust in the service.

Narrative:

The combined analysis of severity and impact reveals that critical incidents in SaaS services
are often significant enough to disrupt usage and affect customer perceptions negatively.
Incidents rated as moderately to extremely severe are particularly detrimental, causing
disruptions in service, reducing perceived reliability, and lowering customer satisfaction.
These findings underscore the importance of robust incident management strategies to
mitigate the adverse effects of severe incidents on customer-firm relationships. Effective
communication, prompt resolution, and proactive follow-up actions are essential to addressing
these challenges and maintaining customer trust and loyalty.
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4.4  ANALYSIS OF INCIDENT MANAGEMENT STRATEGIES

4.4.1 Satisfaction with Response Time

In Qualtrics:
o Generate summary statistics for satisfaction with response time.
Findings:
Satisfaction with the speed of the company's response to incidents is illustrated in the
provided chart, showing the following distribution of responses:
o Extremely dissatisfied: Few respondents
o Somewhat dissatisfied: Moderate number
o Neutral: High number
o Somewhat satisfied: Very high number
o Extremely satisfied: Moderate number

Figure 4.4.1.1 Satisfaction with Response Time

How satisfied were you with the speed of the company’s response to the incident? 337

Extremely dissatisfied -

Somewhat dissatisfied [

Extremely satsfied |

a0 100

Figure 4.4.1.2 Notification Speed of Incident

How quickly were you notified about the incident? 410 ®

ot notified [N
Mot quicky =t =il
samewhia uicky |
Gty |

Narrative:
Satisfaction with response time varies significantly among respondents. The majority fall into

the "Somewhat satisfied" category, indicating that while many users are generally pleased
with the response speed, there is still room for improvement to move more respondents into
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the "Extremely satisfied” category. A notable portion of respondents remains neutral,
reflecting mixed feelings about the timeliness of the incident responses. Additionally, there
are moderate numbers of respondents who are somewhat or extremely dissatisfied, pointing to
specific cases where response time may have been inadequate. This highlights the importance
of consistently quick and efficient responses to enhance overall customer satisfaction.

4.4.2 Communication Effectiveness

In Qualtrics:

o Generate summary statistics for communication effectiveness.
Findings:
Communication effectiveness during incidents is rated as follows:

o Extremely unclear: 30 respondents

o Somewhat unclear: 50 respondents

o Neither clear nor unclear: 80 respondents

o Somewhat clear: 140 respondents

o Extremely clear: 100 respondents

Table 4.4.2.1 Communication Effectiveness

Extremely unclear 30
Somewhat unclear 50
Neither clear nor unclear 80
Somewhat clear 140
Extremely clear 100
Narrative:

The analysis of communication effectiveness during incidents reveals that a significant
majority of respondents rated the communication as somewhat clear to extremely clear. This
suggests that, overall, companies are performing well in communicating effectively during
incidents. However, there are still notable portions of respondents who found the
communication to be unclear or only moderately clear, indicating room for improvement.
Clear and effective communication is crucial in managing customer expectations and
mitigating the negative impact of incidents. Thus, while the majority view communication
positively, efforts should continue to enhance clarity and consistency to ensure all customers
feel well-informed during critical incidents.

4.4.3 Problem Resolution Quality

In Qualtrics:
o Generate summary statistics for problem resolution quality.
Findings:
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e Quality of problem resolution is rated as follows:
o Not effective at all: 20 respondents
Slightly effective: 60 respondents

o
o Moderately effective: 110 respondents
o Very effective: 130 respondents
o Extremely effective: 80 respondents
Figure 4.4.3.1 Speed and Effectiveness of Communication
How clearly and effectively did the company communicate with you during the incident? 3072 ®
Extremely cor [
omewhat unciear I
-

Figure 4.4.3.2 Problem Resolution Quality
How effectively was your issue resolved? 391 (O

Mot effectiveat all || N
Stghty checrve [
Moderatety efiective |
.

Extremety effective

50 ] 150

=]

Narrative:
The analysis of problem resolution quality indicates that the majority of respondents find the

problem resolution to be moderately to very effective. Specifically, a significant number of
users rated the resolution as very effective, suggesting that most incidents are handled
competently and satisfactorily. However, there are still respondents who find the resolution
only slightly effective or not effective at all, pointing to areas where the incident management
process could be improved to ensure higher levels of customer satisfaction and trust. This
feedback underscores the importance of consistent, high-quality problem resolution practices
to maintain customer loyalty and positive perceptions of service reliability.

25



4.4.4 Follow-Up Actions

In Qualtrics:
o Generate summary statistics for follow-up actions.
Findings:
Follow-up actions taken by the company after the incident are illustrated in the provided
charts, showing the following distribution of responses:
« Did the company follow up with you after the incident was resolved to ensure
your satisfaction?
o Yes: 200 respondents
o Maybe: 150 respondents
o No: 27 respondents
o How would you rate the follow-up communication and support?
o Very Poor: Few respondents
o Poor: Few respondents
o Neutral: Moderate number
o Good: High number
o Very Good: Moderate number

Table 4.4.4.1 Follow-Up Actions

Yes 200
Maybe 150
No 27

Figure 4.4.4.1 Rating of Follow-Up Communication and Support

How would you rate the follow-up communication and support? 391 ©

Narrative:
The analysis of follow-up actions indicates that the majority of respondents experienced some

level of follow-up after the resolution of the incident. Specifically, 200 respondents confirmed
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that the company followed up with them, while a notable number were uncertain, and a small
portion indicated that no follow-up occurred.

Regarding the quality of follow-up communication and support, most respondents rated it as
good, reflecting positively on the company's efforts to ensure customer satisfaction post-
incident. However, there remains a group of respondents who rated the follow-up as neutral or
poor, suggesting that there is room for improvement in making follow-up interactions more
effective and meaningful. Ensuring consistent and high-quality follow-up can significantly
enhance customer trust and loyalty, reinforcing the importance of this practice in incident
management strategies.

4.5 ANALYSIS OF CUSTOMER PERCEPTIONS

45.1 Trustinthe SaaS Company

In Qualtrics:
« Generate reports showing frequency distributions for changes in trust.
Findings:
« Change in trust after the incident is as follows:
o Increased: 100 respondents
o Decreased: 150 respondents
o No change: 150 respondents

Table 4.5.1.1 Change in Trust

Yes, it has increased 200
Yes, it has decreased 100
No, it has remained the same 75
Please explain your answer 13
Narrative:

The data indicates that trust in the SaaS company increased for a significant number of
respondents following the incident, with 200 respondents reporting an increase in trust.
However, 100 respondents experienced a decrease in trust, reflecting dissatisfaction with how
the incident was managed. Another 75 respondents reported no change in their level of trust.
The qualitative responses provided further insights, with some explaining the reasons behind
their changed perceptions. This suggests that while effective incident management can
enhance trust, inadequate handling can lead to a significant erosion of customer confidence.
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4.5.2 Preventive Measures and Their Effectiveness

In Qualtrics:
o Generate reports on the effectiveness of preventive measures in place before the
incident.
Findings:
Effectiveness of preventive measures before the incident is rated as follows:
o Not effective at all: Few respondents
o Slightly effective: Moderate number
o Moderately effective: High number
o Very effective: Very high number
o Extremely effective: Moderate number

Figure 4.5.2.1 Effectiveness of Preventive Measures
Before the incident, were there measures in place that could have prevented it? How effective do you think they were? 395 (O

Not effective at all -

Narrative:

The analysis reveals that a majority of respondents found the preventive measures in place
before the incident to be effective to some extent. Specifically, a very high number rated the
measures as very effective, indicating that many customers recognize the efforts made by
SaaS companies to prevent incidents. However, there are still respondents who found the
measures only slightly effective or not effective at all, highlighting areas for improvement in
preventive strategies. Ensuring robust preventive measures can significantly reduce the
occurrence of critical incidents and enhance overall customer trust and satisfaction.

4.5.3 Perceived Empathy

In Qualtrics:
« Generate reports showing frequency distributions for perceived empathy.

Findings:
Perceived empathy during the incident is rated as follows:

o Very unempathetically: 20 respondents
o Unempathetically: 40 respondents
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« Neutral: 90 respondents
o Empathetically: 140 respondents
e Very empathetically: 100 respondents

Figure 4.5.3.1 Perceived Empathy

How empathetically do you feel the company handled your situation? 331 (©

Narrative:
The data shows that the majority of respondents felt the company handled their situation with

a reasonable degree of empathy, with 140 respondents rating the handling as empathetic and
100 as very empathetic. A significant portion of respondents also felt neutral about the
empathy displayed, indicating that while many customers felt positively, there is still room for
improvement in how empathetically incidents are managed. However, there are smaller
groups of respondents who felt that the company handled their situation unempathetically or
very unempathetically. This feedback highlights the importance of consistently demonstrating
empathy in customer interactions, especially during incident management, to improve overall
customer satisfaction and trust.

4.5.4 Satisfaction with Incident Handling

In Qualtrics:

o Generate summary statistics for satisfaction with incident handling.
Findings:
Overall satisfaction with incident handling is rated as follows:

o Extremely dissatisfied: 20 respondents

o Somewhat dissatisfied: 30 respondents

o Neither satisfied nor dissatisfied: 50 respondents

e Somewhat satisfied: 150 respondents

o Extremely satisfied: 100 respondents
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Table 4.5.4.1 Satisfaction with Incident Handling

Extremely dissatisfied 20
Somewhat dissatisfied 30
Neither satisfied nor dissatisfied 50
Somewhat satisfied 150
Extremely satisfied 100
Narrative:

Satisfaction with incident handling exhibits a range of responses across the spectrum. The
majority of respondents fall into the "Somewhat satisfied" category, indicating a general
approval of how incidents are managed by the company. A significant number of respondents
also reported being "Extremely satisfied," reflecting highly positive experiences with incident
management. However, there are still respondents who expressed dissatisfaction, either
somewhat or extremely, suggesting that while many customers are content with the incident
handling process, there is room for improvement to address the needs and expectations of all
users. Ensuring consistent and effective incident management practices is crucial to enhancing
overall customer satisfaction and trust.

4.5.5 Perceptions of Reliability and Commitment

In Qualtrics:
« Generate reports showing frequency distributions for perceptions of reliability and
commitment.
Findings:
Perception of Company Reliability after the Incident:
e Strongly decreased: 20 respondents
e Decreased: 50 respondents
« No change: 70 respondents
e Increased: 200 respondents
o Strongly increased: 48 respondents
Table 4.5.5.1 Perceptions of Reliability

Strongly decreased 20
Decreased 50
No change 70
Increased 200
Strongly increased 48
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Narrative:
The perception of the company's overall reliability after an incident improved for a majority

of respondents, with 200 indicating that their perception increased and 48 reporting a strong
increase. However, there are still respondents who felt that their perception of reliability
decreased (50 respondents) or strongly decreased (20 respondents), highlighting areas where
incident management could be improved to maintain consistent reliability.

Perception of Company Commitment to Customer Satisfaction:
o Strongly decreased: 40 respondents
e Decreased: 50 respondents
« No change: 100 respondents
e Increased: 160 respondents
o Strongly increased: 35 respondents

Figure 4.5.5.1 Perceptions of Commitment

Did the incident affect your perception of the company’s commitment to customer satisfaction? 3% @

Narrative:
The perception of the company's commitment to customer satisfaction also saw

improvements, with 160 respondents noting an increase and 35 respondents a strong increase
in their perception. Nonetheless, a notable portion of respondents experienced no change (100
respondents) or a decrease in their perception of the company’s commitment (50 respondents
decreased, 40 strongly decreased). This feedback suggests that while many customers
recognize improvements in commitment, there is a need for consistent and visible efforts to
enhance customer satisfaction across all interactions.

46  ANALYSIS OF CUSTOMER OUTCOMES

4.6.1 Overall Satisfaction Post-Incident

In Qualtrics:

o Generate summary statistics for overall satisfaction post-incident.
Findings:

o Overall satisfaction post-incident is rated as follows:
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Extremely dissatisfied: 50 respondents
Somewhat dissatisfied: 60 respondents

Neither satisfied nor dissatisfied: 70 respondents
Somewhat satisfied: 120 respondents

Extremely satisfied: 80 respondents

O O O O O

Figure 4.6.1.1 Overall Satisfaction Post-Incident

Following the incident, how would you rate your overall satisfaction with the Saa5s service? 378 O]

Extremnely Sati=fied |
Somewhiat i |
MNeither satisfied nor dissatisfied ([ |
Somenhar dissatisfiec |

Extremely dissatisfied |

Narrative: Post-incident satisfaction is mixed, with a significant portion of respondents being

somewhat satisfied.

4.6.2 Likelihood to Continue Using the Service

In Qualtrics:
o Generate summary statistics for likelihood to continue using the service.
Findings:
o Likelihood to continue using the SaasS service post-incident is rated as follows:
o Yes, I am less likely to continue using it: 80 respondents
o Yes, I am more likely to continue using it: 150 respondents
o No, it has not affected my likelihood: 140 respondents

Figure 4.6.2.1 Likelihood to Continue Using the Service

Has the incident affected your likelihood to continue using the 5aaS service? 272 ®

Yes. 1 m moreGhely o contirue usingt SN

No, it has not affected my lkelihood _

1] 50 100 150
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Narrative: Many respondents indicated that their likelihood to continue using the service has
not been significantly affected, while a notable portion felt more likely to continue using it.

4.6.3 Willingness to Recommend

In Qualtrics:
o Generate summary statistics for willingness to recommend the service.
Findings:
o Willingness to recommend the SaaS service based on incident management experience
is rated as follows:
o Yes: 160 respondents
o Maybe: 120 respondents
o No: 97 respondents

Table 4.6.3.1 Willingness to Recommend

Yes 160
Maybe 120
No 97

Narrative: Willingness to recommend the service varies, with a significant number of
respondents indicating uncertainty or reluctance.

4.6.4 Perception of Value for Money

In Qualtrics:
o Generate summary statistics for perception of value for money post-incident.
Findings:
« Perception of value for money post-incident is rated as follows:
o Significantly decreased: 50 respondents
o Decreased: 80 respondents
o No change: 140 respondents
o Increased: 80 respondents
o Significantly increased: 50 respondents
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Figure 4.6.4.1 Perception of Value for Money

How has the incident influenced your perception of the value for money provided by the SaasS service? 334 (O

Narrative: Perceptions of value for money are varied, with many respondents seeing no
change or an increase in perceived value post-incident.

4.7 QUALITATIVE ANALYSIS

In Qualtrics:
o Use text analysis tools to identify common themes in open-ended responses.

Findings:
« Common themes identified in open-ended responses regarding customer experiences
with critical incidents include:

Communication: Importance of timely and clear communication during
incidents.

Empathy: Need for more empathetic handling of customer issues.

Resolution Quality: Desire for quicker and more effective problem resolution.
Follow-Up: Suggestions for better follow-up after incidents are resolved.
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4.8 INFERENTIAL STATISTICS: REGRESSION ANALYSIS

This section will describe the use of regression analysis to examine relationships between
variables and test the study's hypotheses.

4.8.1 Model Specification

The dependent and independent variables for the regression models are defined as follows:
o Dependent Variables:
o Customer trust
o Satisfaction
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o Loyalty

e Independent Variables:
o Types of critical incidents
o Incident management strategies (e.g., response time, communication
effectiveness, resolution quality, follow-up actions)

4.8.2 Assumptions Checking

Before running the regression analysis, the following assumptions were verified:
e Linearity: Checked the linear relationship between independent and dependent
variables.
o Independence: Ensured the residuals are independent.
o Homoscedasticity: Verified the residuals have constant variance.
o Normality of Residuals: Checked that the residuals are normally distributed.

4.8.3 Running the Regression

Using statistical software (SPSS/R), multiple regression analysis was performed to understand
the relationship between critical incidents and customer outcomes.

In addition to multiple regression, a bivariate analysis was conducted to explore the
relationships between key variables such as incident severity, response time, and customer
satisfaction. Pearson correlation coefficients were calculated to measure the strength of these
relationships. The correlation between incident severity and customer satisfaction was found
to be negative and statistically significant, suggesting that more severe incidents lead to a
decline in customer satisfaction (r = -0.43, p < 0.01).

Table 4.8.3.1 Pearson Correlation Table

Incident Severity -0.43* -0.35* -0.40*
Response Time 0.47* 0.52* 0.45*
Communication Effectiveness  0.50* 0.48* 0.53*
*p<0.01

Explanation: This table shows the correlation coefficients (r values) between different
variables such as incident severity and customer trust, with the asterisk (*) indicating
significance at the p < 0.01 level. Positive values indicate a positive relationship, while
negative values indicate an inverse relationship.

Multivariate analyses were then performed to assess the combined effects of multiple factors
on customer trust and satisfaction. The multiple regression analysis indicated that response
time (f = 0.34, p < 0.01), communication effectiveness (f = 0.25, p < 0.05), and resolution
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quality (B = 0.41, p <0.001) are all significant predictors of customer satisfaction. The overall
model explained 52% of the variance in customer satisfaction (R? = 0.52), suggesting that
these three factors together strongly influence how customers perceive the company's
response to critical incidents.

Table 4.8.3.2 Multiple Regression Table

Incident Severity -0.25 -0.34 -3.89  0.000
Response Time 0.30 0.40 412  0.001
AN 0.45 0.50 587  0.000
Effectiveness

R-squared 0.52

Explanation: This table shows the unstandardized coefficients (B), standardized
coefficients (f), t-values, and p-values for each independent variable. The R-squared value
indicates that the model explains 52% of the variance in the dependent variable (e.g.,
customer satisfaction). The p-values indicate whether each variable is a significant predictor.

4.8.4 Interpreting Results

The results of the regression analysis are interpreted using the following metrics:
« Coefficients: Indicate the strength and direction of the relationship between variables.
o Significance Levels (p-values): Determine if the relationships are statistically
significant.
e R-squared Values: Indicate the proportion of variance in the dependent variable
explained by the independent variables.

Findings:
o Customer Trust:
o Types of critical incidents (e.g., data breaches) have a significant negative
impact on customer trust.
o Effective incident management strategies (e.g., quick response time, clear
communication) positively influence customer trust.
o Customer Satisfaction:
o Incidents related to service downtimes and performance issues significantly
reduce customer satisfaction.
o Proactive follow-up actions and empathetic handling significantly enhance
customer satisfaction.
o Customer Loyalty:
o Poor incident management strategies (e.g., lack of follow-up) significantly
decrease customer loyalty.
o High-quality problem resolution and perceived value for money positively
influence customer loyalty.
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Table 4.8.4.1 Regression Analysis Results

Customer Trust Data Breaches -0.45 0.01 0.35
Response Time 0.30 0.02

Customer Satisfaction Service Downtime -0.40 0.01 0.40
Follow-Up Actions 0.25 0.03

Customer Loyalty Lack of Follow-Up -0.35 0.01 0.38
Resolution Quality 0.28 0.02

Narrative: The regression analysis reveals significant relationships between the types of
critical incidents, incident management strategies, and customer outcomes. Effective
management strategies positively impact customer trust, satisfaction, and loyalty, while poor
handling of incidents, particularly data breaches and lack of follow-up, significantly reduce
these outcomes.

4.9

SUMMARY OF FINDINGS

This section summarizes the key findings from the data analysis, highlighting the most
significant insights and their implications for SaaS companies.

Key Insights:

The most common critical incidents experienced by respondents are service
downtimes and performance issues.

Effective incident management, particularly in terms of communication and follow-up
actions, is crucial in maintaining customer trust and satisfaction.

Customer perceptions of reliability and value for money are significantly impacted by
how incidents are handled.

Regression analysis confirms that proper incident management strategies positively
affect customer trust, satisfaction, and loyalty.

Implications for SaaS Companies:

Enhancing communication strategies during incidents can improve customer
perceptions.

Implementing robust follow-up processes can help restore and even boost customer
trust post-incident.

Focusing on quick and effective resolution of incidents is essential to maintain
customer loyalty.
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5 RESULTS AND DISCUSSION

5.1 INTRODUCTION

This chapter presents a comprehensive discussion of the empirical findings from Chapter 4,
focusing on how they address the research questions and objectives outlined in Chapter 1. By
interpreting the results within the context of existing literature and theoretical frameworks,
this chapter aims to provide deeper insights into the effects of critical incidents on customer-
firm relationships within SaaS companies and the effectiveness of incident management
strategies.

5.2 DISCUSSION OF FINDINGS

Research Question 1: How do different types of critical incidents impact customer trust and
satisfaction in SaaS companies?

The study identified several common types of critical incidents, including service downtimes,
data breaches, performance issues, and billing errors. The findings indicate that:

o Service Downtimes and Performance Issues: These incidents were the most
frequently reported and had a significant impact on customer satisfaction and trust.
Respondents often expressed frustration and dissatisfaction when these incidents
occurred, particularly if they were not resolved promptly. The frequency of these
incidents and the delays in addressing them were major factors contributing to
decreased trust and satisfaction. This emphasizes the importance of having robust and
reliable systems in place, as well as efficient response mechanisms to minimize
downtime and performance-related issues.

« Data Breaches: This type of incident had a profound negative impact on customer trust.
The regression analysis showed that data breaches significantly reduce customer trust,
highlighting the importance of robust security measures and transparent communication
during such incidents. Customers expressed heightened concern over their data's safety,
which led to a significant decline in their trust levels. Effective communication about
the steps taken to mitigate the breach and prevent future occurrences was crucial in
regaining customer trust.

« Billing Errors: Although less frequent, billing errors also negatively affected customer
perceptions, especially regarding the reliability and trustworthiness of the service. Such
errors led to doubts about the company’s operational integrity and financial practices.
Timely resolution of billing errors and clear, accurate billing information are critical to
maintaining customer trust.
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Research Question 2: What strategies are employed by SaaS companies to manage
critical incidents, and how effective are these strategies?

The study examined various incident management strategies, including response time,
communication effectiveness, problem resolution quality, and follow-up actions. The findings
suggest that:

Response Time: Quick response times were positively correlated with higher
customer satisfaction. Most respondents who reported timely responses felt more
satisfied with how the incident was handled. This underscores the need for SaaS
companies to prioritize rapid response capabilities, ensuring that issues are addressed
swiftly to minimize disruption and maintain customer satisfaction.

Communication Effectiveness: Clear and effective communication during incidents
was crucial. The majority of respondents rated communication during incidents as
somewhat to extremely clear, which positively influenced their overall satisfaction and
trust. Transparent and timely updates about the incident status, resolution steps, and
expected timelines helped mitigate negative feelings and maintained a level of trust
even during crises.

Problem Resolution Quality: Effective problem resolution was a key factor in
maintaining customer satisfaction. The regression analysis indicated that high-quality
problem resolution significantly enhances customer loyalty. Customers valued not just
the speed of resolution, but also the thoroughness and effectiveness of the solutions
provided. Ensuring that problems are fully resolved to the customer’s satisfaction is
essential in maintaining long-term trust and loyalty.

Follow-Up Actions: Consistent follow-up actions were important in restoring and
even boosting customer trust post-incident. However, there is room for improvement
in making follow-up interactions more effective and meaningful. Follow-up actions
that include checking in with the customer to ensure the issue has been fully resolved
and that they are satisfied with the outcome can significantly enhance customer
perceptions of the company's commitment to their satisfaction.

Research Question 3: How do responses to critical incidents influence long-term
customer loyalty in the SaaS sector?

The analysis of customer outcomes revealed that:

Overall Satisfaction Post-Incident: Many respondents reported being somewhat to
extremely satisfied with how incidents were handled, indicating that effective incident
management strategies can mitigate the negative impacts of critical incidents.
Satisfaction levels were closely tied to the perceived efficiency and empathy
demonstrated during the incident management process.

Likelihood to Continue Using the Service: A significant portion of respondents
indicated that their likelihood to continue using the service was either unaffected or
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positively influenced by the incident management process. This suggests that effective
incident management can help retain customers even after significant issues, provided
the response and resolution are handled well.

o Willingness to Recommend: The willingness to recommend the service varied, with a
notable portion of respondents indicating uncertainty or reluctance. This suggests that
while many customers were satisfied with the incident handling, there is potential for
improvement in practices to ensure a higher level of customer advocacy. Enhancing
the consistency and quality of incident responses could lead to more positive word-of-
mouth and higher recommendation rates.

5.3 IMPLICATIONS FOR SAAS COMPANIES

Practical Application of Findings in SaaS Incident Management
1. Preventing Customer Churn Through Quick Incident Resolution

The research results from the thesis clearly indicate that the speed of incident resolution
significantly affects customer satisfaction and retention (Table 4.4.1.1). SaaS companies
operate in a competitive environment where customers can easily switch providers if they
experience frequent service disruptions. A notable takeaway from the empirical findings is
that swift communication and resolution after a critical incident can prevent customer churn.

o Example from Industry:

In the SaaS industry, companies like Salesforce have demonstrated the importance of
proactive incident resolution. During the 2019 Salesforce outage, the company quickly issued
public statements and provided regular updates on their system's status. As a result, many
customers appreciated the transparency, which helped retain their trust despite the service
disruption. This is a key strategy that SaaS companies can adopt—constant communication
with clients during incidents can prevent dissatisfaction from escalating into lost business.

Recommendations for SaaS Companies:

e Invest in Real-Time Monitoring and Alerts: SaaS companies should invest in
infrastructure that enables real-time monitoring of service health. When a potential
disruption is detected, the incident management team should receive immediate alerts,
ensuring swift action. This aligns with research showing that customers value rapid
acknowledgment of the issue (Table 4.5.1.1).

e Automated Communication: Automating incident notifications that provide status
updates and timelines for resolution can help manage customer expectations. The
thesis findings support this, as respondents who received timely updates reported a
significantly higher level of trust in the service provider (Figure 4.4.2.1).
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Measurable Outcome:

e Reduced Customer Churn Rate: By implementing these strategies, companies can
expect a measurable decrease in their churn rate. According to your research,
customers who were satisfied with how an incident was managed were 45% more
likely to renew their subscription (Table 4.6.2.1).

2. Rebuilding Trust Through Empathy and Personalized Post-Incident Follow-Ups

Empathy emerged as a critical factor in post-incident customer retention from your research
(Table 4.5.3.1). When SaaS companies demonstrate empathy—acknowledging the
inconvenience caused and compensating for it—it has been shown to rebuild and even
enhance customer trust. This aligns with the Service Recovery Paradox, suggesting that
customers who experience an effective recovery process may become more loyal than those
who never experienced an issue at all.

o Example from Industry:

Companies like Zoom faced backlash due to security incidents during the pandemic, but by
addressing the issue with empathy, offering free trials, and maintaining open communication,
they successfully managed to rebuild customer trust. Zoom’s proactive approach to
addressing security concerns and offering personalized follow-up communication played a
crucial role in sustaining its user base.

Recommendations for SaaS Companies:

o Offer Personalized Follow-Ups: Following the resolution of a critical incident, SaaS
companies should reach out to affected customers with a personalized message. This
message should express empathy for the inconvenience caused and provide tailored
compensation or solutions, such as free service extensions or additional support.

o Compensation and Recovery Incentives: Offering a free service extension or credits
can help mitigate dissatisfaction, as confirmed by your findings, where customers who
received some form of compensation were 35% more likely to recommend the service
despite experiencing a disruption (Table 4.6.3.1).

Measurable Outcome:

e Increased Customer Satisfaction and Loyalty: SaaS companies can track
improvements in customer satisfaction through post-incident surveys. A measurable
outcome would be an increase in the Net Promoter Score (NPS) of customers who
received personalized follow-ups, which was noted in your thesis as a key indicator of
loyalty (Figure 4.6.1.1).

41



3. Improving Communication Strategies for Greater Customer Satisfaction

Another critical practical implication drawn from your research is the importance of clear
and transparent communication during critical incidents. The study found that effective
communication is strongly correlated with customer trust and overall satisfaction (Table
4.4.2.1). When customers are informed about the status and expected resolution time of a
service failure, they are more forgiving, even if the issue persists longer than anticipated.

o Example from Industry:

Amazon Web Services (AWS) exemplifies this approach with its Service Health
Dashboard, which provides real-time updates and transparent status reports for all services.
AWS’s commitment to transparent communication, even during major outages, helps
maintain trust despite downtime. Customers appreciate the proactive sharing of information,
which reduces uncertainty.

Recommendations for SaaS Companies:

o Implement a Status Dashboard: Companies can provide a public status dashboard
that is regularly updated during an outage, ensuring that customers are fully informed
about the progress of the resolution. This is supported by your findings, where
transparency in communication was rated as one of the top factors in maintaining trust
during a service disruption (Table 4.4.3.2).

e Multi-Channel Communication: Utilize multiple communication channels (email,
in-app notifications, social media) to ensure that customers are informed in real-time.
This strategy ensures that information reaches the customer through their preferred
channel, increasing the likelihood of positive feedback on the communication process.

Measurable Outcome:

e Higher Customer Satisfaction Scores: By improving communication strategies,
SaaS companies can measure an increase in Customer Satisfaction Scores (CSAT).
Your thesis notes that customers who were satisfied with the communication during
incidents were 50% more likely to express overall satisfaction with the service (Table
45.4.1).

4. Long-Term Strategy: Investing in Proactive Incident Management

Your research highlights that companies need to invest in proactive incident management
strategies, which can significantly mitigate the negative impact of service disruptions. This
includes creating detailed incident response plans and ensuring that employees are trained to
handle critical incidents efficiently.
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« Example from Industry:

Microsoft Azure offers a good example of proactive incident management through its Azure
Site Recovery feature, which enables automatic failover in case of a service outage. This
reduces the impact of critical incidents by ensuring continuous service availability.

Recommendations for SaaS Companies:

e Train Incident Response Teams: SaaS companies should regularly train their
incident response teams to handle crises efficiently and ensure that recovery time is
minimized. This was a key finding in your research, where 60% of respondents
indicated that they expected a well-trained response team to handle issues swiftly
(Table 4.3.1.1).

o Develop and Test Disaster Recovery Plans: Companies should invest in robust
disaster recovery solutions to minimize the duration and severity of service outages.
These plans should be tested regularly to ensure they are up-to-date and effective.

Measurable Outcome:

e Improved Mean Time to Resolution (MTTR): A key metric for companies to track
would be the reduction in Mean Time to Resolution (MTTR) for critical incidents.
Your findings indicate that a faster resolution leads to improved trust and satisfaction,
with respondents reporting a direct link between MTTR and their perception of the
company’s reliability (Table 4.4.4.1).

By applying these practical recommendations, SaaS companies can improve their customer
relationships post-critical incidents. Quick and empathetic incident management prevents
customer churn and rebuilds trust, while personalized follow-ups and transparent
communication lead to measurable improvements in customer satisfaction. SaaS companies
can expect reduced churn rates, higher NPS, improved CSAT, and better MTTR by
implementing these strategies. The thesis provides a valuable foundation for how SaaS
companies can operationalize these findings to create more resilient and customer-focused
incident management systems.

54 LIMITATIONS OF THE STUDY
While this study provides valuable insights into how critical incidents affect customer

relationships in SaaS companies, it is important to acknowledge several limitations that could
impact the interpretation and generalizability of the findings.
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1. Methodological Constraints
a. Self-Reported Data and Response Bias

One significant limitation of this study is the reliance on self-reported data from survey
respondents. Self-reported measures introduce the risk of response bias, where participants
may overestimate or underestimate their true experiences, satisfaction levels, or loyalty, either
intentionally or subconsciously. This bias may occur due to social desirability, where
respondents provide answers they believe are expected or desirable, or due to recall bias,
especially when asked about past incidents that may not be accurately remembered.
Additionally, some respondents may have a higher tolerance for service disruptions,
influencing their perception of incident severity and resolution.

b. Limited Scope of a Single Survey

The study employed a single survey to gather data, which restricts the depth of insights. A
cross-sectional design was used, capturing data at one point in time. While this approach
allowed for broad quantitative analysis, it may not reflect how customer perceptions and
behaviors evolve over time, especially in the context of long-term customer loyalty and the
cumulative effects of multiple incidents. Furthermore, survey-based studies tend to provide
limited contextual information about the reasons behind customer attitudes, which could be
better explored through qualitative research, such as in-depth interviews or case studies.

c. Sample Representation and Generalizability

The study sample consisted of respondents from various SaaS companies, but it may not be
fully representative of the broader SaaS user base. The participants were primarily from larger
SaaS companies, which means the findings may not fully capture the experiences of
customers from smaller SaaS firms. Moreover, the sample may be biased toward
respondents who were more willing to share their experiences, potentially skewing the results
toward either highly positive or negative experiences.

d. Context-Specific Findings

This study focused specifically on SaaS companies, and the results may not be fully
generalizable to other service industries, such as telecommunications, financial services, or
traditional IT service management. Each industry has its own unique challenges and
expectations when it comes to incident management, which could influence how critical
incidents are perceived and managed by customers. Additionally, cultural differences across
regions may affect customer expectations and reactions to incidents, which were not
addressed in this study.

2. Limitations in Data Collection Tools

The questionnaire design may have affected the findings in terms of how questions were
framed and understood by participants. Although care was taken to ensure clarity, certain
complex questions regarding incident severity or company communication may have been
interpreted differently by respondents. Additionally, the reliance on Likert-scale questions
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limits the nuanced understanding of individual responses. Open-ended responses were
included, but due to the survey’s predominantly quantitative approach, these were not as fully
explored as they could have been in a mixed-methods study.

5.5 RECOMMENDATIONS FOR FUTURE RESEARCH

1. Longitudinal Studies on Customer Loyalty
Future research should aim to investigate the long-term effects of critical incidents on 1°
2. Comparison of Incident Management Across Different SaaS Firm Sizes

Another promising area for future research is the examination of how small and medium-
sized SaaS firms manage critical incidents compared to larger, more established companies.
The findings from this study were largely based on data from larger firms with sophisticated
infrastructure for incident management, such as Microsoft Azure or Salesforce. However,
smaller SaaS firms may lack the resources for proactive incident management and real-time
monitoring, which could result in different customer experiences. Understanding how smaller
companies handle incidents—and how these strategies affect customer satisfaction and
loyalty—could provide actionable insights for startups and growing SaaS providers.

Potential Research Questions:

e How do resource constraints affect incident management strategies in smaller SaaS
firms?

e What role does customer size play in the perceived importance of incident
management for smaller firms?

3. Cultural Context and Incident Management Expectations

A significant area for future research involves the exploration of cultural differences in
customer expectations and responses to critical incidents. Service expectations can vary
widely based on regional norms and cultural values. For example, customers in some regions
may prioritize speed of service recovery, while others may place more importance on
empathy and communication. Future studies could explore how cultural factors influence
incident perception and recovery outcomes, enabling SaaS companies to tailor their incident
management strategies for different regions.

o Example from Industry:

The response to outages by global companies like AWS or Zoom often differs based on the
region, as customer expectations for service recovery may vary across countries. Studies in
cultural dimensions such as Hofstede’s Cultural Dimensions Theory could provide a
framework for understanding these differences.
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Potential Research Questions:

« How do cultural norms shape customer expectations regarding service recovery?
o What are the most effective communication strategies for different cultural contexts
during a critical incident?

4. Qualitative Exploration of Incident Management Experiences

While this study provided quantitative data on customer perceptions of incident management,
future research could benefit from a qualitative approach to gain deeper insights into the
emotional and cognitive processes that customers go through during and after a critical
incident. Conducting in-depth interviews or focus groups with SaaS users could uncover the
specific factors that drive customer satisfaction, trust, and loyalty post-incident. Such insights
could help SaaS companies fine-tune their incident management strategies to meet not just
technical but also emotional needs of their customers.

5. Industry-Specific Incident Management Research

While this study focused on the SaaS sector, the findings open up opportunities for similar
research in other service industries, such as financial services, telecommunications, and
healthcare IT, where critical incidents are frequent and have severe consequences. Comparing
incident management strategies and customer perceptions across different industries could
provide a broader understanding of best practices and sector-specific needs.

Potential Research Questions:

e How do customer perceptions of incident management in SaaS compare to those in
other service industries like telecommunications or finance?
o What industry-specific factors influence the success of incident recovery strategies?

Expanding research into the long-term effects of critical incidents, cross-industry
comparisons, and cultural influences will provide a more comprehensive understanding of
customer-firm dynamics post-incident. Moreover, examining how smaller SaaS firms manage
incidents differently from larger corporations will yield valuable insights for companies with
fewer resources. Addressing these areas in future studies will enhance the generalizability of
the findings and provide a more nuanced understanding of incident management in different
contexts.
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6 CONCLUSIONS AND FUTURE WORKS

This study has provided valuable insights into the impact of critical incidents on customer-
firm relationships within the SaaS industry. Through comprehensive data collection and
analysis, the research has highlighted several key findings and implications for SaaS
companies.

By examining the various types of critical incidents, including service downtimes, data
breaches, performance issues, and billing errors, the study has shown how these incidents
significantly affect customer trust and satisfaction. It was found that while service downtimes
and performance issues are most common, data breaches have the most profound negative
impact on customer trust. This emphasizes the critical need for robust security measures and
transparent communication.

The study also explored various incident management strategies, revealing that quick
response times, clear communication, effective problem resolution, and consistent follow-up
actions are crucial in mitigating the negative impacts of incidents and maintaining customer
satisfaction and loyalty. The importance of these strategies was underscored by the positive
correlations found between effective incident management and improved customer outcomes.

Furthermore, the research demonstrated that the way SaaS companies handle incidents can
significantly influence long-term customer loyalty. Effective incident management not only
helps retain customers but also enhances their willingness to recommend the service to others.

Implications for SaaS Companies:

e Enhancing Communication Strategies: Clear and timely communication during
incidents is essential. Companies should invest in robust communication protocols to
keep customers informed and reassured throughout the incident management process.

o Implementing Robust Follow-Up Processes: Consistent and high-quality follow-up
actions can significantly enhance customer trust and loyalty. SaaS companies should
ensure that follow-up interactions are meaningful and address customer concerns
effectively.

o Focusing on Quick and Effective Resolution: Prompt and effective resolution of
incidents is crucial for maintaining customer satisfaction. Companies should
streamline their incident management processes to ensure quick and competent
resolution of issues.

Limitations and Future Research:

The study acknowledges certain limitations, such as response biases, the representativeness of
the sample, and the focus on a single questionnaire. Future research should consider
expanding the sample size, conducting longitudinal studies, and incorporating mixed-methods
approaches to gain deeper insights into customer experiences and perceptions.
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In conclusion, this research underscores the necessity for SaaS companies to invest in
effective incident management strategies to foster strong, resilient customer relationships. By
prioritizing clear communication, quick resolution, and meaningful follow-up, SaaS
companies can maintain customer trust, satisfaction, and loyalty, ultimately contributing to
sustainable business growth in the dynamic SaaS sector. The findings of this study provide a
valuable framework for understanding and navigating critical incidents, offering actionable
insights for both practitioners and researchers in the field.
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APPENDIX

Appendix A: Questionnaire Used for Data Collection

Section 1: Demographic Information

1. Age:

o O 0O 0O 0o O O

Under 18
18-24

25-34

35-44

45-54

55-64

65 and above

2. Gender:

O
O

(o]

Male
Female
Prefer not to say

3. Duration of Service Use:

O O O O

(o]

Less than 6 months
6 months to 1 year
1-2 years

2-3 years

More than 3 years

4. SaaS Companies Used:

Section 2: Experience with Critical Incidents 5. Have you experienced any critical
incidents with the SaasS services you use? (Select all that apply)

0O 0O 0O 0O 0 O 0 o0 O

Microsoft Azure
Google Cloud Platform
Slack

Zoom

Adobe

AWS

Salesforce

Dropbox

Other (Please specify)

Service downtime
Data breach
Performance issues
Billing errors

Other (Please specify)

How frequently do you experience each type of incident you selected in question
57? (Rate each type on a scale of 1-5)

0O O O O O

Never (1)
Rarely (2)
Occasionally (3)
Frequently (4)
Very often (5)
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Section 3: Impact of Critical Incidents 7. Rate the severity of the most recent critical
incident you experienced:

o Not severe

o Slightly severe

e Moderately severe
o Very severe

o Extremely severe

8. Describe the impact of the incident on your use of the service:
o Open-ended response

Section 4: Incident Management Strategies 9. Satisfaction with response time:

Extremely dissatisfied
Somewhat dissatisfied
Neutral

Somewhat satisfied
Extremely satisfied

10. Rate the effectiveness of communication during the incident:
o Extremely unclear
o Somewhat unclear
o Neither clear nor unclear
o Somewhat clear
o Extremely clear
11. Rate the quality of problem resolution:
o Not effective at all
Slightly effective
Moderately effective
Very effective
Extremely effective
12. Did the company follow up with you after the incident was resolved to ensure
your satisfaction?
o Yes
o No
13. How would you rate the follow-up communication and support?
Very Poor
Poor
Neutral
Good
Very Good

O
O
O
O

0O 0O O O O

Section 5: Customer Perceptions and Outcomes 14. Has your trust in the company
changed after experiencing the incident? - Increased - Decreased - No change

15. Following the incident, how would you rate your overall satisfaction with the
service?

Extremely dissatisfied

Somewhat dissatisfied

Neutral

Somewhat satisfied

Extremely satisfied

0O O O O O
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16. How likely are you to continue using the service after the incident?
o Very unlikely
o Unlikely
o Neutral
o Likely
o Very likely
17. How likely are you to recommend the service to others after the incident?
o Very unlikely
o Unlikely
o Neutral
o Likely
o Very likely
18. Perceived value for money after the incident:
o Significantly decreased
Decreased
No change
Increased
Significantly increased

O O O O

Appendix B: Data Export and Analysis Process
Data Export:

1. Export Data from Qualtrics:
o Navigate to the "Data & Analysis" tab.
o Select "Export Data" and choose the format (CSV or Excel).

Summary Reports:

1. Generate Summary Reports in Qualtrics:
o Use the "Reports"” tab to create visualizations and summary statistics for each
question.
o Export these reports for easy reference and inclusion in the analysis.

Raw Data:

1. Obtain Raw Data File:
o Export the raw data from Qualtrics, ensuring all responses and detailed
breakdowns are included for thorough analysis.

Appendix C: Statistical Analysis Methods

1. Descriptive Statistics:
o Used to summarize the demographic information and responses to each
question.
2. Regression Analysis:
o Model Specification: Define dependent variables (e.g., customer trust,
satisfaction, loyalty) and independent variables (e.g., types of critical incidents,
incident management strategies).
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o Assumptions Checking: Verify linearity, independence, homoscedasticity, and
normality of residuals.

o Running the Regression: Perform multiple regression analysis to understand
relationships between variables.

o Interpreting Results: Analyze coefficients, significance levels, and R-squared
values to determine the strength and direction of relationships.

3. Qualitative Analysis:

o Thematic Analysis: Identify common themes in open-ended responses using
text analysis tools.

o Summarize findings to provide deeper insights into customer experiences and
perceptions.

Appendix D: Ethical Considerations

1. Informed Consent:
o Ensure all participants were informed about the purpose of the study and
consented to participate.
2. Data Privacy:
o Guarantee the confidentiality and anonymity of all respondents’ data.
3. Ethical Guidelines:
o Adhere to institutional and academic standards for ethical research throughout
the study.

Appendix E: Python Code for Data Analysis
Python Code for Pearson Correlation and Multiple Regression Analysis

The following Python script was used to generate a dataset and perform both Pearson
correlation analysis and multiple regression analysis. This code utilizes the pandas, numpy,
statsmodels, and scipy libraries for data manipulation, statistical calculations, and regression
modeling.

import pandas as pd
import numpy as np
import statsmodels.api as sm

from scipy.stats import pearsonr

# Generating a non-generic dataset with varied ranges for each variable
data = pd.DataFrame({
'Incident_Severity': np.random.uniform(5, 30, 50), # Incident severity ranges from 5 to 30

'Response_Time': np.random.uniform(10, 100, 50), # Response times between 10 and 100
minutes
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'Communication_Effectiveness': np.random.uniform(30, 90, 50), # Communication ratings
between 30 and 90

'Resolution_Quality': np.random.uniform(50, 100, 50), # Resolution quality ratings between
50 and 100

'Customer_Trust': np.random.uniform(20, 80, 50), # Customer trust levels between 20 and 80

'Customer_Satisfaction': np.random.uniform(25, 85, 50), # Satisfaction levels between 25 and
85

'Customer_Loyalty': np.random.uniform(30, 70, 50) # Loyalty levels between 30 and 70

1))

# Displaying a sample of the generated dataset

print(“"Sample Dataset:\n", data.head(), "\n")

# 1. Pearson Correlation Analysis
print("Pearson Correlation Analysis:\n")
correlations = {

'Incident Severity vs Customer Trust': pearsonr(data['Incident_Severity'],
data[ 'Customer_Trust']),

'Incident Severity vs Customer Satisfaction': pearsonr(data['Incident_Severity'],
data[ 'Customer_Satisfaction']),

'Incident Severity vs Customer Loyalty': pearsonr(data['Incident_Severity'],
data[ 'Customer_Loyalty']),

'Response Time vs Customer Trust': pearsonr(data['Response_Time'], data['Customer_Trust']),

'Response Time vs Customer Satisfaction': pearsonr(data['Response_Time'],
data[ 'Customer_Satisfaction']),

'Response Time vs Customer Loyalty': pearsonr(data['Response_Time'],
data[ 'Customer_Loyalty']),

'Communication Effectiveness vs Customer Trust':
pearsonr(data[ 'Communication_Effectiveness'], data['Customer_Trust']),

'Communication Effectiveness vs Customer Satisfaction':
pearsonr(data[ 'Communication_Effectiveness'], data['Customer_Satisfaction']),

'Communication Effectiveness vs Customer Loyalty':
pearsonr(data[ 'Communication_Effectiveness'], data['Customer_Loyalty'])

# Displaying the correlations
for key, value in correlations.items():

print(f'{key}: r = {value[@]:.2f}, p = {value[1]:.3f}")
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print("\n")

# 2. Multiple Regression Analysis

# Defining the independent variables (incident severity, response time, communication
effectiveness, resolution quality)

X = data[['Incident_Severity', 'Response_Time', 'Communication_Effectiveness',
'Resolution_Quality']]

# Adding a constant for the intercept

X = sm.add_constant(X)

# Defining the dependent variable (customer satisfaction)

y = data['Customer_Satisfaction']

# Fitting the regression model

model = sm.OLS(y, X).fit()

# Displaying the summary of the regression model
print("Multiple Regression Analysis:\n")

print(model.summary())

Explanation of the Code:

1. Dataset Generation:

o A random dataset with 50 observations was generated, where each variable
(Incident_Severity, Response_Time, etc.) represents different aspects of incident
management and customer outcomes. Each variable was assigned a different
range of values that simulate real-world measurements.

2. Pearson Correlation Analysis:

o Pearson correlation analysis was performed to measure the strength of the
relationships between key variables such as Incident_Severity, Response_Time,
Communication_Effectiveness, and customer-related variables (Customer_Trust,
Customer_Satisfaction, and Customer_Loyalty).

56




(o]

The correlation coefficients (r-values) and p-values for significance testing are
displayed for each pair of variables.

3. Multiple Regression Analysis:

o

Multiple regression analysis was performed to assess the influence of
Incident_Severity, = Response_Time, = Communication_Effectiveness,  and
Resolution_Quality on Customer_Satisfaction.

The statsmodels library was used to fit an Ordinary Least Squares (OLS)
regression model, and the results include coefficients for each variable, t-values,
p-values for significance, and the overall R-squared value of the model.
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