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ABSTRACT 

Intelligent flow scheduling in deterministic networks refers to the process of optimizing 

the allocation of network resources to data flows in a deterministic manner based on various 

parameters and criteria. In a deterministic network, each data flow is guaranteed a specific 

maximum delay budget, which ensures that the flow's performance is predictable and con-

sistent.  

To achieve this, intelligent flow scheduling uses algorithms and protocols that dynam-

ically allocate resources based on real-time network conditions. These algorithms may use 

techniques such as packet scheduling, traffic shaping, and congestion control to ensure that 

network resources are allocated fairly and efficiently. 

This is particularly important in applications such as real-time streaming, video confer-

encing, and online gaming, where delays and interruptions can be extremely disruptive. Addi-

tionally, it can help to reduce overall network traffic and improve security by controlling the 

flow of data through the network.  

For this dissertation a Deep Reinforcement Learning approach was taken to Implement 

intelligent flow scheduling which involved training an agent to make decisions on how to allo-

cate priorities for flow transmission based on various parameters such as flow packet size, and 

latency requirements. The agent interacts with the network by observing the current network 

state and selects actions to allocate resources to data flows. The agent then receives feedback 

on the performance of the network, which is used to adjust its decision-making process. 

A network simulation was conducted using OMNET++ and INET to model a network 

hosting six applications: four operating with deterministic requirements and two utilizing best-

effort traffic. The network switches were equipped with an Asynchronous Traffic Scheduler 

known as UBS, which is currently employed by the Time Sensitive Networking Work Group for 

asynchronous networks. 
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In this setup, Deep Reinforcement Learning was employed to determine the optimal pri-

oritization for each incoming deterministic flow. The decisions made by the DRL Agent influ-

enced how the Asynchronous Traffic Scheduler treated the flow and, consequently, its perfor-

mance within the network. Each deterministic flow had specific delay requirements, and the 

DRL Agent's success metric was the number of packets in each flow that achieved an end-to-

end delay lower than their specified requirements. 

The DRL Agent effectively optimized resource allocation, resulting in a 42% reduction in 

the number of packets exceeding their deterministic delay requirements upon arrival, when 

compared to a standard fixed prioritization solution. 

Keywords: DRL, Intelligent flow scheduling, Deterministic Networks, Quality of Service 
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RESUMO 

O agendamento inteligente de fluxos em redes determinísticas refere-se ao processo 

de otimização da atribuição de recursos a fluxos numa rede de forma determinística com base 

em vários parâmetros e critérios. Numa rede determinística, a cada fluxo de dados é garantido 

um budget específico de delay máximo, que assegura que o desempenho do fluxo é previsível 

e consistente.  

Para o conseguir, o agendamento inteligente de fluxos utiliza algoritmos e protocolos 

que alocam dinamicamente recursos com base em condições da rede em tempo real. Estes 

algoritmos podem utilizar técnicas tais como agendamento de transmissão, modelação de trá-

fego, e controlo de congestionamento para assegurar que os recursos de trabalho em rede 

sejam atribuídos de forma justa e eficiente. 

O agendamento inteligente de fluxos é uma abordagem interessante para ajudar a 

melhorar o desempenho, a fiabilidade e a eficiência das redes, otimizando a atribuição de re-

cursos aos fluxos de dados. Ao assegurar que cada fluxo recebe os recursos de que necessita, 

é possível evitar congestionamentos e atrasos, e ajudar a manter uma experiência previsível e 

consistente dos utilizadores. Isto é particularmente importante em aplicações como o strea-

ming em tempo real, onde os atrasos e interrupções podem ser extremamente prejudiciais. 

Adicionalmente, pode ajudar a reduzir o tráfego global da rede e melhorar a segurança através 

do controlo do fluxo de dados através da rede.  

Para esta dissertação foi utilizada uma abordagem que utiliza DRL para realizar o agen-

damento inteligente de fluxos e implica o treino de um agente que tome decisões sobre como 

atribuir uma prioridade de transmissão ao fluxo com base em vários parâmetros tais como 

tamanho de pacotes, e requisitos de delay. O agente interage com o ambiente da rede, observa 

o estado atual da rede, e seleciona ações para atribuir recursos aos fluxos de dados. O agente 
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recebe feedback sobre o desempenho da rede, que é utilizado para ajustar o seu processo de 

tomada de decisão. 

Foi realizada uma simulação de rede utilizando o OMNET++ e o INET para modelar uma 

rede com seis aplicações: quatro que funcionam com requisitos determinísticos e duas que 

utilizam tráfego best effort. Os switches de rede estavam equipados com um shaper de tráfego 

assíncrono conhecido como UBS, que é atualmente utilizado pelo Time Sensitive Networking 

Work Group para redes assíncronas. 

Nesta configuração, Deep Reinforcement Learning foi utilizado para determinar a priori-

zação ideal para cada fluxo determinístico. As decisões tomadas pelo agente DRL influenciam 

a forma como o shaper de tráfego assíncrono trata o fluxo e, consequentemente, o seu de-

sempenho na rede. Cada fluxo determinístico tinha requisitos específicos de delay, e a métrica 

de sucesso do agente DRL é o número de pacotes em cada fluxo que atinge um valor de delay 

inferior aos requisitos especificados. 

O agente DRL otimizou a alocação dos recursos, resultando numa redução de 42% no 

número de pacotes que excederam os requisitos de delay determinístico, quando comparado 

com uma solução de prioridades fixas. 

Palavras-chave: DRL, Agendamento Inteligente de Fluxos, Redes Deterministicas, Qualidade de 

serviço 



 xv 

CONTENTS 

1   INTRODUCTION ............................................................................................................................................ 1 

1.1 Motivation ................................................................................................................................................. 1 

1.2 Problem Statement ................................................................................................................................ 2 

1.3 Proposed solution .................................................................................................................................. 3 

1.4 Document structure .............................................................................................................................. 4 

2   STATE OF THE ART ....................................................................................................................................... 5 

2.1 Deterministic Networking ................................................................................................................... 5 

 Working groups ............................................................................................................................. 6 

 Deterministic networking synergies with 5G ...................................................................... 7 

2.2 Flow Control ............................................................................................................................................. 8 

 Time-Aware Shaper ...................................................................................................................... 8 

 Cyclic Queuing and Forwarding .............................................................................................. 9 

 Asynchronous Traffic Shaper .................................................................................................. 10 

2.3 Deep Reinforcement Learning ........................................................................................................ 15 

 AI Overview ................................................................................................................................... 15 

 Reinforcement Learning ........................................................................................................... 16 

 Deep Q-Learning ......................................................................................................................... 19 

 DRL Applied to flow scheduling in deterministic networks ........................................ 21 

 DRL Applied to other networking applications ............................................................... 26 

3   ENVIRONMENT SIMULATION .................................................................................................................... 28 



 xvi 

3.1 Network behavior................................................................................................................................. 29 

3.2 Network configuration ....................................................................................................................... 30 

 Client module ............................................................................................................................... 31 

 Server module .............................................................................................................................. 32 

 Switch module .............................................................................................................................. 33 

3.3 Network visibility .................................................................................................................................. 36 

 Network state ............................................................................................................................... 38 

 Flow characteristics .................................................................................................................... 40 

 Flows timing history ................................................................................................................... 40 

 Dropped packets ......................................................................................................................... 41 

3.4 Network simulation challenges ....................................................................................................... 41 

4   DRL AGENT ............................................................................................................................................... 43 

4.1 DRL Agent behavior ............................................................................................................................ 43 

 Offline training ............................................................................................................................. 44 

 Online deployment ..................................................................................................................... 45 

 Reward function .......................................................................................................................... 47 

4.2 DRL Agent Implementation .............................................................................................................. 48 

 Components.................................................................................................................................. 48 

 Parameters ..................................................................................................................................... 49 

4.3 DRL Agent Implementation challenges ....................................................................................... 55 

 Sync between Agent and simulation ................................................................................... 55 

 File communication .................................................................................................................... 55 

5   SIMULATION AND RESULTS ....................................................................................................................... 57 

5.1 Performance overview ........................................................................................................................ 58 

5.2 Per flow dropped packets performance ...................................................................................... 59 

5.3 Per flow delay performance ............................................................................................................. 62 

5.4 Delay vs dropped packets ratio ...................................................................................................... 64 



 xvii 

5.5 Real World vs Simulation .................................................................................................................. 65 

 Training In the real world ......................................................................................................... 66 

6   CONCLUSIONS AND FUTURE WORK ......................................................................................................... 67 

6.1 Future work............................................................................................................................................. 67 

 Different types of DRL ............................................................................................................... 67 

 Different networks ...................................................................................................................... 67 

 Different traffic patterns ........................................................................................................... 69 

6.2 Conclusions ............................................................................................................................................ 70 





 xix 

LIST OF FIGURES 

Figure 2-1 - Diagram of TSN Components ..................................................................................................... 7 

Figure 2-2 - Time-aware Shaper with frame preemption ......................................................................... 9 

Figure 2-3 - UBS Queue model. ........................................................................................................................ 11 

Figure 2-4 - Alternative ATS model ................................................................................................................. 12 

Figure 2-5 - AI Branches. ..................................................................................................................................... 16 

Figure 2-6 - Deep Q-Learning architecture .................................................................................................. 19 

Figure 2-7 - LEARNET Architecture .................................................................................................................. 25 

Figure 3-1 - Development environment ........................................................................................................ 28 

Figure 3-2 - Network topology using a dumbbell architecture ............................................................ 30 

Figure 3-3 - Switch queueing model .............................................................................................................. 34 

Figure 3-4 - Switch queueing model .............................................................................................................. 35 

Figure 3-5 - Files representing the network simulation ........................................................................... 38 

Figure 3-6 - Representation of NetworkState.json file ............................................................................. 39 

Figure 3-7 - Representation of FlowCharacteristics.json file .................................................................. 40 

Figure 3-8 - Representation of FlowsTiming.json file ............................................................................... 40 

Figure 3-9 - Representation of DroppedPackets.csv ................................................................................ 41 

Figure 4-1 - Offline training methodology ................................................................................................... 45 

Figure 4-2 - Online agent-simulation communication ............................................................................ 47 

Figure 4-3 - Neural Network layers ................................................................................................................. 51 

Figure 4-4 - File locking mechanism ............................................................................................................... 56 

Figure 5-1 - Overall performance comparison ............................................................................................ 59 

Figure 5-2 - Per flow dropped packets for fixed priorities solution .................................................... 61 

Figure 5-3 - Per flow dropped packets for random priorities solution .............................................. 61 

Figure 5-4 - Per flow dropped packets for DRL priorities solution ..................................................... 61 



 xx 

Figure 5-5 - Per flow mean delay for fixed priorities solution............................................................... 63 

Figure 5-6 - Per flow mean delay for random priorities solution ........................................................ 63 

Figure 5-7 - Per flow mean delay for DRL priorities solution ................................................................ 63 



 xxi 

LIST OF TABLES 

Table 2-1 - Previous works overview .............................................................................................................. 21 

Table 3-1 - Clients across the board config ................................................................................................. 32 

Table 4-1 - Flow configurations ........................................................................................................................ 44 

Table 4-2 - Step DRL Implementation properties ...................................................................................... 46 

Table 4-3 - Agent parameters ........................................................................................................................... 50 

Table 5-1 - Flow configurations ........................................................................................................................ 58 

Table 5-2 - Per flow dropped packets performance comparison ........................................................ 60 

Table 5-3 - Per flow mean delay performance comparison ................................................................... 62 

Table 5-4 - Per flow analysis of mean delay vs dropped packets ........................................................ 64 

Table 5-5 - Dropped packets per delay unit ratio comparison............................................................. 64 





 xxiii 

ACRONYMS 

TSN Time Sensitive Network 

DRL Deep Reinforcement Learning 

AI Artificial Intelligence 

ML Machine Learning 

QoS Quality of Service 

IEEE Institute of Electrical and Electronics Engineers 

IoT Internet of Things 

SDN Software Defined Network 

RL Reinforcement Learning 

PHY Physical Layer 

ANN Artificial Neural Network 

UDP User Datagram Protocol 

VLAN Virtual Local Area Network 

MAC Medium Access Control 

MDP Markov Decision Process 

DQN Deep Q Network 

5G 5th Generation of Wireless Technology 

JSON JavaScript Object Notation 



 xxiv 

FIFO First-in, First-Out 

GUI Graphical User Interface 

DetNet Deterministic Network 

  

  

  

  

  

 



 1 

1  

 

INTRODUCTION 

1.1 Motivation 

Conventional networks characteristically tend to have difficulty in reducing end-to-end 

latencies to only tens of milliseconds [1] which is becoming a requirement for modern appli-

cations that require ultra-low latency for various industrial, healthcare, transportation, and 

communication scenarios. ULL demands vary from a few microseconds to milliseconds for in-

dustrial applications, 1 millisecond for the tactile internet, and around 100 microseconds for 

the one-way fronthaul in wireless cellular networks [2] [3]. These requirements are essential for 

real-time connectivity for tele-surgery, transportation, autonomous automotive vehicles [4], 

augmented and virtual reality, and robotic applications. Therefore, a dedicated mechanism that 

can cater to diverse ULL requirements in heterogeneous environments and applications would 

be highly beneficial [5]. 

ULL applications require low latency, high bandwidth, and consistent network perfor-

mance to deliver a seamless user experience. As a result, there is a growing demand for net-

working technologies that can guarantee the required QoS metrics and meet the stringent 

performance requirements of these applications. The proliferation of emerging technologies 

such as the Internet of Things and autonomous vehicles has also intensified the need for these 

types of networking technologies. 

Deterministic Networks have emerged as a promising approach to meet these demands 

by offering predictable performance and enhanced Quality of Service guarantees. However, 

optimizing such networks for providing deterministic guarantees to applications that require 

it without harming other applications with prioritization and scheduling mechanisms poses 

significant challenges that require innovative solutions. Deterministic networks aim to provide 
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predictable and bounded performance by eliminating uncertainties in the transmission of data 

packets. These networks leverage time sensitive networking protocols, scheduling algorithms, 

and deterministic communication techniques to achieve low latency, high reliability, and effi-

cient resource utilization. 

Advancements in hardware technologies, such as faster processors, high-capacity 

memory, and high-speed communication interfaces, have also facilitated the development of 

deterministic networking. 

The motivation for conducting this dissertation lies then in the need for efficient net-

working solutions and the technological advancements in deterministic networks and DRL. By 

addressing the challenges of flow scheduling and prioritization in deterministic networks, it will 

be possible to contribute to the development of networking technologies that can support the 

ever-increasing demands of data-intensive applications and ensure seamless connectivity in 

various domains. 

Also, the potential societal impact of optimizing flow allocation in deterministic networks 

is significant. Industries such as healthcare, finance, and transportation heavily rely on real-time 

data transfer for critical operations. By optimizing network performance, we can enhance the 

delivery of healthcare services, enable faster financial transactions, and support efficient trans-

portation systems. The outcomes of this research have the potential to positively impact vari-

ous sectors, improving productivity, reliability, and user experiences. 

This research also aligns with the broader trend of leveraging DRL and machine learning 

techniques in networking. As AI continues to revolutionize various industries, its application in 

networking is crucial for keeping pace with the demands of the digital era. DRL is relevant for 

trying to optimize control problems where it is not possible to create a reliable model of a 

system that works with all possible situations. By exploring the potential of DRL for flow sched-

uling and prioritization optimization, we contribute to the ongoing research efforts in AI-driven 

networking and pave the way for future innovations in this domain. 

1.2 Problem Statement 

Optimizing flow allocation in deterministic networks presents unique challenges. The 

complex nature of network traffic patterns, varying flow demands, and the need for efficient 

resource allocation require intelligent decision-making mechanisms. AI approaches to flow 

scheduling have proven to have the capability of being superior to traditional approaches 



 3 

based on static configurations or manual optimization techniques. These will be addressed in 

chapter 2. 

In this dissertation the focus will be on optimizing Intelligent flow scheduling for Asyn-

chronous deterministic networks, since It’s an area of research that is emerging and in need of 

Innovative solutions to be applied to real world problems. To achieve this the problem to ad-

dress Is the allocation of priorities to the flows in a manner that allows for the best possible 

use of resources in order to guarantee that the delay requirements of each deterministic flow 

are met. 

The metric of success when attempting to solve this issue is the number of packets that 

achieve delay requirements in the deterministic flows that operate in a given network, therefore 

it is necessary to build a solution that not only focuses on minimizing delay but on maximizing 

the utilization of network resource in order to avoid that any packet of a deterministic flow 

arrives over the specified end-to-end delay maximum. 

1.3 Proposed solution 

This dissertation aims to tackle the problem described, which involves determining the 

best configuration for assigning priorities to the incoming flows of a network. The focus is on 

Asynchronous IEEE 802.1 TSN networks, which currently uses IEEE 802.1Qcr Asynchronous Traf-

fic Shaper as the main solution developed by the TSN Working Group for asynchronous net-

works. The scheduler used to optimize the Asynchronous scheduling is called Urgency-Based 

Scheduler and works to ensure per-flow deterministic QoS guarantees, such as zero packet 

loss and bounded latency, in a practical way. An In-depth analysis of these scheduler and its 

performance will be done in chapter 2. 

A DRL-based solution is proposed. This solution utilizes DRL and ATS performance mod-

els to ensure the predictability of flows delay. DRL is up and coming approach to different types 

of networking problems and although its use for scheduling is recent there have been some 

promising results. 

DRL combines deep learning and reinforcement learning to train agents that can make 

intelligent decisions based on environmental feedback. By training a DRL Agent to optimize 

flow allocation in deterministic networks, we hope to leverage its ability to learn from experi-

ence, adapt to network dynamics, and optimize performance metrics. The application of DRL 

in networking opens up new possibilities for enhancing the efficiency, reliability, and scalability 

of flow allocation algorithms. 
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The use of DRL with the Asynchronous Traffic Shaper will be based on an action of the 

DRL Agent proposed that assigns the best possible priority for any given deterministic flow 

that arrives in a network in order to minimize the number of packets that fail to fulfill the delay 

requirements of all deterministic flows in the network. This priority then determines how the 

flow is handled by the Asynchronous Traffic Shaper. 

1.4 Document structure 

The state-of-the-art chapter provides an overview of the latest advancements in time-

sensitive networking technology as well as a discussion of the most relevant research to date 

concerning the use of AI and DRL to tackle networking challenges. 

The document then includes a chapter on the network simulation, which provides a de-

tailed description of the simulation environment utilized for testing and evaluating network 

performance, as well as the implementation of an asynchronous scheduler called UBS and the 

configuration of the network's behavior and visibility. The simulation environment serves as a 

crucial platform for conducting experiments and assessing the performance of the DRL Agent.  

Another chapter tackles the behavior, implementation, and configuration of different as-

pects of the DRL Agent providing a detailed description of parameterization and algorithms 

used. 

A chapter on simulation and results follows, presenting the results of the simulation ex-

periments, including a comparison of optimal baseline network performance, and network per-

formance with the DRL Agent. 

Finally, the document concludes with the chapter on conclusions and future work, which 

summarizes the findings of the research and provides recommendations for future research 

directions. 
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2  

 

STATE OF THE ART 

This chapter provides an overview of the current status of research and development 

in the field of deterministic networking, flow scheduling and Deep Reinforcement Learning.  

2.1 Deterministic Networking 

The domain of deterministic networking is dedicated to addressing the demands of real-

time applications by ensuring minimal data loss rates, stable packet delay fluctuations, and 

predictable latency limits. This technology is being developed by different standard organiza-

tions to meet the requirements of deterministic applications and recently it is possible to see 

a significant increase in the number of research papers attempting to optimize and provide 

innovative solutions to different deterministic networking problems. 

The main areas of work for deterministic working [6] can be divided into the following 

categories [5]:  

• Flow Synchronization: In deterministic networking standards, a critical aspect is net-

work-wide precise time synchronization. This entails establishing a shared time refer-

ence across all network entities. By achieving this common time base, data and control 

signaling can be scheduled optimally, ensuring synchronized and deterministic com-

munication. 

• Flow Management: Flow management aims to facilitate the exploration, configuration, 

monitoring, and reporting of the capabilities of bridges and end stations. Through spe-

cialized protocols for stream reservation, this capability facilitates efficient allocation of 

network resources and supports real-time communication requirements. 
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• Flow Control: In deterministic-enabled bridges, flow control governs how frames be-

longing to specific traffic classes are handled. This plays a vital role in addressing the 

scheduling challenges faced within the environment, ensuring that traffic is efficiently 

managed and delivered according to prescribed priorities. 

• Flow Integrity: Flow Integrity consists of standardized techniques, including frame rep-

lication and elimination reliability, are employed to ensure robust and resilient data 

delivery. 

 Working groups 

Working groups are collaborative teams within professional organizations that focus 

on specific projects or areas of interest. In the context of networking, the Institute of Electrical 

and Electronics Engineers (IEEE) has a working group called IEEE 802.1, which is responsible for 

developing and maintaining standards for local and metropolitan area networks. 

In the context of the IEEE 802.1 Working Group, several areas of investigation and de-

velopment have been identified, including the architecture of LANs/MANs, internetworking 

between different types of networks, security, overall network administration, and protocols 

above the MAC and LLC layers. The primary standard that the group has developed is IEEE 

802.1Q [7], which specifies the protocols and architecture for communication between linked 

bridges, layers, and sublayers adjacent to the main 802.1 layer. The IEEE 802.1Q standard also 

includes eight traffic classes, which are used to give different priorities to flows traversing the 

network. 

Within the IEEE 802.1 working group, there is a subgroup known as the Time-Sensitive 

Networking (TSN) working group [8]. TSN extends Ethernet technology to enable deterministic 

real-time communication over standard Ethernet networks. The TSN working group's main ob-

jective is to develop standards and protocols that allow time-sensitive applications to coexist 

with traditional data traffic on Ethernet infrastructure. 

The TSN working group collaborates with other IEEE 802.1 working groups and coordi-

nates with relevant IEEE working groups, such as IEEE 802.3 for Ethernet physical layer specifi-

cations and IEEE 1588 for clock synchronization. This collaboration ensures seamless integra-

tion of TSN standards with existing LAN/MAN standards, providing a comprehensive solution 

for deterministic real-time communication in Ethernet networks. 

The TSN Working Group addresses the four key areas of deterministic networking re-

quirements: time synchronization, bounded low latency, ultra-reliability, and dedicated re-

sources. While this dissertation primarily focuses on bounded low latency, specifically 
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asynchronous traffic shaping, it is essential to acknowledge the significance of other protocols 

in optimizing network performance. Real-life implementation of Time-Sensitive Networks relies 

on the collaborative efforts of all these protocol areas. 

In a TSN network, there are two types of devices: bridges and end stations. The funda-

mental components of a TSN network include talkers, which are responsible for producing 

streams, listeners, which serve as the destination of a stream, streams, which represent the flow 

of data from a talker to one or more listeners, and bridges, which are responsible for forwarding 

streams. The control and data planes of the bridge are separate, allowing for the control to be 

done with distributed protocols or an external agent such as an SDN controller. 

TSN was created to address the needs for more deterministic networks on a Layer 2 

level, however, the networks that have these needs are growing larger and already require 

deterministic forwarding beyond the LAN boundaries. These networks require a new model 

which the IETF DetNet Working Group [6] addresses for the use of routed networks in deter-

ministic applications, extending the TSN data and control plane into the Layer 3 domain. Some 

interesting use-cases are professional audio and video, wireless for industrial applications and 

Network Slicing. 

 

 

Figure 2-1 - Diagram of TSN Components 

 Deterministic networking synergies with 5G 

5G promises to deliver ultra-fast speeds, low latency, high reliability, and massive con-

nectivity. 

To support ULL communications services in 5G wireless systems, the TSN and Determin-

istic Networking (DetNet) standards and research findings are likely to be heavily relied upon. 
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Deterministic networking's synergies with 5G can create new opportunities and benefits 

for both network operators and users. By combining deterministic networking and 5G, network 

operators can optimize their network resources and performance, reduce operational costs 

and complexity, and offer tailored services. End users can enjoy improved user experience, 

higher quality of service, and access to new applications and functionalities that require deter-

ministic networking capabilities. Some examples of deterministic networking synergies with 5G 

are [9]: 

• Industrial automation: Deterministic networking can enable real-time control and co-

ordination of industrial processes and machines over 5G networks, ensuring high re-

liability, low latency, and high security. 

• Smart grid: Deterministic networking can facilitate distributed generation, and de-

mand response into the power grid over 5G networks, enabling efficient and resilient 

energy management and distribution. 

• Autonomous vehicles: Deterministic networking can support the communication and 

cooperation of autonomous vehicles over 5G networks, enabling safe and efficient 

transportation and mobility. 

2.2 Flow Control 

In the realm of TSN, flow control standards and protocols specify a framework through 

which TSN enabled bridges decide how to treat each traffic class. The principle behind all flow 

control frameworks is one where TSN flows have privileges over non-TSN flows.  

Flow scheduling refers to the process of organizing and managing the transmission of 

data packets within a network to ensure efficient and reliable data delivery. It involves deter-

mining the order and timing of data packet transmission, considering factors such as priority, 

bandwidth requirements, and network conditions. Flow scheduling is crucial in time-sensitive 

applications where meeting strict deadlines and minimizing latency are essential. 

 Time-Aware Shaper 

IEEE 802.1Qbv Time-Aware Shaper (TAS) [10] was developed as a solution to the limita-

tions of the IEEE 802.1Qav CBS mechanism. TAS is designed to cater to traffic with deterministic 

requirements and necessitates a network that is fully synchronized. TAS achieves this by sched-

uling priority traffic during specific time-triggered windows. To avoid any interference between 

best-effort and priority traffic, a guard band is defined before each window. However, this 
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approach introduces some delay because of the waiting time until the start of the next time-

triggered window [11]. While TAS is more suitable for networks that require strict timing re-

quirements, it doesn't offer much scalability due to the intricacy of synchronizing a network of 

moderate size. 

 
Figure 2-2 - Time-aware Shaper with frame preemption 

To overcome the issue of low priority frames delaying the transmission of high priority 

frames, the 802.1 and 802.3 Task Groups introduced the concept of frame preemption [11]. 

The approach involves dividing the egress port of a bridge into two MAC interfaces, namely 

the express MAC and preemptable MAC. All frames are initially mapped to the eMAC, and 

frames that are identified as preemptable can be assigned to the pMAC and wait for the eMAC 

to finish transmitting high priority frames before transmitting. This ensures that high priority 

frames are not delayed by the transmission of lower priority frames, providing improved effi-

ciency and reduced latency [5]. 

 Cyclic Queuing and Forwarding 

The TSN TG developed the Cyclic Queuing and Forwarding (CQF) standard to synchro-

nize the queuing and forwarding operations across a TSN network with the aim of achieving 

zero congestion loss and bounded latency [12]. This standard requires that all bridges in the 

network are 802.1AS enabled and time synchronized. Time-sensitive streams are scheduled at 

each cycle, and the worst-case deterministic delay is two times the cycle time multiplied by the 

number of hops between the sender and receiver. This approach allows for achieving these 

objectives regardless of the network topology. To further reduce the cycle time, CQF can be 

used in combination with frame preemption [12]. 
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 Asynchronous Traffic Shaper 

TAS relies on network-wide synchronization for its operation, which can limit its effi-

ciency in utilizing available bandwidth. To address these limitations, asynchronous traffic shap-

ers were developed. 

As early as 1993 a discussion of asynchronous shaping benefits was occurring, in [13] 

the authors provide a definition of basic concepts for scheduling algorithms  and provide ex-

perimentations that establish asynchronous schedules as something that can be obtained.  

The IEEE 802.1Qcr Asynchronous Traffic Shaper was developed as a response to time-

sensitive networking needs in asynchronous applications. In [14] the authors introduce the Ur-

gency-Based Scheduler (UBS) and make an analysis of the worst-case latency achieved with 

this mechanism using different interleaved shapers. The same authors of [14] expand their 

study in [15] and try to solve the UBS synthesis problem which consists of the assignment of  

real-time flows to shaped queues and priority levels to queues at every hop along the prede-

fined path. ATS operates on a per-hop basis, utilizing per-flow queues and prioritizing urgent 

traffic over non-urgent traffic using an urgency-based scheduler.  

UBS [14] includes a two-level queuing system consisting of shared queues and shaped 

queues. Incoming flows are allocated to the shaped queues in accordance with three rules: 

1. QAR1: frames from different senders are not allowed in the same queue. 

2. QAR2: frames from the same sender without the same priority levels can't be on the 

same queue. 

3. QAR3: frames from the same sender with the same priority in the sender but different 

priorities in the receiver are not allowed on the same queue. 

The shared queues then merge all the shaped queues that belong to the same priority 

level. 
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Figure 2-3 - UBS Queue model. 

The Urgency-Based Scheduler differs from a strict priority approach having a separate 

queue per priority in two ways. 

While UBS uses an urgency-based scheduling algorithm that considers both the priority 

level and the waiting time of packets in the queue and calculates an urgency value for each 

packet to select the next packet for transmission, the strict priority scheduling makes the deci-

sion by selecting packets from the highest priority queue for transmission. 

While UBS provides flexibility in managing the transmission order based on both pri-

ority and waiting time and allows for dynamic adjustment of urgency levels, considering the 

current congestion and delay conditions in the network, the strict priority scheduling offers 

simplicity with each priority level having its own dedicated queue, and packets being transmit-

ted in strict priority order. 

The key difference between the two approaches lies then in the consideration of waiting 

time in the scheduling decision. UBS considers both priority and waiting time to determine the 

urgency of packets, which allows for more dynamic and adaptive scheduling. On the other 

hand, the separate queue per priority approach relies solely on priority-based scheduling with-

out considering waiting time. 

The UBS standard also proposes two interleaved shaping methods that won’t be the 

focus of this dissertation, Length-Rate Quotient (LRQ) and Token Bucket Emulation (TBE). These 

approaches achieve rate limiting in the ATS mechanism, but they use different algorithms to 

do so. LRQ is based on a frame-by-frame leaky bucket algorithm, while TBE uses a token-based 

leaky bucket algorithm. The key difference between these two methods is that TBE allows for 

some burstiness in the output of packets, while LRQ provides a completely stable output [14]. 

 

a) Comparison with Paternoster 
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In [16] the authors compare the performance of UBS with a different ATS mechanism 

called Paternoster. The Paternoster algorithm is developed based on a cyclic scheduling ap-

proach, which offers deterministic and bounded delay while eliminating the need for synchro-

nous timing. Simulation results were obtained to compare the performance of two different 

approaches and highlight the characteristics of the schedulers under varying input intensities. 

The UBS approach exhibits a higher average delay value and inefficient bandwidth utilization 

in lightly loaded situations. On the other hand, under situations with increased intensity the 

UBS approach performed much better than the Paternoster approach. 

 

b) Comparison with TAS 

 

In [17], a direct comparison between the Time-Triggered Traffic Shaper (TAS) and the 

Asynchronous Traffic Shaper (ATS) was conducted in the context of a typical industrial control 

ring network. The main focus of this comparison was to evaluate the mean and maximum 

packet delays, as well as packet losses, for both TAS and ATS, considering two types of traffic: 

random sporadic traffic and periodic traffic. 

The ATS was evaluated using an approach slightly different from the standard, as de-

picted in Figure 2-4. The ATS shaper uses the eligibility time and the QoS currently experienced 

to direct traffic to the urgent queue. This approach is referred to as per-hop shaping. To ensure 

fairness, the regular Strictly Timed (ST) and Best Effort (BE) queues are multiplexed at the 

egress. It is important to note that all queues in the system operate under the First-In-First-

Out principle. 

 

 

Figure 2-4 - Alternative ATS model 

 

The evaluation results showed that, properly configured, TAS can achieve better perfor-

mance for both sporadic and periodic traffic scenarios. On the other hand, ATS demonstrated 



 13 

relatively good performance for sporadic traffic. However, it encountered challenges when 

dealing with moderate to high loads of periodic traffic, where its capabilities were not as ef-

fective. 

 

2.2.3.1 Applications of deterministic ATS 

 

In [18] the researchers conducted an evaluation of the maximum capacity of asynchronous 

Time-Sensitive Networking (TSN) networks to handle industrial traffic flows. Their objective was 

to assess the highest achievable utilization provided by asynchronous TSN. To conduct this 

assessment, the authors utilized UBS on three different types of industrial network topology: 

Star topology, Daisy chain topology, and Ring topology. The simulation results indicated that 

the Star topology exhibited the highest probability of flow rejection, meaning it struggled to 

accommodate industrial traffic flows efficiently. On the other hand, the Ring topology outper-

formed the Daisy chain topology, showing better performance in terms of accommodating 

traffic flows in the asynchronous TSN network. 

 

In [9] the authors discussed the potential of Time-Sensitive Networking as a promising 

network technology to cater to the Ultra-Reliable Low-Latency Communication requirements 

in 5G. They emphasized the significance of TSN for enabling critical services to coexist with 

Mobile Broadband traffic in various scenarios. This article particularly explored the adoption of 

asynchronous TSN for 5G backhauling and its relevant aspects. The authors highlighted that 

per-hop shaping is a viable solution to tackle the issue of large worst-case delays associated 

with First-In-First-Out (FIFO) buffering. They also advocated for asynchronous networks over 

synchronous ones due to their lower complexity and better scalability. Additionally, synchro-

nous networks were noted to have worse network resource utilization. The main contributions 

of this work were summarized as follows: firstly, providing a comprehensive overview of the 

key concepts related to asynchronous TSN networks. Secondly, discussing the flow allocation 

problem in networks based on Asynchronous Traffic Shaper (ATS) and presenting various ap-

proaches to address it. Thirdly, exploring the adoption of Machine Learning (ML) techniques 

for automating the management of TSN Backhaul Networks (BNs). The authors emphasized 

the importance of incorporating analytical performance models to ensure reliable decision-

making by ML agents.  
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In [19]  the authors proposed a stochastic solution for achieving deterministic networking 

in Industrial Wireless Networks (IWNs) using asynchronous scheduling. In industrial control and 

monitoring processes, it is crucial to have communications with deterministic guarantees of 

delay across the network. However, the challenge arises as a conflict exists between high reli-

ability and a lower delay, necessitating a well-balanced scheduling algorithm in IWNs to strike 

the right compromise. The authors of this paper addressed this challenge by introducing a new 

scheduling model that supports asynchronous scheduling without time synchronization be-

tween the nodes between nodes. This model aims to meet the given delay requirement while 

ensuring probabilistic reliability. The objective was to design a scheduling algorithm that 

achieves a high ratio of packet delivery and Is able to satisfy deadline requirements with relia-

bility. To achieve this, the authors devised a probabilistic algorithm based on the Monte Carlo 

tree search (MCTS) method. In terms of transmission reliability, the simulation results unequiv-

ocally demonstrate that the proposed algorithm, E-MCTS, significantly outperforms the classic 

Monte Carlo tree search algorithm. 

 

The authors of [20]  confront a challenge in the realm of 5G backhaul networks: the critical 

flow allocation problem. These networks are implemented as asynchronous TSN networks, uti-

lizing the Asynchronous Traffic Shaper as a fundamental building block. To address this chal-

lenge, the authors introduce an offline solution named "NEPTUNO," short for "Next Generation 

Transport Network Optimizer." NEPTUNO takes a multifaceted approach, combining exact op-

timization techniques, heuristic strategies, and data analytics to comprehensively tackle the 

flow allocation problem. Its primary objective is to maximize the acceptance of data flows while 

ensuring that Quality-of-Service requirements for critical data streams are met. To assess the 

performance of NEPTUNO, the authors consider several crucial factors, including the level of 

optimality achieved, the time required for execution, and the rate of rejected data flows. The 

evaluation results are positive, revealing that NEPTUNO attains a flow rejection rate approxi-

mately 20 percent higher than the optimal rate (achieved using an optimization algorithm) for 

low network workloads, and around 10 percent higher for high workloads. 
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2.3 Deep Reinforcement Learning 

 AI Overview 

Artificial Intelligence refers to the ability of computer systems to perform tasks that 

typically require human-like intelligence. These tasks can resemble reading through Natural 

Language Processing, or other experiences such as pattern recognition, decision making and 

learning from experience. For this to be possible AI algorithms and computational models  pro-

cess and analyze large amounts of data, with the aim of extracting meaning and understanding 

and making predictions or decisions based on that analysis.  

Machine Learning is an area of AI which has its focus on imitating the human learning 

process using data and algorithms. The 4 main types are: 

• Supervised Machine Learning is defined by the utilization of labeled datasets to train 

algorithms for data classification or outcome prediction. 

• Unsupervised Machine Learning is a type of algorithm that learns patterns from unla-

beled data with processes like clustering. 

• Reinforcement Learning involves an agent periodically making decisions, observing the 

outcomes, and then autonomously adapting its strategy to attain the optimal policy. 

• Deep Learning employs algorithms inspired by artificial neural networks, which mimic 

the structure and functioning of the human brain. Deep Learning can be used In con-

junction with other types of AI to help address some limitations of each and expand 

their capacity. 
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Figure 2-5 - AI Branches. 

 

 Reinforcement Learning 

Reinforcement Learning works by having an agent interact with an environment and 

receiving positive and negative rewards. Subsequently the goal of the agent is to maximize the 

cumulative reward over a certain horizon. The rewards are used to adjust the agent's policy 

until it approaches an optimal policy. 

Reinforcement Learning problems can be formulated as Markov Decision Process 

(MDP), which can be resumed as a tuple consisting of a state, an action, the transition proba-

bility from a certain state to another after an action, the immediate reward of performing an 

action.  

In RL reaching an optimal policy with this learning process may take a long time. Deep 

Learning can overcome these limitations by speeding up the learning process with the help of 

Artificial Neural Networks. Many applications of RL, like computer vision and speech recogni-

tion, have since adopted Deep Learning techniques, this merging of technologies is called 

Deep Reinforcement Learning. Several studies have been made regarding the use of DRL in 

communications and networking [21]. 
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2.3.2.1 Model-free vs model-based 

Model-free and model-based reinforcement learning are two broad categories of ap-

proaches for learning policies in reinforcement learning. 

Model-free reinforcement learning is a class of algorithms that directly learn a policy or 

a value function without explicitly modeling the underlying dynamics of the environment. In 

model-free learning, the agent interacts with the environment, receives rewards or penalties, 

and adjusts its policy based on the observed feedback. Model-free algorithms include Q-learn-

ing, policy gradient methods, and Deep Q-Learning. 

In contrast, model-based reinforcement learning involves explicitly modeling the envi-

ronment's dynamics, including the transition probabilities between states and the rewards as-

sociated with those transitions. Model-based algorithms use the known model of the environ-

ment to compute a value function or policy, which determines the agent's actions. Examples 

of model-based algorithms include value iteration and policy iteration. 

The decision to use either model-based or model-free reinforcement learning relies on 

various factors, including how complex the environment is, how much data is accessible, and 

the amount of computing power at hand. Model-based algorithms are generally more sample-

efficient and can learn faster, but they require additional computation to model the environ-

ment's dynamics. Model-free algorithms, on the other hand, are less computationally expen-

sive and can handle complex environments without explicitly modeling them. 

In practice, a hybrid approach that combines elements of both model-free and model-

based algorithms is often used, leveraging the strengths of each approach to achieve better 

performance. Nowadays, networks have become more dynamic, making them more difficult to 

model. 

Recent techniques such as Deep Q-Learning enable model-free algorithms that can 

adapt to dynamic networks much more easily [21].  

2.3.2.2 Q-Learning 

Q-Learning is a reinforcement learning model-free algorithm which is considered a val-

ues-based algorithm because of the way it updates the value function, which is based on the 

Bellman equation demonstrated in 2.1, instead of policy-based which has a primary focus on 

learning a policy that directly maps states to actions. It is also considered off-policy because it 

doesn’t consider the exploration and the agent’s actions [22]. 
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The Q-learning agent utilizes a table of Q values for each state-action pair. Then the 

bellman equation is used to update the values of this table for each action taken. After an 

action is taken the new Q value is computed. Rewards must be defined with our purpose in 

mind [22]. 

 𝑁𝑒𝑤 𝑄(𝑠, 𝑎) = 𝑄(𝑠, 𝑎) +  𝛼. [𝑅(𝑠, 𝑎) + 𝛾. 𝑚𝑎𝑥𝑄′(𝑠′, 𝑎′) − 𝑄(𝑠, 𝑎)] 2.1 

• Q*(s,a) - Expected value of action,state pair 

• New Q(s,a) - New value for certain state, action pair 

• α - Learning Rate 

• R(s,a) - Reward for the state, action pair 

• Q(s,a) - current Q Values; 

• maxQ'(s',a') - Maximum expected future reward 

• γ - Discount Rate 

 

Q-Learning's simplicity makes it one of the most popular and widely used reinforce-

ment learning algorithms. However, it also has some limitations, such as: 

• The amount of memory necessary to store the Q table can be impractical in cases that 

require large state and action spaces. 

• It may converge slowly or not at all if the learning rate is too high or too low, or if the 

exploration rate is not decayed properly. 

• The risk of overestimation bias in the case of multiple actions with similar maximum 

Q-values. 

Some solutions have been created as an attempt to overcome some of these limita-

tions, such as: 

• Deep Q-Learning, which uses a neural network to approximate the Q function instead 

of a table, allows it to handle high-dimensional or continuous state and action spaces. 

• Double Q-Learning, which uses two Q functions to reduce the overestimation bias by 

decoupling the action selection and evaluation steps. 

• Dueling Q-Learning, which decomposes the Q function into two components: a state 

value function and an advantage function, allowing it to learn more efficiently in envi-

ronments where not all actions affect the environment. 
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 Deep Q-Learning 

Deep reinforcement learning is a subfield of machine learning that combines reinforce-

ment learning with deep neural networks to learn complex decision-making policies in high-

dimensional state and action spaces. It aims to address the limitations of traditional reinforce-

ment learning algorithms, which struggle with large and complex state and action spaces. Deep 

Q-Learning (DQN) is based on the Q-Learning approach and tries to approximate the optimal 

Q function using Deep Neural Networks working as shown in Figure 2-6. 

 

 

Figure 2-6 - Deep Q-Learning architecture 

 

This solution may be prone to overestimation because the same network would evalu-

ate and select an action. With that in mind Double Q-Learning, that uses one network for eval-

uation and another for estimation, was introduced and when combined with DQN improves 

performance by reducing overestimation [22]. Other variations were also developed like Duel-

ing DQN and Prioritized Dueling DQN. 

However, although there are many benefits to a DQN approach, naively applying Q-

Learning with neural networks can lead to instability and divergence due to several reasons, 

such as: 

• The correlation between consecutive samples in the same episode, which violates the 

independent and identically distributed assumption of stochastic gradient. The updates 
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based on correlated samples can reinforce certain errors and make learning less effi-

cient. 

• Q-Learning algorithms, including DQN, can be susceptible to overestimation bias. This 

bias arises because, during the learning process, the agent tends to overestimate the 

values of certain actions, especially in the early stages of learning. This overestimation 

can propagate errors and make the learning process less efficient. In the context of 

neural networks, the overestimation bias is amplified due to the approximation nature 

of the function approximators. This can lead to suboptimal policies and slower conver-

gence to the optimal solution. 

 

To address these issues, DQN introduces two key techniques, experience replay and 

target network: 

• Experience replay is a method of storing and sampling transitions from a replay buffer, 

which breaks the temporal correlation and improves data efficiency. Each transition 

consists of a tuple containing the current state, the action taken, the reward received, 

and the next state. The replay buffer is filled with transitions collected by following an 

epsilon-greedy exploration policy. At each training step, a mini batch of transitions is 

randomly sampled from the buffer and used to update the network parameters. 

• Target network is a copy of the original network that is updated less frequently (e.g., 

every N steps or episodes). The target network is used to generate the target Q values 

for training, which reduces the non-stationarity and stabilizes the learning process. 

 

Along with these elements there are additional considerations and parameters to con-

sider when developing a DQN application. These are some of the main topics to address when 

implementing a DQN algorithm: 

• Choosing an appropriate network architecture and hyperparameters (e.g., learning rate, 

batch size, buffer size, update frequency) for the given problem domain. 

• Balancing exploration and exploitation using epsilon-greedy or other exploration strat-

egies (e.g., Boltzmann SoftMax). 

• Evaluating and monitoring the performance and convergence of the algorithm using 

metrics such as average return, number of episodes, or learning curves. 

• Extending or modifying the algorithm to handle more complex or challenging scenar-

ios, such as continuous action spaces, partial observability, multi-agent settings, etc. 
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 DRL Applied to flow scheduling in deterministic networks 

DRL has been a hot topic in networking research with a surge of applications for various 

networking problems such as routing and scheduling happening recently. As shown in Table 

2-1 at the time this dissertation started being developed only two papers had been published 

using DRL for flow scheduling optimization, since then over ten publications appeared offering 

diverse scheduling solutions using DRL. Unfortunately, there was no visibility of these works at 

the time of development of this dissertation. 

 

Table 2-1 - Previous works overview 

 AI/RL 

solutions 

DRL 

solutions 

Year of publishing          
< 

2022 

>= 

2022 

< 

2022 

>= 

2022 

Flow Scheduling in Deterministic 

Networks 
5 4 2 8 

Asynchronous Flow Scheduling in 

Deterministic Networks 
2 0 0 3 

 

 

Some of these research papers will be discussed further including the ones that have 

been released after the main period of development of this dissertation. Although there was 

no time to integrate these ideas   into the dissertation it is still useful to discuss in order to 

provide greater context into how this dissertation fits in the current research landscape. 

2.3.4.1 DRL applied to flow scheduling in deterministic synchronous networks 

Most work done in the field of DRL, and other AI models applied to deterministic net-

works has been on synchronous networks that benefit from having a synchronized clock be-

tween them and typically use time-aware schedulers as explained in chapter 2.2. Some of these 

recent applications will be discussed along with their advancements in optimizing synchronous 

scheduling in the context of deterministic networks. 

 



 22 

In [23] the authors introduce a novel approach for optimizing a Time-Aware Shaper using 

Deep Reinforcement Learning. In conventional TAS traffic scheduling mechanisms, guard 

bands are commonly employed to protect time slices dedicated to critical traffic, ensuring 

high-priority and essential traffic services. However, despite their role in safeguarding high-

priority traffic, guard bands have several performance challenges. These include bandwidth 

loss, constraints on the minimum obtainable time slice length, and limitations imposed by cycle 

periods. Therefore, there Is a need for the development of more efficient TSN traffic scheduling 

schemes aimed at optimizing network utilization. The proposed DRL-based scheduling mech-

anism aims to address these issues by reducing the number of guard bands, thus saving more 

bandwidth, and freeing up additional transmission resources for Best Effort traffic. The authors 

conducted simulations to evaluate their algorithm's performance and found that it could effi-

ciently find the optimal solution within an acceptable time frame. 

 

In [24] the authors focus on addressing the routing and scheduling problem of mixed-

criticality DetNet flows to ensure deterministic performance guarantees. To tackle this problem, 

the authors propose an approach that incorporates DRL into the Cycle Queuing and Forward-

ing (CQF) mechanism. While the primary objective of this paper is not to minimize end-to-end 

delay, the proposed approaches aim to schedule the flows with end-to-end delays close to 

their deadlines without excessively utilizing network resources. In other words, the main goal 

is to provide deterministic performance guarantees for mixed-criticality DetNet flows without 

compromising network efficiency. The authors assessed the DRL solution's performance by 

conducting simulation experiments. The outcomes Indicated its superiority over alternative 

benchmark techniques, such as heuristic-driven and other AI solutions. Specifically, the DRL 

approach can successfully schedule more flows, showcasing its efficiency and effectiveness in 

addressing the routing and scheduling challenges in mixed-criticality DetNet environments. 

 

In [25] the authors propose to optimize TAS, with "DeepScheduler," an innovative and 

efficient flow aware TAS scheduler based on DRL. They highlight that traditional heuristic ap-

proaches for TAS often heavily rely on expert knowledge or specific assumptions, sacrificing 

schedulability for faster runtime by exploring only a subset of the solution space. Moreover, 

these methods are often tied to specific assumptions and may require redesigning if the as-

sumptions or data distribution change slightly. In contrast, DeepScheduler automates the 

learning process and effectively develops scheduling policies by comprehending the intricate 

dependencies among data flows. It leverages Deep Reinforcement Learning to make intelligent 
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decisions on time slot allocation and flow selection in a centralized manner across the network. 

To evaluate DeepScheduler's performance, the authors conducted extensive experiments using 

both simulation and physical testbeds. The results showcase remarkable achievements: Deep-

Scheduler runs over 150 times faster in simulations and more than 5 times faster on physical 

testbeds when compared to state-of-the-art methods. Furthermore, DeepScheduler signifi-

cantly improves schedulability by 36% and 39% in the respective scenarios, outperforming tra-

ditional approaches. 

 

2.3.4.2 DRL applied to flow scheduling in deterministic asynchronous networks 

Research has been done also in the use of DRL and other AI models to optimize asynchro-

nous deterministic networks and some of this research will be detailed further. 

 

The authors in [26] focus their work on asynchronous TSN based Transport Networks 

(TNs) in 5G. They consider the use of the TSN asynchronous traffic shaper ATS at the output 

ports of each TSN bridge. The authors propose a novel solution for traffic prioritization in asyn-

chronous TSN-based 5G TNs using multi-agent DRL. They introduce an offline DRL-based ap-

proach to compute long-term configurations for asynchronous TSN-based 5G TNs. The solu-

tion presented involves the mapping of 5G network slices onto IEEE 802.1Q Traffic Classes 

(TCs). It then allocates the TN delay budgets for these TCs across the various TN hops along 

predefined routes while establishing priorities for the TCs. Feasibility of a configuration is con-

tingent upon its adherence to the end-to-end TN delay budgets set for all 5G network slices. 

Additionally, the solution's design can be adapted to suit different optimization objectives, 

whether it's maximizing the profit for TN operators or minimizing the rejection probability of 

5G network slice streams. The researchers in this study focused on exploring a reward function 

that involves the trade-off between the priority level of a particular Traffic Class (TC) and its 

corresponding delay. Their main idea is that when the priority level of a TC is reduced, its delay 

increases. However, this change in priority may not always affect the delays of other traffic 

classes. This observation opens up opportunities for optimization, as adjustments in priority 

can lead to improved overall performance, affecting different traffic classes in distinct ways. To 

validate their proposal, the authors conducted a simulation-based proof-of-concept using traf-

fic characteristics derived from common industrial 5G applications. 
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In [27] the authors propose a novel approach for transmission scheduling in Cognitive 

Internet of Things (CIoT) networks using RL techniques. The proposed approach uses RL to 

learn the optimal scheduling policy for CIoT networks. To evaluate the performance of the 

proposed approach, the authors conducted extensive simulations comparing it to several ex-

isting transmission scheduling mechanisms. The results show that the proposed approach 

achieves higher network throughput and lower packet delay, particularly under heavy traffic 

loads. The research concludes that the Q-learning-based transmission scheduling mechanism 

is a promising approach for CIoT networks, as it can adapt to changing network conditions and 

traffic patterns while maintaining high QoS levels. This research provides a comprehensive 

analysis of the problem addressed in the dissertation, which focuses on optimizing delay 

through the enhancement of transmission scheduling using reinforcement learning tech-

niques. The author’s proposed solution aims to operate Inside a network switch, where the 

reinforcement learning algorithm is utilized to determine the order in which packets should be 

transmitted. This approach requires increased computational power and intelligence at the 

switch level, presenting a distributed algorithm that operates within the network.  

 

For this dissertation, the proposed solution distinguishes itself from the one in [27] by 

implementing the algorithm in a centralized manner at the control level of the network. By 

making decisions at the moment a flow enters the network, the proposed algorithm acts cen-

trally and assigns fixed priorities to flows throughout their lifetime. While this approach neces-

sitates a centrally managed network, it alleviates the switches from the responsibility of making 

such decisions. 

 

a) LEARNET 

 

In [28] a new approach called LEARNET is presented to tackle the online flow allocation 

problem using Reinforcement Learning. Performance is measured in terms of operator revenue 

and is compared with a baseline solution. The Forwarding plane consists of DetNet Edge Nodes  

Transit Nodes that implement an Urgency-Based Scheduler as proposed in [14] using the 

Length Rate Quotient algorithm.  
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Figure 2-7 - LEARNET Architecture 

 

The Flow Scheduling Agent (FSA) in the Control Plane needs to obtain information to 

perform decisions. After there is a flow request the Information about the flow is parsed and 

fed into the FSA, then some predictive analytics based on network Information are also fed 

into the FSA. The FSA will also need information about the network, such as the link capacities, 

current state of the shaping buffers in the Queues of the designated path and the allocated 

rate, allocated burstiness, minimum delay budget and maximum packet length at each priority 

level of every switch in the flow path. The FSA suggestion is then sent to a block called Flow 

admission control which based on the actions taken by the FSA checks if the flow can fulfil 5 

necessary conditions: 

• The end-to-end delay (E2E) experienced by a flow should not exceed its designated E2E 

delay budget (Df,max). 

• Ongoing flows must maintain an E2E delay below their individual E2E delay budgets. 

• The total data rate allocated to any link must not exceed the link's capacity. 

• The accumulated burstiness allocated to any shaping buffer must remain below its des-

ignated size. 

• All quality assurance and reliability rules defined by UBS, including QAR1, QAR2, and 

QAR3, must be adhered to 

According to the result of this operation, rewards are then given and fed back to the FSA. 

Finally, if the flow is accepted resources will be allocated accordingly. The performance of the 
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LEARNET architecture using RL was compared with a baseline solution, and it managed to 

achieve a 45% gain in revenue for the operator [28]. 

 DRL Applied to other networking applications 

In [21] several applications for DRL in communications and networking are presented, 

that currently cover and optimize topics like rate control and network access, offloading and 

caching strategies, preservation of connectivity and security measures, as well as resource 

scheduling and traffic routing. 

 

In [29] the authors propose the use of DRL for enabling model-free control in commu-

nications and present an effective DRL-based framework of control which aims to tackle the 

fundamental networking problem of traffic engineering (TE), more specifically the problem of 

seeking a solution that is able to specify the traffic load that goes through each path that is 

available in the network. Simulation results indicate that DRL-TE consistently enhances total 

utility and reduces end-to-end delay when compared to various commonly employed baseline 

techniques, all the while delivering comparable or superior throughput. 

 

In [30] the authors propose PnP-DRL as a way to tackle the challenge of deploying DRL 

into real systems, which is an offline-trained DRL solution uses batch reinforcement learning 

through pre-collected data to achieve the best possible policy. While Deep Reinforcement 

Learning has gained prominence as an approach for addressing numerous networking chal-

lenges driven by experience, the practical implementation of these DRL agents encounters 

genuine obstacles. In this study, the authors initiated their analysis by demonstrating the po-

tential instability and hazards that online DRL solutions may pose to operational systems. The 

authors proposed the utilization of and technique called Batch-Constrained deep Q-learning 

(BCQ), to train a plug and play deep RL agent offline. This approach allows for seamless inte-

gration and immediate effectiveness without the need for further interactions with the envi-

ronment. To evaluate the effectiveness of their proposed solution, the authors implemented 

and assessed it in the context of Dynamic Adaptive Streaming, a prevalent experience-driven 

networking problem that consists of a video streaming technique that aims to dynamically 

adjusts the quality of video content based on the network conditions and the capabilities of 

the receiving device. The experimental results demonstrated that the proposed plug and play 

DRL Agent outperformed baseline adaptive bitrate algorithms, while on the other hand having 

similar performance to online solutions. By leveraging batch RL and introducing innovative 
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techniques, the researchers successfully developed a plug and play DRL Agent that can be 

readily applied in experience-driven networking scenarios. The findings of this study highlight 

the potential of offline-trained DRL Agents to improve networking performance without re-

quiring real-time interactions with the environment. 

 

In [31] the authors propose a novel approach for designing scheduling and routing 

algorithms for TSN using machine learning techniques. The proposed approach uses stream 

similarity partitioning to group traffic streams that have similar characteristics and require-

ments. The partitioning is performed using a clustering algorithm, which divides the streams 

into groups based on their similarity. The scheduling and routing algorithms are then designed 

based on the characteristics of each group, which allows for efficient resource allocation and 

avoids conflicts between streams. To train the machine learning model, the authors propose a 

reinforcement learning-based approach that uses a reward function to optimize the scheduling 

and routing decisions. The model is trained on a set of sample networks, and the learned pol-

icies are used to make real-time scheduling and routing decisions. The research presents a 

comprehensive analysis of the proposed approach's performance and compares it with several 

state-of-the-art scheduling and routing algorithms. In terms of latency, jitter, and packet loss 

the proposed approach was shown to outperform existing algorithms. The paper concludes 

that the learning-based scalable scheduling and routing co-design approach is a promising 

solution for TSN, as it can efficiently allocate resources and avoid conflicts between traffic 

streams, leading to improved network performance and reliability. 
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3  

 

ENVIRONMENT SIMULATION 

For the network simulation environment OMNET++ is used. OMNET++ offers a frame-

work, GUI, library, and integrated development environment (IDE) for building different types 

of networks. The tool includes a wide range of models, extensions, and plugins, enabling the 

simulation of various networks. OMNET++ is built on the concept of models that are con-

structed using modules connected through gates. These modules, written in C++, utilize the 

simulation library provided by OMNET++. The models built using modules create the simula-

tor, and the structure of the network is defined using the Network Description (NED) language. 

The INET Framework, which is interconnected with OMNET++, provides a model library 

that allows users to use different Internet stack and link layer protocols. It foOverllows the same 

design concept as OMNET++ regarding modules, gates, and connections, and can be used to 

build complex networks with different network devices. The framework also provides visual 

support during network simulation, allowing the user to view dropped packages, path activity, 

routing tables, and other essential aspects. The implementation of the network simulation is 

achieved in OMNET++ by integrating modules and sub-modules into the network, with the 

modules for TSN switches, queues and traffic generators being modified and extended with 

extra functionality that will be further detailed In this chapter. 

 

 

 

Figure 3-1 - Development environment 
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3.1 Network behavior 

The network topology adopted in this dissertation is a standard dumbbell architecture. 

This configuration is comprised of two clients, each playing host to three distinct User Data-

gram Protocol (UDP) source applications. 

This topology consists of two sub-networks connected by a bottleneck link, and has the 

following advantages: 

• The bottleneck link between the switches represents a point of congestion and poten-

tial delay. By assigning priorities to flows and controlling their routing through the 

switches, it is possible to observe the impact on delay reduction and overall network 

performance. 

• The dumbbell topology is relatively simple, which can make it easier to configure and 

analyze. With only two servers, three switches, and two clients, the network structure is 

straightforward and manageable. 

• With a limited number of nodes, you have more control over the traffic patterns and 

flow characteristics. You can experiment with different flow rates, prioritize specific 

flows, and observe the effects on delay and throughput. 

• While the dumbbell topology is simple, it can be extended or modified to include ad-

ditional switches, servers, or clients if needed. This allows for scalability and the ability 

to test different network configurations. 

However, it's important to consider the limitations of the dumbbell topology: 

• The dumbbell topology may not fully capture the complexity of real-world network 

scenarios. In order to study more intricate network structures or larger-scale deploy-

ments, alternative topologies should be considered. 

• With only two switches and a small number of nodes, the interactions between flows 

may be limited. 

The corresponding flow configurations for the UDP applications employed in the sim-

ulation have been tabulated in Table 5-1. This table provides a comprehensive overview of the 

different flow parameters considered in the experiment, including packet sizes, inter-arrival 

times, and flow durations. The configuration of these parameters can significantly impact the 

network performance and, therefore, is of vital importance in the experiment. 

The packet route for each of the UDP applications is mapped out and represented in 

Figure 3-2. This figure provides a visual representation of the network topology used in the 

simulation, including the flow of data between the different network components. 
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Figure 3-2 - Network topology using a dumbbell architecture 

At the other end of the network topology, two servers were deployed, each employing a 

specialized UDP sink application. These applications were responsible for receiving the data 

packets transmitted from the clients and processing them. 

The UDP sink application, unlike the source application, is a passive receiver that does 

not send any packets to the network. Its primary function is to receive and analyze the data 

packets sent by the clients and provide feedback on the network's performance. The data pack-

ets received by the UDP sink application are typically measured and recorded for performance 

analysis, such as packet loss, delay, and throughput. Here, the names Video 1, Video 2 etc. were 

the ones already in use by the library of simulations in INET and are meant to represent any 

application with a delay requirement, not just video-conferencing or other video applications. 

3.2 Network configuration 

To properly configure a network, it is necessary to specify a set of parameters that define 

the expected behavior of each model within the network. These parameters can be seen as a 

set of rules that govern the interactions between different components of the network. 
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 Client module 

Table 3-1 provides a representation of the parametrization of the UDP client applica-

tions used in the experiment and depict the different parameters that were considered while 

configuring the client applications. 

Three applications were configured for the first client, and they shared the same message 

length. Despite being directed to different ports, both applications targeted the first server.  

Message length refers to the size or length of the data packets or messages transmitted 

within the network. It represents the amount of information contained in each packet. Mes-

saging length can affect various aspects of the network, including transmission time, band-

width utilization, and network congestion. Longer message lengths typically require more 

transmission time and can consume more network resources, potentially leading to increased 

delays and reduced network performance. 

Burst duration refers to the duration of an iteration or burst of application activity within 

the network, which is what is referred as a flow in this dissertation. It represents the period 

during which a set of packets or messages are sent consecutively as part of the flow. Longer 

burst durations may lead to sustained high levels of traffic, increasing the likelihood of con-

gestion and potential packet loss. 

Sleep duration represents the duration of the idle period or time interval between flows 

of the application. It denotes the time that the application remains inactive before resuming 

its activity. Longer sleep durations may result in reduced network utilization during inactive 

periods, potentially allowing for better resource allocation and reduced congestion. 

Send interval refers to the time interval between the transmission of individual packets 

within a flow. It determines the rate at which packets are sent or generated by the flow. Smaller 

send intervals lead to higher packet transmission rates, potentially increasing network conges-

tion, while larger send intervals may result in more spaced-out packet arrivals and lower net-

work utilization. 

The delay limit represents the maximum acceptable delay or latency for the packets 

transmitted within the network. It signifies the threshold beyond which the delay is considered 

unacceptable. 

It is worth noting that the assigned values for these parameters were not strictly fixed, 

but rather followed an exponential distribution with a mean value aligned with the assigned 

values. 
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Table 3-1 - Clients across the board config 

Client Client 1 Client 2 

Application Best effort Video Video 3 Best effort 2 Video 2 Video 4 

Type 
UDP Basic 

Burst 

UDP Basic 

Burst 

UDP Basic 

Burst 

UDP Basic 

Burst 

UDP Basic 

Burst 

UDP Basic 

Burst 

Destination 

Address 
Server1 Server1 Server1 Server2 Server2 Server2 

Message 

Length 
900B 900B 900B 900B 900B 900B 

Destination 

Port 
1000 1001 1002 1000 1001 1002 

Burst 

Duration 
5ms 4ms 4ms 5ms 4ms 4ms 

Sleep  

Duration 
3ms 2ms 2ms 3ms 2ms 2ms 

Send 

Interval 
300us 150us 150us 300us 150us 150us 

Delay Limit - 1400us 1000us - 1000us 1550us 

 

For the second client there were also three applications setup that share the same char-

acteristics as the ones in the first client although with the second server being the receiver. 

It is important to note here that both video and video 3 share the recipient in server 1, 

while video 2 and video 4 share the recipient in server 2. This is a relationship that will affect 

the performance of each application and that may present a challenge for the DRL agent to 

optimize. 

 Server module 

Servers were developed with UDP Basic Burst also but by assigning the destination 

address field as empty it works solely as data sink and therefore it will be only receiving the 

packets from the client modules.  

It is in the server module that the UDP Sink app evaluates the end-to-end delay of each 

arriving packet and compares it to the flow's delay requirements, if it is higher than the re-

quirement the packet is subsequently dropped, although in a real-life scenario it wouldn't be 
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advised to drop each packet that arrives beyond the delay limit, but in the case of this simula-

tion and the scope of the dissertation it provides an easy way to visualize the network's per-

formance in terms of delay guarantee by looking at the amount of packets dropped. The delay 

value itself of each packet is also at the same time being recorded. 

 Switch module 

Each switch operates with standard ethernet protocols and in each interface of the 

switch a UBS queueing model is present. 

This queueing model is based on the UBS described in chapter 2 and attempts to mimic 

Its behavior. This is achieved by modifying the source code of the switch and queue modules 

in INET to obtain the desired structure and functionality according UBS queueing model. It is 

therefore a necessary and relevant development component for this dissertation and can in 

the future be released as support for further investigation in the topic of UBS in deterministic 

networks. 

The queue model is composed of 4 elements as represented in Figure 3-3. The classifier 

takes the packets that arrive from the buffer and allocates them to the correct queue according 

to the specified priority for the flow, the scheduler then makes the decision on which packet 

to transmit next. Both the classifier and scheduler diverged in major ways to a typical priority 

queue and had to be manually implemented, the rest of the modules were adapted from the 

INET library. 
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Figure 3-3 - Switch queueing model 

For the classifier the first challenge, and one that is particular to this implementation, 

was the assignment of the priority. For our application the priority will be communicated by 

the DRL Agent, in a process that will be detailed in chapter 4 so it is necessary first for the 

classifier to be able to read the output of the DRL Agent. The classifier module then assigns 

the flow to the correct shaped queue.  

The mechanism utilized by the classifier to do so is demonstrated in the algorithm be-

low. 

ALGORITHM 1: QUEUE CLASSIFIER 

 Output: Assigned Queue for the given flow based on local and previous priorities 

1 Initialization of variables: assign zero to queue, priority, previous_priority variables 

2 priority ← extract priority from JSON file 

3 if (we are in switch 1) 

4  if (flow comes from client 1) 

5   queue ← priority*2+1 

6  else (flow comes from client 2) 

7   queue ← priority*2 

8 else we are in switch 2 

9  previous_priority ← extract previous switch priority from JSON file 

10  queue ← priority*7+previous_priority 

11 return queue 
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As discussed previously UBS utilizes shaped and shared queues, the number of shaped 

queues is determined by the number of possible priorities in the previous and current switch 

(e.g., if a switch as N priorities and its previous switch has M priorities, the required number of 

shaped queues for the switch is N x M).  

For our case, since we utilize 7 priority levels at all times, for switch 2 the number of 

shaped queues (7 x 7) will be 49 to account for all combinations. Switch 1 operates differently 

since it is connected to the clients that don't operate with distinct priorities, hence the number 

of shaped queues (2 x 7) necessary to cover all combinations being 14. 

 

Figure 3-4 - Switch queueing model 

After assigning the correct shaped queue the scheduler then transmits from them. As 

explained in [14], shared queues are often mentioned as pseudo queues. The term "pseudo 

queue" is used when assuming that the scheduler can efficiently transmit data directly from 

the shaped queues. In this scenario, the scheduler determines which packet to transmit next 

by comparing the priority levels and waiting times of the packets at the front of the queue. The 

operation of the scheduler is described by the algorithm below through a linear iteration per-

formed over all queues and head of queue packets in order to identify the urgency of each 

packet that is then the ultimate decider of the next packet to transmit. 
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ALGORITHM 2: QUEUE SCHEDULER 

 Output: Index of next packet to transmit 

1 Initialization of variables: assign -1 to index and baseline, assign 0 to i 

2 for (i, all queues, i++) 

3  if (switch 1) 

4   priority ← i/2 

5  else (switch 2) 

6   priority ← i/7 

7  waiting_time ← compute waiting time based on current time and packet arrival time 

8  urgency ← priority*waiting_time 

   9  if (urgency > baseline) 

  10   Baseline ← urgency 

11   index = i 

12 return index 

 

The algorithm described starts by understanding the priority of the queue based on its 

index and then uses the priority and the waiting time of the packet to establish the urgency of 

the packet. 

3.3 Network visibility 

To effectively monitor and maintain the network and also enable the DRL Agent's actions, 

it is important to have a comprehensive understanding of the network's performance and state. 

This involves collecting and analyzing data from various sources to gain insight into how the 
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network is functioning. To achieve this, a variety of monitoring and visibility mechanisms can 

be employed, including the creation of specialized files that serve different purposes. 

To this end, four distinct files were created to capture the network's state and perfor-

mance. Network events and network state are recorded in two files: 

• NetworkState.json records the buffer activity in switches and the state of active flows 

in the network, providing insight into the network's overall activity and traffic patterns. 

• FlowCharacteristics.json, on the other hand, records the characteristics of new incoming 

flows, including end-to-end delay budgets, allowing for a more granular understanding 

of how individual flows are impacting the network. 

Network performance is recorded in two additional files: 

• FlowsTiming.json records the start and end dates of any given flow, allowing for the 

analysis of flow duration and the identification of potential issues or bottlenecks in the 

network. 

• DroppedPackets.csv records every packet dropped during the simulation, along with a 

timestamp, providing critical data for analyzing packet loss and identifying potential 

sources of congestion or other network issues. 

Taken together, these specialized files provide a comprehensive view of the network's state 

and performance. 

In Figure 3-5 it is possible to understand from which elements of the network each file 

collects information. 
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Figure 3-5 - Files representing the network simulation 

 Network state 

To ensure comprehensive visibility over the state of a network, it is important to collect 

and analyze a wide range of sources. One key data source is information on the state of queues 

within the network, which can provide critical insights into network traffic patterns, perfor-

mance, and potential issues. 

To achieve this level of visibility, each switch within the network is continuously updat-

ing the JSON file with information about the length of its queues. This data is collected in real-

time and will allow the DRL Agent to make better informed decisions. 

It is important to note here that only specific queues were designated to be included 

in the network state. These queues are only from switch 1 since it's the only choke point in the 

network. From switch 1 only a subset of the queues is relevant to represent for the DRL agent 

since the actions of the agent were limited to a set of priorities smaller than 7 with the goal of 

simplifying the learning process and actions of the agent as will be explained in the next chap-

ter.  
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Figure 3-6 - Representation of NetworkState.json file 

In addition to monitoring queue state, it is also important to track the behavior of active 

flows within the network. To achieve this, client modules are continuously updating the same 

JSON file with information about all active flows that are transmitting in the network as well as 

their expected lifetime. 
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Taken together, these data sources provide a comprehensive view of the state of the 

network. 

This information will be the basis of what the DRL Agent has to work with in order to 

make a correct assignment of priorities. 

 Flow characteristics 

When a new flow begins in the client module its name is recorded and written to a 

JSON file along with the delay limit associated with the flow. 

The modification of this file to account for the creation of a new flow will be the trigger 

for the DRL Agent to act. 

 

 

 

Figure 3-7 - Representation of FlowCharacteristics.json file 

 

 Flows timing history 

In the client module the start and end time for each flow are recorded and written to a 

JSON file. Each flow is identified by the application/class it belongs to (e.g., video 2) followed 

by a unique identifier (e.g., (1) meaning that it is the first flow of the type of video 2). 

 

 

Figure 3-8 - Representation of FlowsTiming.json file 

 

 It is important to note that to establish a synchronized time reference between the 

network simulation in OMNET++ and the DRL Agent, a unified time format is adopted. The 

chosen format represents time ranging from hours to nanoseconds (e.g., Above for video 2-0 
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end time we see 191640419 which means 19 hours 16 minutes 40 seconds etc.), allowing for 

precise temporal alignment and coordination between the two systems. By utilizing this shared 

time format, both the OMNET++ simulation and the DRL Agent can seamlessly exchange time-

related information, enabling accurate synchronization and facilitating consistent analysis and 

evaluation of network performance. 

 Dropped packets 

In the server module when a new packet arrives and is processed a comparison is made 

to determine whether the packet's delay exceeds the threshold value defined for the applica-

tion. If the delay is found to be above this threshold, the packet is dropped and recorded to 

the DroppedPackets.csv file, therefore, dropped packets are a useful and easy way of measur-

ing the number of packets that fail to achieve a satisfiable end-to-end delay. 

 

 

Figure 3-9 - Representation of DroppedPackets.csv 

Reading this csv file, it is possible to see each entry as the flow of the dropped packet 

(e.g., video 2-0) and the time at which the packet was dropped (e.g., 160615033). This collection 

of dropped packets with the corresponding time of drop will be the basis for reward calculation 

in the DRL algorithm and will also be the ultimate parameter of success when evaluating the 

networks’ performance. 

3.4 Network simulation challenges 

Implementing all the mechanisms discussed presented some challenges, mainly setting 

up the simulation according to the needs of visibility for the interaction between DRL Agent 

and simulation to function, but also in the configuration of each module to represent an 
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accurate depiction of the networking scenario we are trying to simulate. Also, the implemen-

tation of an Urgency based scheduler presented a challenge of its own. 

All these changes required a big learning curve of the functioning of OMNET++ and the 

interactions between the different modules of INET so that they could be adapted to fit specific 

requirements and needs. This represented the bulk of the work in this dissertation, despite the 

focus being on the performance of the DRL optimizations, it was first necessary to create an 

environment suited for testing the aspects relevant to the problem statement. 
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4  

 

DRL AGENT 

With the network simulated and full visibility achieved, the next step is to implement the 

DRL Agent. This agent is designed to observe the state of the network, and to allocate priorities 

along all the switches in the network for a given flow when it arrives in the network. 

In this chapter, the functioning of the DRL Agent will be explained as well as the way it 

interacts with the environment followed by an explanation of the rationale behind each deci-

sion when designing the neural network and the agent itself. 

4.1 DRL Agent behavior 

The main goal of the DRL Agent is to, when triggered by the arrival of a new flow in the 

network, analyze the current network state and decide on a set of priorities to allocate to the 

flow across the switches. To extrapolate a reward the agent then checks for the number of 

dropped packets in the network within the flow’s lifetime and that becomes the metric of suc-

cess and reward. 

Along the way this approach could yield results, but unfortunately the interaction be-

tween the network simulation and the DRL Agent requires additional computational resources 

and time due to the reading and writing from the files that eventually build up and don't allow 

for the simulation to run at full speed through lengthy periods of time. 

To address this implementation a batch-DRL approach is taken to training. A decision 

was made to simulate the network without any interaction with the Agent, collecting data on 

flows behavior and response to different priority assignments. This collection of data then pro-

vided the basis for training the agent offline. The agent is then ready to be deployed in the 

network online after being trained. 
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 Offline training 

To make possible the offline training of the agent a batch DRL approach was used. This 

is a variant of traditional DRL algorithms that addresses the challenges of learning from a fixed 

dataset or batch of experiences rather than interacting with an environment in real-time. A 

training dataset was developed by simulating the network separately and assigning random 

priorities observing its effect on flow performance. This training dataset is then populated with 

an entry for each flow and processed as a Pandas DataFrame obtained from the csv file. The 

illustrative structure of the DataFrame Is demonstrated in Table 4-1. 

With the information on this DataFrame, it is possible to iterate each entry and assign 

each to a step in the learning process of the DRL Agent, thus making offline learning possible. 

Table 4-1 - Dataframe structure 

Flow Type Flow ID Priority State Next State Reward 

Video 2 Video 2-2 3 [1,14,…,1] [5,23,…,0] 0.108 

Video Video-2 2 [5,14,…,1] [12,18,…,0] 0.638 

Video Video-3 0 [3,1,…,0] [9,1,…,1] 0.235 

Video 2 Video 2-3 1 [9,4,…,1] [1,6,…,1] 0.98 

 

In this implementation, the network state comprises the elements extracted from the 

NetworkState.json file, as discussed in chapter 3.3.1. These elements collectively form a state 

representation of size 43, which serves as the input to the agent.  

After the agent takes a random action and assigns priorities to the flow, the subsequent 

state captures the same vector of information as the previous state but with the updated pri-

orities represented. 

The agent's actions involve assigning priorities to flows as they arrive in the network. 

To simplify the action space and enhance the agent's decision-making process, the priority 

assignment options are limited to 0,1,2 or 3 although the network supports 7 priority levels. 

After the simulation is terminated and the actions and results are recorded, a Jupyter 

notebook is employed to iterate over the data and take a learning step with the agent for each 

entry. This process is represented in Figure 4-1. 
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Figure 4-1 - Offline training methodology 

This approach allows us to be effective with the limited computational resources and 

time that was available for this research. In the Figure 4-1 the process of offline training is 

represented.  

 Online deployment 

For this application's online deployment the DRL Agent is triggered every time a deter-

ministic flow reaches the network, when an incoming new flow arrives to the network the DRL 

Agent extracts the current state of the network, which is then used to compute the action, a 

set of priorities, that is applied directly to the network through the ModelResponse.json file, a 

process that is illustrated In Figure 4-2.  

The properties defined to begin the implementation of this DRL Agent are presented 

in This approach allows us to be effective with the limited computational resources and time 

that was available for this research. In the Figure 4-1 the process of offline training is repre-

sented.  
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Table 4-2 - Step DRL Implementation properties 

Property Solution 

Trigger New flow starts transmission 

State size 43 (from NetworkState.json file) 

State • Buffers state 

• Current simulation time 

• Active flows currently in network with: 

1. Remaining lifetime 

2. Activation status 

3. Lifetime 

4. Next Burst 

5. Next Sleep 

6. Current priority 

Action size 4 

Action For the given flow a priority attributed in the range of 0 to 3 

 

The process of online deployment is represented in Figure 4-2 where it is possible to 

see that although the agent was previously trained offline it is still learning while interacting 

with the network. 
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Figure 4-2 - Online agent-simulation communication 

 

 Reward function 

The reward function is a critical aspect of DRL applications, as it influences the agent's 

behavior and learning process. In this study, the reward value for each flow is determined based 

on the number of dropped packets, which serves as a measure of network performance. The 

algorithm used to calculate the reward is designed to yield a value close to 1 if the number of 

dropped packets is low and closer to 0 if the number of dropped packets is high. To ensure a 

more balanced distribution of reward values, a correction factor of 0.2 is applied, making it 

suitable for the specific network values being simulated. 

 

ALGORITHM 3: REWARD FUNCTION 

 Output: Reward value 

 Input: flow name; FlowsTiming.json; DroppedPackets.csv 

1 start_time, end_time ← FlowsTiming.json 

2 num_dropped_packets← DroppedPackets.csv(start_time, end_time) 

3 flow_reward←1/(1+0.2*num_dropped_packets) 

4 return reward 
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4.2 DRL Agent Implementation 

The Agent's functionalities and mechanisms of interaction with the simulation have al-

ready been described, however, supporting this behavior and interaction with the environment 

exists the neural network capable of making decisions and learning through each step. There-

fore, the Neural Network and its supporting functions had to be designed according to the 

specific needs of the application.  

The Agent was implemented in python using PyTorch, a powerful deep learning frame-

work that offers a range of features and capabilities, including an API for python that can be 

used to implement the network layers, optimizer, and activation functions. 

To design the neural network and the supporting capabilities, it was first necessary to 

consider the different components and make key decisions on how to implement them, the 

components addressed are: 

• Neural network. 

• Replay buffer. 

• Target network. 

• Optimizer. 

With the main components described it was then necessary to give the parameters of 

the neural network the best possible values according to the application's functionalities. 

 Components 

4.2.1.1 Neural network 

When implementing a DRL algorithm the choice of neural network architecture plays a 

crucial role in enabling effective learning and decision-making. The main architecture utilized 

in DRL is the Q-network, which is a specific type of neural network known as a feedforward 

neural network or multi-layer perceptron. The Q-network consists of multiple layers of inter-

connected nodes, allowing it to capture and process the intricate relationships between input 

states and their corresponding action values. 

4.2.1.2 Replay buffer 

The agent learns by keeping a memory of its experiences in a replay buffer. Each experi-

ence includes the current situation, the action it chose, the reward it received, the next situation 

it transitioned to, and whether the episode ended. By randomly picking experiences from this 
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memory, the agent can learn from a variety of situations and avoid being influenced too much 

by consecutive experiences. This helps the agent learn more effectively and make better deci-

sions. 

4.2.1.3 Target network 

To improve the learning process's stability and effectiveness, the agent uses a target 

network. It keeps two versions of the neural network: the local network and the target network. 

The local network is used to make predictions and is updated regularly, while the target net-

work is used to estimate the target values and is updated more slowly. The agent applies a 

technique called soft update to gradually update the target network by blending its parameters 

with those of the local network. This helps the agent make better predictions and improve its 

learning over time. 

4.2.1.4 Optimizer 

An optimizer is a key component in training neural networks that adjusts the network's 

parameters to minimize the error or loss between the predicted outputs and the true targets. 

It determines how the network learns from the training data by optimizing the weights and 

biases of the network's layers. The choice of optimizer plays a crucial role in the training pro-

cess. In this case, an Adam optimizer was used. Adam stands for Adaptive Moment Estimation, 

and it is a popular optimization algorithm known for its efficiency and effectiveness in training 

neural networks. It aims to adaptively adjust the learning rate for each parameter. This adaptive 

learning rate allows the optimizer to converge faster and handle different types of data and 

network architectures effectively. 

 Parameters  

All the components in this architecture must be parameterized to ensure the right be-

havior, it's essential to make thoughtful choices to achieve the best performance. Finding the 

right balance between the network's ability to learn complex patterns and its generalization to 

new data is crucial. Hyperparameters, like the learning rate, gamma, batch size, buffer size, and 

update frequency, also impact the network's training process and need to be carefully tuned 

for optimal results. 
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Table 4-3 - Agent parameters 

Number of layers 4 

Nodes in input layer 43 

Nodes in output layer 4 

Nodes in 1st hidden layer 23 

Nodes in 2nd hidden layer 13 

Buffer size 10000 

Batch size 8 

Gamma 0.2 

Tau 0.01 

Learning rate 0.01 

Update frequency 1 

Epsilon 0.3 

 

Selecting the optimal values for these parameters usually requires experimentation and 

trying different combinations. It's important to consider the complexity of the problem, the 

available computing power, and learn from practical observations to make informed choices. 

4.2.2.1 Neural network size 

Designing the neural network itself requires a decision on how many layers to include 

and how many nodes to include in each layer. To determine the right number of layers for the 

neural network, it is necessary to evaluate the complexity of the problem. Deep neural networks 

with many layers can capture intricate patterns in complex datasets, but they might overfit if 

there isn't enough data. Alternatively, networks with fewer layers might be better suited for 

simpler problems or when data is limited. Striking the right balance between complexity and 

data availability is key to designing an effective neural network. 

According to established principles in designing neural networks design [32], the number 

of hidden layers in a neural network plays a critical role in its ability to capture complex pat-

terns. When there are no hidden layers, the network can only represent simple relationships 

between inputs, which limits its capability to handle more intricate data patterns. By introduc-

ing a single hidden layer, the network becomes capable of approximating functions that in-

volve continuous mappings between different spaces. With the addition of two hidden layers, 

the network gains the capacity to accurately represent complex decision boundaries, as long 
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as appropriate activation functions are employed. A neural network with two hidden layers can 

approximate any smooth mapping with arbitrary precision. 

For this dissertation, keeping in mind that the amount of available data is limited due to 

time constraints for simulating the environment, four layers were used, which means that apart 

from the mandatory input and output layers there were two hidden layers included. 

 

 

Figure 4-3 - Neural Network layers 

 

Another important aspect to consider is the number of neurons in the hidden layers of 

the network. Similar to choosing the number of layers, if there are too few neurons, the network 

may struggle to capture complex patterns in the data. On the other hand, if there are too many 

neurons, the network may end up memorizing the training data instead of understanding the 

underlying patterns. Finding the right balance often requires experimentation and fine-tuning.  

The sizes of the input and output layers are determined by the characteristics of the data 

and the specific task. The input layer size corresponds to the number of features or variables 

in the state of the environment being used, while the output layer size depends on the desired 

format of the output, which is the action taken. For this dissertation, given the state size, the 

input layer has a size of 43 and given the action size, the output layer has a size of 4.  

There are some commonly recommended guidelines [33] to determine the suitable num-

ber of neurons in the hidden layers of a neural network. These guidelines include: 

 

1. Ensuring that the number of hidden neurons falls within the range between the size of 

the input layer and the size of the output layer, on average. 
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2. Calculating the number of hidden neurons as 2/3 of the size of the input layer, plus the 

size of the output layer. 

3. Opting for the number of hidden neurons equal to the square root of (input layer nodes 

* output layer nodes). 

4. Keeping the number of hidden neurons less than twice the size of the input layer. 

5. Gradually reducing the number of hidden neurons in subsequent layers to facilitate 

pattern and feature extraction and enhance target class identification. 

With these guidelines in mind and after some experimentation it was decided to use 

guideline 1 for the first hidden layer to give us a size of 23 nodes and guideline number 3 for 

the second hidden layer giving a size of 13, this also respects guideline 4 and 5 by keeping a 

decreasing progression.  

It is worth mentioning that pruning is another technique, not discussed in this disserta-

tion, that aims to optimize the number of neurons in the hidden layers and improve computa-

tional and resolution performance. Pruning involves trimming unnecessary neurons during 

training by identifying those that have little impact on the network's performance. This can be 

done by examining the weights of the neurons, where weights close to zero indicate relatively 

less importance. 

4.2.2.2 Activation function 

When designing a neural network, it's important to choose the right activation function. 

Activation functions are mathematical functions applied to the output of each neuron in a neu-

ral network. These functions introduce non-linearity, allowing the network to model and learn 

complex patterns in the data. Activation functions determine the activation level or output of 

a neuron based on its input. 

For this dissertation ReLU was used. Unlike other activation functions like sigmoid and 

tanh, ReLU doesn't become saturated for positive inputs, which helps gradients flow smoothly 

and improves training speed. These characteristics can be helpful given the fact that due to 

some constraints the data available to our agent won´t be as much as it could be. 

4.2.2.3 Learning rate 

The learning rate controls how big of a step the network takes when adjusting its 

weights during learning. A higher learning rate can make the network learn faster, but it runs 

the risk of overshooting the best solution. On the other hand, a lower learning rate may require 

more training time, but it ensures a more stable and precise learning process. 
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For this dissertation the learning rate of 0.01 was chosen based on several factors. 

Firstly, it falls within a typical range for learning rates in many deep learning applications. This 

moderate learning rate strikes a balance between fast convergence and avoiding overshooting 

the optimal solution. 

4.2.2.4 Batch size 

The batch size determines how many examples are processed in each training step. 

Increasing the batch size can accelerate the training process, although at the potential cost of 

higher memory usage. On the other hand, opting for a smaller batch size results in a gradient 

estimate with more noise. 

 For this dissertation a batch size of 8 was used. Using a smaller batch size can reduce 

the memory requirements and computational load compared to a larger batch size. Due to the 

limited computational resources, it is advantageous to use 8 as the batch size. 

4.2.2.5 Buffer size 

The buffer size, commonly used in experience replay, determines how many past expe-

riences are stored for training. A larger buffer size allows for a wider range of experiences, 

which helps stabilize the learning process. 

For this dissertation a buffer size of 10000 is more than enough to accommodate all 

experiences. 

4.2.2.6 Gamma 

Gamma is the discount factor that determines the relative importance of future rewards 

compared to immediate rewards. It affects how much the agent values long-term rewards 

when making decisions. A higher gamma value, closer to one, indicates that the agent values 

future rewards more, while a lower gamma value, closer to zero, means the agent prioritizes 

immediate rewards. 

For this dissertation there are specificities that must be considered when choosing the 

gamma value. One factor to keep in mind is that the next state obtained from taking an action 

in the environment is not a certain depiction of future rewards, this means that future rewards 

in the environment are uncertain and not to be relied upon, with this in mind a gamma value 

of 0.2 was chosen to direct the focus to the immediate rewards, which can be predictable and 

much better optimized. 
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4.2.2.7 Tau 

The tau parameter determines the extent to which the target network's parameters are 

updated towards the online network's parameters. A smaller tau value results in slower up-

dates, providing more stability to the learning process. Conversely, a larger tau value leads to 

faster updates, allowing the target network to adapt more quickly to changes in the online 

network. 

For this dissertation a tau value of 0.01 was used for the target network parameters to 

be updated at a moderately fast rate. It indicates that 1% of the local network parameters are 

incorporated into the target network at each update step. It allows the target network to adapt 

more quickly to the changes in the local network. This faster update rate may result in quicker 

convergence and learning progress. However, it also introduces more variability and potential 

instability, especially if the learning process is not carefully controlled. 

4.2.2.8 Update frequency 

The update frequency determines how often the network's parameters are adjusted 

during training. A higher update frequency means that the parameters are updated more fre-

quently, which can lead to faster adjustments but may also introduce more variability. On the 

other hand, a lower update frequency means that the parameters are updated less often, which 

may result in slower convergence but can provide more stable updates. For this dissertation 

we use an update frequency value of 1, which means that after each reward is obtained, the 

network parameters are updated. 

4.2.2.9 Epsilon 

In reinforcement learning, exploration means trying out new actions and states to learn 

more about the environment, while exploitation involves using the knowledge gained so far to 

make the best decisions. Finding the right balance between exploration and exploitation is key 

to achieving optimal performance. At the beginning, it's important to explore more to discover 

new and potentially better actions. 

For this dissertation, despite the agent already undergoing offline training, a fixed epsilon 

of 0.3 was used for the online deployment since the environment is dynamic, it may be bene-

ficial to maintain a certain level of exploration throughout deployment and ensure the agent 

keeps exploring new possibilities and learning even as it exploits its learned knowledge. 
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4.3 DRL Agent Implementation challenges 

 Sync between Agent and simulation 

The communication process between the agent and the simulation requires an intricate 

mechanism of reading and writing to files, it is important to keep the files from being corrupted 

and to ensure that the agent is not running alone.  

 To ensure this, the agent was programmed to await a signal from the simulation indi-

cating that the simulation has started. From then the agent begins running alongside the OM-

NET++ simulation. This signaling mechanism was Implemented by adapting OMNET++ simu-

lation source code.  

 File communication 

The method for communication between the DRL Agent and the simulation was de-

tailed in chapter 3.3, explaining the different files that were created and updated live with the 

simulation in order to give constant visibility to the DRL Agent. Also, the DRL Agent's actions 

are, as explained, communicated through a file.  

An example of this file interaction for the step DRL architecture implementation is Illus-

trated in Figure 4-2. At the onset of a new flow in the network, the flow is logged in the 

FlowCharacteristics.json file, triggering the activation of the DRL Agent. The DRL Agent then 

reads the current network state from the NetworkState.json file and generates a response. 

The constant interaction needed between simulation and agent requires that these files 

are constantly being opened and closed to be written or read. An obvious problem arises from 

the fact that there is the possibility of the two programs trying to access the file at the same 

time, thus leaving one of them with a corrupted version or simply without being able to open 

the file. 

To resolve this issue a file lock system was implemented, where, as described in Figure 

4-4, before a program tries to read or write to a file it first checks that it exists and its not 
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locked, then, if its unlocked it immediately locks it and performs the necessary operations, 

followed by the unlocking for it to be used by the other program. 

 

 

Figure 4-4 - File locking mechanism 

 

The locking is done by creating a .lock file that serves as an Indicator to all programs in 

the system that the designated file is locked.
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5  

 

SIMULATION AND RESULTS 

Traditionally, asynchronous schedulers have relied on traffic prioritization (fixed priori-

ties) [18], with that in mind the network was first simulated without any interaction from the 

DRL Agent and optimally assigned fixed priorities based on the delay requirements of each 

flow. It was then simulated while interacting with the DRL Agent in order to understand if the 

DRL assigned priorities could consistently beat the fixed priorities, proving that the DRL Agent 

was able to learn the behavior of the environment. In order to expand the comparison, simu-

lations were also made with randomly assigned priorities, with the goal of proving that the DRL 

performance boost was not a product of simply assigning diverse priorities per flow.  

The simulations for all the proposed solutions were done under uniform conditions 

with the same length of time allocated to each simulation and with the characteristics pre-

sented in Table 5-1. Table 5-1 also shows the best fixed priority assignment, achieved through 

a logical and trial-and-error process, considering the specific requirements of each flow to 

ensure optimal performance. 

These simulations allowed for an accurate comparison by evaluating the ultimate suc-

cess criteria, which is the number of packets in the deterministic flows that fail to achieve their 

designated delay limit. This success criteria is tied to the premise of this dissertation, to opti-

mize flow scheduling for deterministic networks. Although this solution doesn't aim to guar-

antee end-to-end delay 100% reliability, it aims to offer an optimization of reliability that can 

be applied to other more holistic solutions. 
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Table 5-1 - Flow configurations 

Flow ID Sleep 

Duration (ms) 

Send 

Interval (us) 

Burst 

Duration (ms) 

Delay  

Limit (us) 

Message 

Length (B) 

Best fixed 

priority 

Best effort 3 300 5 - 1000 6 

Best effort 2 3 300 5 - 1000 6 

Video 2 150 4 1400 1000 2 

Video 2 2 150 4 1000 1000 0 

Video 3 2 150 4 1000 1000 0 

Video 4 2 150 4 1550 1000 3 

 

It is also relevant to note that in the simulation, the network parameters were semi-ran-

domly generated based on a distribution with the mean values being the parameter value 

specified. This approach ensured that each simulation had slight variations in the micro 

changes of each parameter, with the hope of introducing realistic diversity into the experi-

ments. 

For the fixed priorities solution there were 10 simulations made that performed with a 

consistent level of performance. If not for the slight change of parameters for each simulation, 

we should expect the same exact performance every time. 

 For the simulations with DRL assigned priorities and randomly assigned priorities an 

extra 10 simulations were made for a total of 20. This was due to these solutions not being as 

consistent as the fixed priorities solution, particularly the random solution. 

5.1 Performance overview 

The first analysis of performance consists of looking at the number of dropped packets 

these solutions are able to achieve across the various simulations. The full detailed simulations 

data is presented in Appendix A. 

 In Figure 5-1 it is possible to observe the consistency of the fixed priorities solution 

with an average of 178 dropped packets per simulation. This baseline number of dropped 

packets is also the average for the randomly assigned priorities solution. It is also possible to 

observe that the random assignment of priorities leads, as expected to some good, but mostly 

the worst results. 
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The DRL solution was able to offer an optimization of the number of dropped packets 

with an average of 103 dropped packets for all 20 simulations, which represents a 42% decrease 

in dropped packets, although without the same level of consistency as the fixed priorities so-

lution. This might be explained by a sensitivity to changes in the network conditions and pa-

rameters and the inability of the DRL model to offer the best possible response to all scenarios. 

 

 

Figure 5-1 - Overall performance comparison 

5.2 Per flow dropped packets performance 

By looking at the number of dropped packets per flow across all simulations represented 

in Table 5-2 it is possible to see that the traditional fixed priorities solution is not able to opti-

mize the number of total dropped packets because although it assigns a lower priority level to 

the deterministic flow with less delay requirements (video 4) it is still not able to prioritize the 

other flows enough in order to prevent a disparity in the number of dropped packets across 

all flows. 

The DRL solution achieves a result closer to equity among the 4 deterministic flows that 

could be at the root of the optimization. 
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Table 5-2 - Per flow dropped packets performance comparison 

 
Video Video 2 Video 3 Video 4 

StdDev Avg DP StdDev Avg DP StdDev Avg DP StdDev Avg DP 

Fixed 7.39 63.4 16.62 58.1 7.41 43.2 5 13.5 

Random 18.32 44.35 14.73 37.7 38.64 77.15 20.88 20.4 

DRL 8.48 15.3 15.03 39.75 16.28 24.25 19.52 23.85 

 

However, by looking at Figure 5-2, Figure 5-3 and Figure 5-4 it is possible to note that 

equity among all flows is not the only explanation for better performance with DRL since overall 

good and bad results were achieved with varying disparities between each flows performance. 
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Figure 5-2 - Per flow dropped packets for fixed priorities solution 

 

Figure 5-3 - Per flow dropped packets for random priorities solution 

 

Figure 5-4 - Per flow dropped packets for DRL priorities solution 
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5.3 Per flow delay performance 

By looking at the per flow mean delay across all simulations it is possible to see that the 

DRL solution is able to achieve much lower delay values which is crucial to the reduction of the 

number of dropped packets. The intricate relationship between mean delay and dropped pack-

ets is discussed in the next segment, but for now, it is possible to also see that the DRL solution 

was able to provide a much more equitable delay performance across all flows and also mean 

delay values that are much close to the requirements of each flow. 

Although the DRL solution achieved a clear performance boost, there is still not a com-

plete alignment between the mean delay values of each flow and its delay requirements. For 

example, video 2 achieved an average mean delay bigger than video despite its delay require-

ments being of a significantly lower delay.  

  

Table 5-3 - Per flow mean delay performance comparison 

 
Video Video 2 Video 3 Video 4 

StdDev Avg D. StdDev Avg D. StdDev Avg D. StdDev Avg D. 

Fixed 0.61 2,23 0.41 1.22 0.06 0.79 2.66 10.20 

Random 2.60 3.80 1.37 1.50 3.30 5.59 1.11 1.64 

DRL 0.35 1.06 0.74 1.54 0.50 1.10 1.16 1.81 

 

 

In Figure 5-5, Figure 5-6 and Figure 5-7 it is possible to verify the more equitable distri-

bution among flows given by the DRL solution, as well as the noticeable decrease in average 

mean delay across all simulations. 



 63 

 

Figure 5-5 - Per flow mean delay for fixed priorities solution 

 

Figure 5-6 - Per flow mean delay for random priorities solution 

 

Figure 5-7 - Per flow mean delay for DRL priorities solution 
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5.4 Delay vs dropped packets ratio 

It is important to note that in a deterministic setting the only metric relevant to the ap-

plication is the number of dropped packets. This number is of course tied to the delay needs 

of the flow and with a lower mean delay it is probable that the number of dropped packets will 

also be lower. However, it is possible to maximize this relationship and the goal of a determin-

istic application should be to minimize the occurrence of dropped packets per unit of mean 

delay. This can serve as an indicator of how well we are taking advantage of the resources 

available since there is no need to have a mean delay much lower than the delay requirement 

if some of the packets are still being dropped. With this in mind a comparison of mean delay 

values and the number of dropped packets was made. 

Table 5-4 - Per flow analysis of mean delay vs dropped packets 

 

Video Video 2 Video 3 Video 4 

Mean 

delay 

Dropped 

packets 

Mean 

delay 

Dropped 

packets 

Mean 

delay 

Dropped 

packets 

Mean 

delay 

Dropped 

packets 

Fixed 2,23 63.4 1.22 58.1 0.79 43.2 10.20 13.5 

Random 3.80 44.35 1.50 37.7 5.59 77.15 1.64 20.4 

DRL 1.06 15.3 1.54 39.75 1.10 24.25 1.81 23.85 

 

To obtain a metric of performance regarding this balance between mean delay and 

dropped packets the ratio of dropped packets per millisecond of mean delay was calculated 

and compared between solutions. This ratio was included in the complete simulation data table 

that is included in Appendix A. 

In Table 5-5 the ratio per flow for each solution is presented. The color code indicates 

which solution performed better or worse for each flow. 

 

Table 5-5 - Dropped packets per delay unit ratio comparison 

 Video  

Avg ratio 

Video 2  

Avg ratio 

Video 3 

Avg ratio 

Video 4 

Avg ratio 

Fixed 29.77 48.31 54.17 1.33 

Random 14.40 29.97 16.75 11.06 

DRL 13.50 27.42 20.67 13.14 
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  An analysis of the performance differences between each solution aligns with earlier 

observations in this chapter. The fixed priorities solution significantly enhances the dropped 

packets per mean delay ratio for the video 4 application, but at the expense of the other three 

applications. On the other hand, the DRL solution achieves a more balanced distribution of this 

ratio across flows, though for video 3 and video 4 it falls slightly behind the random priorities’ 

solution. This suggests that while the DRL agent effectively optimizes the mean delay for all 

four applications, there is room for improvement in minimizing the number of dropped pack-

ets. 

5.5 Real World vs Simulation 

The results and performance obtained during these simulations provide valuable insights 

into the potential of using DRL for optimizing flow allocation in deterministic networks. How-

ever, it is important to acknowledge that there may be differences between the simulation 

results and the performance that can be achieved in real-life scenarios. 

Simulations provide a controlled and reproducible environment where various network 

conditions and parameters can be manipulated to study their effects on performance. They 

allow for extensive experimentation and evaluation of different algorithms and techniques 

without the risks and complexities associated with deploying changes in a live network. 

Simulations also have inherent limitations that may affect the generalizability of the re-

sults to real-life scenarios. One crucial aspect is the level of fidelity in modeling the network 

environment. Simulated environments may not fully capture the intricacies, dynamics, and 

complexities of real-world networks. Factors such as traffic patterns, network topology, and 

network dynamics can significantly impact the performance of flow allocation algorithms. 

Therefore, it is important to interpret the simulation results with caution and consider their 

applicability to real-life scenarios. 

Another consideration is the assumption of perfect knowledge and control in simula-

tions. Simulations often assume complete visibility and control over network parameters, which 

may not be feasible or practical in real-life deployments. It is crucial to account for these un-

certainties and design robust algorithms that can adapt and perform well in dynamic and un-

certain network conditions. 

The scalability of the DRL-based flow allocation framework should be carefully evaluated. 

Simulations typically involve a limited number of network nodes and flows to facilitate com-

putational efficiency. In real-life scenarios, networks can consist of thousands of nodes and 
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handle a significantly higher volume of traffic. The performance of the DRL Agent in such large-

scale deployments needs to be thoroughly examined to ensure its scalability and efficiency. 

To bridge the gap between simulation results and real-life scenarios, future research 

should focus on validating the performance of the proposed DRL-based flow allocation frame-

work in real-world testbeds or pilot deployments. Conducting experiments in operational net-

works will provide a more realistic evaluation of the framework's effectiveness, scalability, and 

robustness. Real-world experiments can also help identify potential challenges and constraints 

that may arise in practical deployments, leading to further refinements and improvements of 

the DRL-based priority allocation approach. 

 Training in the real world 

In the context of deploying a DRL Agent in real-world network environments, it is crucial 

to ensure that the training process does not interfere with the live operational functionality of 

the network. 

To address this concern, it is necessary to design a training framework that allows for 

the seamless integration of the DRL Agent without disrupting the network's ongoing opera-

tions.  

One approach is to create a parallel training environment that mirrors the network en-

vironment but operates independently. This separate environment could be similar to the one 

used in this dissertation using OMNET++ and enables the training of the DRL Agent on histor-

ical or simulated data, eliminating the risk of adverse effects on the live network.  

By training the agent in this isolated environment, it can learn and improve its decision-

making abilities without interfering with the actual network's performance.  

Once the training is complete, the trained agent can be deployed to the live network, 

where it can leverage its learned policies to make intelligent decisions and optimize network 

performance.
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6  

 

CONCLUSIONS AND FUTURE WORK 

6.1 Future work 

The findings in this dissertation are a part of a general effort to learn more about the 

effectiveness of these types of solutions to networking problems.  

Future work is needed to address different types of Algorithms and networks and there-

fore gain a better understanding of the applicability of these solutions. 

 Different types of DRL 

In order to expand upon the findings of this dissertation, it would be worthwhile to 

explore the performance of alternative DRL algorithms beyond the standard DQN utilized. 

While the DQN algorithm has proven to be effective in various domains, there are other ad-

vanced DRL techniques that could offer additional insights and potentially improve upon the 

results obtained. For instance, algorithms like Double DQN, Dueling DQN, or Rainbow DQN 

introduce modifications to the basic DQN framework that address specific limitations, such as 

overestimation bias or exploration-exploitation trade-offs. 

By systematically comparing the performance of different DRL algorithms, we can gain 

insights into their respective strengths and weaknesses, as well as uncover new opportunities 

for optimizing training efficiency, stability, and generalization capabilities in our specific re-

search domain. 

 Different networks 

The exploration of different network topologies can have a significant impact on the 

study of priority allocation in several ways. 



 68 

By testing priority allocation algorithms on alternative network topologies, it is possible 

to evaluate their effectiveness in different network structures. Different topologies introduce 

varying levels of connectivity, node distribution, and communication patterns. By examining 

the performance of priority allocation algorithms across diverse topologies, it is possible to 

assess their robustness, scalability, and ability to handle different network characteristics. 

Real-world networks often exhibit heterogeneity, where nodes have different capabili-

ties, resources, or traffic demands. Exploring different network topologies can allow the study 

of the impact of heterogeneity on priority allocation algorithms. For example, scale-free net-

works with highly connected hubs may require adaptive algorithms that consider the influence 

of high-degree nodes on priority assignment. Hierarchical networks with different levels of 

organization may necessitate algorithms that can handle prioritization within and between lev-

els. 

Different network topologies exhibit varying levels of fault tolerance and resilience. By 

exploring alternative topologies, it is possible to evaluate how priority allocation algorithms 

handle and recover from node or link failures. For example, small-world networks with their 

short average path lengths may require algorithms that efficiently handle rerouting and prior-

itize critical traffic during network disruptions. 

Although the dumbbell network topology has been widely used in the evaluation of 

network protocols and algorithms, it is important to acknowledge its limitations and consider 

exploring alternative network topologies in future experiments. The dumbbell network, with its 

simple and symmetric structure, may fail to capture the complexity and heterogeneity found 

in real-world networks. By experimenting with different network topologies, such as scale-free 

networks, small-world networks, or hierarchical networks, we can gain a more comprehensive 

understanding of the behavior and performance of the protocols or algorithms being evalu-

ated. 

Scale-free networks exhibit a power-law degree distribution, where a few nodes have a 

significantly higher number of connections compared to others. This structure accurately rep-

resents the presence of highly connected hubs observed in many real-world networks. These 

networks can be found in various domains, such as social networks, biological networks, and 

the internet. By studying protocols or algorithms on scale-free networks, it is possible to better 

understand their robustness to targeted attacks, information spreading dynamics, and the im-

pact of highly influential nodes. 

Small-world networks have a high clustering coefficient like regular networks but also 

exhibit short average path lengths. This combination of local clustering and global connectivity 



 69 

allows for efficient communication and information diffusion. Small-world networks are com-

monly used to model social networks, online communities, and peer-to-peer networks. By in-

vestigating protocols or algorithms on small-world networks, it is possible to analyze their per-

formance in terms of information dissemination, navigation, and epidemic spreading. 

Hierarchical networks exhibit a layered or nested structure, where nodes are organized 

into groups or levels. This organization provides a natural representation of systems with dif-

ferent levels of organization or authority. These networks can be found in organizational struc-

tures, transportation networks, and biological systems. By examining protocols or algorithms 

on hierarchical networks, it is possible to explore issues related to coordination, decision-mak-

ing, resource allocation, and the propagation of information across different levels. 

Random geometric networks are constructed based on the physical proximity of nodes. 

Nodes are placed randomly in a space, and connections are established between nearby nodes. 

This topology captures the concept of spatial relationships in networked systems. Random 

geometric networks are often used to model wireless ad hoc networks, sensor networks, and 

mobile networks. Investigating protocols or algorithms on these networks allows us to evaluate 

issues such as coverage, connectivity, energy efficiency, and spatial routing. 

While the alternative network topologies mentioned capture certain aspects of real-life 

networks, it's important to note that no single topology can fully represent the complexity and 

diversity found in all real-life networks.  

 Different traffic patterns 

Although this dissertation utilized a fixed traffic pattern and set of flows with fixed con-

figurations for simulating the network, it is important to recognize the potential for future re-

search in simulating more complex traffic configurations and sets of flows. 

As network environments continue to evolve, with the proliferation of diverse applica-

tions and emerging technologies, there is a growing need to simulate realistic and dynamic 

traffic scenarios to accurately evaluate network performance. 

Future research can explore the incorporation of more complex traffic patterns, such as 

multimedia traffic and time-varying demands to better mimic the real-world network condi-

tions. Additionally, introducing varied sets of flows with diverse characteristics, including dif-

ferent application types, traffic volumes, and QoS requirements, can provide a more compre-

hensive understanding of how the network behaves under different traffic scenarios.  
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By simulating these complex traffic configurations and sets of flows, it will be possible to 

investigate the impact on packet loss and develop more robust and efficient solutions to the 

flow allocation problem. 

6.2 Conclusions 

Deterministic networking has emerged as a crucial topic in the field of networking, driven 

by the need for highly reliable and predictable network operations. By eliminating the uncer-

tainties associated with traditional networking approaches, deterministic networks offer en-

hanced performance, reduced packet delays, and improved Quality of Service (QoS) guaran-

tees. With the advent of advanced hardware technologies and the increasing demand for low-

latency and high-throughput applications, deterministic networking has become the logical 

next step for many industries. 

In this dissertation, we addressed the Intelligent  flow scheduling problem in determin-

istic networks using DRL techniques. Optimizing flow scheduling in deterministic networks 

poses significant challenges. The complexity of network traffic patterns, varying flow demands, 

and the need for efficient resource allocation necessitate novel solutions. This is where DRL 

presents itself as a promising approach. By training an agent to learn optimal flow allocation 

policies through interactions with the network environment, DRL can adapt and make intelli-

gent decisions based on current network conditions and requirements. Our research focused 

on optimizing network performance by leveraging the capabilities of DRL to make intelligent 

decisions regarding flow priority allocation. A decision was also made to focus on Asynchro-

nous scheduling, an area of research that is especially lacking in research of this kind, although 

since the start of this dissertation some papers have been released on the topic. 

As discussed in the state-of-the-art chapter deterministic networking is a fairly new 

topic that has seen a surge of research and work in the development of effective protocols and 

innovative solutions. The use of AI models, more specifically DRL, is still in its early stages as it 

was shown by the small number of papers done in this field. This landscape still changed quite 

a bit since the work on this dissertation started in 2022.  

The surge of new work makes it very difficult to keep up with new advancements, but 

an effort was made to integrate in this dissertation most of the work made until the end of 

development of the dissertation in 2023. 

There were major challenges to overcome during the development of this dissertation, 

as explained, the work on deterministic networking is fairly new and when simulating a 
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network, we still won't find pre-made modules of all the new scheduling solutions, mainly the 

UBS used for this dissertation. The setup of the network to behave as needed for the research 

was then the first challenge to overcome which required a learning curve with OMNET++ and 

INET modules. The second challenge was to establish the connectivity between the OMNET++ 

simulation and the python based DRL Agent, this was done with an intricate communication 

system using JSON files and required the collection of data points from many places in the 

network. The final challenge was to optimize the learning process of the DRL Agent with little 

time and data available. Not all possible combinations of parameters were tried, and the vol-

ume of data used to train could have been bigger if more time was available. However, with all 

these challenges it is with a positive note that results were achieved that allow to affirm the 

applicability of DRL to the scheduling problem in deterministic solutions.  

This work fits in the emerging landscape of solutions to tackle the asynchronous sched-

uling in deterministic networks problem. Most of the recent research papers have shown prom-

ising results and this dissertation is aligned with that. 

The results obtained from this study have demonstrated the promising potential of DRL 

as an approach to optimize networking challenges. Even within a limited simulation scenario, 

the DRL Agent was able to optimize the allocation of resources and achieve a decrease of 42% 

in the number of packets that arrived above their deterministic delay needs. This is a promising 

result for the use of DRL, proving that it can work for smaller networks. This research also serves 

as a foundation for further exploration and advancements, particularly in the utilization of more 

complex network topologies and advanced DRL models. 
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