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ABSTRACT

Software architecture is a crucial element of software development, as it defines the
elements and relationships of a system, guiding the development team and managing
complexity as the system grows.

The increasing popularity of microservices architecture has brought a new challenge
for developers in choosing the best microservices architecture for their specific needs. This
kind of architecture involves breaking down a system into independent services, each
focused on a specific business capability, establishing communication through lightweight
mechanisms.

Choosing the right microservices architecture presents an interesting challenge because
the architecture must consider various factors such as scalability, reliability, security,
performance, and maintainability. This requires a detailed examination of the existing
literature and best practices, as well as a practical analysis of real-world case studies.

To address this challenge, this thesis developed a methodology for determining a
suitable microservices architecture based on specific requirements.

The methodology includes various requirements that were used to evaluate several
architectural design alternatives. To improve its automation and make it easier to use,
a recommendation system, that uses the methodology, was implemented in order to
automatically consider user preferences and suggest the architecture.

The contribution of this thesis is an innovative solution that assists in determining an
appropriate microservices architecture based on specific requirements. The developed
solution does not only recommend a suitable architecture and its relevant components
such as security and observability, but also provides a dynamically generated graphical

overview of the resulting architecture.

Keywords: Methodology, Software Architecture, Microservices Architecture, Recom-

mendation System, Requirements, Architectural Design Alternatives



REsumMo

No desenvolvimento de software uma das componentes mais importantes € a arquitetura
de software. Esta define os elementos e as relagdes de um sistema, orienta a equipa de
desenvolvimento e ajuda a controlar a complexidade do sistema a medida que este vai
progredindo.

A crescente popularidade dos microsservicos trouxe um novo desafio para os desen-
volvedores de software na escolha da melhor arquitetura de microsservigos para as suas
necessidades especificas. Este tipo de arquitetura envolve a divisdo de um sistema em
servigcos independentes, cada um focado numa funcionalidade especifica, estabelecendo
comunicagdo através de mecanismos leves.

Escolher a arquitetura de microsservigos mais apropriada apresenta um desafio interes-
sante, pois a arquitetura deve considerar varios fatores como escalabilidade, confiabilidade,
seguranca, desempenho e manutenibilidade. Esta escolha requer uma examinacao da li-
teratura existente e das melhores praticas, bem como uma andlise pratica de casos de
estudo.

Para enfrentar este desafio, esta tese desenvolveu uma metodologia para determinar
uma arquitetura de microsservigos adequada com base em requisitos especificos.

A metodologia inclui um conjunto de requisitos que foram utilizados para avaliar
diferentes alternativas de design de arquiteturas. Posteriormente, para melhorar a sua
automagdo e tornar a sua utilizagdo mais simples, foi implementado um sistema de
recomendacdo que, através do uso da metodologia, tem em consideracao as preferéncias
do utilizador e sugere a arquitetura.

A contribuicdo desta tese é uma solugdo inovadora que ajuda a determinar uma arqui-
tetura de microsservicos apropriada com base nos seus requisitos especificos. O sistema de
recomendacdo ndo recomenda apenas uma arquitetura adequada e os seus componentes
relevantes, como seguranga e observabilidade, mas também gera dinamicamente uma

visualizagdo gréfica da arquitetura final.

Palavras-chave: Metodologia, Arquitetura de Software, Arquitetura de Microservigos,

Sistema de Recomendacéo, Requisitos, Alternativas de Design de Arquiteturas
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1

INTRODUCTION

1.1 Context

Developing a system without proper architectural planning is unacceptable nowadays, and
this is especially true for microservices architectures. With this in mind, Link Consulting
has proposed this thesis, which intends to offer guidelines for designing a microservices
architecture.

Software architecture provides an organizational structuring of software systems [21],
as it defines their elements and their relations [6]. It also provides a blueprint for the
development team, guiding their decisions and helping them to manage complexity as
the system grows. There are various architectural patterns and styles [44], each with its
own strengths and weaknesses. The choice of architecture should be based on the specific
needs and constraints of the system being built. Microservices architecture is one such
pattern that has become increasingly popular in recent years, particularly in large and
complex systems.

Microservices architecture is a modern software design pattern that structures an
application as a collection of small, independent services where each service is designed
to handle a specific business capability [14] and the services interact with each other using
lightweight communication protocols. The goal of this architecture is to create a scalable,
flexible, and efficient system that can easily adapt to changing business requirements.

Building a microservices architecture involves several key steps. First, the system must
be broken down into a set of distinct services that represent the various functionalities (or
business capabilities according to Fowler [14]), where each service should have a clear and
focused scope. Then, the data and the communication between services must be estab-
lished. This includes defining the type of communication [35], the data considerations [36]
and protocols that will be used, as well as the security and authentication mechanisms to
be used if needed. It is also important to consider what kind of infrastructure should be
used to support all the needed features of the architecture. This includes decisions around
deployment, management, and monitoring of services. Lastly, it is essential to have a

solid plan for testing and maintaining the system, Fowler [14] recommends the "Design
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CHAPTER 1. INTRODUCTION

for failure" approach. This may include setting up automated testing and continuous
integration/continuous deployment processes, as well as monitoring and logging systems

to help identify and resolve issues.

1.2 Motivation

With the increasing popularity of microservices architectures, developers started to face
a new challenge: how to choose the best microservices architecture for their specific
needs. With so many possibilities and characteristics to consider, it can be difficult to
make an informed decision. The decision must consider various factors such as scalability,
reliability and security, because they directly influence how well an application can adapt,
perform, and endure in real-world scenarios.

To address this challenge, this thesis provided a methodology for choosing an adequate
microservices architecture. The methodology takes into account the specific needs and
constraints given by the developers and provides a suggestion based on the evaluation of
the various options and making an informed decision.

The development of this thesis involved a thorough examination of existing literature
and established best practices in the field of microservices architecture. The methodol-
ogy was inspired by a review of the literature and commonly accepted best practices
of microservices architecture, as well as a practical analysis of real-world case studies.
Additionally, it benefits from the help of a recommendation system to automate its usage

and provide some additional features.

1.3 Solution

This thesis’s purpose was to develop a methodology to determine a suitable microservices
architecture based on a set of requirements and recommend it to the user. The methodology
includes a set of possible design alternatives for the system’s architecture that helped to
identify requirements related to each alternative.

To fulfill this thesis goal, we created matrices that classify the different design alter-
natives based on their level of support for each specific requirement. For example, in the
matrices related to decisions concerning data, there is one in particular that focuses on the
decision of whether to use one database per microservice or a common database across
all microservices. This specific matrix takes into consideration requirements such as the
need for isolated data schemas and the need for clear data ownership. The end goal of
these matrices was to compare the requirements with the architectural design alternatives
and provide the information needed as input for the methodology.

A recommendation system was developed as a complementary part of this methodol-
ogy to automate the process of collecting user input and performing the calculations with
the matrices. The recommendation system ended up not only deciding a suitable archi-

tecture (according to microservices orchestration), pointing out the relevant components
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1.4. CONTRIBUTIONS

that the elements of the architecture will need to consider, but also providing a graphical
overview of the architecture as a whole.

1.4 Contributions

This thesis made the following contributions:

Firstly, it developed a methodology for the evaluation and recommendation of mi-
croservices architecture design alternatives. This methodology covers a broad spectrum
of design choices, providing users with a versatile decision-making framework.

Secondly, an innovative feature of this research is the introduction of evaluation
matrices. These matrices served as a tool to correlate the requirements with the design
alternatives, which provided a clear and organized way to assess the different available
options and determine the best fit for a given context.

Thirdly, a user-friendly recommendation system has been crafted to use the method-
ology. It offers diverse interaction modes and stores the results locally, promoting trans-
parency and adaptability to users” preferences.

Lastly, a dynamic graph visualization tool has been created, allowing the selected
alternatives to be visualized. This visual approach helps to improve users” understanding

of the connections and dependencies among architectural elements.

1.5 Document Structure

This thesis is organized into five main chapters, each serving a distinct purpose and

contributing to the understanding of the subject matter:

¢ Chapter 2 provides an overview of the main concepts of microservices, as well as a

review of the background and related literature on the subject;

¢ Chapter 3 explores the solution, describing the step-by-step process taken in its
development, emphasizing all the critical processes that played a key role;

¢ Chapter 4 offers a detailed overview of the solution’s implementation. It highlights
the steps undertaken to bring the solution from concept to reality;

¢ Chapter 5 engages in an evaluation of the methodology, providing insights into the

results and user feedback;

¢ Chapter 6 encapsulates the accomplishments and contributions made throughout
this thesis. It also offers a brief look into the future prospects and potential work

that remains to be accomplished;



2

BackGROUND AND RELATED WORK

In this chapter, we will look over the main concepts and related literature on software ar-
chitectures, microservices, and recommendation systems, to gain a deeper understanding
of these fields.

We begin by exploring the fundamental principles of software architectures, where
we’ll examine various architectural patterns and their key features. Moving on, we turn
our attention to microservices, covering a range of definitions and best practices for
their orchestration. Our exploration extends to recommendation systems, where we will
analyze their concepts and how can they aid developers. Next, we will study software
architecture analysis, where we discuss its core ideology, as well as two key approaches.
Moreover, we'll assess some technologies that could complement our thesis, namely some
tools that could be used to develop and deploy the suggested microservices architecture.

To conclude, we will take a look at the technological decisions addressed in our thesis,

specifically most of the considerations that were taken into account in our methodology.

2.1 Software Architectures

Since the purpose of this thesis was to build a methodology to recommend an architecture,
we studied various aspects of software architectures and examined common design
patterns and alternatives that proved themselves useful to guide our recommendations.

Software architecture is a crucial aspect of the development of large and complex
systems as it provides the framework for organizing and structuring software components.
Documenting an architecture effectively is just as vital as creating it, since that, an unclear
or misconstrued architecture will fail to fulfill its purpose as a unified vision for system
and software development [6].

Garlan and Shaw [15], defined a computing system’s software architecture as the set of
structures that allows for understanding the components, connections, and characteristics
of the software within the system. To better understand what is software architecture
perhaps is easier to reason about what software architects do. According to Krutchen [30],
software architects are responsible for creating, fostering, and preserving the architecture

4



2.1. SOFTWARE ARCHITECTURES

of software-intensive systems in which they are involved.

2.1.1 Architecture Patterns

We will examine some of the most widely recognized architectural patterns and their
features, as described by Richards [44]. According to Richards, these patterns play a main
role in shaping the fundamental features and behavior of an application.

Understanding architectural patterns is the key to making informed decisions about the
design and development of software applications. Throughout this chapter, we will focus
specifically on the microservices architecture pattern, as it holds the greatest relevance
and significance to this thesis.

Layered Architecture

The usage of layered structures in software architecture has been a widely adopted pattern
since its early development. Even today, it remains a common architectural style used
across various industries [49].

The layered architecture pattern [44], also known as the n-tier architecture pattern,
is a commonly used architecture pattern in Java Enterprise applications, often used by
architects, designers, and developers. The pattern aligns with traditional IT commu-
nication structures in companies, this makes it a favored approach when developing
business applications. In a layered architecture, components are grouped into horizontal
layers that serve specific functions within the application. The exact number of layers
is not prescribed, but the majority of architectures feature four: presentation, business,
persistence, and database. However, there may be variations depending on the size of the
application. Each layer has a distinct role and responsibility. For instance, the presentation
layer handles the user interface and browser communication, while the business layer
executes business logic. Layers form an abstraction of the work needed to satisfy a business
request, so the layers don’t have to be aware of one another.

The layered architecture has the benefit of separating component concerns. Each
component within a layer only handles tasks related to that specific layer. This allows
for a clear definition of roles and responsibilities, as well as simplified maintenance with

defined interfaces and limited component scopes.

Event-Driven Architecture

The event-driven architecture [44] is a scalable, and adaptable pattern for both small
and complex distributed applications. It is made up of decoupled components that
process events asynchronously. Within this architectural pattern, there are two principal
topologies: the mediator and the broker.

Mediator topology is a pattern in which an event mediator orchestrates multiple steps
in a single event to process it. The components of this topology are a mediator, queues,

5



CHAPTER 2. BACKGROUND AND RELATED WORK

channels, and processors. The flow starts with a client sending an event to a queue and
then to the mediator which then sends out processing events to channels that are received
by processors. The processors contain the business logic to process the event.

In broker topology, the message flow is distributed across event processor components
through a lightweight message broker. There are two main components: a broker com-
ponent which contains event channels and event processor components. Every single
event processor component is tasked with handling a specific event and then publishing a
new subsequent event (or not). The broker topology is like a relay race where each event
processor hands off the event once it has completed its processing. There is no central
event mediator in this topology.

The event-driven pattern has several advantages [46], one of which is the ability to
maintain data consistency across multiple services without relying on the use of complex
distributed transactions. However, it’s important to note that the programming model
involved in this pattern can be more complex compared to other solutions.

Microkernel Architecture

The Microkernel Architecture pattern [44], also known as the plug-in architecture pattern,
is a design approach for creating product-based applications. This pattern involves
dividing the application logic into a main system and independent modules, resulting in
a flexible and extensible design. The main system contains only the essential functionality,
while the remaining modules add additional features.

This approach allows for feature separation and isolation. Many operating systems
use this pattern, which is why it is referred to as the microkernel architecture. In business
applications, the main system typically includes general business logic, while special cases

and complex processing are handled by the modules.

Microservices Architecture

Microservices Architecture [44] is a popular alternative to other commonly used architec-
tures such as monolithic and Service-Oriented Architecture (SOA), gaining widespread
adoption. This pattern involves deploying individual components, often called microser-
vices, as independent separate units for easier deployment and increased scalability.

In a microservices architecture, the central idea revolves around the notion of small
decoupled service components that can communicate with each other through lightweight
communication mechanisms [14]. A key challenge in this architecture lies in figuring out
the appropriate way to orchestrate these services.

We will dive more into microservices and microservices architecture in section 2.2.

Space-Based Architecture

The space-based architecture [44], often referred to as the cloud architecture pattern, is a
solution that improves scalability and concurrency in high-volume web-based business

6



2.2. MICROSERVICES

applications. It gets rid of the dependence on a central database by adopting in-memory
data grids and replicating the data across various processing units. This architecture
consists of two components: processing units and virtualized middleware. Processing
units contain application components, an in-memory data grid, and a replication engine,
while the virtual middleware manages tasks related to maintenance and communications
with components for data synchronization and request handling.

This pattern provides near-infinite scalability [44] inside the application and addresses
variable scalability by being able to dynamically start-up or shut-down processing units

as user load changes.

2.2 Microservices

In this section, we will immerse ourselves in the topic of microservices. Our focus will be
on understanding the basics of what is a microservices architecture, as well as its various
components and concepts. By exploring this topic, we gained a knowledge base that
served as a foundation for the goal of this thesis.

Before diving into the technical definitions of what microservice architecture is, it
is important to understand the background and evolution of this architectural style in
recent years. In the past, the most commonly used architecture for server-side applications
was known as monolithic architecture. This name is derived from the fact that all
the application’s logic, including the user interface, business logic, and data access, is
encapsulated within a single codebase [19].

This approach to software development was popular because many of the languages
used, such as Java, C/C++, and Python, provided their own abstractions for breaking
down the complexity of programs into modules. These abstractions relied on the sharing
of resources of the same machine [8], making it easy for developers to work with. This
traditional approach to software development was widely adopted by large companies
such as Amazon and eBay, as it provided ease of development, testing and deployment.
However, as applications grew in complexity and size, the monolithic structure also
grew, becoming a large and hard-to-manage piece of software [32]. The monolithic
structure posed challenges in terms of scalability, maintainability, and flexibility, which
led to the development of the microservice architecture as an alternative. In a microservice
architecture, the application is composed of small, loosely coupled (not strongly connected)
services, each with its own specific function [8]. These services (often called microservices)
are then deployed independently of one another, allowing for greater flexibility and
scalability in terms of development, testing and deployment. This architectural style is
increasingly being adopted by companies as a way to overcome the challenges posed by
monolithic architectures and to better adapt to the fast-paced and ever-changing demands
of modern software development.

Nowadays the main approach when deploying microservices is through the usage

of containers. Containers are a lightweight, portable way to package software, and
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CHAPTER 2. BACKGROUND AND RELATED WORK

this technology is explained in greater detail in Containers. They are mainly used in
microservices because teams can easily manage the dependencies and configurations of
each microservice, ensuring that they will run consistently in any environment.

According to Fowler [14], there is no exact definition of a microservice, but there are
certain characteristics that are often associated with them. These include decentralized
control of languages and data, and a design that promotes flexibility, modularity and
evolution of the system. Even if there is no precise definition, we can end up viewing
microservices as a software architectural style that structures an application as a collection
of small, independent services that can communicate with each other. These services are
designed to be independently deployable, scalable, and maintainable [8], and they are
typically developed and managed by small, cross-functional teams [14]. Each microservice
should have a single responsibility in the sense that it does only one thing and one thing
only [55], making them easier to understand.

There is a debate among experts in the field of software architecture about the nature of
microservices. Some argue that microservices represent a distinct and unique architectural
style, separate from other existing approaches. On the other hand, there are those who
argue that microservices are simply an implementation approach to SOA. They contend
that many SOA design patterns and recommended approaches can be discovered in the
microservices literature, for example, the API Gateway Pattern has similar goals and
motivations as those found in SOA-style ESBs [60]. Overall, both sides have slightly
different points of view on what microservices are. Advocates of microservices argue that
it is a new architectural style, while those in favor of SOA argue that microservices are

simply a way to implement SOA [60].

2.2.1 Advantages of Microservices

As we moved towards making an architectural recommendation, it became important to
understand why microservices stood out as our chosen option. Through examining the
benefits that microservices offer, we hope to demonstrate why a microservices approach
may be the best choice among available alternatives.

Microservices have become a popular trend in software development in recent years
because they offer several advantages over traditional monolithic architecture [19] and
for many, microservice architecture is becoming the default style for building enterprise
applications [14]. One major benefit of microservices is that they can be independently
deployed, meaning that only the updated portion of the application needs to be redeployed
rather than the entire application. This benefit allows for the use of automated deployment
techniques and faster deployment times (deployments can be made in seconds [8]).

Monolithic structures, even if designed with good modularity, often become difficult to
maintain over time. As aresult, changes intended to affect only a single module may end up
impacting other parts of the system. To alleviate the difficulties of maintaining monolithic
structures, microservice architectures define clear boundaries between each service. This
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Figure 2.1: Scaling in Monoliths vs in Microservices (taken from [14])

helps to contain changes and minimize their impact on other parts of the system [14].
When it comes to scaling a system, monolithic architecture can be scaled horizontally
by increasing the number of instances of the entire application and distributing the load
across them using a load balancer [14].

On the other hand, the microservices architecture allows for a more fine-grained
approach to scaling. Instead of scaling the entire application, individual microservices
can be scaled horizontally, increasing the number of instances only for the specific services
that require more resources (see figure 2.1). This allows for greater flexibility and efficient

use of resources in a microservices-based system.

2.2.2 Design Patterns

In this section, we will discuss various design patterns that are commonly used in
building software systems. We will cover patterns such as the Model-View-Controller
(MVC) pattern, the "smart endpoints, dumb pipes" pattern, the Backends for Frontends
pattern, the API Gateway pattern, and the Event-Driven pattern. These design patterns
are widely adopted and we have found them to be very useful in real-world scenarios.
We will examine the key concepts behind these patterns, as many of them served as a
source of inspiration for the design alternatives that we will present in our recommended
architecture.
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Model-View-Controller

One common pattern when designing software is the MVC pattern. This pattern, which
is widely used in traditional monolithic web applications, can also be applied to microser-
vices. In this pattern, the model object encapsulates the information of the system, the
view displays information to the user, and the controller implements actions [4].

Smart endpoints, dumb pipes

A pattern that is often used in microservices architecture is the "smart endpoints, dumb
pipes" pattern. In this pattern, the services are designed to be as decoupled and as
cohesive as possible [14]. Decoupled in the sense that they are not tightly connected
nor dependent on each other, each service handles its own domain logic and cohesive in
the sense that they should work together smoothly and naturally, they should integrate
together in perfect harmony. The communication between services is then handled by
simple RESTish protocols [14]. This pattern helps to minimize the complexity of inter-
service communication and to ensure that each service can be developed, deployed, and

scaled independently.

Backends for Frontends

Another pattern is Backends for Frontends which is a pattern that allows having different
backends for different frontends. This pattern is useful when different types of clients or

devices need to consume different subsets of an API.

Desktop Client
Desktop Client
Mobile . .
Client iOS Mobile
- Client .
0

/ Perimeter i
Perimeter

\ /

General Purpose Server-side AP Mobile Client BFF Desktop Client BFF
Downstream Services Downstream Services
(a) Backend with a single API (b) One backend per user interface

Figure 2.2: Backend architecture comparison (adapted from [39])
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Newman, [39] stated that to support multiple types of Ul, it is common to start with
a single, server-side API and gradually add more functionality as needed (figure 2.2a).
Even so, mobile experiences often differ greatly from desktop web experiences, requiring
different calls and displaying different data. To address this, the Backends for Frontends
pattern can be used, where instead of a general-purpose API backend, there is a separate
backend for each user experience (figure 2.2b). The client-side application is considered
as two parts, an external client-side component, and a server-side component (that is the
Backend for Frontend) inside the network. The Backend for Frontend is closely connected
to a specific user experience and is usually managed by the same team as the user interface.
This allows for a more efficient way to define and adjust the API as needed by the Ul
and it also simplifies the process of coordinating the release of both the client and server

components [39].

API Gateway

Another very useful pattern for when different types of clients or devices need to consume
different subsets of an API is the API Gateway pattern [45]. This pattern provides a
single entry point (called API Gateway) for all external requests to the system and then
proxies/routes the requests to the appropriate backend service based on the client’s needs
and requirements [45]. An API Gateway can also handle other traffic management tasks
such as rate limiting and caching, and can even implement features to improve the system
like security and Governance [27]. It may also be used as a layer between the client and
the backend services, allowing for changes to the backend services to be made without
affecting the client. This is especially useful for implementing microservices architectures,
where different services are deployed independently and may have different versions.

Overall, the API Gateway pattern can help to improve the scalability, security, and
maintainability of a system while also simplifying the process of routing requests to the
appropriate backend service.

Event-Driven

The Event-Driven pattern is a design pattern that uses events to trigger actions and
communicate between the services rather than making direct function calls, it is a common
pattern in modern microservices applications [2]. This allows for a more decoupled and
asynchronous communication between services, making the system more flexible and
scalable, thus making it perfect for microservices.

One of the key benefits of the Event-Driven pattern is its ability to maintain data
consistency across multiple services without using distributed transactions [46] and high
levels of concurrency. Instead of having services constantly polling for changes, events are
sent as soon as they occur, allowing for faster processing and reaction times. Additionally,
this pattern allows for the easy integration of new services and components into the
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system, as they can simply subscribe to the events they are interested in. A drawback is

that the structure of the code and the logic of the system can be more complex.

2.3 Good Practices for Microservices Orchestraction

In this section, we will examine some good practices that are employed when building
a microservices architecture. Exploring and understanding these practices was decisive
in fulfilling the goal of this thesis, they laid the groundwork for the construction of our
matrices. They helped lift alternatives for the evaluation matrices, and they were also
particularly helpful in understanding the dependencies between alternatives used in the
Dependency Matrices.

2.3.1 Dealing With Data in Microservices Architectures

When discussing data management in a microservices architecture, one question that
may arise is whether or not to use a single, shared database. Nevertheless, it is generally
considered best practice to avoid this approach in this architecture. As stated in [36], one
of the foundational tenets of microservices is the idea of keeping data storage separate
and isolated for each service. This means that each service has its own dedicated data
store that cannot be directly accessed by other services.

Furthermore, there are several downsides to sharing a single database between mi-
croservices, as outlined in [51]. These include:

¢ Limitations in scalability: classical databases often only scale vertically, with an

upper limit on the number of clients that can be served at the same time;

¢ Potential availability issues: classical databases may not be fully available, due to

scheduled downtimes;

e Mismatches between the database model and the needs of individual services:

the data model of the database may not fit the use cases of the microservices;

¢ Confusion over data ownership.

Dealing with data in microservices is a complex task. First, it is important to remember
that each microservice should have a single responsibility. Thus each microservice should
be responsible for a specific set of data, meaning that data should be divided among the
different microservices based on their responsibilities. For example, a microservice that
handles information about the users should only be responsible for storing and retrieving
user data, and not data related to other entities.

According to Microsoft [36], the use of separate data stores for each service has several
benefits, including;:
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¢ Isolation of data schemas: each service has its own private data store, avoiding

unintentional coupling between services;

¢ Limitation of the scope of change: by separating each service’s data, changes to the
data schema need only to be coordinated within the service, rather than across all

services that rely on the database;

¢ Preservation of agility: isolation of data stores allows for truly independent deploy-

ments;

¢ Optimization of Data Storage: a key benefit of having each microservice manage its
own private data store is the ability to optimize data storage specific to the needs of
that service. The data models, queries, or read /write patterns of each service would
have less performance if a shared data store were used.

By using separate data stores for each service, we are leaning toward a technique called
polyglot persistence [36]. This technique is described by Fowler as having "a variety of
different data storage technologies for different kinds of data" [13]. Once the data has
been divided among the microservices, it is important to ensure that the data is properly
replicated. Replication not only increases reliability and improves performance but it
allows for fail-overs [51]. This will ensure that the data is always available, even in the

event of a failure.

Challenges for Data Management

Managing data in a distributed environment is often a demanding task.

Aknown challenge is having multiple copies of the same data scattered across different
services [36]. For example, in an e-commerce platform, customer information may be
stored in a service responsible for handling transactions, but it may also be replicated in
another service that generates customer analytics. This can result in problems regarding
data integrity and consistency. For instance, if the customer’s address is updated in the
transaction service, it may take some time for that change to propagate to the analytics
service, which can create discrepancies in the customer data.

In traditional data modeling, it is a common practice to adhere to the principle of "one
fact in one place” [36]. This means that each entity is represented only once in the schema,
and other entities reference it instead of duplicating it. The "one fact in one place" principle
simplifies updates and ensures data consistency. Yet, in a microservices architecture, data
is stored in multiple locations, requiring consideration for the distribution of updates and

management of consistency.

Approaches for Data Management

When managing data, every organization and situation is unique, so there is not a one-size-

fits-all approach, it’s impossible to provide a single method or strategy that can guarantee
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success. Instead, there are some general guidelines made by Microsoft [36], that one

should try to follow as much as possible:

¢ Use eventual consistency when possible: In some cases, strong consistency may be
required, while in others, eventual consistency is sufficient. Determine the minimum

level of consistency required for each part of your system;

¢ Adopt strategies to maintain consistency of data across various services: Ensure
data remains consistent when multiple services are involved in a transaction with

patterns like Compensating Transactions or Scheduler Agent Supervisor;

¢ Limit data storage to what is necessary: Each service should only store the data it

needs to perform its specific functions. Avoid storing unnecessary information;

¢ Ensure services are cohesive and loosely coupled: Services that are closely con-
nected and rely on each other heavily, consider either merging or refactoring them

to reduce dependence;

¢ Utilize an event-driven architecture: Services can publish events when data changes,

allowing other services to subscribe and react accordingly;

¢ Use schemas to prevent tight coupling (JSON, Protobuf, etc.): To prevent close
interdependence between services, events that are published should be accompanied

by a schema for serializing and deserializing purposes;

¢ Scale events carefully: To mitigate potential bottlenecks caused by a large volume
of events, consider utilizing aggregation or batching as a means to ease the load.

2.3.2 Communication in Microservices Architectures

In a microservice architecture, communication between services is critical to the system’s
design. According to Fowler [14], Dragoni [8] and Microsoft [35], the communication
between the services should be made using lightweight mechanisms, and the most popular
protocols are asynchronous messaging used to propagate updates between microservices
and HTTP resource API (mostly for querying).

In a monolithic application, different components communicate with each other by
utilizing language-level methods or function calls within the same process. This commu-
nication can be tightly bound if objects are created using code, or can be loosely coupled by
using dependency injection, where abstractions are referenced instead of concrete object
instances [35]. In a microservice architecture, these language-level methods or function
calls may still be used, but the main way to divide the software is by breaking it down into
services and using communication mechanisms such as web service requests or remote
procedure calls [14].

The biggest challenge in migrating to a microservices architecture is changing the way

components communicate. Converting method calls to remote procedure calls can lead to
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excessive and inefficient communication, which is not suitable for distributed systems [35].
When transitioning to microservices [35], one effective strategy is to maximize the isolation
of business microservices. Asynchronous communication between internal microservices
should be utilized, and fine-grained communication commonly used in intra-process

communication between objects should be replaced with coarser-grained communication.

Fine-grained communication refers to a type of communication that involves exchang-
ing small amounts of data frequently while coarser-grained communication, refers to
communication that involves exchanging larger amounts of data less frequently. This
replacement can be accomplished by grouping calls and returning aggregated results
from multiple internal calls to the client.

The microservices community [14] encourages the usage of the previously mentioned
pattern of smart endpoints and dumb pipes since this pattern aims to keep microservices
as decoupled as possible but also as cohesive as possible within a single microservice.

Types of Communication

In a microservice architecture, the type of communication between client and server can
vary depending on the scenario, such as whether it should be synchronous or asynchronous
and if there is one receiver or multiple receivers [35]. Synchronous communication with a
single client is common and can be done through a protocol like HTTP /HTTPS, but other
options such as an asynchronous protocol like AMQP or a publish/subscribe for multiple

receivers in an event-driven architecture may also be used.

Microsoft states that [35] to build a microservices application, the way in which the
microservices are integrated is the most decisive part. The goal should be to reduce the
amount of communication between the microservices, as the fewer interactions there
are, the better. Naturally, some level of integration will still be required, as they need
to work together. When it comes to communication between microservices, the critical
rule is that it should be done asynchronously [35]. Synchronous communication between
multiple microservices should be avoided whenever possible, even for queries. This
is because if a call from one microservice to another is required to respond to a client
application, the architecture may not be as resilient as it should be. The negative impact
of synchronous communication in microservices can be significant. One of the main
drawbacks is the creation of HTTP dependencies between microservices [35]. When
HTTP request chains create extended request/response cycles, it not only undermines the
autonomy of microservices, but their performance can also be negatively impacted if one
of the links in the chain is not operating efficiently.

Furthermore, if multiple microservices rely on one another through synchronous
dependencies such as query requests, the performance of client applications can be
severely impacted, which can lead to a poor user experience.
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2.3.3 Observability

According to my experience on the field, when it comes to building a successful microser-
vices architecture, one important factor that a team must consider is its observability since
it allows the identification and resolution of issues before they affect the system’s perfor-
mance. Observability has its roots in control system theory and according to Gopal [17],
it measures how much one can infer from a system’s internal state given its output.

In the context of cloud environments, the concept of observability retains its core
definition, but it encompasses additional aspects. Specifically, it not only focuses on the
extent to which one can infer about the system but also on the degree to which one can
visualize it. The term is defined in [41] as "the ability to visualize and comprehend the
behavior of a system by gathering, processing system data and presenting it in a suitable
manner for the different type of users".

Logs, metrics, and tracing are considered the most crucial outputs (according to
Gopal’s terminology) for the observability of a distributed system, they are known as the
three pillars of observability.

Next, we will be discussing three key techniques commonly used to increase observ-

ability in a system: monitoring, tracing and auditing.

Monitoring

According to IEEE, a software monitor is a tool that offers insight into the execution
of another program executing concurrently [21]. IBM states that monitoring is used to
measure the health of an application, such as creating an alert when disk usage is nearing
capacity to prevent downtime. It is particularly useful for identifying long-term trends
and alerting teams to potential issues [9].

The problem with monitoring is that it is limited in the sense that it can only detect

known problems and requires knowledge of what metrics and logs to track.

Tracing

A trace is defined as a documented account of the execution of a computer program,
including the sequence of executed instructions, and the names and values of variables [21].

In the world of distributed systems, distributed tracing, also called distributed request
tracing, is an important tool for gaining observability. It is a type of correlated logging
that helps to understand the behavior of individual services in a larger, interconnected
system. By providing a clear picture of the job of each service, distributed tracing enables

the monitoring of the performance of the services and the whole distributed system [40].

Auditing

Auditing refers to the process of examining a work product or set of work products to
verify conformance with established specifications, standards, contractual agreements,
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or other criteria [21]. In distributed environments, it is considered a valuable tool for
gaining insights into the behavior of software components. For example, when testing
new applications, a single execution trace can be analyzed to ensure that it meets the
required specifications and standards [38].

Auditing is not only essential for quality assurance and risk management, but it can
also be a legal requirement or a client requirement to ensure the protection of sensitive
information and data privacy. It provides a means to assess the compliance of operations,
identify potential issues, and ensure that standards are being followed.

2.3.4 Security

When addressing a microservices architecture, it is very important that security isn’t
taken lightly. In this section, we will explore some security concerns associated with

microservices and discuss various aspects of securing microservices-based applications.

2.3.4.1 Attack Surface Expansion

As mentioned in section 2.2, microservices decompose applications into small, inde-
pendent services that communicate over networks. Anelis et al. points out that this
decomposition increases the attack surface compared to monolithic applications, as each

microservice can potentially become a point of vulnerability [57].

2.3.4.2 Trust and Security Challenges

Microservices architecture presents significant trust and security challenges, inherited
from SOA and distributed computation [7]. With its various components all interconnected
and responsible for different aspects of the application, ensuring a cohesive and secure
environment becomes of major importance. A breach in one microservice can potentially

expose vulnerabilities in others, emphasizing the need for robust security measures.

2.3.4.3 Risk Assessment

Microservices often operate across multiple services or platforms, including public cloud
environments, which introduces inherent security risks [7]. The complexity of develop-
ment, challenges in monitoring, debugging, and the opacity of cloud service providers’
infrastructures pose a significant "leap of faith".

2.3.4.4 Vendor Security and Cloud Services

Selecting a cloud service provider requires careful consideration of their security prac-
tices [7]. Regardless of the vendor’s size or reputation, security should always be a top
priority. Key questions should be raised regarding how vendors maintain trust and secu-
rity within their services. This includes aspects such as authentication, data protection,
and adherence to security best practices.
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2.3.4.5 Authentication and Authorization Challenges

Microservices require robust authentication and authorization mechanisms and a de-
centralized microservices architecture presents challenges in managing authentication
information. The question arises of where to store authentication data [57]: in a central-
ized authentication server or distributed across individual microservices. This decision
impacts the maintenance and scalability of the authentication system. As Ahmadvand
and Ibrahim [1] suggest, decomposition into microservices should respect security and

scalability constraints.

2.3.5 Service Meshes

In Link Consulting, service meshes are included in most of the projects involving microser-
vices, in this section, we will examine the main concepts related to them, clarifying their

purpose and significance in the context of microservices.

2.3.5.1 The role of a Service Mesh

The rising popularity of microservices has brought forth a set of security challenges, as
previously highlighted in section 2.3.4. These challenges primarily revolve around the
intricacies of service-to-service communication. As Chandramouli aptly points out [5],
these concerns stem from the inherently distributed nature of microservices. To address
these security concerns, various solutions such as Secure Token Services Secure Token
Service (STS), key management, encryption services for authentication and authorization
and secure communication protocols come into the picture.

Moreover, microservices’ ephemeral nature necessitates efficient service discovery
mechanisms. Chandramouli [5] further suggests that "the service mesh is the best-known

approach that can facilitate specification of these requirements".

2.3.5.2 Defining a Service Mesh

The definition of a service mesh is fairly straightforward. According to [52] a service
mesh is essentially an infrastructure layer that consists of a collection of configurable
proxies, which services can link to. Li [33] conceptually divides the service mesh’s internal
structure into two main components: the data plane and the control plane.

The data plane comprises a collection of intelligent proxies, typically deployed as
sidecars alongside microservices. These proxies serve as intermediaries, controlling the
communication between microservices. Their main functionalities encompass service
discovery, health checking, routing, load balancing, authentication/authorization, and
observability.

On the other hand, the control plane is tasked with managing and configuring these
proxies to facilitate precise traffic routing and enforce security policies, by Li’s words [33],

"the control plane works as the brain of a service mesh".
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2.3.5.3 Adoption of Service Meshes

Service meshes have assumed a pivotal role in the modern application landscape. Zhu
et al. assert that service meshes are rapidly emerging as the default communication
infrastructure for cloud-native applications [59]. This growing prominence is evidenced
by a substantial increase in their in-production usage, with adoption rates surging by
approximately 40-50% annually [12].

2.3.5.4 Downsides of Service Meshes

Despite their undeniable benefits, service meshes are not immune to certain drawbacks,
with the most prominent being the introduction of overhead. The core architecture of
service meshes mandates that all application traffic passes through sidecar proxies, which
can inadvertently result in increased request latency and resource consumption. Zhu's
investigation underscores the potential impact of this overhead. In certain scenarios,
service meshes can introduce latency of several tens of milliseconds to individual requests,
which may be unacceptable for latency-sensitive applications. Additionally, they can exert
a substantial resource tax, consuming multiple virtual CPU cores even under moderate
loads [59].

24 Recommendation Systems

With the objective of making better usage of our methodology, we decided to develop
a recommendation system. In order to do this, an understanding of the fundamental
concepts and theories of recommendation systems is crucial. Hence, in this section, we
will examine the field of recommendation systems in detail to lay the foundation for our

system.

A recommendation system is a tool that utilizes various computer science and engi-
neering techniques to suggest items, information, or decisions to users based on their
needs and preferences. The primary aim of these systems is to assist individuals in finding
relevant information and making informed choices where they lack expertise or cannot
consider all the available data [47]. The development of recommendation systems aimed
to tackle two difficulties in their field that previous keyword-based information filtering
systems could not [29]. Firstly, it addressed the issue of too many on-topic documents
being picked with a keyword filter by means of human evaluation. Secondly, it tackled
the challenge of filtering non-text documents considering only human preferences. These
systems aid individuals in navigating a vast array of options by providing personalized
suggestions for information, products, or people. These recommendations are built
upon the system’s understanding of one’s preferences and current needs, as well as the

aggregated preferences of the larger community of users [28].
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Recommendation Systems for Software Engineering

Within the field of software engineering, Recommendation Systems for Software Engi-
neering (RSSE) serve the same purpose as ordinary recommendation systems but with a
specific focus on providing support to developers in their information-seeking activities
related to code, APIs, and human expertise [47]. These systems have become essential in
reducing the cognitive overload faced by developers and making software development
more efficient and effective.

In recommendation systems architectures there are three key functionalities: data col-
lection, recommendation engine, and user interface[47]. The data-collection mechanism
collects development-process data and artifacts and stores them in a data model. The
recommendation engine then analyzes this data model to generate personalized recom-
mendations for developers. The user interface acts as the gateway for the recommendation

cycle, triggering it and presenting the results to the developers.

2.4.1 Decision-Making Techniques

When it comes to software development, selecting the most appropriate architecture for
a project is one of the most essential decisions that must be taken. Software engineering
literature presents a variety of techniques for helping to make this choice, however, it fails
to provide clear guidance on which technique is best suited for specific circumstances [11].

According to Falessi et al. [11], the quality of a decision-making technique can be
judged by its ability to lead the user towards better alternatives while being user-friendly.
A poor decision-making technique may result in difficulties in the development process
and ultimately lead to bad choices being made. Misunderstandings caused by these poor
techniques may result in the election of the wrong architectural alternative, which can
lead to the dissatisfaction of the client and, in severe cases, a rework of the whole system.
Thus, it is important to choose a decision-making technique that not only guides the user
towards better alternatives but also minimizes the risk of misunderstandings.

According to Brooks [23], there is no magic solution that can effortlessly resolve all the
difficulties in software engineering. Similarly, as noted by Falessi [11], the notion that a
single solution cannot address all problems extends to the field of decision-making, where
a one-size-fits-all approach is not feasible. In fact, to the best of his knowledge, no study
has yet offered a systematic way to choose the best decision-making technique for making
selections among design alternatives.

The research conducted by Falessi et al. [11] has made a significant contribution to
the field of decision-making in software engineering and this contribution was of great
use to this thesis. Their work has defined key concepts and provided a foundation for
understanding the complexities involved in selecting the right decision-making technique,
which helped design the recommendation system. In his research, Falessi [11] presented a
Feature Tree Model (figure 2.3) that provides a characterization schema of decision-making
techniques for resolving trade-offs in software architecture design. This figure serves as
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Phase Activity Mechanism
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Figure 2.3: Feature tree model with a characterization schema of decision-making tech-
niques (taken from [11])
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a visual representation of some of the topics, especially the ones related to descriptions,
that we had to be aware of when developing the recommendation system.

As we moved forward with the development of our recommendation system, we
inspired ourselves in Falessi’s work [11] and selected some of the mechanisms depicted
in figure 2.3. Particularly, we used the "Term + Use Case" to describe the attributes.
Falessi states [11] that in order to avoid misinterpretations there’s a need to have a
common and clear understanding of every attribute, even though we don’t target attributes
but requirements, in our point of view, the same logic should be applied. Regarding
descriptions, instead of just opting for the requirement’s term we opted to use both the
term and the use case. Furthermore, we employed the "Elicited weight" method to assess
the importance of attributes. We chose this technique because it illustrates well the

attributes” importance while maintaining simplicity for future re-configurations.

2.5 Software Architecture Analysis

Designing a software architecture is a challenging task that requires consideration of mul-
tiple interdependent design decisions, related to a wide range of requirements concerns.
Xu et al. [58], state that being able to understand the consequences of architectural design
decisions is one of the most important aspects of this decision-making process.

Evaluating functional requirements for common services in a software system is
straightforward as all stakeholders agree on how the system should function. However,
assessing quality attributes can be more difficult as stakeholders often have differing
opinions on what should take priority [58]. Software quality attributes include both the
specific criteria of how the system is built and the qualitative constraints on performance
or usability.

Finding a good solution for a high-quality software architecture involves exploring
different options to meet the given requirements. With the help of software architecture
analysis it is possible to understand if the solution found is an optimal one, that maximizes

support for the quality attributes and fulfills all requirements.

2,51 Software Architecture Analysis Approaches

Some approaches that can help us evaluate our decision of which architecture to choose,
based on the supported quality attributes, are the following:

Software Architecture Analysis Method (SAAM)

The SAAM [26] is a systematic approach for describing and analyzing software architec-
tures. According to the SAAM methodology before analyzing any architecture there’s
a need to have a clear description of it, so it provides us with three perspectives for
that purpose - functionality, structure, and allocation. After being able to analyze and

describe the architecture, the main activities involved in the SAAM are characterizing a

22



2.6. TECHNOLOGIES

canonical functional partitioning for the domain, mapping the functional partitioning into
the architecture’s structural decomposition, choosing a collection of quality attributes to
assess the architecture, choosing a collection of specific tasks to test the chosen quality
attributes, and evaluating the amount of support provided by each architecture for each
task.

Architecture Tradeoff Analysis Method (ATAM)

The ATAM [25] is a risk identification method that detects areas of potential risk in a
software architecture, it is influenced by not only the architectural styles and the quality
attribute analysis communities but also SAAM. The ATAM is a nine-step process used
to evaluate a system’s architecture. It involves the generation of a utility tree, which
is a hierarchical structure of quality attribute requirements, and the use of Attribute-
Based Architectural Styles (ABAS)s to identify key architectural decisions. The output of
the ATAM is a list of risks and non-risks, which can be problematic architectural decisions.

2.5.2 Evaluation of SAAM/ATAM

Xu et al. [58] made a survey of software architecture analysis approaches, where both
SAAM and ATAM are evaluated as a group since they deliver similar ideas. In this
evaluation, SAAM and ATAM share similar features in their evaluations. Both methods
focus on identifying quality attributes based on stakeholders’ needs and providing support
for unquantifiable attributes. Yet, neither provides support for resolving conflicting goals

among stakeholders.

Both methods evaluate the architecture after its development, modeling both architec-
ture and quality attributes before the analysis. They both use human-based measurement
and qualitative methods for evaluating and comparing design alternatives, but offer lim-
ited guidance for tradeoff analysis and relating quality attributes to architecture elements.

Moreover, both have low automation and lack an information persistence mechanism.

Figure 2.4 represents the table provided in [58] for the graphical representation of the

topics discussed above.

2.6 Technologies

In this section, we will explore some of the most commonly used technologies in Link
Consulting, these technologies could be used to complement our thesis by serving as tools
for developing and deploying the suggested microservices architecture. The seamless
integration of these technologies and their widespread adoption in real-world scenarios
has made them the preferred choices for numerous companies.
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Requirements Elicitation
Mentihing Q4 |y iiionle 04 | Conflting Goals
SAI}ril\l\/E[/ Stakeholder-based Supported Unsupported
Architectural Design
Development Phase Modeled Artifacts Identifying Design Decisions
SAAM/ Late Evaluation Architecture (SAAM) Unsupported
ATAM Quality Attributes (ATAM)
Design Alternative Analysis
Desigj;'lnﬁgi};zative Des?:m,;l;izoa;ives Tradeoff Analysis Sensitivity
SAI}F?&D;[/ Human-based Qualitative Low Sensitivity Points
Overall Architectural Analysis
Context Mapping QA Optimization
SAI,&;:D:/I/ Independent | No Guidance Unsupported
Automation
Automated Tool | Information Persistence
iél"AAl\li[/[/ Low Unsupported
Figure 2.4: Evaluating SAAM/ATAM (taken from [58])
Containers

Container technology can be used as a packaging and deployment method in the devel-

opment of microservices.

Containers are packages of software that contain all of the necessary elements to run in
any environment. Essentially, they are a way to virtualize the operating system, allowing
applications to run anywhere, regardless of the underlying infrastructure [16]. This makes
them a popular choice for companies and organizations that need to move quickly and
deploy software efficiently, while also being able to handle large-scale workloads.

One of the key benefits of containerization is that it ensures consistency across different
environments [16]. When an application is packaged into a container, it includes all the
necessary dependencies and configurations, which eliminates the need to worry about

the differences between the environments, making it easy to deploy and run.

They are becoming increasingly popular in software development, and currently, most
microservices architectures use containers to deploy and manage their services. Two of
the most popular container technologies are Docker and Open Container Initiative (OCI).
Docker is an open-source platform that automates the deployment of applications inside
containers, while OCI is an open-source standard for container images.

24



2.6. TECHNOLOGIES

Orchestration platform

Regarding the choice of the platform for automating deployment, we usually go for
Kubernetes. Kubernetes is a highly adopted orchestration platform, known for its open-
source nature and its ability to automate the deployment, scaling, and management
of containerized applications [31]. It provides an abstraction layer for the underlying
infrastructure, making it easier to deploy and manage containers.

Some of the most important Kubernetes components mentioned by Gigi Sayfan in his
book [50] are:

¢ Cluster: Collection of resources that Kubernetes uses to run the various workloads;

* Nodes: The physical or virtual machines that run the containerized applications,
their job is to run pods;

¢ Pods: Kubernetes working unit, they are the smallest and simplest unit in the
Kubernetes model and contain one or more containers. Typically, each microservice
corresponds to a single pod in day-to-day usage;

¢ Services: An abstraction used to expose some functionality, they enclosure a set of
Pods and a policy by which to access them. The routing to the microservices is done
through services since they provide a stable IP address and DNS name;

* Volumes: A ephemeral way to store data in Kubernetes that allows data to be stored
locally within a Pod. Volumes are where the local data of microservices is kept,

allowing for shared access;

¢ Ingress: An external access point to microservices, ingress manages the complexities
of exposing a service to outside the cluster, balancing traffic, handling SSL, and

providing virtual hosting. An ingress is considered the entry point to a microservice.

Development frameworks

Another technology to consider when building microservices is the development frame-
work. Within the company, two popular choices in this context are Spring and Quarkus.

Spring is a widely-used, open-source framework that provides a programming model
for building java-based enterprise-grade applications [54]. It offers a wide range of features
and tools that aid developers in building microservices.

Quarkus is a full-stack Kubernetes-native Java framework made for Java Virtual Ma-
chines (JVM)s and native compilation [20]. It is designed to optimize for resource efficiency
and fast startup times, making it well-suited for cloud-native and containerized applica-

tions.
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Database

Some microservices will need to store their data, in this scenario, according to the sit-
uation, the architectural design may indicate a relational database or a non-relational
database. A commonly used relational database is PostgreSQL, which is an open-source
object-relational database system that is known for its reliability, data integrity, and perfor-
mance [42]. For situations where a non-relational database is more suitable, it is common
to use MongoDB. MongoDB is a simple-to-use document database that is easily scalable.

Summing up, PostgreSQL is usually used when there’s a need for support in complex
data relationships and transactions, while MongoDB is more chosen when there’s a need

for a more flexible and scalable document-based data model.

Observability

In the context of observability, Usman has pointed out that, since microservices archi-
tectures are highly distributed and complex, traditional monitoring approaches are not
sufficient to provide the level of visibility required to manage and troubleshoot these kinds
of systems [56].

Consequently, when the requirement for observability arises in Link Consulting,
Prometheus and Grafana are the preferred tools for the task. Prometheus [43] is an open-
source monitoring and alerting system that is mainly used in cloud-native environments
like Kubernetes. It includes a local time series database for storing metrics from various
sources and provides a functional query language called PromQL for analyzing and
visualizing the data [43]. Grafana [18], on the other hand, is an open-source platform for
the visualization and analysis of metrics, logs, and traces. Grafana not only provides a
wide range of visualization options to display metrics but also grants the capability for

the creation of alerts [18].

Message broker

Lastly, when the architectural design recommends the usage of asynchronous communi-
cation the usual tools are either Solace [53] or Kafka [24] as messages brokers for intern
communication. Both Solace and Kafka are popular message brokers that provide features

such as publish-subscribe messaging, and they are widely used in distributed systems.

Service mesh

When a service mesh is required, Istio is the tool of choice, Istio is an open-source service
mesh commonly used in microservices architectures. It effectively addresses the issues
encountered by developers and operators in distributed setups [22]. Key features include:

¢ Traffic Management: Istio simplifies traffic routing, enhancing performance and
enabling strategic service deployment. It provides service-level configurations,
making tasks like A /B testing and canary deployments easy;
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¢ Security capabilities: Istio provides security with identity verification, access con-
trols, TLS encryption, and auditing tools. Its security model prioritizes in-depth

defense for secure deployments in untrusted networks;

¢ Observability: Istio generates detailed telemetry for service interactions, aiding
troubleshooting and performance optimization without requiring app changes. It

offers comprehensive observability with metrics, traces, and access logs.

API Gateway

Whenever an API gateway is required, Kong is the preferred solution. Kong Gateway is
an open-source, lightweight, fast, and flexible cloud-native API gateway [27]. Primary

features include:

¢ Workflow automation and modern GitOps practices;

Decentralization of applications/services and transitioning to microservices;

Creation of a prospering API developer ecosystem;

Identification API-related anomalies and threats;

Security and governance over APIs/services, and improving API visibility across

the entire organization.

2.7 Technological Decisions

This section explores some of the most widely considered technological decisions when
architecting a microservices system. In this thesis, these choices are regarded as potential
design alternatives that the system could recommend. Since we couldn’t cover all possible
decisions, we had to make choices regarding which ones to consider. Our selection
was based on the prevalence of these decisions within Link Consulting. The seamless
integration of these chosen strategies and their widespread use in real-world scenarios

have established them as our preferred options.

Data Considerations
When dealing with data in a microservices architecture, several critical decisions come

into play:

¢ Database: In Link Consulting one of the fundamental choices that is made in the
beginning of every project revolves around the need for a database system. This

decision is usually mostly based on the need for persistent data;
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¢ Database Architecture: The architectural approach to databases is another critical
decision. The most used database architectures in Link are One Database Per
Microservice, One Physical Database for All Microservices with Different Schemas,
or One Database Shared Across All Microservices. Each architecture has its unique

strengths and challenges, as we discussed in 2.3.1;

¢ Database Model: The choice between a relational or non-relational database model is
usually a hard one considering that each has its own advantages and disadvantages.
Even according to experts such as Sahatqija [48] there is no absolute answer when
trying to figure out which is the best option, the best is to consider some requirements
such as scalability, flexibility and performance.

Cache Considerations

Caching data is one of the main strategies for optimizing system performance, but it
requires careful consideration. The decision to implement caching mechanisms involves
weighing the trade-offs between improved performance and increased costs. Erman [10]
states that usually, in order to make benefit of using a cache, costs must be fairly high
from a financial point of view. Nevertheless, sometimes the increase in performance is a

decisive factor on its own.

API Considerations

APIs are the communication channels that enable microservices to interact with each other
and the rest of the system, making the selection of the appropriate API type crucial. The
decision to use either synchronous or asynchronous APIs affects system responsiveness,
since in synchronous communication the client might even block while it waits, while the
same doesn’t happen in asynchronous communication [3].

Although Microsoft advises not to use synchronous communication when interacting
between multiple microservices [35], this choice must be evaluated in terms of complexity,

fault tolerance, and other project-specific requirements.

API Gateway Considerations

API gateways play a pivotal role in managing API requests and ensuring system security
and observability. When it comes to managing API requests, the decision to utilize an
API gateway holds significant importance. This choice is influenced by several key factors,
including the requirement for service discovery, load balancing, monitoring, and security.
An API gateway typically encompasses these functionalities, as it serves as a centralized
point of entry [37].
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Service Mesh Considerations

Service meshes are increasingly adopted for enhanced microservices communication and
security. The decision of whether to implement or not a service mesh is an important
one since the adoption of a service mesh can greatly influence service discovery, load
balancing, fault tolerance, traffic monitoring, circuit breaking, and authentication and

access control [33].

Observability Considerations

Observability is crucial for understanding system health and performance. Deciding
whether to implement observability features is usually not an easy task since even though
it is not mandatory for the functionality of the system, most of the time is vital for its good
behavior. As highlighted in the observability section 2.3.3, implementing observability
allows for the identification and resolution of issues before they affect the system. Typically,
at Link Consulting, we consider introducing observability features when there is a need
to monitor the system’s health, and the client is comfortable with the associated costs.

Security Considerations

Security is of great importance in a microservices architecture, and making the right

security decisions is imperative:

* Security: Deciding on the need for implementing security measures is a foundational
choice. Similar to observability, at Link Consulting, this decision mainly relies on
the client’s preferences and their willingness to accommodate the associated costs.

Nevertheless, we always aim to uphold security best practices;

¢ Security Implementation: The implementation of security within a microservices
architecture requires careful consideration and one must decide the best methods
and best locations to do it. As mentioned in the security section 2.3.4, the question of
where to take care of authentication is a very common one, usually the options are:

in a centralized authentication server or distributed across individual microservices.
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SoLuTIiON DESIGN

The following chapter outlines the methodology that was developed as the solution of
this thesis.

3.1 Description

The goal of this thesis was to develop a methodology that based on a proposed set of
requirements, recommends which kind of microservices architecture should be used,
what components it should have and some of the orchestration details. Specifically, the
output of the methodology includes how the architecture should be organized, including
considerations for microservices” handling of persistent data, while also covering topics
like whether the database should be a relational database or a non-relational database
and whether the communication should be synchronous or asynchronous.

The developed solution defined possible design alternatives that were the key to
identifying sets of requirements that correlate with them. This correlation between
the design alternatives and the requirements was thus taken into consideration by a
recommendation system, that was built, such that it could be able to question the user about
which requirements are necessary for the problem at hand and suggest a microservices

architecture based on that.

3.2 Design Alternatives and Requirements Identification

The first step to achieve our goal was the identification and profound examination of
various design alternatives in microservices architecture, then, the next step was the
identification of requirements that correlate with them.

These steps formed the foundation for us to select the most appropriate design alter-
natives based on a set of requirements. For instance, one design alternative considered
in the methodology revolves around whether an architecture requires a database. If a
database is needed, another alternative explored is whether individual databases should
be used for each microservice or if a shared database should serve all microservices. The
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requirements aligned with these design alternatives were the need for persistent data in
the former case and the need for isolated schemas (among other considerations) in the

latter.

3.3 Evaluation Matrices

) Design Alternatives
Requirements Database Required No Database Required
Yes 5 0
Data Persistency
No 0 5

Figure 3.1: Example of an evaluation matrix populated with values from 0 to 5

Once the identification and investigation of the various alternatives and requirements
essential to achieving our objective were concluded, the subsequent phase involved crafting
separate matrices for distinct sets of alternatives. For example, three matrices were crafted
for data alternatives, one matrix for communication alternatives, two matrices for security
alternatives, among others.

These matrices, named evaluation matrices, were constructed using the technological
decisions explored in section 2.7, alongside the correlations mentioned before, between
the requirements and the potential design alternatives. To elaborate further, consider
the matrix specifically focused on evaluating the necessity of incorporating a database, a
graphical example of this matrix can be seen in figure 3.1. In this case, the matrix was
crafted using the requirement "Data Persistency" as its main and only requirement, and

the associated design alternatives encompass the inclusion or exclusion of a database.

Dependency Matrices
Dependencies
Sheet Name Expected result Alternatives to be ignored
Database Database Required All

Figure 3.2: Example of the dependency matrix regarding the choice of the database data
model

As the complexity of crafting the evaluation matrices grew apparent, we recognized
the need for dependency matrices. These matrices were designed to ensure that certain
evaluations depended on the outcomes of others, enhancing the precision and context-
awareness of our recommendation system. For instance, the choice of the data model is
only considered if the previously discussed matrix indicates the necessity of a database,
otherwise choosing a database model wouldn’t be appropriate. A graphical example of
this dependency matrix can be seen in figure 3.2
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3.4 Populating the Matrices

With the evaluation matrices defined, the next step was to assign reasonable values that
aligned the user’s answer for each requirement with a design alternative. For instance, let’s
revisit the matrix focusing on the necessity of incorporating a database. As can be seen in
figure 3.1, one design alternative involved not using a database, while another included the
usage of a database. The requirements for this table were just the need for data persistency
and so the options available were "Yes" or "No", to support or neglect the requirement.
To quantify these options, a classification system was employed. The "Yes" option was
assigned the highest score on the classification scale, denoted by the value 5, when
addressing the "Database Required" alternative. Conversely, it received the lowest score,
represented by the value 0, when considering the "No Database Required" alternative.
This configuration indicated strong backing for the data persistency requirement. On the
other hand, the "No" option was assigned a maximum classification score of 5 when related
to the "No Database Required" alternative, and a minimum score of 0 when connected to
the "Database Required" alternative. This distribution reflected limited endorsement of
the data persistency requirement. It’s worth noting that this matrix is one of the simplest
matrices in our methodology, many of them include intermediate values, not limited to
just "5" or "0".

This kind of classification system using these values we called "scores" was inspired
by the technique first introduced in section 2.4.1 as the "Elicited weights" classification

mechanism.

3.5 Description Matrices

Requirements Descriptions

The system requires persistent storage of data over time. This ensures that data can be stored and
accessed across microservices, allowing for data sharing and long-term data retention.

There is no need to keep persistent data over time since the microservices are designed to operate
independently and do not rely on sharing or persisting data across different services.

Yes

Data Persistency
No

Figure 3.3: Example of a description matrix describing the two options available

In the previous sections, we introduced the development of the evaluation matrices
aimed at assessing the correlation between design alternatives and requirements. Building
upon these evaluation matrices, we extended our analysis by creating an additional set
of matrices referred to as description matrices. These matrices were designed to provide
a description of each individual requirement identified during the initial phases of our
study. For each evaluation matrix, a corresponding description matrix was developed.
Each row in a description matrix was dedicated to elucidating the specific meaning of a
particular requirement allowing the users to make informed choices when considering

whether to incorporate or exclude each requirement.
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The assignment of descriptions to requirements was inspired by another technique
introduced in section 2.4.1 named the "Term + Use Case" description mechanism.

A graphical representation of the description matrix corresponding to the previously
displayed evaluation matrix is depicted in figure 3.3. This matrix elucidates the meaning

of the two options available, facilitating the user’s comprehension of the requirement.

3.6 Recommendation System

The final step involved the development of a recommendation system, this system was
developed to ease the interaction of the users with the methodology by automating most
of the process. As stated in section 2.4, these kinds of systems play a crucial role in helping
developers with their decisions and, in this thesis we opted to leverage a recommendation
system by having him consider the matrices we’ve constructed and the input provided by
users, ultimately offering recommendations for suitable architectural choices.

Initially, the recommendation system presents users with the defined requirements,
alongside descriptive information sourced from the matrices, it then allows users to
select the chosen option for each requirement. Once the user’s choices are made, the
recommendation system employs these selections, combines them with the matrix values,
and evaluates the available design alternatives to ascertain the most optimal architectural
choice. For each requirement, the recommendation system examines the values within
the matrices, calculates scores for each alternative, and identifies the one with the highest
total score. The identified alternative is most likely the one that aligns most closely with
the user’s preferences.

However, the recommendation system’s functionality extends beyond this decision-
making process. It additionally generates a visual graph that dynamically represents all
chosen design alternatives and their relationships. This graph helps to provide a clear
visualization of the different options and their connections, making it considerably easier
for the users to understand the relationships among the various architectural alternatives.

At its core, the recommendation system prompts the user with "questions", pinpoints
the most fitting architecture, and offers a graphical overview of the selected alternatives.

3.7 Architectures

As mentioned in the previous sections, the goal of the developed methodology was to
suggest a suitable architecture for a given problem, and for that, we needed to consider a
range of different design alternatives that best fit the problem at hand and then choose an
architectural design that integrates them well. This process was challenging, as it required
defining and combining a large number of different alternatives that often conflicted with
each other.
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Client
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Figure 3.4: Three microservices communicating with each other synchronously
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Next, we will provide some examples of some final architectural outputs given by the
methodology:

¢ Anarchitecture composed of three microservices interacting with each other without
the need for additional components. This architectural design emerged from a

scenario where data persistence isnotrequired. An example is presented in figure 3.4;

¢ An architecture composed of two microservices, each one with its own relational
database and its own cache, and the communication between them is made asyn-
chronously using an event broker. This architectural design originates from contexts
where not only data persistency is needed but ACID transactions too. An example

can be seen in figure 3.5;

¢ An architecture composed of two microservices each one with its own non-relational
database and its own cache, the communication with each other is made asyn-
chronously via an event broker. There is an API gateway for managing external
interactions and a service mesh for managing internal communication. Additionally,
a security stack ensures system protection, while an observability stack monitors
operational performance. This architectural design arises from scenarios demanding
data persistency, efficient data retrieval, effective external and internal communi-
cation management, security measures, and system monitoring. An illustrative
example is provided in figure 3.6.

It’s important to note that these are just a few examples of the methodology’s outputs,
many other potential architectures were also thoroughly explored.
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IMPLEMENTATION

In this chapter, we will provide a detailed explanation of the steps taken during the
implementation of this thesis, outlining the process followed to achieve the goals defined
in the chapter 3.

4.1 Design Alternatives and Requirements Identification

In the process of identifying design alternatives and their corresponding requirements
for microservices architecture, a systematic approach was taken to establish a meaningful
correlation between each alternative and the specific requirements it could address. This
correlation was achieved through an analysis of existing literature, insights from industry
best practices, discussions with experts from Link Consulting, and my own perspective.

The goal was to create a structured and informed understanding of how each design
alternative aligns with each distinct requirement based on their inherent characteristics,
advantages, and limitations.

4.1.1 Literature Review and Industry Insights

The process began by exploring a wide range of sources, including research papers, ar-
ticles, case studies, documentation and projects developed in Link Consulting related
to microservices architecture. This literature review enabled the identification of vari-
ous design alternatives that have been proposed or implemented in different contexts.
Nonetheless, we focused primarily on design alternatives commonly employed within
Link. Concurrently, insights from industry best practices and experiences shared by
me and my co-workers provided practical perspectives on the viability and challenges
associated with these alternatives.

4.1.2 Alternative Profiling

Each identified design alternative was profiled, detailing its key attributes, benefits, draw-
backs, and scenarios in which it is most suitable. This profiling involved understanding the

architectural principles, communication patterns, data management strategies, security
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mechanisms, scalability approaches, and observability techniques associated with each
alternative.

4.1.3 Requirements Elicitation

Leveraging the insights gathered from the alternative profiling, the benefits and drawbacks
associated with each design alternative were systematically taken into account and used
to find requirements that each alternative could address. For example, if an alternative
has demonstrated strengths in horizontal scalability, it gave origin to requirements related
to performance and scalability. Similarly, if an alternative has introduced complexities
in inter-service communication, it would bring requirements involving communication

patterns and reliability into the picture.

4.2 Evaluation Matrices

The creation of evaluation matrices was a key part of the implementation phase. These
matrices were designed to establish a clear mapping between the identified design alter-
natives and their corresponding requirements. Each matrix was dedicated to a specific
set of design alternatives. For instance, within the context of data management, three
matrices were formulated: one to determine the need for a database, another to assess the
most appropriate database architecture, and a third to explore the most suitable database
model. Additional details regarding these matrices will be provided in section 4.2.1.

To build the evaluation matrices, we opted to use spreadsheet software within a
workbook structure. This approach offered not only ease of modification for internal
weights but also the flexibility to incorporate new requirements, alternatives, and even

additional matrices as needed.

Dependency Matrices

As the complexity of the evaluation matrices grew apparent during their formation, a
significant observation emerged: certain matrices should only come into consideration
based on the outcomes of others. To illustrate, consider this scenario involving security
where we introduced two evaluation matrices related to security: one determined the
necessity for security measures, while the other pinpointed where security should be
implemented within the architecture. While the presence of security might necessitate
implementing a security stack, the specific authorization mechanisms might be distinct.
This determination, whether through an external tool or internal programming, could
influence the overall architecture.

Consequently, it became imperative to establish a dependency framework to address
this interdependence of matrices. This dependency structure ensured that the recommen-
dation system could generate more precise and context-aware suggestions. Specifically,
the evaluation matrix focused on security implementation would only be considered if
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Dependencies
Sheet Name Expected result Alternatives to be ignored
Security Security Required All
APIGateway API Gateway Required Security inside the APl Gateway

Figure 4.1: Example of the matrix regarding security implementation dependencies

the preceding matrix indicating the need for security yielded a positive result. Further-
more, within the dependency matrix, we provided the flexibility to ignore not only entire
matrices, as seen in the case of security, but also specific alternatives within a matrix.
For example, as depicted in figure 4.1, the alternative "Security inside the API Gateway"
would be ignored if the recommendation didn’t contemplate the usage of an API gateway.

By integrating these dependency matrices alongside the evaluation matrices, we effec-
tively created a framework that allowed us to encapsulate relationships and conditional
dependencies between different aspects of microservices architecture. Incorporating de-
pendency matrices ended up enhancing the methodology’s accuracy and also contributing
to its adaptability, making it so that the alternatives suggested were more coherent with

each other.

421 Developed Evaluation Matrices

As stated before, we employed a series of matrices to enable the evaluation and recom-
mendation of design alternatives and each matrix was crafted to address a specific set of
alternatives. We have previously showcased one of the developed matrices in figure 3.1,
offering a visual representation of our matrix-based approach. Now, we will provide an

overview of the matrices used and their significance within our methodology.

Database Matrix:

® Purpose: The Database Matrix focused on the perseverance of data, it aided in the

evaluation of design alternatives concerning whether or not to have a database.

¢ Importance: Considerations on the perseverance of data are essential for the success
of microservices. This matrix helped assess the alignment of design alternatives
with the requirement "Data Persistency".

Database Architecture Matrix:

® Purpose: The Database Architecture Matrix focused on the architectural consider-
ations associated with databases. It helped in evaluating the suitability of three
architectural approaches, such as "One Database Per Microservice", "One Physical
Database for All Microservices with Different Schemas", or "One Database Shared

Across All Microservices'".
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¢ Importance: The chosen database architecture can exert a profound influence on
system performance and long-term maintenance. This matrix took into account

factors like data schema isolation, scalability requirements, and maintenance costs.

Database Model Matrix:

¢ Purpose: The Database Model Matrix aimed to guide decisions regarding the type
of database model, whether relational or non-relational.

¢ Importance: Choosing the right database model is crucial for data consistency and
query performance. This matrix allowed us to evaluate how well each model aligned

with requirements like the need for data consistency and scalability.

Cache Matrix:

¢ Purpose: The Cache Matrix addressed the need for caching data and its impact on
system performance and scalability.

¢ Importance: Caching can significantly improve response times, but it comes with
trade-offs. This matrix helped assess whether caching was appropriate based on

factors like performance, scalability, cost, and others.

API Type Matrix:

¢ Purpose: This matrix considered the type of APIs used, whether synchronous or
asynchronous, and their implications.

* Importance: API design affects system complexity and responsiveness. This matrix
allowed us to evaluate the API alternatives in terms of complexity, scalability, fault

tolerance, and more.

API Gateway Matrix:

® Purpose: The API Gateway Matrix focused on whether to use or not to use API
gateways for managing API requests.

¢ Importance: API gateways play a crucial role in request management, security, and
observability. This matrix helped assess their suitability based on factors like rate

limiting, load balancing, and security.

Service Mesh Matrix:

¢ Purpose: This matrix explored the adoption of a service mesh for traffic management,
improved security, and improved observability between microservices.
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¢ Importance: Service meshes enhance microservices communication and security
but introduce complexity. This matrix aided in evaluating their suitability based on

factors like traffic management, security, and scalability, and potential overheads.

Observability Matrix:

¢ Purpose: The Observability Matrix focused on choosing whether to implement
observability through the usage of either just an observability stack, both the stack
and other tools already in use like a service mesh or an API gateway, or opting not

to implement a stack at all.

¢ Importance: Observability is vital for understanding system health. This matrix
helped assess the necessity to introduce observability features in the system using
requirements such as the need for system measurement, costs, and prioritization of

systems health.

Security Matrix:

¢ Purpose: This matrix was designed to assess the need for implementing security

measures.

¢ Importance: Security is paramount in a microservices architecture. This matrix
helped in the decision of whether to implement security or not, taking into consid-
eration factors such as sensitive data handling, authentication, authorization, and

secure communication.

Security Implementation Matrix:

® Purpose: The Security Implementation Matrix assesses the methods and locations for
implementing security within a microservices architecture, focusing on authoriza-
tion verification and the decision of whether it should be centralized or distributed

among the microservices.

¢ Importance: Proper security implementation is crucial for safeguarding microser-
vices. This matrix aids in evaluating the alignment of security measures with specific
requirements, including scalability, simplicity, the need for unconventional security

measures, and simplification of security maintenance.

It is crucial to note that, as stated before, these matrices are not fixed. They can
be customized with different requirements, and they even support the addition of new
matrices to adapt to specific project needs and preferences.
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4.3 Populating the Matrices

Populating the matrices involved assigning weights to each requirement-design alternative
pair. These weights represented how well a particular design alternative satisfied a given
requirement. To determine these weights, we devised a classification system that allowed

for a quantitative assessment.

The classification system ranged from 0 to 5, with 5 indicating strong alignment with
a requirement and 0 indicating poor alignment. This step required careful consideration
and was based on a combination of research, expert opinions, and my own analysis. It’s
important to note that these weight assignments are fully configurable, offering users
the flexibility to fine-tune them based on specific project needs and preferences. This
characteristic is particularly valuable, as it allows for potential enhancements through
various means, such as leveraging advanced techniques like machine learning and artificial

intelligence for data training.

By utilizing such technologies, users can not only customize the recommendation
process but also potentially optimize it further, ensuring that it aligns with the details of

their particular project, enhancing both performance and accuracy.

4.4 Description Matrices

Description matrices were developed as a tool to ensure the understanding and considera-
tion of each requirement identified earlier in the process. These matrices serve as a major
aid for users, enabling them to grasp the significance and implications of each requirement

before making critical decisions.

For each distinct evaluation matrix, we’ve diligently developed a corresponding de-
scription matrix and within each matrix, every row contains an informative breakdown of
a specific requirement. This detailing empowers users to make well-informed choices that
align with their project’s unique context and objectives. It’s essential to note that these
matrices have also been designed to be dynamic and highly configurable. By understand-
ing that every project presents its own nuances and challenges we have made it so that
users have the flexibility to create and modify all the necessary descriptions in order to
match their specific project context, ensuring that the recommendation process remains

as adaptable and as accurate as possible.

To enhance user efficiency and minimize their workload, we have ensured that each
description is uniquely tailored to its respective requirement. This means that if a de-
scription has already been crafted for one requirement, there’s no need to duplicate it,
users can simply leave it blank, saving time and effort while maintaining the clarity and

integrity of the matrices.
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4.5 Recommendation System

In this section, we will probe deeper into the recommendation system, a critical component
of our thesis, the component that is responsible for automating the methodology.

4.5.1 Matrices Interpreter Tool

At the heart of our recommendation system, we’ve developed the matrices interpreter
tool. This JavaScript-based application plays a pivotal role in processing the matrices

mentioned earlier. To achieve this, the tool leverages various essential tools and packages:

¢ "xIsx" Library: We utilize the "xIsx" library for efficient manipulation of the Excel
workbooks that contain our matrices. This library simplifies the extraction of data
from Excel sheets, allowing us to smoothly process them;

¢ "prompt-sync" Package: For user interaction through the command line, we employ
the "prompt-sync" package. This choice enhances the user experience, enabling

real-time responses to system queries;

¢ "commander" Module: To handle various operational modes and commands, we
rely on the "commander" module. This versatile tool simplifies the parsing of
command-line arguments, facilitating a more intuitive user interface.

We chose these components to ensure the tool’s efficiency, user-friendliness, and
adaptability to different user preferences.

4.5.2 Modes of Operation

Our recommendation system offers users multiple modes of operation, catering to their

diverse needs:

* Normal Mode: In this mode, users are guided step-by-step through the questions.
They are presented with the defined requirements and descriptive information

associated with each matrix, ensuring a clear understanding of the options;

¢ Summary Mode: To expedite the recommendation, users can opt for the summary
mode using the "-r" or "-resume" flag. In this mode, the system recalls previously
provided answers from the "answers.json" file, allowing users to review and modify

their selections and proceed swiftly without reanswering questions;

¢ Help Commands: Users can leverage built-in help commands provided by "comman-
der" to navigate the recommendation system effectively. These commands provide

guidance and explanations for various functionalities, enhancing user interaction.
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4.5.3 The Recommendation Process

Serving as the backbone of our recommendation system, the matrices interpreter tool
processes all acquired information, including user selections and matrix values, to pro-
vide the recommendations. The underlying algorithm calculates scores for each design
alternative, taking into account the user’s input, the weights assigned to each requirement
in the matrices and the interdependencies specified in the dependency matrices. The
option with the highest total score in each matrix is identified as the optimal choice for

each set of alternatives.

4.54 Output and Examples

The recommendation system generates several important outputs to assist users in making

informed decisions:

¢ answers.json: This file records the user’s responses to each question posed during
the decision-making process. Users have the option to modify this file and rerun
the program in summary mode to avoid reanswering questions, offering flexibility

and convenience ;

¢ designAlternatives.json: This file compiles a list of considered design alternatives
and their corresponding scores. It provides transparency into the decision-making

criteria, allowing users to understand how each alternative was evaluated;

¢ results.json: Encapsulating the final design alternatives chosen by the recommen-
dation system, this file provides users with concrete architectural recommendations

based on their input and the established criteria.

All these outputs are stored in an auto-generated folder called "data" present in the

project’s main directory.

4.5.5 The Decision-Making Algorithm

Understanding how our system determines the chosen alternatives is essential for the
users, allowing them to fine-tune it. The algorithm follows a structured process:

¢ Loading and Organizing: The algorithm begins by loading and organizing the

workbook, aligning the description matrices with the evaluation matrices;

¢ User Interaction: The system prompts the user and collects information on the
desired project requirements while always presenting descriptive information for
context, ensuring that the recommendations are aligned with the user’s specific

needs;
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¢ Scoring and Selection: Based on the user’s responses, the system computes scores
for each design alternative, summing values row by row. The algorithm takes into
account the dependency matrices to ensure that recommendations are context-aware
and aligned with interdependencies between different microservices alternatives.
This iterative process is applied to all matrices, and for each matrix, the alternative

with the highest cumulative score emerges as the system’s recommendation.

4.5.6 Dynamic Graph Construction

In addition to providing recommendations, our system takes a significant step forward in
enhancing user comprehension by dynamically generating visual graphs using Mermaid.js.
These dynamic graphs serve as invaluable tools for users to explore and understand
the intricate interconnections and relationships between various architectural design
alternatives, making the recommendation process more intuitive and insightful.

Our dynamic graph construction process begins by loading the relevant data from the
"results.json" file, which contains the outcomes of various design choices. It then prompts
the user for essential input, such as the number of microservices they plan to have and
the names of each microservice.

The generated graph is composed of different components, each representing a chosen
alternative:

e Microservices: These are at the core of the architecture, and each microservice is
depicted as a distinct node within the graph. The relationships and dependencies
between microservices are visually represented, allowing users to grasp how data

flows and interactions occur;

¢ API Gateway (optional): If an API Gateway is part of the chosen design, it is
integrated into the graph, showing how it connects with clients and various mi-
croservices. This visualization aids in understanding how API Gateway impacts the

overall communication flow;

¢ Security Stack (optional): For architectures with security considerations, a Security
Stack subgraph is included. It showcases the security implementation and how
microservices or the API Gateway interact with it to ensure proper authorization

and protection;

¢ Event Broker (optional): In scenarios where asynchronous APIs are employed, an
Event Broker subgraph illustrates how microservices communicate asynchronously,

highlighting the event-driven nature of the architecture;

¢ Caches (optional): When caching mechanisms are utilized, the graph visualizes
cache instances and their associations with specific microservices or as a global

cache;
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¢ Databases (optional): If databases are part of the design, the graph portrays the rela-
tionships between microservices and their corresponding databases, demonstrating

the data storage and retrieval mechanisms;

¢ Observability and Monitoring (optional): For architectures with observability fea-
tures, an Observability Stack subgraph is included. It provides insights into moni-
toring and logging capabilities, illustrating the integration of these features into the

architecture;

¢ Service Mesh (optional): In architectures employing a service mesh, a dedicated

subgraph showcases the interaction between the service mesh and the microservices.

Once all components are integrated into the graph, the resulting visualization is
saved as "graph.mmd" and further converted into both PNG and SVG formats for easy

accessibility.
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EvaLuAaTION

5.1 Evaluation Objectives

In this chapter, we will evaluate the accuracy of our methodology by evaluating the results
obtained from the implementation of our tool, as well as its usability. This evaluation aims
to assess the effectiveness and practicality of the developed microservices architecture

recommendation system.

Evaluating Accuracy

To evaluate the accuracy of the architectural recommendations provided by the system, we
analyzed how well the recommendations were aligned with what experts in microservices

architecture expected.

Assessing Usability

To assess the usability of the recommendation system, we examined how easily users used
the tool, the problems found, and if there were any errors during the tests. This step also

helped validate the clarity of the instructions provided to users.

5.2 Testing Methodology

In this section, we describe in detail the methodology employed in evaluating the rec-
ommendation system’s accuracy and usability. The testing process involved a group of
participants with expertise in microservices architecture, who engaged in user tests to

simulate real-world scenarios.

5.2.1 Sample Characterization

To conduct the evaluation, a sample of seven participants was selected. The participants
were chosen based on their experience and expertise in the field of microservices, particu-

larly their experience in making architectural decisions. The sample included colleagues
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from my workplace who possess extensive knowledge and experience in microservices
architecture. Specifically, six of them have worked or are currently working as architecture
leads on various projects within the organization. Additionally, one colleague who is
conducting research on microservices, particularly focusing on migration decisions, was

included in the sample.

5.2.2 User Tests with Domain Experts

The testing methodology primarily involved a single procedure: the User Tests with
Domain Experts. In this procedure, all participants from the sample were invited to
engage in user tests, simulating real-world scenarios where the users would utilize the
recommendation system to make informed choices about microservices architecture.

To enhance the accuracy of the evaluation, some testers were encouraged to use actual
project data from their respective teams. They were asked to compare the recommended
architecture with the implemented architecture and provide feedback on the alignment
or disparities. This approach allowed us to assess the system’s accuracy and its practical
applicability in specific project contexts.

5.2.3 Preparations for Testing

In the preparation for the evaluation process, several steps were taken to ensure the
assessment of our tool. This section outlines the preparations made, including user

selection, technical accommodations, and the development of feedback collection methods.

¢ User Selection: To ensure the quality of the evaluation, users with substantial
expertise in the field were meticulously chosen to serve as test users for the tool.
Their extensive experience in microservices architecture made them well-suited for

evaluating the recommendation system;

¢ DockerImage and Docker Compose: To accommodate users who either did not have
Node js installed or preferred using Docker, a Docker image and Docker Compose
configuration were thoughtfully prepared. This approach aimed to ensure that all

users could easily access and use the tool without technical barriers;

¢ Feedback Collection Form and Questions: A feedback collection form was devel-
oped to gather insights from the participants regarding their experience with the
recommendation system, a copy of the form is present in annex I. This form included
specific questions designed to solicit user opinions and feedback on various aspects

of the recommendation system;

¢ User Guide: To facilitate user interaction and understanding of the tool, an instruc-
tional guide on how to use the program was provided to users at the beginning of
the feedback collection form. This guide served as a reference point to help users

utilize the recommendation system.
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5.3

Results and Evaluation

In this section, we analyze the user responses collected during the evaluation of the

recommendation system. The feedback and insights provided by the users are crucial for

assessing the system’s performance and identifying areas for improvement.

5.3.1 Survey Questions and User Responses

Q1

Did the results align with your expectations?: Users were asked if the results
of the recommendation system aligned with their expectations. The responses to
this Yes/No question helped to provide insights into user satisfaction. Figure 5.1
illustrates the distribution of responses, with all respondents providing a positive
"Yes" response, indicating that 100% of the users were in agreement;

Did the results align with your expectations?

7 respostas

® VYes
® No

Figure 5.1: Question 1 responses distributions

Q2 On a scale from 1 to 5, how satisfied were you with the recommendation results?:

Q3

To gauge user satisfaction more precisely, users were asked to rate their satisfaction
with the recommendation results on a scale from 1 to 5. This Likert scale question
had a mean satisfaction score of approximately 4.43, a mode of 4, and a standard
deviation of approximately 0.49. The distribution of responses is visualized in
figure 5.2;

Were there any specific alternatives where you felt the recommendation was
particularly effective?: Users were queried about the areas where they found the
recommendations on the alternatives to be particularly effective. The two areas with
the highest percentages of positive feedback were APIGateway and Observability
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On a scale from 1 to 5, how satisfied were you with the
recommendation results?

7 respostas

4
4 (57,1%)
3
3 (42,9%)
2
1
0 (0%) 0 (0%) 0 (0%)
0 | | |
1 2 3

Figure 5.2: Question 2 responses distributions

both with 85.7% of the users” votes. The distribution of responses is depicted in

figure 5.3;

Were there any specific alternatives where you felt the recommendation
was particularly effective? Please provide examples.

7 respostas

Database —5 (71,4%)
Database Architecture 5 (71,4%)
Database Model —5 (71,4%)
Cache 3 (42,9%)
API Type 3 (42,9%)
APIGateway 6 (85,7%
ServiceMesh —5 (71,4%)
Observability . 6(85,7%
Security 3 (42,9%)
Security Implementation 3 (42,9%)
0 1 2 3 4 5 6

Figure 5.3: Question 3 responses distributions

Q4 Were there any specific alternatives where you felt the recommendation provided
less satisfactory results?: Similarly, users were asked about areas where they felt
the recommendations on the alternatives were less satisfactory. The four areas that
most users found in need of improvement were Database Model, Cache, API Type,
and Service Mesh all with 28.6% of the users’ votes. The distribution of responses is

presented in figure 5.4;
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Were there any specific alternatives where you felt the recommendation
provided less satisfactory results? Please provide examples.

7 respostas

Database

Database Architecture

Database Model | 2(28,6%

Cache | 2(28,6%

API Type | 2(28,6%
APIGateway

ServiceMesh | 2 (28,6%

1(14,3%)
1(14,3%)
1(14,3%)
0 1 2

Observability
Security
Security Implementation

Figure 5.4: Question 4 responses distributions

Q5 Were there any aspects that you found to be insufficiently explored or developed?:
Users were prompted to identify the aspects they found to be insufficiently explored
or developed. The two areas most selected by users were Service Mesh (42.9%), and
Cache (28.6%). The distribution of responses can be seen in figure 5.5;

Were there any aspects that you found to be insufficiently explored or
developed? If so, please specify which topics and what you would like to
see improved.

7 respostas

Database

Database Architecture
Database Model ,3%)
Cache

API Type
APIGateway
ServiceMesh | 3(42,9%
Observability
Security

Security Implementation

0 1 2 3

Figure 5.5: Question 5 responses distributions

Q6 Do you have suggestions for any changes or enhancements to the recommendation
algorithm or the way it is presented that could make it more useful or user-

friendly?: This open-answer question allowed users to provide suggestions for
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changes or enhancements to the recommendation algorithm or its presentation;

Some of the user suggestions are:

* Topic Skipping: Allow users to skip certain topics if they are not relevant or

of interest to their system;

¢ Include Technology References: Incorporate references to the technologies
and platforms that are aligned with the suggested results;

¢ User-Friendly Interface: While not the primary focus, consider improving the
presentation interface to make it more user-friendly and intuitive;

* Progress Tracking: Include a progress bar or a display indicating the number
of questions the user has answered and how many are remaining (e.g., "10 of
20 questions answered");

¢ Consider varying priorities: Recognize that certain questions may apply differ-
ently to specific microservices within the system. For instance, some microser-

vices may prioritize performance, while others may not.

Q7 Were there any challenges or difficulties you encountered while using the tool?:
This open-answer question prompted users to share any challenges or difficulties
they encountered while using the tool;

Some reported challenges include:

* Repetitive Questions: In the same context, there were many look-a-like ques-

tions;
¢ Interface Usability: The lack of a Graphical User Interface (GUI);

¢ Visualizing Impacts: Certain questions were hard to visualize in terms of their

consequences when answering yes or no.

Q8 Do you have any additional comments or feedback that could help improve the
multi-sheet alternative selector?: Users had the opportunity to offer any additional
comments or feedback that could contribute to the improvement of the multi-sheet
alternative selector.

A selection of user comments and feedback are:

* Real-time Persistent Question Storage: The tool could save previously an-
swered questions. This would enable users to continue where they left off, even
if they quit in the middle;

¢ Architecture Purpose: The tool could inquire about the purpose of the mi-

croservices to provide more context-aware suggestions.
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5.3.2 Analysis of User Responses
5.3.2.1 Accuracy and relevance of recommendations

The analysis of user responses indicates that the majority of participants found the archi-
tectural recommendations provided by the system to be accurate and relevant to their
specific project contexts. This alignment with user expectations was confirmed by all
participants in Question Q1.

The Likert scale question (Question Q2) revealed that users rated their satisfaction
with the recommendation results relatively high, with a mean satisfaction score of ap-
proximately 4.43 and a standard deviation relatively small (0.49) which implies that the
variation among the answers was minimal. This high mean score with such a low standard
variation, suggests that users generally found the recommendations valuable and in line
with their expectations.

Users highlighted specific areas (Question Q3) where they found the recommendations
to be particularly effective. Alternatives related to APIGateway and Observability received
the highest percentages of positive feedback. This indicates that the system excelled in
providing recommendations for these specific architectural decisions.

While the system demonstrated effectiveness in many cases, some areas (Question Q4)
received lower satisfaction ratings from users. Despite receiving fewer votes, alternatives
related to Database Model, Cache, API Type, and Service Mesh were identified as the
ones where users felt the recommendations could be improved. It’s worth mentioning
that even though these recommendations were voted as the ones with "less satisfactory
results", the majority of users did not necessarily find them unsatisfactory, as each of these
four areas just received 28.6% of the votes. These findings lead to the conclusion that
the evaluation matrices corresponding to these areas are the ones that would benefit the
most from the refinement of weights through the utilization of Al techniques, mentioned
in Fine-Tuning Using AL

Users also identified some alternatives that they found to be insufficiently explored
or developed (Question Q5). Alternatives related to Service Mesh and Cache were the
most chosen as underexplored, this could mean that these alternatives are the ones that
would be more positively impacted by further investigation and the creation of additional
matrices to improve the recommendation system’s coverage and effectiveness, mentioned

in Expansion of Design Alternatives.

5.3.2.2 Usability of the tool

User feedback suggests that the tool’s usability was generally well-received. Only one user
expressed the desire for more context about the application in the survey and suggested
making it clearer that the "summary mode" is optional. Apart from this, no other partic-
ipants reported difficulties in using the tool or felt that it lacked clear instructions. This

overall positive feedback suggests that the tool is user-friendly. Nonetheless, suggestions
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for further improving usability were provided in response to questions Q6 and Q7.

Some suggestions pertained to the perceived repetitiveness of certain questions, mak-
ing the process a bit exhausting. This issue could be easily addressed, as all matrices are
fully customizable, and all requirements (each requirement leads to one question) can be
edited or even deleted. However, in our opinion, it’s better to empower users who feel this
way to take control of this customization. It’s important to note that this customization
allows users to strike a balance between requirements quantity and context awareness.
Deleting requirements excessively may result in a less context-aware system, potentially

leading to less accurate recommendations.

Another significant suggestion was related to the difficulty in visualizing the conse-
quences of certain questions. To address this, we have already made some revisions to
enhance the clarity and informativeness of the description matrices. Regarding the ab-
sence of a GUI and the opportunity to skip certain topics, we believe that these suggestions
should both be contemplated in our system and they will be addressed as a future work

prospect in Graphical User Interface.

5.3.2.3 Feedback on the improvement possibilities

User feedback has provided insights into potential enhancements for the recommendation
system. Participants shared suggestions and ideas for improving the system’s functionality
in questions Q6 and Q8.

One of the suggestions was the incorporation of references to specific technologies
within the recommendations. While some preliminary investigation work has been
conducted, particularly in the development of matrices related to both relational and non-
relational databases, the extensive nature of this task prevented its full implementation
within the scope of this thesis. Nevertheless, this idea is acknowledged as a promising

avenue for future development, as outlined in Specific Matrices with Examples.

Another suggestion was to inquire users about the purpose of each microservice
to provide more context-aware recommendations. This recommendation aligns with
the future work prospect of Fine-Tuning Using Al. By gathering information about the
purpose of each microservice from users, we could improve our suggestions for specific
project contexts.

Concerning the suggestions for real-time persistent question storage and the inclusion
of progress-tracking indicators. These features could significantly improve the user
experience when answering the questions about the requirements. These suggestions will
be considered for future development, under the wing of the GUI discussed above.

Lastly, there was a valuable suggestion regarding the varying priorities of different
microservices. This suggestion draws attention to the fact that different microservices
within the system may have distinct priorities, this is a suggestion that will be taken into

consideration as a future prospect in Microservices Priorities.
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5.3.3 Limitations

During the testing phase, certain limitations were encountered, including:

¢ Participant Selection: The need for participants with substantial experience in
microservices architecture, particularly those accustomed to making architectural
decisions, limited the size of the participant pool;

* Tool Requirements: Participants were required to have Node.js installed or use
Docker to run the tool, which may have posed a limitation for some users.

54 Summary and Findings

In this chapter, we conducted an evaluation of the microservices architecture recommenda-
tion system, aiming to assess the accuracy of the architectural recommendations provided
and the system’s usability. The evaluation process involved a group of domain experts

who engaged in user tests to simulate real-world scenarios.

5.4.1 User Satisfaction and Expectations

The findings revealed that the architectural recommendations generated by the system
aligned well with the expectations of the users. All participants unanimously agreed that
the results were in line with what they anticipated. Additionally, when asked to rate
their satisfaction on a scale from 1 to 5, all the users provided high satisfaction scores,
indicating that they found the recommendations valuable and relevant to their specific
project contexts.

5.4.2 Effectiveness and Improvement Opportunities

While the system demonstrated effectiveness in providing recommendations for various
architectural decisions, some areas have received lower satisfaction ratings from users,
leading to certain alternatives being identified as areas where recommendations could be
improved. Users provided valuable suggestions for addressing this topic, including the
incorporation of specific technology references, the clarification of the purpose of each
microservice, and advanced features such as progress tracking indicators and real-time

persistent question storage.

5.4.3 Usability and User-Friendliness

Overall, users found the tool to be user-friendly and did not report difficulties in using
it. However, some participants provided feedback regarding the repetitive and exhaus-
tive nature of certain questions and the absence of a GUI, suggesting opportunities for

improvement in terms of usability.
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CONCLUSION

In this chapter, we will conclude by reflecting on the accomplishments of this thesis and

discuss possible future work for upgrading our methodology and our tool.

6.1 Accomplishments

The primary objective of this thesis was to develop a methodology for the evaluation and
recommendation of microservices architecture design alternatives. In this regard, we have
achieved several significant accomplishments.

Development of a Methodology

A major milestone of this research has been the creation of a simple-to-use methodology.
Our methodology addresses a wide spectrum of design alternatives within the microser-
vices architecture, encompassing everything from database choices to security measures.
This kind of approach provides users with the tools needed to make informed choices

about their architectural designs.

Matrices-based Evaluation System

Our thesis has introduced an innovative approach by implementing evaluation matrices.
These matrices offer a systematic and quantifiable method for assessing various design
alternatives. This approach ensures that recommendations are grounded in well-defined
criteria, granting the flexibility to adapt to the specific context of different projects.

User-Friendly Recommendation System

We have developed a user-friendly recommendation system that accommodates diverse
user needs. Users can interact with the methodology in various modes, including a
summary mode for streamlined usage. The system’s outputs, such as "answers.json" and
"results.json", are all stored locally which provides transparency and flexibility throughout
the recommendation system’s usage.
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Dynamic Graph Visualization

A standout accomplishment of this work is the dynamic graph generation included in the
recommendation system. This visualization tool illustrates what would have been just
textual alternatives, allowing users to visually grasp the relationships and dependencies
between different architectural components. It provides better user understanding and

promotes more insightful decisions.

Interdependency Handling

To improve the accuracy of our recommendations, we have incorporated dependency
matrices. These matrices consider the interdependencies between various design alter-
natives, enhancing the coherence of the suggested architectures. This ensures that the

recommendations align with real-world architectural complexities.

Customizability

Our methodology is designed to be highly customizable. Users have the flexibility to fine-
tune weights, incorporate new alternatives, and create new matrices. This adaptability
ensures that the methodology remains relevant in many projects, as they can all fine-tune

it. Moreover, it safeguards against the methodology becoming outdated over time.

6.2 Future Work

While we have made significant strides in this thesis, there are promising directions for

future work that can further enhance the impact and applicability of our research.

Fine-Tuning Using Al

Exploring advanced techniques such as machine learning and neural networks to fine-tune
the assigned weights for requirements. This could result in more accurate recommenda-

tions based on real-world data.

Expansion of Design Alternatives

Continuously incorporating new design alternatives to our existing matrices is essential to
make sure our methodology doesn’t get outdated. The technology landscape is dynamic,
with new architectural patterns and tools emerging regularly, keeping our methodology

up-to-date is essential to maintain its utility.
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Specific Matrices with Examples

When discussing the testers’ feedback in chapter 5, one suggestion was the incorporation
of references to specific technologies, extending our matrices to include specific exam-
ples of tools and technologies for each design alternative would be a valuable endeavor.
For instance, creating matrices that compare specific database systems like MongoDB,
PostgreSQL, etc. It's worth noting that we have already begun this effort by working
on matrices for specific databases. However, progressing further in this direction has
proven to be a challenging task. The complexity arises from the extensive investigative
work required, encompassing detailed research into the features and capabilities of each
database system, as well as the analysis of their dependencies, new requirements, and the
creation of descriptions for the new requirements to facilitate user understanding.

Graph Generator Maintenance

As the matrices and design alternatives are expanded, it is crucial to keep updating the dy-
namic graph generator. This visualization tool should evolve alongside our methodology

to ensure users have access to up-to-date insights.

In-Depth Evaluation Methods

Applying more in-depth evaluation methods like Software Architecture Analysis Method
(SAAM) and Architecture Tradeoff Analysis Method (ATAM) can provide valuable insights
into the application of our methodology. Exploring these methods can help to further

validate their effectiveness beyond what has already been evaluated.

Graphical User Interface

As mentioned in chapter 5, creating a GUI that’s easy to use and visually attractive
would make our methodology more user-friendly and encourage more people to use
it. Some potential features to consider include real-time persistent question storage and
progress-tracking indicators. Implementing these technologies would ensure a smooth

user experience and encourage a wider audience to use our recommendation system.

Microservices Priorities

Building on the feedback from chapter 5, it would be beneficial to incorporate the ability to
accommodate different priorities for different microservices within the same architecture.
This feature would recognize that requirements may vary from one microservice to
another, and the recommendations should consider these differences. For example, one
microservice may be recommended to use a relational database, while another may be

recommended a non-relational database.
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6.3 Remarks

In summary, this thesis has successfully introduced a methodology for evaluating and
recommending microservices architecture design alternatives. We have also created tools
that interact with it, including all the matrices and the recommendation system with its
dynamic graph visualization, to facilitate its usage and reconfigurability.

Looking forward, there are exciting prospects for future work. Exploring advanced
techniques like machine learning, expanding our matrices, upgrading the dynamic graph
generator, and enhancing the user interface will further enhance the utility and accessibility
of our methodology.

In conclusion, this work serves as a strong foundation for improving architectural
design decisions, and we anticipate its continued growth and hope for an impact in the
field of microservices architecture.
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A

RECOMMENDATION SYSTEM USAGE EXAMPLE

In this appendix, we will walk you through the process of downloading, installing, and
using our recommendation tool to suggest a microservices architecture for your project.

Our tool is designed to simplify the decision-making process by evaluating various
design alternatives and providing you with recommendations based on your selected

requirements.

A1 Downloading and Exploring the Tool

To get started, follow these steps:

1. Download the Tool: You can download our tool from the following link: https:
//drive.google.com/file/d/11DydRyYmO7rI7DQMa_lEp7HBRWGBZzPH/view

2. Unzip the Tool: After downloading, locate the downloaded folder and unzip it to
your desired location.

3. Explore the Contents: Open the unzipped folder and explore its contents. You will
find an xIsx file containing the developed matrices. This xlIsx file allows you to view
and modify the matrices according to your project’s specific requirements. Feel free
to make changes as needed.

A.2 Installation and Usage

A.21 Using Node

1. Install Dependencies: Open your terminal and navigate to the tool’s directory. Run
the command npm install to install the required dependencies.

2. Running in Normal Mode: To start the program in normal mode, run the command
node index.js start.
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A.3. UNDERSTANDING THE OUTPUTS

3. Running in Summary Mode: To run the program in summary mode (which allows
you to review and modify previous answers), use the command node index.js

start -r.

4. Generate Dynamic Graph: If you want to dynamically generate a graph representing
the suggested architecture, run node index.js graph.

A.2.2 Using Docker

1. Running in Normal Mode: To start the program in normal mode using Docker, run
docker-compose run start.

2. Running in Summary Mode: To run the program in summary mode (which uses the

answers from a previous normal mode run), execute docker-compose run resume.

3. Generate Dynamic Graph: To dynamically generate a graph representing the sug-

gested architecture using Docker, use docker-compose run graph.

A.3 Understanding the Outputs

After running the tool, you will find several important output files and folders in a directory
named "data" within the tool’s main directory. Here’s what each file contains:

¢ answers.json: This file records your responses to the questions asked during the
decision-making process. You can modify this file if you want to change your

answers and rerun the program in summary mode.

¢ designAlternatives.json: This file lists the considered design alternatives and their

corresponding scores, giving you insight into the decision-making criteria.

¢ results.json: This file contains the final design alternatives recommended by the

system based on your input and the established criteria.

A4 Using the Dynamic Graph

One of the unique features of our tool is the dynamic graph that visually represents
the recommended microservices architecture. The graph provides a clear and intuitive

understanding of how various architectural components interact. Here’s how to use it:

1. Run the command to generate the dynamic graph: node index.js graph (Node)
or docker-compose run graph (Docker).

2. The generated graph will be saved as "graph.mmd" and automatically converted
into both PNG and SVG formats. You can find these files in the "data" directory.
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APPENDIX A. RECOMMENDATION SYSTEM USAGE EXAMPLE

3. Open the generated PNG or SVG file to explore the recommended architecture. The
graph visually depicts microservices, API gateways, security stacks, event brokers,

caches, databases, observability features, and service meshes, if applicable.
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A.5. EXAMPLES

A.5 Examples

To provide a clearer understanding, let’s walk through a few examples of using our

recommendation tool:

Modifying the Matrices

Date modifie

Print

Move to OneDrive
Share with Skype
Add to Favorites

Upload with ShareX

7-Zip
Edit with Notepad++
Scan with Microsoft Defender...

Open with

Give access to
Copy as path
Share

Restore previous version
Send to

C

(a) Opening the xlsx file containing the matrices

A 0 c B £ 3 s W e
Requirements Descriptions [Altermatives tobe
sheet Name|Expected result
jgnored
1solation of data schemas Yes |Each service should have its own private data store, avoiding unintentional coupling between services. Database _|Database Required [all
No__|Services can share data stores, unintentional coupling betueen services is acceptable.
BJil Limitation of the scope of change Yes Changes to the data schema only need to be coordinated within the service, minimizing the impact on other services that rely on the database.
No Changes to the data t Il sen that on the database, p¢ g
oreservation of aglty Yes beableto pendent deployments 8 flexiility and
No__|Dependent deployments are acceptable, where changes o one service may reuire coordination with other services.
B -2 cuptication is sccepable Yes _|Limited data duplication is aceptable to achieve better architecture and system structure. The duplicated data is minimal and essential
No__|pata duplication s unacceptable, and efforts should be made to avoid redundancy.
Vilntenance costs are acceptable ves toa certainlevel, - a5 perf reliability, and ease of management.
No__|Maintenance costs should be minimized efficient
Deployment costsare acceptable ves terms of P ble uptoa cerain evel, h as time and complexity.
acceptable y and avalabilty, even though it may introduce challenges like conflicts
Complexity of data management is acceptable Yes P! . " o N Y ¢
s and inconsistencies. However, it's Important to consider that this approach may come at a higher cost.
o |DoT mansgemen: snouia o et aven i potential S&NENts, to avold Unnecessary complextty ana mantain g
o
B Ciear cata ownership Yes  |each its own data,including how it is accessed, updated, and shared with other microservices.
No ownership or shared for
ertoany|FEfcant rouith in the amount o data s to be expected. t s expected tht the database s able to scale, scaling by ading more capaciy o the database i
Database scalability Y e igh to handle the and
Significant growth in the amount of data is o be expected. It s expected that the database is able to scale, aithough scaling by adding more capacity to the
Horizontally |database is probably not enough and theres a need to distributing the workioad across multiple nstances or nodes to handle the increased workioad and
The system does not anticipate a need to scale beyond itscurrent capacity. Choosing a data storage solution that can hande the expected workload without
No__|aditional helps avoid comp d with scang operation
Database Descr | Database | [ SRIYNHMUWISREY | Database Architecture | Database Model Descr | Database Model | Cache Descr | Cache | APITypeDescr | A = « J

(b) Configuring the description matrices

Figure A.1: Modifying the Matrices
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Running the Tool in Normal Mode

2 windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\rodri\Downloads\Multi-Sheet Alternative Selector> node index.js start

| | pata Persistency | Subject: Database |

Options:

1. Yes - The system requires persistent storage of data over time. This ensures that data can be stored and accessed acr

oss microservices, allowing for data sharing and long-term data retention.

2. No - There is no need to keep persistent data over time since the microservices are designed to operate independently
and do not rely on sharing or persisting data across different services.

Select an option (index or name): Yes|

(a) Running the Tool in Normal Mode and answering the questions

2 windows PowerShell

o code duplication.
Select an option (index or name): 1
Response for "Repetitive implementation is to be avoided": Yes

| | security maintenance is to be simplified | Subject: Security Implementation | |

Options:
1. Yes - The system seeks to simplify security maintenance by providing a centralized location for updating and managing
security configurations.
2. No - Managing security configurations and updates within each microservice individually is expected, as there is no n
eed to simplify this process. However, it should be acknowledged that this type of management can potentially lead to in
creased maintenance efforts and complexity.
Select an option (index or name): 1
Response for "Security maintenance is to be simplified": Yes
Best Alternatives: {
Database:

Cache:

APIGateway:
ServiceMesh:
Observability:
Security:

C:\Users\rodri\Downloads\Multi-Sheet Alternative Selector>
(b) Finishing answering the questions and receiving the recommended alternatives

Figure A.2: Running in Normal Mode
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Running the Tool in Summary Mode

[ CAUsers\rodri\Downloads\Multi-Sheet Alternative Selector\data\answersjson - Notepad =+ = [m] X
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins Window 7 X
o s s & (B L A e AR == = EERA=z =@
Janswemjsﬂndl ol
1 E [
2 o1
3 "Data Persistency",
4 "o T
s L1, I
=R
T "Isolation of data schemas”,
P
1 =]
11 "Limitation of the scope of change™,
| 12 R —
14 [
1s "Preservation of agil
1 nv: "yegm
1 =
1 "Data duplication is acceptable”,
2 w. myegn
22 O
2 "Maintenance costs are acceptable”,
24 nv: "yesm
2 =]
27 "Deployment costs are acceptable™,
e : "Yes"
B {
1 " Complexity of data management is acceptable”™,
. myesn
4 EE t
35 Mrecu nt": "Clear data ownership".
JSONﬁIE length: 5157 lines: 222 Ln:4 Col:27 Pos:72 Unizx (LF) UTF-8 INS

(a) Modifying some of the answers

2 windows PowerShell

PS C:\Users\rodri\Downloads\Multi-Sheet Alternative Selector> node index.js start
Skipping sheet Database Architecture
Skipping sheet Database Model
Skipping sheet Cache
Best Alternatives: {
Database:

APIGateway:
ServiceMesh:
Observability:
Security:

C:\Users\rodri\Downloads\Multi-Sheet Alternative Selector>

(b) Running the Tool in Summary Mode

Figure A.3: Running in Summary Mode
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APPENDIX A. RECOMMENDATION SYSTEM USAGE EXAMPLE

Generating the Dynamic Graph

2 windows PowerShell

PS C:\Users\rodri\Downloads\Multi-Sheet Alternative Selector> node index.js graph
How many microservices are you planning to have? 3

Enter the name for Microservice 1: msl

Enter the name for Microservice 2: ms2

Enter the name for Microservice 3: ms3

Microservices: [ 5 5 ]

Mermaid graph saved to graph.mmd file.

Generating single mermaid chart

Generating single mermaid chart

PS C:\Users\rodri\Downloads\Multi-Sheet Alternative Selector>

(a) Modifying some of the answers

Client
ServiLeMesh
API Gateway
Verifies authorization
Microsgrvices Secyrity
ms1 Microservice ms2 Microservice ms3 Microservice Security Stack

T T

Communicates asynchronously Communicates asynchronously =~ Communicates asynchronously

Communicgtion
Observability & Monitoring

Event Broker Observability Stack

(b) Running the Tool in Summary Mode
Figure A.4: Generating the Dynamic Graph
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MULTI-SHEET ALTERNATIVE SELECTOR

FEEDBACK SURVEY

This annex contains the Multi-Sheet Alternative Selector Feedback Survey form that was
presented to the users.
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ANNEXI. MULTI-SHEET ALTERNATIVE SELECTOR FEEDBACK SURVEY

Multi-Sheet Alternative
Selector Feedback Survey

This survey is designed to gather insights on your satisfaction with the recommendations
provided by our thesis project.

Your responses will help us understand how well the project met your expectations and
identify areas for improvement.

Your input is instrumental in enhancing the project's effectiveness, and we greatly
appreciate your participation.

To download the program:
https://drive.google.com/file/d/1IDydRyYmO07rI7DQMa_|lEp7HBRWGBZzPH/view?
usp=sharing

Steps to start running the program:

Using Node:

1-Unzip it

2 - Run "npm install" to install the dependencies

3 - Run "node index.js start" to run the program in the "normal mode"

4 - Run "node index.js start -r" to run the program in the "summary mode"
5-Run "node index.js graph" to dynamically generate a graph that represents
the suggested architecture

Using Docker:

1-Unzipit

2 - Run "docker-compose run start" to run the program in the "normal mode"

3 - Run "docker-compose run resume " to run the program in the "summary mode"

4 - Run "docker-compose run graph" to dynamically generate a graph that represents
the suggested architecture

You can check the generated graph and the json file with the results (amongst other
generated files) in the folder called "data".

Note: You can use the "summary mode" to run the project using the answers.json file
generated after running in the "normal mode" for the first time. This is useful if you want to
modify one of the answers and run the program again without having to answer all of the

questions again.

Thank you for taking the time to provide your feedback!
Inicie sessdo no Google para guardar o seu progresso. Saiba mais

* Indica uma pergunta obrigatéria

Figure I.1: Survey Form - Page 1
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Name: *

Sua resposta

Name of the project that you are involved into: *

Sua resposta

Did the results align with your expectations? *

O Yes
O No

On a scale from 1 to 5, how satisfied were you with the recommendation results? *

Very Dissatisfied O O O O O Very Satisfied

Figure [.2: Survey Form - Page 2
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Were there any specific alternatives where you felt the recommendation was *
particularly effective? Please provide examples.

|:| Database

Database Architecture

O

[] Dpatabase Model
Cache

API Type
APlGateway
ServiceMesh
Observability

Security

0000000

Security Implementation

Were there any specific alternatives where you felt the recommendation provided *
less satisfactory results? Please provide examples.

|:| Database

O

Database Architecture
[] Dpatabase Model
Cache

API Type

APlGateway
ServiceMesh
Observability

Security

0000000

Security Implementation

Figure 1.3: Survey Form - Page 3
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Were there any aspects that you found to be insufficiently explored or developed? *
If so, please specify which topics and what you would like to see improved.

D Database

Database Architecture
Database Model
Cache

API Type

APIGateway
ServiceMesh
Observability

Security

000000000

Security Implementation

Do you have suggestions for any changes or enhancements to the
recommendation algorithm or the way it is presented that could make it more
useful or user-friendly?

Sua resposta

Were there any challenges or difficulties you encountered while using the tool? If
so, please describe them.

Sua resposta

Do you have any additional comments or feedback that could help improve the
multi-sheet alternative selector?

Sua resposta

Figure [.4: Survey Form - Page 4
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