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Abstract—The detection of abnormal sequences of SIP mes-
sages in real-time is crucial to avoid SIP signaling-based attacks.
In this paper, we propose a deep learning approach to detect
signaling patterns of multimedia sessions established with the
Session Initiation Protocol (SIP). The approach is based on a
recurrent neural network (RNN). We study the performance of
different Long Short-term Memory (LSTM) RNN architectures,
which are trained using a SIP signaling dataset of trustworthy
SIP dialogs captured by a SIP server. The trained RNNs are then
used to detect the SIP dialogs in real-time. After characterizing
the dataset adopted for the training, validation, and testing,
we present the experimental results obtained for the different
RNN architectures, showing that the classification probability of
trustworthy SIP dialogs exceeds 93% in the test stage. Finally,
we present two methodologies to detect abnormal SIP dialogs,
i.e., not contained in the trustworthy training dataset. After a
detailed analysis of the skewness and kurtosis computed with
the numerical RNN outputs, we show that they can be used
as classification features. The first method is based on a K-
means unsupervised classifier, while the second one is based on a
semi-supervised threshold-based classifier. Experimental results
show that the threshold-based classifier achieves 99.45% of
detection probability, showing the effective utility of the proposed
methodology to detect abnormal SIP sequences in a short period
of time.

Keywords: Session Initiation Protocol, Deep Learning, Re-
current Neural Networks.

I. INTRODUCTION

The Session Initiation Protocol (SIP) has been adopted
to support multimedia services, including Voice over Inter-
net Protocol (VoIP) [1] or IP Multimedia Subsystem (IMS)
services [2]. However, a significant number of SIP vulner-
abilities is reported in the literature, being mainly related
to the exploitation of SIP weaknesses found in the protocol
implementation [3]. Through the combination of different
signaling patterns, the attackers can cause denial-of-service,
unauthorized access to a call, billing errors, and other type of
attacks [4]. Consequently, it is important to identify potential
malicious SIP signaling sequences received by the SIP servers,
including new signaling sequences never observed before.
While the already known potential malicious sequences can
be detected in an automated way, the SIP sequences never
observed before need to be analyzed by domain experts who
can then assess their level of vulnerability.

The detection of anomalous SIP signaling sequences is
challenging due to the high number of different signaling
sequences, the order of the messages in the dialog, and
the dialogs’ variable length. In recent years, the adoption

of machine learning and deep learning techniques has been
observed in several areas of interest, due to the increase in
processing power and the advances in data science. Multiple
solutions have been presented to prevent SIP attacks caused
by SIP message payload tampering and SIP message flooding.
However, the attacks caused by SIP message flow tampering,
a.k.a. attacks based on SIP signaling [4], have received limited
attention and, as far as we know, the detection of abnormal
SIP signaling patterns as a given SIP agent/server receives the
sequential SIP messages has not been addressed before.

In this work we are motivated by the advantages of adopting
deep learning techniques to detect vulnerabilities caused by
the SIP signaling patterns. Considering that a SIP server, or a
SIP agent, has access to all SIP messages as they occur over
time, we propose a methodology that is capable of classifying
SIP signaling patterns, which can also be used to detect
abnormal SIP messages. The main contributions of this work
are summarized as follows:

C.1 - Four classification models based on Long Short-term
Memory (LSTM) Recurrent Neural Networks (RNNs) are
proposed to classify SIP dialogs. The classification prob-
ability is evaluated based on experimental data, showing
that it reaches at least 93% in all models;

C.2 - To detect abnormal SIP dialogs we identify the classifica-
tion features using the outputs of the LSTM RNNs in C.1.
Specifically, we present experimental data demonstrating
that the skewness and kurtosis of the the LSTM outputs
can be used as classification features;

C.3 - Using the classification features identified in C.2, two
different classification schemes are proposed to detect
abnormal SIP dialogs. An unsupervised scheme is pro-
posed based on K-means clustering. A semi-supervised
scheme is shown to reach higher performance, achieving
a detection probability of 99.45%;

The rest of the paper is organized as follows. Literature re-
view is presented in Section II. Section III describes the LSTM
RNN models. Performance evaluation results are analyzed in
Section IV. Finally, conclusions are drawn in Section V.

Regarding the notation, vectors are represented in lower
case, upright boldface type, e.g., v = {v1, v2, ..., vk}. A
vector of k consecutive (ordered) elements, also denominated
a sequence, is denoted by v =< v(1), v(2), ..., v(k) >. Sets are
represented in calligraphic font, e.g., S.



II. RELATED WORK

The vulnerabilities of the SIP Protocol [5] have been tar-
geted in different works [3], [4], [6], and can cause service
interruption, service destruction, or unauthorized access to
previously reserved computing resources or pools of SIP
services. SIP service interruption can be caused by flooding
attacks. Different techniques have been proposed to avoid
SIP flooding attacks, including threshold-based solutions that
compare the traffic patterns occurring over time with the
statistics of the network in normal operation [7]. SIP parser
vulnerabilities can also be explored to deploy flooding attacks,
where some fields of the SIP messages are changed to deplete
the servers processing power. An approach to mitigate parser-
based flooding attacks was proposed in [8], where the SIP
messages are classified before being parsed.

The majority of literature on SIP anomaly detection is
particularly oriented to the problematic of malformed SIP mes-
sages. Malicious SIP messages are usually detected through
intrusion detection systems (e.g. firewalls) [9], learning tech-
niques [10] and/or identification of deviations from a priori
statistics [11]. Apart from flooding and parser attacks, several
vulnerabilities of the authentication protocols can also be ex-
plored. Different authentication protocols have been proposed
for SIP, including one-factor authentication [12], and more
secure schemes [13].

Additional SIP protocol vulnerabilities are related with the
protocols’ signaling logic and take advantage of defective
implementations of the protocol. This type of attacks are based
on SIP signaling, where possible protocol implementation
errors can be explored by sending SIP messages to allow
improper authentication mechanisms [4]. The SIP signaling
vulnerabilities have motivated the authors in [14] to develop
a SIP automatic debugger tool capable of analyzing the SIP
messages flow and group them into dialogs to find protocols’
compliance and interoperability faults. A rule-based approach
was presented in [15] to mitigate SIP signaling vulnerabilities
by capturing the contextual information in the SIP traffic. The
mitigation of SIP signaling attacks was also addressed in [16],
where the characterization of SIP sequences and their timings
are used a posterior to detect deviations that may represent
vulnerabilities.

Contrarily to works in [14]–[16], in our work we do not
assume a fixed probabilistic model of the SIP operation or
fixed rules that describe the SIP activity. Instead, we are
interested in capturing the SIP messages to detect abnormal
SIP dialogs that need to be categorized by domain experts.
In this way, the vulnerability of the abnormal dialogs can be
evaluated based on prior trustworthy SIP data.

III. LONG SHORT-TERM MEMORY RNN MODELS

This section presents different LSTM RNN models to
classify SIP dialogs according to a known dataset, i.e. in a
supervised way. Four LSTM RNN models are proposed to
classify a sequence of observed SIP messages as a known SIP
dialog.

A. SIP Protocol

The SIP protocol supports multimedia sessions created by
peers of user agents through the exchange of SIP messages.
SIP messages can be either a request or a response. When a
user agent requests a certain interaction a SIP message must be
sent with a request containing one of the possible SIP methods
(six in [5], although standardised SIP extensions can define
more). In response to one of those methods, a response SIP
message is sent with a reply code, i.e., a three-digit number
categorized into six classes (Provisional, Success, Redirection,
Client Error, Server Error, and Global Failure). Every SIP
request exchanged between two or more user agents initiates
a SIP transaction. A SIP transaction includes a single SIP
request and any responses to it. Multiple SIP transactions
exchanged between two peers form a SIP dialog, which
represents the peer-to-peer relationship over time. Through the
utilization of dialog IDs, a user agent can identify the different
dialogs. The dialog contains three elements: a Call ID, i.e., a
unique identifier for every message on the actual dialog, a local
tag, and a remote tag. The tags contain the Unique Resource
Identifier (URI) from the sender and receiver user agent. In
what follows, we consider that all SIP servers and user agents
in the SIP signaling path capture the SIP messages to detect
the SIP dialogs. In this way, it is possible to detect new dialogs
that may constitute new vulnerabilities.

B. Model Assumptions

Next we present the definitions that are used to describe
how the supervised dataset of SIP dialogs is built. The dataset
is used to train the LSTM RNNs. We start with the definition
of a SIP message.

Definition 1. A SIP message mk, k ∈ M = {1, 2, ...,M},
represents a specific type of SIP request or SIP response. The
total number of SIP request plus responses is denoted by M ,
and M represents the set of all types of SIP messages.

A SIP dialog is composed by SIP messages and is defined
as follows.

Definition 2. A SIP dialog is a sequence of consecutive SIP
messages represented by dk =< m(1),m(2), ...,m(Ld) >,
where m(j) represents the j-th message of the SIP dialog. Ld

represents the SIP dialog length. All SIP messages contained
in a SIP dialog share the same SIP Call ID and sender and
receiver URIs.

Given the number of possible SIP methods in a request and
possible reply codes in a response, the number of different
dialogs that can be created between the user agents is high.
Besides that, the dialogs can be legitimate or anomalous.

In a SIP user agent or a SIP server, the observations are the
captured SIP messages and are defined as follows.

Definition 3. An observation k taken by an user agent or a
SIP server is a sequence of consecutive SIP messages repre-
sented by ok =< m(1),m(2), ...,m(Lo) >. Each SIP message
is represented by m(h) = mi, i ∈ M, h ∈ {1, 2, ..., Lo}. The



symbol Lo represents the length of the observation. All SIP
messages contained in a observation share the same SIP Call
ID.

A requirement to meet when working with sequential neural
networks is that the length of the input data must be described
over consecutive discrete-time events. The set of events is
represented by the observation. However, because the length
of the observations can be variable, we transform each ob-
servation in a fixed-length stuffed sequence, denoted as a pad
sequence.

Definition 4. A pad sequence nk associated to the observation
ok, is a sequence of length LN = Lo+n, where n represents
the number of zeros added to the observation as follows,
nk =< ok, 0, 0, ..., 0︸ ︷︷ ︸

(n)

>. LN represents a fixed length adopted

in all pad sequences.

The pad sequence is the data copied to the input of the
LSTM RNNs during the training stage. Another aspect that
must be evaluated is the type of data handled by the neural
network, i.e., numerical or categorical data, since it influences
how the input data is normalized. The SIP methods and
responses are categorical data and their normalization process
is presented in Definition 5.

Definition 5. An encoded SIP message m′
i is a boolean vector

describing the SIP message mi. The vector has length M and
is obtained using a One Hot Encoder [17].

Next we define the state space of the LSTM inputs.

Definition 6. The input state space of the LSTM RNN,
denoted by X , is formed by the set of padded sequences of
the permutations (with repetition) of the Lo SIP messages
integrating each observation ok. Since permutations sum up
MLo , X = {n1, ...,nk}, k =MLo

Since the goal of this work is to classify the input data (pad
sequences) in multiple SIP dialogs contained in the trustworthy
dataset, the outputs of the LSTM are the SIP dialogs to be
classified. Consequently, each output of the LSTM represents
a unique SIP dialog, i.e., a unique sequence of SIP messages.

Definition 7. The output state space of the LSTM RNN is
represented by Y = {y1,y2, ...,yN}, where N stands for
the total number of unique SIP dialogs contained in the
trustworthy dataset, and yi each unique SIP dialog.

From the definitions presented so far, the classification
problem to be solved by the LSTM can be seen as a regression
problem Y = f(X , β), where f(.) is the estimate function
obtained by regulating the LSTM weights β during the training
stage of the LSTM RNN. Once trained, the LSTM RNN can
be validated and tested using f(.) in real time to compute the
LSTM output values, so the input data can be classified as a
unique SIP dialog. The notation adopted so far is represented
in Table I.

TABLE I
TABLE OF SYMBOLS

Symbols Definitions

dk SIP dialog k.
Ld Length of a SIP dialog di.
Lo Length of an observation.
LN Length of a pad sequence.
mk SIP message k.
M Set with all the possible SIP messages.
M Number of possible SIP methods and responses.
nk Pad sequence of an observation ok .
n Number of zeros added in the pad sequence.
N Number of unique SIP dialogs.
ok Observation k.
X Input state space.
Y Output state space.

TABLE II
LSTM MODEL 1.X.

Step 1: The LSTM input layer receives a 1×LN ×M input
sequence nk , produced by the Pad Sequence and the
One Hot Encoder.

Step 2: The LSTM layer processes one step at each LN

discrete time units of nk and returns a 1 × N
sequence, h0, with real values in the interval [−1, 1].

Step 3: During the training stage if the model has a Dropout
probability (Model 1.1) some LSTM outputs, h0 are
excluded.

Step 4: The Dense layer receives either the LSTM or
Dropout outputs, depending on the model, and pro-
duces a 1×N output vector with real values in [0, 1].

C. LSTM RNN Models

Four LSTM RNN models are next presented to classify the
most likely SIP dialog given an observed input sequence of Lo

SIP messages. The goal is to study the performance of each
model. Figure 1(a), presents the initial model, formed by one
LSTM layer and a Dense layer, i.e. a Multilayer Perceptron
that receives the various inputs and connects all of them to
each neuron responsible for the model’s output. The LSTM
layer is responsible for processing the encoded SIP messages.
The Dense layer is responsible for the identification of the
most probable dialog. The LSTM model is described in Table
II. A second LSTM layer was added in the second model,
illustrated in Figure 1(b) and described in Table III. The
rationale of the two LSTM layers is to increase the degrees
of freedom of the regression model by increasing the number
of weights β.

A dropout probability layer was added to the models in
Figures 1(c) and 1(d). The dropout probability layer is used
during the training stage to prevent the LSTM model from
overfitting, where input and recurrent connections to LSTM
units are randomly excluded from activation and weight up-
dates.
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Fig. 1. LSTM RNN models: (a) Model 1.0; (b) Model 2.0; (c) Model 1.1; (d) Model 2.1.

TABLE III
LSTM MODEL 2.X.

Step 1: Equal to Model 1.X in Table II.
Step 2: The LSTM layer process one step at the time the

LN elements of nk and returns the outputs of each
timestep (return sequences). The return sequence is
a 1 × LN × N sequence, h0, with real values in
[−1, 1].

Step 3: The second LSTM layer receives the output h0 and
returns a 1 × N sequence, h1, with real values in
[−1, 1].

Step 4: Equal to Step 3 of Model 1.X in Table II.
Step 5: Equal to Step 4 of Model 1.X in Table II.

IV. PERFORMANCE EVALUATION

A. Dataset Characterization

The performance evaluation adopts the SIP dataset de-
scribed in [18]. To identify each SIP dialog in the dataset
we have used information about the URI user agent, the SIP
messages sent, and the timestamp of each SIP dialog. The
different types of SIP messages were encoded as an integer
value. The dataset contains a total of 18782 SIP dialogs estab-
lished between a group of 249 user agents, which corresponds
to 1492 unique SIP dialogs. The dataset was randomly divided
into three different datasets, the train, the validation, and the
test datasets, by only considering 50%, 20%, and 30% of
the information contained in the original dataset, respectively.
The majority of the SIP dialogs in the dataset, 66.23%, only
occur once, which may result in lower detection performance,
especially when the unique SIP dialogs are only included in

TABLE IV
LSTM RNN PARAMETERS

Model Parameters

M 18
LN 56
LSTM layer (N ) Units = 1492
Dense layer Units = 1492
Dense layer activation function Softmax
Dropout probability P = 0.5
Epochs 500
Batch size 933
Loss Function Categorical cross entropy
Optimizer Adam (learning rate = 0.001)

the validation or test datasets and not considered during the
train stage. Finally, the number of unique SIP messages and
the SIP dialogs’ length were identified in the dataset, resulting
in M = 18 SIP messages and the longest SIP dialog is
max{Ld} = LN = 56.

B. SIP Dialogs’ Classification

The LSTM RNN models presented in Subsection III-C
were trained during 500 epochs, and the LSTM weights were
updated 101 times per epoch. To consider the randomness
of the weights assignation, each model was trained 10 times
(Multiple Run) considering the parameters described in Table
IV. Regarding the performance metrics, the detection proba-
bility, PD, represents the probability of successful classifying
the inputs of the LSTM in the appropriate SIP dialog. The
appropriate SIP dialog is identified by the LSTM output
achieving the maximum value during the multiple run.



Table V presents the detection probability achieved by each
LSTM model during the train, validation, and test stages,
respectively. The results indicate that all models can fully
learn the train dataset (PD = 1). However, similar results are
obtained for the four proposed models and, consequently, there
is no advantage of choosing a model with a dropout layer or
with two LSTM layers when compared to the simplest model
(model 1.0). As indicated in the table, the detection probability
of the validation and test datasets is 92.80% and 93.54%,
respectively. For these cases the probability never reaches
100%, because the sets contain unique SIP dialogs that were
not considered in the training stage (they are only included in
the test or validation datasets). Knowing that 66.23% of the
SIP dialogs in the dataset only occur once, the total number
of dialogs included in the validation dataset but not included
in the train set are 277 (7.20%) and for the test dataset are
362 (6.46%). These percentages represent the miss-detection
probability, that is, the detection of the SIP dialogs fails for
the ones not included in the train/trustworthy dataset or, in
other words, the proposed models are capable of correctly
classifying all SIP dialogs included in the training set.

Due to the lower computational complexity of model 1.0
and the performance results in Table V, in what follows we
always refer to the model 1.0 when mentioning the LSTM
RNN.

TABLE V
PD ACHIEVED IN THE TRAIN, VALIDATION, AND TEST STAGES.

Model 1.0 1.1 2.0 2.1

PD (train) 100.00% 100.00% 100,00% 100,00%
PD (validation) 92.80% 92.80% 92.80% 92.80%
PD (test) 93.54% 93.54% 93.54% 93.54%

C. Detection of Abnormal SIP Dialogs

This subsection proposes two different classification
schemes to detect abnormal SIP dialogs. We consider that
the abnormal SIP dialogs are the ones not included in the
train dataset that only contains trustworthy dialogs. The goal
behind the detection of abnormal SIP dialogs is to identify
SIP dialogs not included in the train dataset.

The output of the LSTM RNN is used to extract the
classification features. More specifically, the central moments
of the LSTM RNN output were computed to evaluate if they
can be used to distinguish new SIP dialogs not contained
in the train dataset. Figure 2 presents the joint probability
density function (PDF) of the normalized Skewness and Kur-
tosis values computed for the new SIP dialogs and for the
ones already trained. In what follows all results are obtained
with the test dataset. The figure shows that the data can be
effectively divided in two possible labels. The samples labeled
as ”Already Trained Dialog” have a higher skewness and
kurtosis because the LSTM RNN can predict those dialogs,
so the distance represented by those moments is close to 1.
However, for some samples labeled as ”New Dialogs” the
values are identical to the dialogs already trained, due to the

similarity between the new/abnormal dialogs and the already
trained ones.
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Fig. 2. Joint PDF of the normalized skewness and kurtosis of the LSTM
RNN output values.

Using the data represented in Figure 2, the first method
to classify the new SIP dialogs is based on the K-means
unsupervised learning algorithm. The K-means algorithm
was computed considering 2 data clusters, representing the
new/abnormal SIP dialogs and the ones already included in
the train dataset. The results in Figure 3 represent the output
of the K-mean algorithm when the skewness and the kurtosis
of the test dataset are used as classification features.
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Fig. 3. K-means Classification to detect the New Dialogs

The second method is a semi-supervised threshold-based
classifier also supported by the PDF in Figure 2. In this method
the kurtosis and skewness are computed using the training
dataset. The kurtosis and sknewness thresholds are given by
λk = µk − σ2

k and λs = µs − σ2
s , respectively, where µk and

µs represent the mean of the kurtosis and skewness values
computed from the LSTM RNN outputs for all SIP dialogs
in the train set, and σ2

k and σ2
s represent the variance of the

kurtosis and skewness values, respectively. A SIP dialog is
classified as a known dialog, hypothesis H0, or new/abnormal
dialog, hypothesis H1, according to the conditions

H0 :µ3 ≥ λs, µ4 ≥ λk,
H1 :µ3 < λs, µ

4 < λk,



where µ3 and µ4 represent the skewness and kurtosis of the
LSTM RNN output obtained with the SIP dialog (from the
test dataset) to classify.

Figure 4 illustrates the results of the threshold-based clas-
sifier applied to the test dataset, identifying true and false
positives, and true and false negatives, close to the decision
thresholds λk and λs. The thresholds were computed from
the outputs of the LSTM RNN (model 1.0) obtained with the
training dataset, obtaining λk = 0.999759 and λs = 0.999828.
As confirmed by the threshold values, both thresholds are close
to 1, meaning that for trained SIP dialogs the skewness and
kurtosis of the LSTM RNN outputs are close to 1 and low
uncertainty is observed in the magnitude value of the outputs.
Contrarily, for non-trained SIP dialogs the outputs of the RNN
exhibit higher uncertainty and, consequently, both skewness
and kurtosis values are below the thresholds.
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Fig. 4. Threshold Classification to detect the New Dialogs.

Finally, Table VI compares the probabilities of detection
(PD) and false alarm (PFA) of abnormal SIP dialogs for the
K-means and the threshold-based classifiers, indicating the
higher detection performance of the threshold-based classifier,
although exhibiting higher probability of false alarm.

TABLE VI
ABNORMAL SIP DIALOGS’ DETECTION AND FALSE ALARM

PROBABILITIES.

K-means Threshold-based

PD 69.61% 99.45%
PFA 0.00% 3.95%

V. CONCLUSIONS

This work proposed four classification models based on
LSTM RNNs to classify SIP dialogs. The detection probability
was evaluated based on experimental data. To detect abnormal
SIP dialogs, we have adopted classification features computed
from the output of the LSTM RNN model and two differ-
ent classification schemes were proposed. A semi-supervised
scheme is shown to reach higher performance, achieving a
detection probability of 99.45%, thus confirming the effective
utility of the proposed methodology to detect abnormal SIP
sequences in a short period of time.
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