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SUMÁRIO 

 

Esta tese aborda a problemática da execução de diagnóstico em instalações 

industriais complexas que são compostas por um elevado número de componentes 

que interagem entre si no âmbito do processo de produção. 

Apesar da abordagem apresentada ao problema ser geral e aplicável a várias 

classes de sistemas ligados em rede, o domínio dos Sistemas Evolutivos de 

Produção e os Sistemas Evolutions de Assembly (EPS/EAS) é utilizado como a base 

sobre a qual o sistema de diagnóstico proposto é implementado. 

Os Sistemas Evolutivos de Produção são um paradigma de produção recente 

e multidisciplinar cujo sistema de controlo é baseado em arquitecturas 

multiagente que denotam um elevado grau de desacoplamento entre os módulos 

que constituem o sistema. Esta é uma característica fundamental deste tipo de 

sistemas que garante uma elevada robustez e tolerância a falhas. Contudo, a 

tolerância a falhas, por si só não é suficiente para garantir o correcto 

funcionamento dos sistemas. Especialmente nos modernos paradigmas de 

produção os aspectos de monitorização e diagnóstico exercem uma acção 

regulatória fundamental. Contudo no sentido de não corromper a lógica de 

controlo que é altamente distribuída e que, desta forma, permite a fácil 

reconfiguração do sistema sem limites de escalablidade, abordagens como a 

proposta nesta tese são fundamentais. 

Neste contexto, o sistema proposto assume que a informação de diagnóstico 

proveniente dos métodos de diagnóstico existentes ao nível de cada um dos 

módulos do sistema deve ser harmonizada, transportada e considerada numa 

perspectiva de rede. 

Desta forma torna-se possível efectuar uma análise holística do problema de 

diagnóstico nomeadamente do sub-problema da propagação de falhas.  

Para não corromper a lógica de reconfiguração existente a abordagem 

proposta explora mecanismos de auto-organização e emergência ao nível de cada 

componente do sistema para fazer emergir o diagnóstico, focado nos aspectos da 
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propagação de falhas, apenas explorando informação e interações locais entre os 

componentes. 

Assim garante-se a distribuição do sistema de diagnóstico, eliminando todo 

um conjunto de problemas associados a abordagem centralizadas (mais 

tradicionais) nomeadamente: escalabilidade, dependênia de um ponto único 

sujeito a falhas e os crescentes requisitos de performance computacional e 

complexidade algorítmica que acompanham a expansão do sistema. 

Neste contexto, o presente trabalho expõe toda a problemática associada aos 

sistemas referidos, mostrando estatisticamente a relevância de considerar os 

aspectos da propagação de falhas e sugere, com validação, uma solução concreta 

para os desafios apresentados. 
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SUMMARY 

 

This thesis tackles the problematic of performing diagnosis in complex 

industrial installations composed of a high number of interacting components that 

participate in the production process. 

The proposed diagnostic approach is itself generic and applicable to a wider 

range of networked systems however the Evolvable Production System (EPS) and 

Evolvable Assembly System (EAS) domains were considered as the basis upon 

which the proposed approach develops. 

The Evolvable Production System paradigm gathers multidisciplinary 

contributions and emerged recently. Its control mechanisms are multiagent based 

systems and denote a high degree of decoupling between the system's modules. 

This is a fundamental characteristic of these systems that ensures robustness and 

fault tolerance. However, fault tolerance alone is not sufficient to ensure the 

correct functioning of such systems. In modern production paradigms monitoring 

and diagnosis have a fundamental regulatory role. To avoid corrupting the highly 

distributed control logic which is a pillar of seamless reconfiguration and 

scalability, approaches as the one presented in this thesis are fundamental. 

In this context the proposed approach assumes that the diagnostic data 

produced in the traditional and existing diagnostic methods implemented at 

module level has to be harmonized and forwarded to a higher abstraction layer 

that considers a network perspective. 

This allows a holistic view of the diagnostic problem and in particular of the 

fault-propagation sub-problem. 

To avoid corrupting the distributed control and reconfiguration potential of 

modern production paradigms the proposed approach explores self-organization 

and emergence mechanisms at component level to promote the emergence of the 

diagnosis (from a fault propagation point of view) using only local information and 

interactions. 
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It becomes therefore possible to distribute the diagnostic system while 

eliminating a set of problems associated with more conservative and centralized 

approaches namely: scalability, dependency on single points of failure and 

increasing computational performance requirements and algorithmic complexity 

in a direct relation with the system size. 

In this context, the present work exposes the before-mentioned problematic 

in EPS like systems, statistically showing and validating the relevance of 

considering fault propagation events and proposing a concrete solution for the 

detailed challenges. 
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1 INTRODUCTION 

 

This section frames and contextualizes the proposed work. Current and prospected 

shop floor control approaches, methodologies and challenges are presented for the 

general case and further specified in the domain of Evolvable Assembly and Evolvable 

Production Systems (EAS/EPS). The research methodology, question, hypothesis and 

contributions are detailed. 

 

1.1 BACKGROUND 
 

The continuously changing socio-economical challenges that existing and future 

enterprises are expected to face will test their flexibility and agility. Being in the most 

competitive and agile supply chain is both the key for survival and success. The impact 

of such dynamic organizations is considerable at shop floor level. In addition, the 

dramatic shift in the product's life-cycle (increasingly shorter) conditions the nature of 

the shop floor assets that must be increasingly pluggable and reusable. Furthermore, 

safety and environmental regulations urge a change in the production policies towards 

sustainability. As a reaction to such business environments modern industrial control 

approaches increasingly rely in distributed and decoupled intelligence empowered in 

autonomous entities. There has been a considerable investment in the development of 

pluggable-computing devices that meet industrial requirements and constraints. In this 

context, the meaningfulness of emerging technological paradigms, e.g. Service Oriented 

Architectures (SOA) and Multiagent Systems (MAS), is twofold: not only the required 

infrastructural support is provided, as well as a fundamentally new modeling metaphor 

can be used to handle these complex systems. 

Current technology already provides the adequate means to describe future 

generations of industrial systems and enables a wide offer in tiny pervasive computing 

devices. A considerable number of production and control paradigms have emerged and 

have the potential to explore these recent technological achievements. There is, 

however, a trade-off between shop floor agility and the complexity of the supporting 
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system. The envisioned systems, although more pluggable, fault-tolerant and robust, are 

driven by richer and less predictable inner dynamics as a result of the increase in 

functional and structural complexity. The recent focus on system Evolution and 

Adaptation as biologically inspired metaphors that ensure the system ability to 

withstand the test of time hardens the complexity problem. Evolution, following the 

Darwinistic concept, often relates with the establishment of structural changes through 

time (introduction of new modules, layout re-arrangements, process refinement). These 

changes are better visible in the long term. Adaptation, on the other hand, should cover 

the immediate requirements of the system and its stakeholders and is normally a run-

time property of the system. 

There is a set of converging factors that render these concepts and technologies 

increasingly interesting: 

• Modularity and Computational Power - the offer in modular industrial 

controllers is increasing as well as the computational power available. The 

adoption of Web related technologies supports richer, yet more complex, 

interactions between controllers. 

• Business shift - modular and intelligent systems promote new business 

interactions where traditional vendors can convert to service providers 

leasing their modules, on the other hand, the level of remote activities (e-

functionalities) supported by the module is necessarily higher to ensure the 

negotiated quality of service and prompt response from the leaser. 

Monitoring and Diagnosis are, in the present context, fundamental activities for the 

envisioned industrial systems having a multidimensional contribution: 

• Handling the complexity of the system: allowing the environment to self-

regulate consistently. 

• Supporting a business paradigm shift: from product vendors to service 

providers. 

• Preventing breakdowns and accidents: reducing energy waste and mass 

disposal of equipment and enabling a profitable optimization of 

maintenance cycles. 
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When shop floor assets become physically and logically-distributed-interacting IT 

entities with autonomy, significant challenges arise that justify the emergent control 

approaches and require a new diagnostic methodology. 

The proposed research investigates a new diagnostic approach for automated 

production environments that follows the emerging production paradigms and 

therefore is subject of self-evolution/adaptation. In particular, the Evolvable Production 

Systems/ Evolvable Assembly Systems (EPS/EAS) paradigms are considered. Their bio-

inspired-decoupled nature (with a strong emphasis on emergent interaction) renders 

them particularly challenging. EPS/EAS compliant environments are true complex 

systems as they exhibit at least the following characteristics (Érdi 2008): 

• Feedback Loops - where some output stimuli are re-introduced in the 

ongoing input stimuli. Feedback can be either positive, which exerts a 

destabilizing effect in the system's initial state or negative, acting as 

regulatory stimulus that attempts to re-establish the nominal state. 

• Logical paradoxes and strange loops - that occur out of self-referential 

statements or structures. 

• Butterfly Effect - minor changes in the initial conditions of the system may 

lead to catastrophic effects. 

• Emergence and Unpredictability - where the parts of the system may 

denote different behaviours when they operate alone or in group. Their 

group behaviour is not, in principle, fully predictable. 

Traditional diagnostic approaches have either attempted to model the entire 

system and/or subsystems with only a very limited integration between “parts and 

wholes”. Additionally, there has been a reduced focus in considering the hypothesis of 

the underlying system evolving or adapting in the short/medium term to encompass 

supply chain requirements.  

This led to the design and implementation of diagnostic systems with 

constraining degrees of freedom when such scenarios emerge. Under these 

circumstances the addition or removal of a module, or equipment, is a rather 

complex and time consuming task. 



 

30 

 

1.2 RESEARCH PROBLEM 
 

The problem of diagnosis has to be addressed holistically which includes the 

development of the technological infrastructure as well as a paradigmatic view that 

explores the available technology instantiating Evolution and Adaptation in 

manufacturing contexts. Overall design for change is fundamental as is the modeling of 

group interactions in open systems. 

While relevant infrastructural achievements were attained in previous work on 

diagnosis for EPS/EAS, as pointed out in (Ribeiro 2007), there was still a major open 

challenge: 

• The achievement of a truly emergent and self-configuring diagnostic system 

that would encompass the EPS control architecture. 

In fact, the approach followed, although essentially distributed, still required the 

diagnostic information to be hierarchically merged at a given top level agent. This design 

characteristic, despite enabling more degrees of freedom than the conventional 

approaches when there are significant shop floor changes, still lacked the agility and 

scalability of a completely flat model without hierarchical coordination. In this context, 

addressing faults whose dimension falls beyond the action scope of an individual entity 

required programming additional entities to handle the emergence of new fault 

patterns. Systems designed to be frequently changed require a fundamentally new 

approach to diagnosis. The diagnostic system should emerge and be a consequence of 

the interactions between the system's parts instead of relying in a full and centralized 

model of the installation. Centralized diagnostic models and approaches suffer from 

being a single processing point, which in the event of failure, may compromise the 

monitoring and diagnose-ability of the system. In addition, the complexity and 

computational requirements shall grow with the size of the system. 

A new diagnostic approach for EPS/EAS should consider the volatile nature of the 

system’s configuration and the probabilistic character of perception. This problematic 

raises the following research question: 
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Q.1 – Which distributed diagnostic method and tools should be developed to 

perform diagnosis in highly dynamic systems, like EPS/EAS, that denote physical 

and logical evolution and adaptation, and ensure the co-evolution/adaption of the 

diagnostic system without reprogramming or significantly reconfiguring it? 

The previous research question can be addressed under the following hypothesis: 

H.1 - A self-evolving/adaptable diagnostic system for EAS/EPS can be 

achieved if intelligent shop floor modules explore local interaction to 

probabilistically infer and revise their internal states emerging at network level a 

consistent diagnosis. 

 

1.3 AIMED CONTRIBUTIONS 
 

The proposed approach aims to develop a diagnostic approach suitable for systems 

denoting autonomous adaptation and evolution from a control/configuration 

perspective. The work contributed in the following areas: 

• C.1 Analysis of the adequacy of the current practices and redefinition 

of the role of monitoring/diagnosis in emergent and future production 

systems and paradigms - the proposed research aims at highlighting the 

significance of considering the network perspective in the envisioned 

highly-decoupled systems that heavily rely in interactions in dynamic 

compositions of modules. 

• C.2 Interaction characterization – performing diagnosis in installations 

that instantiate modern production paradigms like EPS/EAS requires the 

careful characterization of the interactions between components. The focus 

of the proposed approach is on defining and diagnosing such interactions. 

• C.3 Self-Organizing Diagnosis – one fundamental contribution is ensuring 

that a system may be diagnosed despite changes in its processes, layout and 

size. Introducing, at single agent level, mechanisms that only consume local 

information and promote a self-organizing diagnostic response is a central 

question to achieve a global diagnosis whose computational complexity 
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remains stable at individual level and is therefore independent of the size of 

the network. 

• C.4 Architectural considerations – the proposed approach aims at 

devising a diagnostic architecture that encloses the previous two 

contributions. Rather than focusing only in technological details a 

significant attention was directed towards the synthesis of the Self-

Organization principles that promote a useful emergent response exploring 

the interaction characterization of C2. 

• C.5 Method Formalization – the proposed approach also aims at the 

mathematical (probabilistic) formalization of the diagnostic method using 

Hidden Markov Models. 

• C.6 Network Diagnostic test bench - introducing diagnostic analysis in 

industrial systems at the considered abstraction level is a fundamentally 

new proposition that requires a new approach to the validation of such 

systems. The present work proposes a new metric that evaluates the overall 

response of the system, correlating diagnosis and the complexity of the 

underlying network. The proposed system is compared with a secondary 

test case using a more conventional diagnostic/reasoning approach. In the 

second system the diagnostic reasoning still explores the interaction 

metaphor, to render the system comparable, and uses global information. 

The information is concentrated on a unique node where the diagnostic 

process for the entire system takes place. 

 

1.4 INTEGRATION WITH OTHER RESEARCH ACTIVITIES 
 

The proposed research is building up on results of previous projects from EU's 

sixth framework program (FP6) , where the author has had an active role, namely 

EUPASS and InLife. The first has prepared and defined the basis of and Evolvable 

Assembly System (EAS) with strong emphasis in shop-floor control and seamless 

reconfiguration. InLife has explored Service Oriented Shop floors composed of 

intelligent self-diagnosing entities to optimize the life-cycle of complex assembly lines. 
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The research proposed in this document will also gather input and contribute to ongoing 

and up-coming projects (Fig. 1.1). 

 

 

Figure 1.1 - International research framework of the proposed work 

 

In this context, the ongoing Self-Learning and IDEAS projects have a close affinity 

with the work being carried out as, despite being automation focused projects, both 

have a relevant emphasis in the development of Self-Monitoring/Diagnosis in the 

modern complex and distributed systems envisioned. In particular the IDEAS Reference 

Architecture is, to a considerable extension, inspired by the technical architecture later 

detailed. Ongoing COSMOS project has set a stronger effort in cost driven adaptability 

issues. Relying in a componentized shop-floor it is anticipated that the diagnostic 

challenges will emerge. Therefore the results from the present work will provide 

valuable input. The ongoing Nemo&Coded project is developing in the area of 

sustainable energy consumption. The present work, rather than tackling specific issues 
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of particular devices, is focusing on the networked nature of component's interaction. In 

this context, valuable input will also be extracted for monitoring and diagnosis in the 

Energy domain. Furthermore, the proposed work, as earlier described, is tackling an un-

explored domain/dimension of diagnosis. In this sense, a Future and Emerging 

Technologies (FET) Project under the framework of FP7 is currently being designed. 

The collaboration under the scope of International Research projects allows the 

present work to tackle pressing industrial requirements, supporting them with a 

scientific background, and align with strategic research and development objectives of 

module providers such as FESTO and MASMEC and end users that will potentially 

consume those modules (ELECTROLUX). 

 

1.5 FUNDAMENTAL DIAGNOSTIC TERMINOLOGY 
 

Although the fundamental concepts that support the proposed work are introduced in 

chapter 3, there is some specific terminology that shall be defined now to provide a 

better framing on the incoming text. 

 

1.5.1 On the classification of Monitoring and Diagnostic Methods 

 

The research in diagnosis has been developed in directions substantially different 

from the one proposed in this work. This fact is reflected by the perception researchers 

often have on the organization and classification of diagnostic approaches. 

Given the multidisciplinary nature of the research in monitoring and diagnostic 

methods several classifications and terminologies have been proposed. Isermann 

(Isermann 2006) distinguishes between fault-detection and fault diagnosis methods. 

The first, Fig. 1.2, can be further subdivided in “detection with single signals” (limit 

checking or trend checking) or “detection with multiple signals and models” (process 

models, multivariate data analysis). 
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Figure 1.2 – Fault detection methods’ classification (adapted from (Isermann 2006)) 

 

Concerning diagnosis (Fig. 1.3) the proposed division is on either a “classification 

method” (pattern recognition, statistical classification, approximation methods, artificial 

intelligence methods) or “inference method” (binary reasoning, approximate reasoning). 

 

 

 

Figure 1.3 – Fault diagnostic methods’ classification (from (Isermann 2006)) 

 

Clearly this approach is framed by the author’s background in automatic control 

therefore the use of numeric methods. The research proposed in this document, 

however, has more affinity with diagnostic rather than monitoring (detection) methods 

and has AI background. In this context the classification considered is closer to 

(Venkatasubramanian, Rengaswamy et al. 2003) where diagnostic methods are 

classified according to their base type of knowledge representation and search strategy 

as detailed in Fig. 1.4. 
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Figure 1.4 – Fault diagnostic methods’ classification (from (Venkatasubramanian, 

Rengaswamy et al. 2003)) 

 

For the sake of completeness, however, some terminology from Fig. 1.2 will be 

used along the document to better historically contextualize the emergence and nature 

of methods and practices. Regarding Fig 1.4, the author of the present document, has 

found that a considerable number of works in diagnosis, specifically multi-agent and 

service-based systems, can hardly be included in either classification. Some of these 

systems do not implement true diagnostic methods, instead they focus on the 

architectural details that are fundamental when addressing complex and distributed 

systems and address scalability, plug-ability and diagnostic automation problems. In this 

context, their classification is ambiguous as the research is clearly in diagnosis yet with a 

considerable component of information systems. Additionally, in the literature the 

number of hybrid approaches, combining results and contributions from distinct areas, 

is significant. In the present document these and the before mentioned architectural 

methods will be designated as hybrid Fig. 1.5. 
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Figure 1.5 – The fault diagnostic methods classification considered (adapted from 

(Venkatasubramanian, Rengaswamy et al. 2003)). 

 

Even with the proposed extended classification some methods/architectures may 

be ambiguously classified due to their multidisciplinary nature. In chapter 2 it is 

recognized that some contributions could easily be in more than one category. In these 

cases the inclusion criteria will be the method/architecture’s affinity to the main 

diagnostic principles of the category. 

 

1.5.2 “Process Based” Diagnosis and Behavioural Diagnosis 

 

The classifications presented in the previous subsection have been systematically 

applied in diagnosing well defined processes that follow a specific execution plan. At 

specific stages in those processes it is possible to probe them and evaluate their status 

against a specific set of predefined variables that characterize the process. 

Not ignoring this fundamental and complementary dimension of the diagnostic 

problem the proposed approach operates at a behavioural level that, to a certain extent, 

is independent from the running processes. At the considered level diagnosis aims at 

understanding how components of the system (either logical or physical) may influence 

each other therefore inducing cascading effects that affect the system to an extension 

that may be difficult to characterize when the diagnostic analysis in performed at 

process/plan level. 
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1.5.3 The concepts of Fault and Failure 

 

The definitions in the "field of supervision, fault detection and diagnosis" followed 

are the ones presented in (Isermann and Ballé 1997) where a fault is "an unpermitted 

deviation of at least one characteristic property or parameter of the system from the 

acceptable/usual/standard condition" and a failure is "a permanent interruption of a 

system’s ability to perform a required function under specified operating conditions". 

 

1.5.4 The concepts of Reliability and Availability 

 

Reliability as defined in (Isermann and Ballé 1997) is "the ability of a system to 

perform a required function under stated conditions, within a given scope, during a given 

period of time". Typically the Mean-Time-Between-Failures (MTBF) is computed as 

follows: 

���� =
1
�	 

where λ is a rate of failure (failures per unit of time). A similar measurement is the 

Mean-Time-To-Repair defined as: 

���	 =
1

 

where η is a rate of repair (repairs per unit of time). 

These values are typically used to evaluate the Availability (A) of a device defined 

as (Isermann and Ballé 1997) the “probability that a system or equipment will operate 

satisfactorily and effectively at any point in time”: 

� =
����

���� + ���	 
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1.5.5 Dimensions of the Diagnostic Problem Space 

 

There is in literature a set of features, mostly qualitative, that help in the 

characterization of diagnostic methods and approaches. These features essentially 

reflect performance and behavioural aspects of the diagnosis. In (Venkatasubramanian, 

Rengaswamy et al. 2003) a list of such requirements is suggested: 

• Robustness – is the ability of the system to diagnose keeping the number of 

misdiagnoses relatively low. 

• Quick detection and diagnosis – relates to the ability of the diagnostic 

system to timely detect and diagnose malfunctions and requires a balanced 

trade-off between performance and robustness. 

• Isolation – defined as the system’s ability to distinguish between different 

faults. The main challenges in isolation lie in modeling the system and 

coping with the model uncertainties. 

• Novelty identification – is the capability of the system to distinguish 

between known and unknown faults under abnormal conditions. Novelty 

identification deeply relates to the modeling of the abnormal behaviour 

region. Effective modeling must reduce the number of misclassifications 

preventing abnormal unknown events from being classified as known 

failures. 

• Adaptability – changes in the operational environment are expected to take 

place either due to a shift in the production requirements or due to 

disturbances in a given process/operation. The system must be flexible 

enough to accommodate these events. 

• Self-explanatory results –is the ability of the system to provide information 

on how the fault originated and developed  to the current status. Moreover, 

providing an explanation helps experts to validate automated diagnoses. 

• Modeling and computational requirements – computationally intensive 

models may compromise the system performance. Typically in real time 

operations the complexity of the model must be reduced to a minimum. In 
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this context a balance between stored information and model data must be 

attained to ensure a deterministic behavior in respect to time.  

• Multiple fault identification – relates to the ability of managing multiple 

fault scenarios and understanding the relation between the faults. 

Additionally the following features should be considered when systems denote 

characteristics similar to EAS/EPS. 

• Evolve-ability – if, on the one hand, the system should adapt in the short-

term to disturbances and fluctuations, on the other hand, design decisions 

should consider that the underlying system may be subject of structural and 

functional changes. Encompassing theses changes goes beyond adaptation 

and requires a more dynamic and complex response of the system. 

Evolve-ability is in this context the "big umbrella" for a subset of characteristics 

that are crucial in supporting co-evolution namely: 

• Context awareness – different operational conditions may favour the 

emergence of specific faults. Being aware of changes in the operational 

context allows a more acute response. 

• Learning – the system should be able to learn and refine its knowledge and 

diagnostic capabilities as more data becomes available. 

• Self-reconfiguration – the diagnostic system should evolve preferably 

autonomously and, when not possible, minimal reconfiguration should be 

considered. Reprogramming should be avoided as it is a cost intensive 

practice in dynamic systems. 

As importantly as enumerating and characterizing the dimensions of the diagnostic 

problem space is the acknowledgement that modular systems denote a group 

interaction that requires an innovative diagnostic approach. Furthermore these 

dimensions should be considered in the scope of the group and as a complement of the 

scope of the existing diagnostic practices that target specific devices. 

 



 

41 

1.6 RESEARCH METHODOLOGY 
 

The present research follows the classical scientific method. As detailed in Fig. 1.6 the 

classical scientific method develops along a series of steps that may lead to the 

characterization and explanation of a specific phenomenon. The first step in the method 

is therefore the formulation of the problem or research question (what needs to be 

enquired of explained about the phenomenon). 

This formulation often arises when emerging information about the phenomenon either 

refutes previously established hypothesis or the phenomenon itself is new and there is 

no scientific knowledge detailing it. 

In the present work the research question is formulated in the direction of exploring an 

alternative dimension of the problem of diagnosing automated industrial systems which 

has not been fully addressed in the domain’s scientific literature and has been observed 

to impact modern automation approaches. In this context the state-of-the art survey, as 

well as successive interactions with several domain experts, suggest that a consistent 

hypothesis can be established to further develop the application of diagnosis in modern 

automation paradigms. 

As shall be detailed later the hypothesis under test tackles explicitly interaction aspects 

of an automation system itself independently of its processes (when the common 

practice is to focus on the running planned processes). 

This renders steps four to six (Fig. 1.6) specifically challenging. As detailed in (Zelkowitz 

and Wallace 1998) it is difficult to define experimental models to validate new concepts 

(especially if those concepts are supported by software) as data collection in software 

prototypes is clearly influenced by implementation issues, which need to be identified 

and assessed, and temporal properties which may induce errors when the available data 

was collected over a non representative time frame of the system functioning. 
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Figure 1.6 - Classical research method (From the Handouts of the Scientific Research 

Methodologies and Techniques class by professor Camarinha-Matos). 

 

This has motivated the introduction of section 6.1 where all the validation instruments 

considered in the present work are detailed. As detailed therein, both qualitative and 

quantitative experiments were designed to validate the proposed work. 

The final stage of the method attests the contribution of the work to science and is an 

important step in validation (peer acceptance). In this context, the following 

International Conferences (Fig. 1.7) and Journals (Fig. 1.8) have been identified as 

preferred dissemination and peer validation mechanisms as they are technically 

sponsored and supported by established and recognized organizations and experts. 
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Figure 1.7 – Tree of selected international conferences. 

 

 

 

Figure 1.8 – Tree of selected international journals. 
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2 STATE-OF-THE-ART REVIEW 

 

This section contains the literature review motivating the research proposed in 

this document. The review is divided in three main parts. Firstly the trends in 

automation of manufacturing and assembly systems are surveyed to better 

contextualize and clarify the need for a new diagnostic approach. Secondly the main 

diagnostic approaches are reviewed. Finally their adequacy to the systems presented in 

the first part is discussed. 

 

2.1 TRENDS IN AUTOMATION OF MANUFACTURING AND ASSEMBLY SYSTEMS 
 

The industrial age, triggered by the industrial revolution in the middle of the 

eighteenth century, was supported by a favorable convergence of factors namely: mass 

availability of raw materials (iron, timber, oil, etc.), technological development 

(including the steam engine, perceived as the trigger invention that led to 

industrialization), availability of labour force, emergence of business leaders, etc. 

The economical growth generated with the advent of industrialization and mass 

production kept on feeding an insatiable society demanding low cost reliable goods. 

It was believed that mass production/consumption would boost mankind to 

unprecedented development and sophistication. This would not be verified due to 

several reasons: technological advances and unscrupulous greed for profit increased 

unemployment and led to severe social problems; the environmental, health and safety 

costs were high and the progressive and general increase in customer’s welfare made 

them increasingly demanding in respect to customized goods. 

Today’s society and business environment are reflexes of such changes. People are 

generally aware of environmental and societal threats introduced by production 

philosophies and practices. Being competitive is now a matter of organization 

sustainability. Often perceived as environmental protection, sustainable development 
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goes beyond that and, in a broader sense, is "development that meets the needs of the 

present without compromising the ability of future generations to meet their own needs" 

(WCED 1987). It is a multi-dimensional and global challenge (UN 1992) were business 

and industry play a relevant role (Asif, de Bruijn et al. 2008). 

Mass Customization has been perceived as the excellence paradigm in industry and 

services. It is "the new frontier in business competition for both manufacturing and service 

industries. At its core is a tremendous increase in variety and customization without a 

corresponding increase in costs. At its limit is the mass production of individual customized 

goods and services. At its best, it provides strategic advantage and economic value" (II 

1993). 

Sustainable development requires a responsible implementation of such paradigm. 

To face competition enterprises have adopted more efficient organizational dynamics 

that enable them to respond to socio-economic pressures while tackling profitable but 

volatile business opportunities. This led to emergence of several types of networked 

interactions (Christopher 2000; Christopher and Towill 2001; Camarinha-Matos, 

Afsarmanesh et al. 2006; Camarinha-Matos, Afsarmanesh et al. 2007): Supply chains, 

Extended Enterprises, Virtual Enterprises, Collaborative Networks, etc. 

As pointed out by (Christopher 2000) “We are now entering the era of network 

competition, where the prizes will go to those organizations who can better structure, 

coordinate, and manage the relationships with their partners in a network committed to 

better, closer, and more agile relationships with their final customers”. 

Overall agility is fundamental as the establishment of such networked 

organizations is not trivial. Partners will share profits, risks and responsibilities and 

ultimately the performance and success of the entire structure will always be dragged 

down by the less agile participant. 

The concept of agility has been widely debated in the literature (Kidd 1994; 

Goldman, Nagel et al. 1995; Goranson 1999; Christopher 2000; Christopher and Towill 

2001). 

Traditionally agility has been understood as the capability of an enterprise to 

operate in a “competitive environment of continually, and unpredictably, changing 
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costumer opportunities”(Goldman, Nagel et al. 1995). At enterprise level agility has to 

be understood in a holistic perspective. 

Being agile is different from being flexible. Flexibility often refers to the ability of 

producing a range of products (mostly predetermined) with multipurpose equipment. It 

is also different from being lean (producing without waste). Agility implies 

understanding change as a normal process and incorporating the ability to adapt and 

profit from it. Agility covers different areas, from management to shop floor. It is a top-

down enterprise-wide effort. The agile company needs to integrate design, engineering, 

and manufacturing with marketing and sales, which can only be achieved with the 

proper IT infrastructure. 

Knowing what agility is and assessing when an enterprise has the necessary level 

to engage in networked activities is one of the main constraints for establishing 

successful collaborative networks (Barata and Camarinha-Matos 2000; Lin, Chiu et al. 

2006) . As pointed out by (Barata 2003; Colombo 2005; Stamatis, Colombo et al. 2007; 

Ribeiro, Barata et al. 2009) shop floor agility is essential in this process for production 

industries. 

Initial attempts to support flexibility included the flexible manufacturing systems 

(FMS) developed considering mid-volume and mid-variety production requirements. 

When the concept emerged, around the eighties, flexibility was perceived as the ability 

of quickly deploying tools in the shop floor for a given purpose. Machines were 

controlled using computer based reprogrammable devices. Unfortunately the type of 

control considered in FMS provided only a restricted flexibility (limited to automated 

tool changing mechanisms) delivering a poor response to expected requirements where 

still significant challenges had to be overcome (Stecke 1985). 

To meet the agility requisites other approaches emerged: Bionic Manufacturing 

Systems (BMS) (Ueda 1992), Holonic Manufacturing Systems (HMS) (Gou, Luh et al. 

1998; Van Brussel, Wyns et al. 1998; Bussmann and Mcfarlane 1999; Babiceanu and 

Chen 2006), Reconfigurable Manufacturing Systems (RMS) (Koren, Heisel et al. 1999; 

Mehrabi, Ulsoy et al. 2000). 

The BMS (Ueda 1992) are inspired in the functioning of natural organs. 
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Organs are composed by cells and through harmonious interaction with other 

organs support different organisms. This approach denotes the idea of a hierarchical 

system where information travels bottom up and top down along a control/regulatory 

path. 

The basic modeling entity is the modelon which can in turn be composed of other 

modelons forming a hierarchy. 

The system heavily relies in self-organization, passing from layer to layer DNA-

type information, to gather sub-modelons that will be involved in the execution of a 

given task. The principle is to embed the specification of a given task in a main modelon 

that is triggered by a manufacturing process. That modelon, analyzing the specification, 

evaluates and selects other modelons from a database in order to fulfill the specification. 

This approach can be applied both to design and execution of tasks. 

The BMS were later extended to accommodate learning, coping with the 

accomplishment of complex global goals and tested in a simulation environment (Ueda, 

Hatono et al. 2000). 

The concept of Holonic Manufacturing System encloses a similar approach. It is 

inspired by the work of Arthur Koestler (Koestler 1989). Holon is a combination of the 

Greek word “holos” (whole) and the suffix “on” (part). 

The HMS emerged in the Intelligent Manufacturing Systems (IMS) community as a 

response to the continuously changing requirements and demands posed to modern 

enterprises. In HMS the holons must accomplish a certain task using: coordination, 

communication, cooperation and negotiation while being immerse in a holarchy (a 

society of holons where each component behaves simultaneously as a part and a whole). 

An extensive review in HMS can be found in (Babiceanu and Chen 2006). 

The mindset supporting the formulation and design of production systems using 

BMS or HMS principles is more information technology (IT) oriented than in the initial 

FMS that is a production oriented paradigm. 

However, as pointed out in  (Mekid, Pruschek et al. 2009) the next generation of 

Flexible Machines will incorporate state-of-the art IT technologies and advanced control 

and monitoring functionalities. As discussed in (Hoda 2006) FMS is now focused in 
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profound customization which led to the emergence of the concept of Reconfigurable 

Manufacturing Systems (RMS) (Koren, Heisel et al. 1999; Mehrabi, Ulsoy et al. 2000; 

Mehrabi, Ulsoy et al. 2002). RMS target mass customization production environments 

and sustain that reconfiguration and flexibility should be attained at the cost of open 

reconfigurable control and dedicated inter-modular tools rather than optimized controls 

and multipurpose tools. The key dimensions of RMS are in this context: modularity, 

“integrability”, flexibility, scalability, convertibility and “diagnosability”. 

Recently, the Evolvable Assembly Systems (EAS) (Onori 2002; Onori, Alsterman et 

al. 2005; Barata, Santana et al. 2006; Onori, Barata et al. 2006; Frei, Ribeiro et al. 2007) 

and Evolvable Production Systems have emerged (Barata, Frei et al. 2007; Barata, Onori 

et al. 2007; Frei, Barata et al. 2007). The EAS/EPS approach has some contact points 

with BMS, HMS and RMS in the sense that the notion of equipment modularization is 

present and that self-reconfiguration/organization exists through intelligent 

autonomous behaviour at module level. An essential difference lies in the notion of 

intelligent module which can be set at (but is not limited to) a finer granularity level: 

robots, grippers, manipulators, conveyors, etc. The key aspect boosting agility in 

EAS/EPS is that modules are abstracted as process specific entities rather than function 

specific (as is the case of RMS). This enables quicker ramp-up times once both product 

design and shop-floor reconfiguration adjust to meet a balanced compromise. 

While the previous paradigms set the theoretical background for what is expected 

to be the next generation of manufacturing systems, implementation remains an 

important barrier that introduces some technical challenges. There have been several 

prototype implementations of the before-mentioned concepts and principles. However, 

effective implementation has remained elusive to date. A side effect of the 

implementation effort has been the identification of some supporting technologies. 

Traditionally multiagent-based (MAS) systems (Wooldridge and Jennings 1994; 

Wooldridge and Jennings 1995) have been used to implement advanced shop-floor 

paradigms.  

Most definitions for agents are of functional nature and relate to their authors’ 

background and the systems under study. MAS are often cited for their 

sociability(Wooldridge and Jennings 1994; Wooldridge and Jennings 1995). In this 

context a MAS can be regarded as a network of collaborating problem solvers that 
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through interaction are able to produce a result that often is more than the sum of the 

individual result. 

Agent-based manufacturing emerged not as a paradigm but as a common ground 

to several advanced manufacturing architectures as detailed in (Monostori, Váncza et al. 

2006) and the references therein. Recently their use has been investigated in the 

technically challenging domain of micro assembly under the framework of the EUPASS 

project (EUPASS 2006). Industrial implementation has been reported in (Bussmann, 

Jennings et al. 2004; Marik and Lazansky 2007) which raise an important issue in 

successful MAS breakthrough in such environments: devices do not natively support 

advanced programming techniques or agent platforms. This presents a serious 

deployment limitation. 

Understanding the potential of the production paradigms earlier detailed, industry 

is now struggling to get IT in their automation devices (Stamatis, Colombo et al. 2007). 

The automation industry is currently investing significant research efforts for the 

development of Service Oriented Architectures (SOA) for their devices. 

A SOA can defined as “a set of architectural tenets for building autonomous and yet 

interoperable systems” (Jammes and Smit 2005). Philosophically it is a modeling 

paradigm rather similar to MAS and there is a favorable convergence of factors that are 

rendering it attractive in the establishment of automated networks of devices namely: 

the availability of affordable and high performance embedded devices, the expansion 

and low cost of Ethernet based networks and its acceptance in the industrial domain, the 

ubiquitous nature of the Internet, the existence of lightweight, platform agnostic 

communication infrastructures, etc.  

These factors have motivated recent research projects: 

• SIRENA (SIRENA 2006) – award winning project that targeted the 

development of a Service Infrastructure for Real time Embedded 

Networked Applications (Jammes and Smit 2005). An Implementation of a 

DPWS stack(Jammes, Mensch et al. 2005; Jammes, Mensch et al. 2007) has 

been produced under the framework of this project and successfully 

applied in device level automation test cases. 
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• SODA (SODA 2006 - 2008) – creation of a service oriented ecosystem based 

on the Devices Profile for Web Services (DPWS) framework developed 

under the SIRENA project. SODA focus was on exploring the potential of 

DPWS advanced orchestration and composition capabilities. 

• SOCRADES (SOCRADES 2006) – development of DPWS-based SOA for the 

next generation of  industrial applications and systems. 

• InLife (InLife 2006) –  development of a platform for Integrated Ambient 

Intelligence and Knowledge Based Services for Optimal Life-Cycle Impact of 

Complex Manufacturing Assembly Lines. The DPWS toolkit resulting from 

SIRENA was applied to a pilot assembly cell as its basic IT infrastructure 

support. Advanced functionalities including self-

monitoring/diagnosis/reporting were implemented at device and process 

levels (Barata, Ribeiro et al. 2007; Barata, Ribeiro et al. 2007; Ribeiro 2007). 

Despite the advances in the applications of SOA the following research areas still 

present open challenges: Service Foundations, Service Composition, Service 

Management, Service Design and development (Papazoglou, Traverso et al. 2005). More 

specifically: dynamically reconfigurable run-time architectures, services discovery, 

autonomic composition of services and orchestration, self-* (self-

configuring/healing/diagnosing…) services and design principles for engineering 

service applications. While some of these challenges can be eased by emergent 

standards such as BPEL4WS (Andrews, Curbera et al. 2003) and WSCI (Arkin, Askary et 

al. 2002) others, specifically service composition in dynamically reconfigurable run-time 

architectures, are harder to tackle in heterogeneous systems, which are typically SOA’s 

target environments. 

Additionally, as stated in (Huhns and Singh 2005) most Web Services 

specifications do not properly support transactions which constitutes a significant 

implementation barrier in a wide range of systems. 

In (Ribeiro, Barata et al. 2008) the benefits of borrowing multi-agent (MAS) 

principles and introducing them in SOA are presented taking Service Oriented Modeling 

as a starting point. A side by side analysis is detailed in Table 2.1 where the most 

relevant characteristics for industrial automation are highlighted. 
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Table 2.1 - Comparative analysis between SOA and MAS from(Ribeiro, Barata et al. 2008) 

Characteristics  SOA MAS 

Basic Unit Service Agent 

Autonomy Both entities denote autonomy as the functionality provided is self-contained 

Behaviour description In SOA the focus is on detailing the public 

interface rather than describing execution 

details. 

There are well established 

methods to describe the 

behaviour of an agent. 

Social ability Social ability is not defined for SOA 

nevertheless the use of a service implies the 

acceptance of the rules defined in the interface 

description 

The agents denote social 

ability regulated by internal or 

environmental rules 

Complexity encapsulation Again, the self-contained nature of the functionalities provided allows hiding the 

details. In SOA this encapsulation is explicit. 

Communication 

infrastructure 

SOA are supported by Web related 

technologies and can seamlessly run on the 

internet. 

Most implementations are 

optimized for LAN use. 

Support for dynamically 

reconfigurable run-time 

architectures 

Reconfiguration often requires 

reprogramming 

The adaptable nature of 

agents makes them reactive to 

changes in the environment. 

Interoperability Assured by the use of general purpose web 

technologies. 

Heavily dependent on 

compliance with FIPA-like 

standards. 

Computational 

requirements 

Lightweight implementations like the Devices 

Profile for Web Services(Chan, Conti et al. 

2006) guarantee high performance without 

interoperability constraints 

Most implementations have 

heavy computational 

requirements  

 

This proposition is aligned with the basic philosophy of web services as expressed 

in (Christensen, Curbera et al. 2001) “The agent is the concrete piece of software or 

hardware that sends and receives messages, while the service is the resource 

characterized by the abstract set of functionality that is provided”. 

In short, automation of manufacturing and assembly systems is slowly shifting 

from traditional logic based control to advanced production paradigms and adopting 

state-of-the-art IT technologies and infrastructures. While the industry has already 

perceived that effective instantiation of such concepts can provide a significant 
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competitive edge, current control still remains logic based. Clearly automation lacks 

open, standardized MAS/SOA/Hybrid platforms/paradigms as have been attained for 

Enterprise Resource Planning (ERP) from which (SAP 2009) is a well known example. 

The strategy for achieving that goal includes the modularization of equipment. 

These intelligent and autonomous building blocks should then be used to instantiate 

whatever production paradigm best suits the requirements of that installation. An 

interesting debate at this point seems to be whether intelligent and proactive response 

is enough to attain a sustainable production environment and globally a competitive 

collaborative interaction. For example, underlying BMS, HMS and EAS/EPS is the notion 

that self-organizing entities should globally produce an inherently fault-tolerant 

environment. Researchers often attribute fault tolerance to the design ability that 

modern paradigms may have in handling production disturbances variations in: 

material flow, product nature, delays, etc. What is less clear in these production 

paradigms is how the intelligent entities should detect, identify and isolate the causes of 

misbehaviour so that the self-reconfiguration response is accurate. In FMS and RMS 

fault-tolerance is said to be attained at the cost of advanced diagnostic functionalities 

but still these are underspecified. 

 

2.2 A SURVEY OF DIAGNOSTIC METHODS FOR AUTOMATED SYSTEMS 
 

2.2.1 Limit Checking and trend Analysis 

 

It is difficult to pinpoint the origins of fault diagnosis methods and systems. Much 

of the initial contributions appear to be related to the maintenance of systems. Limit 

checking is probably the most primitive form of monitoring and it can be traced back to 

very beginning of machine instrumentation in the early stages of the industrial 

revolution. This would prevail as a common practice until the advent of electronics that 

enabled richer possibilities for signal and spectrum analysis. Limit checking is still 

widely used nowadays however the limits and variables are verified automatically. 

Alone, limit checking is not very efficient as normally building up wear is difficult to 

detect and evaluate. In the very early stages of limit checking equipment was ran on a 
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Breakdown Maintenance (BM) policy where assets were only subject of maintenance 

upon the occurrence of a failure. BM was never fully implemented due to the obvious 

existence of minor maintenance (lubrication and adjustments) and repair works. This 

reactive maintenance approach leads to a considerable investment in spare parts 

inventory, high overtime labor costs, high machine downtime, low production 

availability, etc; which makes it rather unattractive in most cases. A richer analysis can 

be elaborated if periodic measurements of the monitoring/diagnostic variables are 

available. Considering the first derivative of the signals it is possible to understand the 

system's trend and, to some extent, forecast its behaviour. Trend analysis allowed 

further sophistication in the maintenance practices. The concept of Preventive 

Maintenance (PM) and Time-based Maintenance (TBM) emerged in the 1950s. The 

concept relies in the “bath tub” curve that relates the failure tendency of products with 

the number of operations performed over time. Its name derives from the usual shape of 

a bath and indicates that an equipment has a high “infant mortality” rate whose value 

drops and stabilizes during the useful life-time rising again towards the end of the life-

cycle. PM and TBM can be regarded as a response to reactive practices. The 

implementation of such maintenance policies requires the estimation of some reliability 

indicators. In this context, a very important issue in PM and TBM is the correct 

determination of the maintenance cycles. PM and TBM are inherently more effective 

than pure reactive approaches as they attempt to tackle, by observation, the statistic 

behaviour of devices. Nonetheless over-maintenance will lead to skyrocketing costs and 

sometimes to the premature disposal of devices which is not a very sustainable practice. 

On the other hand, overlooking maintenance can lead to catastrophic failures or 

industrial disasters (Mannan 2005). Therefore keeping the costs balanced is a major 

challenge under these approaches (Canfield 1986) as is the definition of correct 

maintenance policies for different types of equipment. It was not until the 1970’s, with 

the advent of microcomputers, that the field of fault detection and diagnosis would 

consolidate and denote some separation, from a research point of view, regarding the 

maintenance practices. 
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2.2.2 Quantitative Methods 

 

Most quantitative methods derive from the field of automatic control/systems 

theory, also known as fault detection and identification (FDI), and are based in the 

control and statistical decision theories. Their use had a wide application after the 

1970’s as they were computing-intensive. They also mark the start of condition based 

maintenance (CBM) (Jardine, Lin et al. 2006) and Predictive Maintenance (PM) (Mobley 

2002) which rely in the frequent monitoring and evaluation of devices’ status to plan 

maintenance actions accordingly. 

Majority voting with sensor redundancy was considered the most reliable 

approach then. Despite the increasing availability of devices in the 70’s, the costs were 

still relatively high for the generalized adoption of voting schemes and bold CBM 

systems, which lead researchers to the development of other diagnostic models and 

methods. 

The general FDI approach is represented by the following block diagram. 

 

 

 

Figure 2.1 – Typical FDI approach adapted from (Isermann 2006). 
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Essentially for a given input (U) the considered process, which may be affected by 

faults, produces a measurable output (Y) which is the result of sensor observations and 

noise affecting the measurement. A mathematical description of the model (Process 

Model) is required which receives a similar input stimulus (U). Matching the model 

output with the system output may generate inconsistencies that have to be addressed 

against the expected behaviour of the system. If there is a relevant deviation from 

normal operation, analytical symptoms (s) are produced and processed towards the 

establishment of a diagnosis. 

Early efforts for improving the fault detection method’s reliability are reported in 

the following surveys (Willsky 1976; Isermann 1984). Common techniques referenced 

until the early 1980’s include: parity relations and state-observer based methods. 

The evaluation of parity relations is based in the discrepancies (residuals) 

obtained by matching the process model with the process behaviour as detailed in Fig. 

2.2. 

 

 

 

Figure 2.2 – Residuals generation with parity equations from (Isermann 2006) 

 

The process is assumed to be linear and Gp is the transfer function defined has: 

�(�) =
��(�)
�(�)  
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which denotes the relation between the input and the output signals/stimuli when 

the system is affected by additive, input and output, faults (fu and fy respectively) and 

noise. Gm is the model based expected behaviour of the system and is defined as: 

�(�) =
��(�)
�(�) = 	

��(�)
��(�) 

This allows an alternative formulation of the diagram in Fig. 2.3: 

 

 

Figure 2.3– Residuals generation with parity equations from (Isermann 2006) 

 

Bm(s) and Am(s) act as filters for input and output faults. If the model and the 

process are a perfect match residuals should be zero. However this is not practically the 

case which leads to insignificant residual generation during normal operation. A 

fundamental aspect in FDI techniques based in parity relations is the generation and 

quality of residuals to ensure convenient fault discrimination (Gertler and Singer 1990; 

Gertler and Monajemy 1995; Gertler 1997). It is often complicated to extract residuals 

from quantitative models, especially if the underlying system denotes a nonlinear 

behaviour. An approach to residual generation based in parity relations addressing such 

system has recently been proposed in (Gertler 2002). 

Observer based design is based in the state space description of a process: 

��(�) = ��(�) + ��(�) 

�(�) = 	��(�) 
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where A is the state matrix, B is the input matrix and C is the output matrix, x(t) is 

the state vector and y(t) is the output vector. 

Observer based design typically uses a set of observers each one sensitive to a 

given fault, and insensitive to the remaining, that enable the estimation of the state 

variables based on the system’s inputs and outputs (Isermann 2006): 

���(�) = ���(�) + ��(�) + ��(�) 

�(�) = 	�(�) − ���(�) where e(t) is the output error 

Typically more than one observer is considered so that during normal operation 

each one will only generate significant residuals when a fault occurs. This allows the 

generation of fault signatures and provides fault isolation. As pointed out in (Patton and 

Chen 1997) it is impossible to devise a mathematical representation of the system 

whose behaviour is an exact replica of the original system. The complexity of the system, 

unperceived interactions and data of distinct nature (continuous vs. discrete) create 

uncertainty and nonlinearities that undermine the robustness of fault observers. This 

has led researchers in FDI to the development of new methods to handle such systems 

(Edwards and Tan 2006; Wang, Li et al. 2007). 

There have been several applications of quantitative methods in diagnosis in 

industrial components. In (McIntyre, Dixon et al. 2005) an approach for fault 

identification on robot manipulators based on an observer and the dynamic 

mathematical model of n-degree-of-freedom manipulators was developed; another 

technique for diagnosis of industrial manipulators, based on actuator and sensor failures 

rather than robot behavioural deviations, was presented in (Fantuzzi, Secchi et al. 2003) 

to tackle the problem of diagnosis in legacy equipment with interoperability constrains; 

in (Tinós and Terra 2002) a method was developed to track faults in cooperative 

manipulators 

Other industrial equipment often subject of research includes: electrical motors 

(Drif and Cardoso 2007; Eltabach and Antoni 2007) and rotary machines (Zhang, 

Asakura et al. 2004). 
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2.2.3 Qualitative Methods 

 

Arguably the main characteristic of quantitative methods, their mathematically-

described model of the system, which enables a consistent formalization of the methods 

and allows further developments with mathematic validity, is also their main weakness. 

It is not always possible, or economically feasible, to measure the desired variables 

which constrains the development of an accurate model. Installations relying in one-of-

a-kind legacy equipment are typical scenarios of the above case, where at design time 

the “diagnosability” of the system was not fully addressed to encompass changes in 

operational conditions or equipment degradation. In these conditions the information 

available is of tacit nature typically conveyed by the equipment’s operator that has 

“learnt its tricks”. To harden the scenario normally historic data detailing the behaviour 

of the system is not available turning useless any attempt to learn from documented 

system’s trends. 

Unfortunately, tricks are not translatable into mathematic equations or models and 

the diagnostic problem still requires a solution. In such circumstances, the diagnosis is 

said to be from "first principles" (Peischl and Wotawa 2003) and the best possible 

information representation is logic/symbolic. There are several strategies to organize, 

formalize and use this sort of information that led to the following classification of 

qualitative reasoning according to the nature of the inference performed (Peischl and 

Wotawa 2003): 

• Abductive – generates explanations for the observations. It is important to 

notice that abduction, unlike logical deduction, often provides several 

explanations for a given set of observations. In this sense, abduction offers 

decision support under uncertainty weighting the evidences and suggesting 

on the path to the observed failure. 

• Inductive – the system is exposed to a set o representative data and 

establishes rules that classify it. Induction is a learning mechanism whose 

methods fall into the history based category as detailed in the next section. 

• Default - is based on assumptions on the data being manipulated. This is 

often used to determine new data overriding existing one or to reject the 

default hypothesis as it leads to an inconsistency. 
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Alternatively, qualitative reasoning can be classified regarding its connectivity 

representation: 

• Structural – "representing the connectivity information of the system and its 

subsystems." 

• Functional – "representing the means-end relationships between the system 

and its subsystems." 

Traditionally, structural models are used and the system is represented as a set of 

components. Each component has inputs and outputs and its behaviour is defined using 

constraints that map the I/O relations. 

Structural models perform well in systems where it is possible to map a relation 

between structure and function. A common example found in literature is a digital 

circuit (Peischl and Wotawa 2003) where the components are the gates and the inputs 

and outputs are the incoming and the outgoing wires respectively. 

Functional models, on the other hand, best suit systems where certain features are 

too complex to be expressed in respect to structure. 

Initial attempts to capture this knowledge date back to the emergence of Expert 

Systems as detailed in (Buchanan and Smith 1988). Over the numeric techniques earlier 

presented, Expert Systems have the ability of encoding and processing, in the form of 

logic rules, tacit knowledge about the system. Expert Systems made possible the 

combination of heuristic inference with exact data. In their initial stages, however, raw 

rule based design raised a few issues (Buchanan and Smith 1988): 

• Impossibility of representing time and spatial varying phenomena. 

• Impossibility of the verification of consistency and gaps in the knowledge 

base. 

• Reliable acquisition and coding of tacit knowledge. 

• No learning mechanism from previous experience (namely errors). 

Modern expert systems typically incorporate learning functionalities and therefore 

are rarely constrained to statically coded rules as shall be detailed in the next section. 
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Additionally, even if learning is not present there is normally an associated method that 

supports the inclusion of uncertainty in the decision process as shown in (Liu and Liu 

2003) where fuzzy logic is used in the decision process. 

Qualitative physics (QP) emerged in the early eighties as an attempt to circumvent 

the somehow shallow and rigid approach to knowledge representation of initial expert 

systems. QP represents numerical variables qualitatively and uses a specific algebra 

with well defined operations, to track changes in the processes, analyzing the signs of 

the derivatives. The most notable quantitative physics algorithm QSIM (Kuipers 1986) 

dates from 1986 and has been used in the development of several physic compilers 

(Adam 1994; Hossain and Ray 1997). 

Attempts to capture causal relationships also include the use of signed directed 

graphs (SDG). An SDG is typically represented by a graph whose nodes are system 

variables and whose links denote the relationship between the cause variable and the 

effect variable. Normally the link is assigned a value, typically a three state value (+, -, 0) 

to describe how a change in one variable should affect the other. 

SDG’s are very popular in the process industry (Iri, Aoki et al. 1979; Ram Maurya, 

Rengaswamy et al. 2004; Ahn, Lee et al. 2008; Chen and Chang 2009), namely in 

chemical plants. First diagnostic applications have been reported in the early eighties 

(Iri, Aoki et al. 1979). Recent research in SDG is attempting to handle their drawbacks: 

• The choice of the relevant observable variables. 

• The definition of twice the number of variables threshold values (for typical 

three state models) without relevant process history data. 

• The static nature of the thresholds leads, in some cases, to an abnormal rate 

of false alarms. 

Fault Tree Analysis is an alternative method for the formalization of cause-effect 

relationships. Each tree may comprise several layers of nodes and attempts to answer 

questions such as "what could cause a top level event" the nodes are linked using logical 

relations. Its use relates to the concept of Reliability Centered Maintenance (RCM) 

whose practices are known to be in use since the 1930’s in power systems (Billinton 

1972). RCM relies in the identification of the criticality of the equipment, its functions 

and events that are likely to produce a fault or a failure and its consequences. From the 
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previous analysis the set of preventive measurements that have to be taken is 

customized for every system under study. In this context, FTA is more a safety/risk 

assessment method rather than a pure diagnostic method (Lee and Cha 2005; McKelvin 

Jr, Eirea et al. 2005). The acronym RCM is attributed to Tom Matteson, Stanley Nowlan, 

Howard Heap in 1978 while developing a system to determine the optimal maintenance 

cycles of aircraft. Only after the 1970s RCM became a well established practice. There 

are, nowadays, several standards and guidelines for the application of RCM in different 

domains documented in the SAE JA1011 (Evaluation Criteria for RCM Processes). 

However, the massive availability of computing devices has leveraged the time 

consuming task of designing Fault Trees. Current challenges include dealing with 

uncertainty related with data from multiple sources as pointed out by (Carreras and 

Walker 2001). Unfortunately, given the nature of the method its efficiency is greatly 

influenced by the safety engineer’s analysis accuracy. 

The 1990’s mark the beginning of the “golden era” of qualitative reasoning. The 

incremental improvement and maturation of initial efforts led to stable diagnostic 

engines and their progressive application outside the academia. 

One of the first engines to emerge was the General Diagnostic Engine (GDE)(Kleer 

and Williams 1987) that enabled symbolic abductive reasoning over composite devices. 

In this context, GDE allowed diagnosing from multiple symptoms by reducing hypothesis 

using the principle of minimal set of violated assumptions. This heuristic ensured 

improved performance with incomplete information. However, GDE suffered from only 

considering normal behaviour and connectivity which led to the development of 

GDE+(Struss and Dressler 1992) and Sherlock (Clancy 1998) that incorporated fault 

models and supported the analysis on how would a fault explain a reasoning 

contradiction. Further and recent improvements of GDE were reported in (Fijany, Vatan 

et al. 2003) where the basic GDE engine was reconstructed and the algorithms for 

minimal diagnosis set were improved to reduce their computational complexity 

allowing systems with thousands of components to be diagnosed by the engine in due 

time. 

The Livingstone engine (Williams and Nayak 1996) is one the kernels that has 

attracted most attention due to its application in the exclusive domain of space-

travelling. Livingstone uses component-based declarative models and was designed to 
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achieve a compromise between the conventional first-order logic approaches (used in 

other engines) and the reactive concurrent approaches (Brooks 1990) that emerged in 

the AI community. Additionally, Livingstone was designed to integrate, in a single model, 

fundamental tasks of system design and operation (Williams and Nayak 1996) such as: 

monitoring, tracking planner goal activation, confirming hardware modes, reconfiguring 

hardware, detecting anomalies, isolating faults, diagnosis, fault recovery and fault 

avoidance. Its initial implementation in the LISP programming language was integrated 

and validated in the Deep Space 1 flight software(Nayak, Kurien et al. 1999) in 1999. 

This is a milestone in qualitative diagnostic methods as, for the first time, an 

autonomous program (agent) was given the ability to control and plan the flight of an 

operational spacecraft. Very recently, a second implementation of Livingstone in the C++ 

language was used and validated as the core of the health management system of the X-

37 spacecraft prototype (Mark, Jeff et al. 2002; Bajwa and Sweet 2003). A similar 

approach inspired by Livingstone is in (Chung and Barrett 2003) with an improvement 

in respect to computational performance supported by the modification of the 

diagnostic engine that, according to the authors, ensures hard-real time diagnosis. 

Qualitative logic based reasoning has been widely applied in industrial 

environments for the purpose of diagnosis. Typical applications in industrial contexts 

include robotized arms (Olsson, Funk et al. 2004; Liu and Coghill 2005) and power 

transformers (Huang, Yang et al. 2002). 

Recently the ACORDA engine (Lopes and Pereira 2006) supporting prospective 

logic programming based in abductive reasoning was experimentally used in the 

diagnosis of intelligent shop floor components such as grippers and robots(Ribeiro 

2007). What is interesting about the engine is that it offers a preference mechanism to 

choose between several explanations and allows postponing choices until further 

knowledge is available. For this purpose the concept of oracle is supported as a 

mechanism that allows the engine to probe external systems for extra observations. 
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2.2.4 History Based Methods 

 

History based methods have been widely applied in industry 

(Venkatasubramanian, Rengaswamy et al. 2003). Their popularity can be attributed to 

the fact that traditional installations are not subject of major changes and sometimes 

historic data denoting the behaviour of the installation exists. Additionally, inferring 

system’s dynamics from data is often faster that developing a dynamic model (either 

quantitative or qualitative). Even if history based methods are not very accurate for the 

purpose of diagnosis, their performance is fairly reasonable in fault detection and 

identification. 

Feature extraction from representative data sets is known to exist since primitive 

limit checking and trend monitoring practices with the advent of instrumentation. Non 

manual practices, however, are related with the introduction of computing. 

There are only a few basic learning paradigms although there are several hybrid 

methods resulting in an explosion of learning mechanisms. 

Initial attempts for capturing domain knowledge include the induction of rules in 

expert systems (Chaturvedi, Hutchinson et al. 1992; Pat and Herbert 1995; Chatterjee, 

Croley et al. 1996; Tsumoto and Tanaka 1996). The main concept supporting this 

approach is the derivation of expert rules from existing data, rather than, as in the initial 

applications of expert systems, the codification of rules directly from tacit knowledge 

acquired from field experts. Unfortunately, in these cases, reasoning is still constrained 

to the rigidity of rules with little room for the generalization when the samples being 

processed by the system are atypical.  

A supervision system for monitoring and recovery that uses a diagnostic engine 

capable of learning faults by induction is presented in (Lopes 1997); 

Neural Networks have been investigated in the domain of neurophysiology 

consistently since the 1940’s. These distributed models of human cognition have 

inspired the development of Artificial Neural Networks (ANN) and their application as 

classifiers and learning paradigm. A ANN follows the connectionist approach to 

reasoning (fundamentally different from rule induction mechanisms for expert systems) 

assuming that it is the result of the interactions of cognitive elements (neurons or 
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perceptrons) that depending on the setup of their microstructure and the weights of the 

input connections may propagate a given activation signal. 

In a simplistic way, learning in an ANN is achieved through training from 

representational examples. The network adapts the value of the weights between the 

cognitive elements in order to construct a representation of the domain data. As detailed 

in (Kennedy, Eberhart et al. 2001) the ANN metaphor has been rather unsuccessful in 

copying human learning in the sense that humans often learn from other people factual 

information as well the indication on how to use it. However, the ANNs have been very 

successful in capturing the dynamics of human judgment having retained the ability to 

generalize from data and not requiring data elements to be linear separable in order to 

categorize them. Very recent industrial applications in diagnosis include the use of pools 

of ANN’s from where candidate ANN’s are selected and evaluated in respect to their 

performance. As pointed out by (Yu and Xi 2009) this approach tends to perform better 

than conventional ANN-based methods. 

Their applications for the purpose of diagnosis only emerged in the 1990s. The 

main argument justifying the use of ANNs was the possibility of capturing the dynamics 

of very complex systems for which an accurate quantitative or qualitative model was 

very hard to devise (Zhang and Morris 1994). Additionally as noted in (Bernard, David 

et al. 1994) not only until the late nineties ANNs would be systematically applied in 

industry in services. The increase in the application is attributed to the explosion in the 

availability of ANN customizable packages and dedicated hardware. 

The reluctance in using ANN is often attributed to the lack of explanations of the 

network´s internal processes. In other terms, ANNs reach a decision but the decision 

process is virtually impossible to explain in comparison to other methods that clearly 

state all the steps and evaluated facts during the decision process. 

Statistical based learning approaches are often derived from conditional 

probabilistic inference using Bayesian analysis. The name of this type of inference is due 

to the reverend Thomas Bayes who in 1764 set the solution of the problem of inverse 

probability which would later be the basis of the Bayes theorem (Russel and Norvig 

2003): 



 

66 

�(�|�) =
�(�|�)�(�)

�(�)  

There have been several successful applications of Bayesian Belief Networks 

(BBN) in learning. However, constructing the network dynamically is a computing 

intensive task (Wai and Segre 2002). In the area of condition monitoring several 

applications have been considered given the statistical learning ability of Bayesian 

Networks and their formal framework (Gilabert and Arnaiz). The probabilistic nature of 

BBN models is particularly interesting in exploring uncertainty as denoted in 

(Mehranbod, Soroush et al. 2003; Alanyali, Venkatesh et al. 2004; Mengshoel, Darwiche 

et al. 2008) where a BBN model was used to diagnose a system under sensor fault 

conditions and distinct observations of a given phenomenon. One of the main 

constraints/characteristics that often limits the use of such models is that there must 

exist some preliminary stochastic knowledge (or alternatively be estimated) to initialize 

the model as detailed in (Rodrigues, Liu et al. 2000) where BBNs were applied to 

diagnose and study processes in a manufacturing line. A proposal to track fault 

propagation using a BBN like structure is presented in (Son, Park et al. 2000) where the 

domain knowledge is modeled as well as the interactions between components in the 

system to track fault propagation. 

An interesting derivation of the Bayesian analysis with several applications in 

diagnosis is the Hidden Markov Model (HMM). An HMM (Lawrence 1990) is the 

following tuple: 

),,( πλ BA=  

where A is a NN ×  matrix (N is the number of states in the model) denoting the 

state transition probabilities: 

ijitjt aSqSqP ===+ )|( 1  

B is a MN × matrix (M is the number of observation symbols) that encloses the 

observation probabilities: 
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(i.e. the probability that the observation k happens given the state Si), π  

represents the starting state probabilities. In this context a HMM can be regarded as a 

finite state machine whose transitions between states are probabilistically driven (the 

probability of transition to another state given the current state). The states themselves 

are not observable therefore they are said to be hidden. Each one of the states however 

produces a set of observable symbols consequently the goal is to infer the hidden state 

(Steeb 2005). 

Typical application scenario is as expressed in (Daidone, Di Giandomenico et al. 

2006) where the hidden states detail the failure condition of the component and a set of 

observables is defined that conditions the transitions between states. In (Bunks, 

McCarthy et al.) HMMs have been applied in condition monitoring of helicopters 

gearboxes where probabilistic inference was additionally explored in the 

implementation of prognosis. As most diagnostic approaches using statistical learning 

the application scope is the whole system (full modeling) rendering any reconfiguration 

hard. In (Barigozzi, Magni et al. 2004) system’s components and monitoring tests were 

modeled as stochastic finite state machines (FSM) allowing the creation of a library of 

FSM that can quickly be combined and applied to several situations. However, this 

approach assumes that there are no simultaneous faults which may be problematic 

under complex failure scenarios. HMM can also be used as pattern recognition tools. In 

(Zhou, Zhang et al. 2004) they were applied in diagnosis of chemical processes to detect 

failure patterns. In (Ge, Xu et al. 2008) HMMs are used to model manufacturing 

operations and detect faults. 

 

2.2.5 Hybrid Methods 

 

While most computing intensive diagnostic methods have evolved and 

consolidated in the 1990’s, in the late nineties the spread of the Internet and the 

emergence of web and telecommunication standards would pave the way for a whole 

new field of research in condition monitoring and diagnosis. The concept of E-

maintenance introduced in recent literature (since 2000) has been used as the 

background for a multidisciplinary research sustaining a holistic and integrated view 
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(Takata, Kimura et al. 2004) on the maintenance of industrial systems. In (Iung, Levrat 

et al. 2007) a collection of definitions of the E-maintenance concept include: 

• "The network that integrates and synchronizes the various maintenance and 

reliability applications to gather and deliver asset information where it is 

needed. 

• The ability to monitor plant floor assets, link the production and maintenance 

operations systems, collect feedback from remote customer sites, and 

integrate it with upper level enterprise applications. 

• Transformation system that enables the manufacturing operations to achieve 

predictive near-zero downtime performance as well as to synchronize with 

business systems through the use of web enabled and tether free technologies. 

• E-Maintenance = Excellent maintenance = Efficient Maintenance (do more 

with fewer people and less money) + Effective Maintenance + Enterprises 

Maintenance (contribute to enterprises performance) 

• Maintenance management concept whereby assets are monitored and 

managed over the Internet. It introduces an unprecedented level of 

transparency and efficiency into the entire industry." 

In an arguably simplistic way E-maintenance engulfs the notion of CMB and PM in 

the sense that, as a paradigm, advocates very similar principles with emphasis in web 

related technologies. 

The rise of “E-practices” in industry had a profound impact in the behaviour of 

shop floor assets as detailed in the previous section. There have been very significant 

improvements in the incorporation of AI in distributed embedded devices in the 

industrial domain. Further, there has been the concern of incorporating not only control 

mechanisms as well as diagnostic functionalities in these smart devices. 

Under the framework of E-Maintenance the Intelligent Maintenance Systems group 

(IMS) has developed the Watchdog Agent™ (Lee, Ni et al. 2006) which collects data from 

sensors, monitoring critical processes and matching their behaviour against known 

sensor signatures to detect process degradation. Additionally the Watchdog Agent™ is 
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integrated with the IMS Device-to-Business (D2B™) platform that provides a link 

between the shop floor and e-business (Huang, Xi et al. 2005). 

Further, system integration is explored in the problem-oriented multi-agent-based 

E-service system (POMAES) proposed in (Yu, Iung et al. 2003). Three expert systems are 

used in collaboration (in a preliminary instantiation of collaborative maintenance) to 

manage industrial installations. In the proposed application the system is controlling the 

volume of water in thanks and the collaboration strategy implies the coordination of the 

following expert components: 

• Production management expert: controls the water volume. 

• Maintenance expert: optimizes the valve and the platform availability by 

minimizing direct and indirect costs related to maintenance. 

• Control expert: ensures that the installation’s behaviour is in accordance to 

the production strategy. 

The final goal is to collaboratively balance availability, reliability and maintenance 

costs. 

Evolving maintenance platforms include PROTEUS (Bangemann, Rebeuf et al. 

2006) that focus on the integration platform rather than on the development of 

dedicated maintenance tools. From an architectural point of view PROTEUS denotes a 

star like shape being the central point occupied by the central service application that 

provides integration oriented services. Additionally, the platform relies in intelligent 

core adapters to provide standardized interface transformers for the peripheral 

applications and functional core applications, to implement supplementary functions 

needed by the global service requirements, and not provided by the platform tools. 

Other distributed platforms are being developed to allow remote monitoring and 

diagnosis, (Feldmann and Göhringer 2001; Wu, Chen et al. 2006) present a web based 

distributed software architecture for this purpose. Interesting proof of concept results 

have been achieved in the Inlife (InLife 2006) project where intelligent shop floor 

components autonomously report malfunctions (Barata, Ribeiro et al. 2007; Ribeiro 

2007) to a life cycle management system which in term decides the best course of action 

from a maintenance point of view. 
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Clearly the research on E-Maintenance is positioned in the development of 

methods that render device’s condition information available to higher level 

maintenance/business tools and in the implementation of device level condition 

monitoring processes leaving some open room for research in architectural design and 

implementation of system-wide shop floor diagnostic methods (preferably, but not 

necessarily, focused in integration with business tools). This could be seen as a step back 

in respect to E-Maintenance however there are highly relevant open challenges in the 

establishment of diagnostic architectures for complex and distributed systems that 

imply a much more focused research. 

These systems have been the subject of study of the multi-agent community which 

has envisioned them as “a loosely coupled network of problem solvers that interact to 

solve problems that are beyond individual capabilities or knowledge of each problem 

solver “(Durfee and Lesser 1989). Very recently with the advent of Service Oriented 

Architectures (SOA) similar definitions and paradigms have been considered as denotes 

the definition presented in (Jammes and Smit 2005): a service oriented architecture 

(SOA) is a set of architectural tenets for building autonomous and yet interoperable 

systems. 

One can identify several principles of application of multi-agent systems for the 

purpose of diagnosis. The rationale for application differs according to the nature of the 

underlying system. 

In (Fries and Graham 2003; Fries 2007) a MAS-based diagnostic solution is 

presented that reasons on the structural model of the system. The approach attempts to 

mimic human reasoning which, according to the authors, "attempts to determine the 

approximate location in the system at which the fault has manifested itself and work 

backward from there. Humans then utilize memories of past experiences with 

characteristics similar to the current situation." To implement this concept different 

classes of agents were designed to: capture, structure, match against previous 

experiences and diagnose the faults. This approach attempts to mimic the macro 

behaviour of minds. Clearly the opposite of the connectionist approach of ANNs. 

A fundamentally different principle was used in (Klein and Tichy 2006) where 

agents form the basis of fault tolerant systems relying in self-organization. Selfish 

agents, following their own agenda, are deployed in the environment and their actions 
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are guided by interaction norms. Their goal is to maximize their individual score while 

obeying system rules and balancing rewards and penalizations. The study of this system 

has shown the consistent emergence of fault tolerance in response to disturbances as 

the interaction is naturally mediated by perceptions picked from the environment. 

Clearly here the focus is on the emergence of collective (swarm) intelligence and 

stigmergy as observed in insects (Bonabeau, Dorigo et al. 1999). A similar principle was 

followed in (Ribeiro, Barata et al. 2008) where to overcome the loss of a functionality 

agents combine their basic function to reset, with a different arrangement, the lost 

functionality. 

Examples of more engineering-grounded approaches are reported in (Lesecq, 

Gentil et al. 2003; Luo, Pattipati et al. 2005; Desforges and Archimède 2006). 

In (Luo, Pattipati et al. 2005) a MAS was applied to vehicle diagnostics to 

circumvent the high communication requirements of centralized approaches. The 

concept is to process as much information as possible in local processing nodes and 

balance the network load to ensure real time response. 

In (Lesecq, Gentil et al. 2003) the diagnostic agents of the MAGIC European project 

are presented. This system uses two types of agents. The signal-based diagnostic agent 

implements classical signal based detection techniques. The causal based diagnostic 

agent attempts to mimic the human operator diagnostic reasoning by using the causal 

dynamic model of the system. The focus of the MAS is however architectural once the 

diagnostic methods where not explicitly defined and the effort was in the plugability and 

customization provided by the agent metaphor. 

In (Desforges and Archimède 2006) the focus is on active monitoring and control 

of intelligent machine tools. The agents ensure the availability of the machine tools 

during operation and support seamless transition when interchangeable modules are 

replaced to accommodate a new process. The work has a strong system integration 

component and is presented as an extension of the smart-sensor-actuator concept by 

adding an extra intelligent decision level and all the required interfacing. 

A central problem in diagnosis is handling sensor errors or value fluctuations. The 

distributed and decoupled nature of MAS can be interestingly explored to enhance the 
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survivability of the system and make better diagnostic judgments as detailed in (Long, 

Murphy et al. 2003). 

 

2.3 AN INTEGRATED VIEW 
 

The research and application developments in diagnostic computing intensive 

practices have emerged progressively and have naturally accompanied and evolved 

along technological achievements and socio-economic pressures. Fig. 2.4 attempts to 

portrait this paradigmatic evolution focusing in the production paradigms, maintenance 

policies and diagnostic methods. A complete analysis on the socio-economic 

considerations can be found in (Barata 2003). 

 

Figure 2.4 - Paradigmatic evolution (control, maintenance and diagnosis) 
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In the previous sections the factors and achievements conditioning the evolution of 

control paradigms and diagnosis supporting maintenance practices have been assessed. 

There is a considerable body of literature on the subject.  

Monitoring, Diagnosis and Prognosis are unanimously considered fundamental 

aspects for modern production paradigms and architectures (Mehrabi, Ulsoy et al. 2002; 

Jardine, Lin et al. 2006; Lee, Ni et al. 2006; Barata, Ribeiro et al. 2007; Morel, Valckenaers 

et al. 2007; Ribeiro 2007). Mass production triggered mass consumption of natural 

resources and energy and eventually mass disposal of products and equipment at the 

end of their life cycle. Sustainable development requires: extended life cycles, equipment 

reutilization, near-zero break downs. Additionally history has shown that inefficient 

control, monitoring and maintenance of industrial equipment are among the major 

causes of industrial disasters (Mannan 2005). 

In fact, maintenance has been one of the major driving forces pushing forward the 

research in monitoring, diagnosis and prognosis. As shown in Fig. 2.4 even before the 

advent of computing intensive diagnostic practices there have been very relevant efforts 

in capturing, through maintenance data analysis, the behaviour of systems and devices 

to improve and develop preventive maintenance policies. With the introduction of micro 

computers online methods emerged. However given the associated costs CBM was not 

immediately applied and the scope of the diagnostic system was either a single isolated 

device or an entire system. 

Further as the complexity of the system grew some systems where not directly 

observable or it was impossible to devise a solid mathematical description of their 

behaviour. When Qualitative methods, mostly derived from the AI community, appeared 

efforts were concentrated in the codification and capturing of expert knowledge and 

hidden interactions. 

Recently, several hybrid methods have been developed that fuse mature research 

in diagnosis. From a theoretical point of view it is effectively possible to implement state 

of the art maintenance practices such as E-maintenance. Table 2.2 depicts the 

significance and focus of each maintenance paradigm in respect to the underlying 

diagnostic system. 
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Table 2.2 - Maintenance Paradigms focus/requirements from the underlying diagnostic 

system. 

 Breakdown 

Maintenance 

Preventive 

Maintenance 

Condition 

Based/Predictive 

Maintenance 

Reliability 

Centered 

Maintenance 

E-

Maintenance 

Quick detection 

and diagnosis 

Very low Average High Average High 

Isolation Very low Low Average High Average 

Robustness Very low Low High High High 

Novelty 

Identification 

Very low Very low Average Low High 

Adaptability None Low Average Low Average 

Self-explanatory 

Results 

None Average Average High Average 

Modeling and 

Computational 

Requirements 

Very low High High Average High 

Multiple Fault 

Identification 

Very low Very low Average Average Average 

Context 

awareness 

Very low Low Average High Average 

Learning None Low Average None High 

Self-

Reconfiguration 

None None None None None 

 

Clearly online policies lead in respect to coverage and completeness of the 

approach but they require equally complete diagnostic methods. Interestingly though is 

the comparative analysis between currently accepted practices: CBM, RCM and E-

Maintenance. RCM focus on an exhaustive description of the fault interaction between 

system components. Such an intensive process is likely to provided almost full coverage 

on the events fault/failure events that are likely to emerge therefore scoring high in fault 

isolation. This thorough practice, however, undermines any novelty identification which 

is consistent with the fact that RCM is not an online maintenance approach. On the other 

hand, E-maintenance/CBM are heavily dependent on the diagnostic system performance 

as their target is near-zero device-downtime support by predict and maintain practices. 

Which diagnostic methods would support these requirements? 
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Essentially all methods would cover the referred aspects. Their performance and 

efficiency, however, would be constrained by the application domain and technology 

(system integration and implementation quality). Yet industrial applications have been 

somehow elusive considering the potential demonstrated in academic prototypes. 

As pointed out in (Thybo and Izadi-Zamanabadi 2004) when developing a 

diagnostic method the adequate degrees of freedom that enable future (medium/long 

term) reasonable changes must be considered. It becomes cost-impractical to address 

these issues in later stages of development or when the installation being diagnosed is 

subject of severe changes. 

Recent developments in hybrid methods focusing in architectural design have 

attempted to overcome the issue of ensuring scalability when the installation´s layout 

and running processes evolve. There has been a great focus in the design of IT interfaces 

that ensure seamless integration (Campos 2009). However this is only a partial view of 

the problem.  

Research in diagnosis has been carried out independently of the reference 

production/control paradigms which results in very limited agility in the diagnostic 

system. IT interfacing only solves connectivity/system integration issues (is too generic) 

therefore the application of such architectures requires a significant 

customization/adaptation effort that often tightly couples the architectural tenets.  

Fig. 2.5 summarizes the literature review. There is clearly a gap in methods that 

address modern production systems. Fundamental dimensions namely Plugability, Self-

Reconfiguration, Adaptability and Context Awareness have been relatively unattended. 

This lack of supporting tools can be assessed historically. Only recently (past ten years) 

has the industrial sector understood the significance and potential of adopting more 

sophisticated automation methodologies. Other than that the design has been essentially 

"one of a kind". As Fig. 2.4 shows the emergence of online methods, in particular 

Internet-based, is an even more recent phenomena and is still significantly pushed 

forward by academic research. The diagnostic systems have suffered from the same 

effect being specifically designed and customized for each installation. By far, limit 

checking is the poorest diagnostic method/practice since it often relies in the judgment 

and expertise of the human operator that evaluates the results. FDI methods are fairly 

efficient when the system can be modeled accurately, however they have not been 
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designed targeting systems similar to EAS/EPS. Qualitative methods are, given their 

declarative nature and expressiveness, likely to support the plug ability constraints 

dictated by EPS since new knowledge or rules can be easily fed to reasoning/rules 

engines as new devices are plugged. However, the reasoning engine is often a single 

point of failure whose performance degrades as the system's complexity, in its several 

dimensions, grows. Despite promising, the research in multiagent-based diagnostic 

systems has been constrained by the fact that even if the components of the diagnostic 

system are distributed from a philosophical perspective the design itself is essentially 

monolithic undermining the usefulness of a distributed paradigm. 
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Figure 2.5 - Characteristics covered by the Reviewed diagnostic methods 

Fig. 2.5 shows, as mentioned before, that the network perspective, including all the 

interactions between components and the emerging failures, have not been specifically 

tackled and addressed, from a diagnostic point of view. 
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3 SUPPORTING CONCEPTS 

 

This section introduces some supporting concepts and terminology later used on 

the document. Although some definitions are not fully agreed the presented ones are 

widely accepted by the research community and shall be considered in the remaining 

document. 

 

3.1 OVERVIEW  
 

The central topic of the proposed work is how to perform Diagnosis in Evolvable 

Production Systems. Diagnosis in itself is a vast and multidisciplinary research topic. Its 

application to an emergent paradigm such as Evolvable Production Systems, whose 

development is being pursuit by multidisciplinary teams both from the academia and 

industry is a challenge that needs to be properly framed so that the contribution, scope 

and limitations can be appreciated. It is, in this context, worth detailing the contributing 

auxiliary research areas and their implications in this research (Fig. 3.1). 
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Figure 3.1 - Main Contributing Research domains that frame the proposed work. 

 

Diagnosis, in the present scope, inherits the contributing areas from the research 

in EPS. There are fundamental concepts and terminology that are specific to the 

diagnostic research and which have already been detailed in Chapter 1. In this chapter 

the main supporting concepts both for EPS and the proposed research are firstly 

introduced. The discussion on the fundamentals of EAS/EPS is then introduced to 

provide the adequate framing both to the concepts presented and the text in the 

incoming chapters. 

 

3.2 CONTRIBUTIONS FROM MECHATRONICS 
 

The term "mechatronics", MECHanics + elecTRONICS, is believed to be coined in 

Japan in the seventies by Tetsuro Mori when working for Yasakawa Electric Corporation 

(Habib 2007). On its genesis the concept was meant to designate a new approach to 
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machine tools that would harmonize traditional mechanisms with emerging electronic 

devices and controllers. 

As widely recognized the electronics industry has registered considerable 

improvements to date which, among other implications, render this initial definition 

outdated. In the seventies mechatronic developments were majorly focused on servo 

technology with limited applications to automatic door openers, vending machines and 

autofocus cameras (Habib 2007). The advent of mechatronics, as perceived today, was 

triggered in the eighties when the "codesign concept of hardware/software was 

developed and used"(Habib 2007). This provided some hints on the framework of 

mechatronic equipment which led to the following classification by the Japan Society for 

the Promotion of Machine Industry (JSPMI) ((Kyura and Oho 1996) and the references 

therein): 

• Class 1: "wholly mechanical products in which the primary functions where 

enhanced by the introduction of electronic technology". 

• Class 2: "wholly mechanical products which have retained their external 

configurations and primary functions, but have changed their internal 

configuration with the introduction of electronic technology (...) 

experienced considerable internal overhaul". 

• Class 3: "wholly mechanical products which retained their primary 

functions only (...) evolved dramatically by combining electronic 

technology". 

• Class 4: "any other products that incorporate mechanical and electronic 

technology (...) these products have been improved dramatically by the 

advances in precision mechanics and microprocessor technology". 

The classification clearly denotes the disruptive nature of the introduction of 

electronics in traditional mechanics. 

The progressive sophistication of processors and its hardware/software 

integration as well as the explosion in IT technologies have motivated the need for the 

generalization of the concept. It is a characteristic of developing research the inaccuracy 
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of the terminology. This holds true for the concept of mechatronics and several working 

definitions have been proposed: 

• "Mechatronics is the application of complex decision making to the 

operation of physical systems" (Auslander and Kempf 1996; Auslander 

2002) 

• "Mechatronics is an engineering process that involves the design and 

manufacture of intelligent products or systems involving hybrid mechanical 

and electronic functions" (Hsu 1997) 

• "Mechatronics is the synergetic combination of precision mechanical 

engineering, electronic control and systems thinking in the design of 

products and processes" (Bradley 1997) 

For this matter the term mechatronics is not found in most English dictionaries. 

Perhaps as important as a working definition is the recognition that automation 

devices, either generic or specific, have reached a development stage that enables the 

creation of pervasive computing environments (Rzevski 2003). This is the fundamental 

motivation beyond most modern shop floor paradigms.  

The next generation of Mechatronic devices, pushed forward by module providers, 

goes beyond mere integration of computation and electronics in mechanics. It is market 

and environmentally driven and heavily relies in the exploitation of devices' group 

dynamics.  The focus on careful interaction design, conveniently described by modern 

production paradigms, to support coherent group interaction has a dramatic impact that 

can be summarized in the following points (IDEAS-consortium 2010): 

• System Design - simplified system design due to the standardization of the 

interaction between the modules with subsequent shorter time to market.  

• Sustainable Development – waste reduction with the extension of the 

equipment's useful life and continuous re-utilization of modules. 

 The usage and development of the next generation of mechatronic devices 

provides the technological background for technical and paradigmatic decisions and 

solutions of the present work as they carry some implications that affect the two 
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previous points. The most obvious is that these decoupled networks of devices can no 

longer be handled by conventional computing technologies or traditional disciplines. 

 

3.3 CONTRIBUTIONS FROM COMPUTER SCIENCE 
 

3.3.1 Ontologies 

 

An ontology is "an explicit specification of a conceptualization. (...) When the 

knowledge of a domain is represented in a declarative formalism, the set of objects that 

can be represented is called the universe of discourse. This set of objects, and the 

describable relationships among them, are reflected in the representational vocabulary 

with which a knowledge-based program represents knowledge" (Gruber 1993). 

From a computational point of view the main focus of the research on Ontologies is 

the development of a common concept framework that enables semantic 

interoperability between entities in a software system. In short it enables (Noy and 

McGuinness 2007): 

• "Sharing a common understanding of the structure of information among 

people or software agents" 

• "Re-usage of domain knowledge" 

• "Making domain assumptions explicit" 

• "To separate domain knowledge from the operational knowledge" 

• "To analyze domain knowledge" 

Information technologies are data intensive. In fact the amount of data being 

exchanged between devices and systems is considerable and is expected to grow 

continuously. The main problem with this data is that it is essentially meant to be used 

by humans as final consumers. This has driven the focus of web related technologies for 

years in the direction of presenting information in more suitable formats (HTML, Flash, 

JavaScript...). The internet itself grew widely and is currently a mesh of information and 
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contents that is not in practical format for knowledge retrieval. With the globalization of 

access to networks and the development of new business models that rely on proper 

information processing current technology presents two major limitations(Fensel, van 

Harmelen et al. 2001): 

• The data has to be parsed and harmonized in a case by case basis using 

dedicated wrappers that result in a cost intensive process whenever the 

basic data endures changes. 

• The information that is extracted from the parsed data is limited and often 

incomplete for comparison purposes with similar information. 

While the direct consumers of networked information shift from humans to 

machines and devices (often acting on behalf of humans (Ducatel, Bogdanowicz et al. 

2001)) ontologies take their place in the management of a device "Lingua Franca". Even 

if it is not yet clear whether information on the internet itself will be machine 

interpretable (Cherry 2002), mainly due to the human orientation of the contents, on 

more restricted networks the notion of a "net-of-things" plays an higher stake namely in 

industrial domains where eliminating the gap between business decision support tools 

and production assets is anticipated to lead to unprecedented productivity and profit 

increase. 

There have been several attempts to develop a suitable language to support and 

describe ontologies. 

Recently the Ontology Web Language (OWL) (Bechhofe, Harmelen et al. 10 Fev, 

2004) is a semantic markup language for publishing and sharing ontologies on the 

World Wide Web. OWL was developed as a vocabulary extension of Resource 

Description Framework (RDF) and is derived from the DAML+OIL Web Ontology 

Language (Fensel, van Harmelen et al. 2001). 

OWL enhances the expressiveness of RDF in a number of ways while retaining 

successful concepts of the RDF framework. In particular OWL conserved the class and 

property structure of RDF extending them to support subsumption of classes as well as 

logical combinations (intersections, unions and complements). OWL also extended the 

flexibility of properties in providing the notion of domain (other OWL classes) and range 

(OWL classes or externally defined data types) of the property in addition to classifying 
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them as transitive, symmetric, functional or inverse. In fact in OWL properties can be 

properly constrained under the scope of specific classes taking only predefined 

values(Horrocks, Patel-Schneider et al. 2003). 

In the present context the notion of ontology is fundamental in the definition of a 

minimal set of concepts to be used in the scope of diagnosis that allow the emergence of 

a self-organizing response. As shall be detailed later when defining these concepts a 

minimal, simple and consistent set of commonly interpretable concepts may be the key 

for useful response in structured environments such as manufacturing systems. 

 

3.3.2 Agents and Multiagent Systems 

 

Researchers do not agree on a definition for agent. A classical Artificial Intelligence 

book presents the following definitions for the concept of Agent (Russel and Norvig 

2003): 

• "An Agent is just something that acts"  

• "A Rational Agent is one that acts so as to achieve the best outcome or, 

when there is uncertainty, the best expected outcome." 

• "An Agent is anything that can be viewed as perceiving its environment 

through sensors and acting upon that environment through actuators." 

These are large scope definitions that are not exclusive from the computer science 

domain. In fact the notion of agent is broadly used in other knowledge domains such as 

Economics, Philosophy, Sociology, etc. 

In the Agent-based computing community the following characteristics are 

normally considered in the classification of software programs as agents (Camarinha-

Matos and Vieira 1999): 

• Autonomy – an agent is autonomous when it is able to act alone without 

help from third parties (like other agents or humans). 
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• Social-ability – an agent must be able to communicate with other agents or 

even other entities this communication often takes the form of social 

interaction controlled by societal or environmental rules. 

• Rationality – an agent can reason about the data it receives in order to find 

the best solution to achieve its goal. 

• Reactivity – an agent can react upon changes in the environment, changing 

its behaviour accordingly. 

• Proactivity – a proactive agent has some control on its reactions basing 

them on its own agenda and objectives. A proactive agent might not react 

against changes in the environment should that reaction go against the 

achievement of its final goal. 

• Adaptability – an agent is capable of learning and changes its behaviour 

when a better solution is discovered adapting itself to changes in the 

environment. 

• Mobility – an agent is capable of moving inside its network keeping its 

execution state. 

Arguably and unlike the remaining properties, Autonomy is often envisioned as a 

compulsory feature of an agent. 

The prevalence of certain characteristics ultimately defines the agent architecture 

which can generically range from pure deliberative to pure reactive and hybrid 

(Wooldridge and Jennings 1995): 

• Deliberative – the agents contain an explicit symbolic representation of the 

world and their decisions are based on logically reasoning over the 

symbolic data. The major challenges in these architectures are finding a 

suitable and accurate symbolic representation of the environment and 

processing the information in due time. 

• Reactive – this architecture appeared as an alternative to the deliberative 

models and it is based in the following premises: 
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o Intelligent behaviour does not require explicit representations 

o Intelligent behaviour does not require symbolic reasoning 

In short, for reactive agents “the world is its own best model” as argued in 

(Brooks 1990). 

• Hybrid Architectures – these models fuse the best of both worlds taking a 

layered approach where some layers are purely reactive, ensuring the 

survival of the agent, while others deliberate on higher order goals. 

The emergence of such architectural models has historical reasons. The research in 

AI has suffered a major boost in the eighties with very significant advances in micro-

computing. Most of the computing machines were limited to a single processor. This was 

a natural platform for deliberative agents that follow a sequential processing model. 

Reactive architectures have emerged as a result of field applications of AI. In fact 

for real time applications traditional deliberative AI is not responsive enough. 

Furthermore, reactive approaches organically instantiate the notion of embodiment 

(Pfeifer, Lungarella et al. 2007) whereby agents, similarly to natural organisms, develop 

cognitive and sensorial capabilities directly related to their physical structure. Purely 

reactive architectures are rarely used, yet they have been widely studied in several 

conceptual experiments known as Braintenberg Machines (Braitenberg 1987) whereby 

primitive agents wander in their environment directly reacting to sensorial information 

without any cognitive processing. 

With the advent of multiprocessor platforms hybrid architectures became 

physically implementable allowing true parallel and layered processing. They ensure the 

short term agent survival while allowing the agent to reason on long term objectives. 

Arguably agents are more interesting from a computational point of view when 

their sociability is included into design and their group dynamics are explored. This has 

led a significant number of researchers to study multiagent systems. 

The notion that these dynamic social networks of problem solvers provide a result 

that is often bigger than the sum of individual contributions is a common concept in the 

MAS community. This statement is not always properly interpreted outside the MAS 

community and especially in industry. Most industrialists perceive it as unexpected and 
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undesired behaviour that ought to be eliminated at all cost. Most practitioners, on the 

other side, fail to understand these concerns and systematically undermined this 

fundamental property of agent systems. MAS offer a unique approach to problem 

decomposition that finds applications in several complex systems and domains 

(Jennings and Bussmann 2003) from power management to manufacturing and system 

maintenance and logistics. As shown in (Bussmann, Jennings et al. 2004; Marik and 

Mcfarlane 2005) automation domain denotes a potential of MAS application with 

effective advantages over currently used centralized solution in respect to:  feasibility, 

robustness and flexibility, reconfigurability and re-deployability. In (Marik, Vrba et al. 

2005 ) it is shown that at least 25% of industrial automation problems can be efficiently 

solved by using an agent based approach. There are, however, several challenges in MAS 

when applied to industrial systems, namely: rather limited time for the decision making, 

and constraints given by the properties of the physical equipment. 

The agents' autonomy and pro-activity, however, remain the most differentiating 

factors from other programming and modeling metaphors and they often offer a 

concrete alternative to the traditional equation based system modeling in highly 

distributed domains prone to discrete decision making and processes(Parunak, Robert 

et al. 1998). 

These complex interaction schemes require however a rich-semantics 

communication language. In this context, the agent communication language (ACL) must 

support much more than mere message exchange. In fact the main difference between 

an ACL from other standard message exchange protocols is the semantic of the 

discourse typically based in the speech act theory. 

The Foundation for Intelligent Physical Agents (FIPA)(FIPA 2008) has developed 

the FIPA ACL language based in 22 communicative acts (FIPA 2002). Moreover FIPA 

devised a set of communication protocols, targeted at different interaction patterns, 

namely: FIPA Request, FIPA Query, FIPA contract, FIPA English action, etc. 

FIPA protocols cover most of the agent application oriented interaction patterns 

ensuring semantically robust message exchange and communication. 

Group interaction is not an exclusive property of agent systems. In fact, a 

considerable number of physical systems denote complex whole dynamics resulting 
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from local interaction and interference. The concepts of Self-Organization and 

Emergence and unavoidable in this context. 

 

3.4 CONTRIBUTIONS FROM COMPLEXITY SCIENCE 
 

3.4.1 Emergence 

 

The term emergence is attributed to G. H Lewes (Goldstein 1999) when studying 

chemical reactions. Lewes observed that some components could be hardly traced back 

to the expected chemical interactions and devised the concepts of resultant and 

emergent, in its own words: 

"although each effect is the resultant of its components, we cannot always trace the 

steps of the process, so as to see in the product the mode of operation of each factor. In the 

latter case, I propose to call the effect an emergent. It arises out of the combined agencies, 

but in a form which does not display the agents in action (…) Every resultant is either a 

sum or a difference of the co-operant forces (…) is clearly traceable  in  its  components (…) 

the emergent (…) cannot be reduced either to their sum or their difference" 

The notion of Emergence contains the maxim the "whole is bigger than the sum of 

its parts". Very often emergent phenomena result in a set of observable properties 

which depending on the system can be more or less salient (Goldstein 1999): 

• "Radical novelty: emergents have features that are not previously observed 

in the complex system under observation. This novelty is the source of the 

claim that features of emergents are neither predictable nor deducible from 

lower or  micro-level components. In other words, radically novel emergents 

are not able to be anticipated in their full richness before they actually show 

themselves." 

• Coherence or correlation: emergents appear as integrated wholes that tend 

to maintain some sense of identity over time. This coherence spans and 

correlates the separate lower-level components into a higher-level unity. 
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• Global or macro level: since coherence represents a correlation that spans 

separate components, the locus of emergent phenomena occurs at a global or 

macro level, in contrast to the micro-level locus of their components. 

Observation of emergents, therefore, is of their behaviour on this macro level. 

• Dynamical: emergent phenomena are not pre-given wholes but arise as a 

complex system evolves over time. As a dynamical construct, emergence is 

associated with the arising of new attractors in dynamical systems (i.e., 

bifurcation). 

• Ostensive: emergents are recognized by showing themselves, i.e., they are 

ostensively recognized. (...)Because of the nature of complex systems, each 

ostensive showing of emergent phenomena will be different to some degree 

from previous ones." 

The notion of emergence and any application to artificial engineered systems 

defies the traditional system design principles, typically top down, where a higher order 

problem is progressively break up into smaller sub-problems. The apparently 

qualitative nature of emergence raises some significant and disturbing questions if it is 

ever to be understood and applied in an industrial context: 

Is emergence on the eye of the observer? - This is probably the most daunting 

question for researchers on emergent properties of systems. More than the system itself, 

the observer seems to have a decisive role in the identification of emergence. Holland 

identifies emergence as a somehow intrinsic property of a system: "there are regularities 

in system behaviour that are not revealed by direct inspection of the laws satisfied by the 

components.". However as pointed out in (Ronald, Sipper et al. 1999) the act of 

inspection implies an observer and the emergent behaviour is in artificial systems a 

result from a gap between the designer language and the observer language. 

Castelfranchi proposes a threefold categorization of emergence that provides 

different points of view from the observer side (Castelfranchi 2001): 

• Diachronic emergence - is a time based process requiring a favourable 

convergence of factors, typically the critical accumulation of "components, 
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or ingredients and forerunners of those phenomena" that in the right mix can 

trigger a disruption in the system leading to different system phases. 

• Synchronic emergence - is related to the point and scale of the observation 

process itself. From a specific point o view correlations between otherwise 

uncorrelated entities may become evident. 

• Descriptive emergence - relates to the description of emergence properties 

in the macro level where they are visible and arguably measurable. It is a 

form of emergence that suits the observer’s descriptive purposes in respect 

to the observed system. 

In short, it seems that emergence either surprises the observer due to its 

obtrusiveness or suits some design purpose but it cannot be dissociated from the 

observation process itself. 

Can one expect a system that is driven purely in a bottom up fashion to 

produce any engineering meaningful results?  

Emergence appears to be a natural process (Johnson 2001). Social insects are 

among the most common examples of emergent behaviour in social animals. What is 

outstanding about them is that they communicate using a very limited vocabulary 

(pheromones), do not seem to possess highly advanced cognitive skills and yet, as a 

group, they denote a high level of coherence. 

As pointed out in (Beshers and Fewell 2001) accurately determining labour 

division and task allocation in ant colonies is still an open issue despite a considerable 

number of models and tests which reinforces the undefined nature of emergence. 

Perhaps the most important lessons in respect to computational applications 

relate to the simplicity and high number of the units that compose the whole (ants in the 

former case). Reactive behaviour (no cognition), in association to a somehow simple set 

of communication symbols ensure that the whole cannot explode into an 

overwhelmingly large set of states therefore facilitating overall consistency. The high 

number of units ensures that probabilistically the most relevant aspects of the 

environment, in respect to the survival of the whole, are probed and explored. 
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To a great extent these are some of the fundamental principles of MAS design. 

However when the system designer breaks up a problem into sub-problems and 

attempts to solve the broader problem using a multiagent system there are often strict 

interaction rules and fortunately the outcome is not a surprise. Is there any emergence 

then? 

The main point here is if the strict interactions are, in first place, sufficient to 

prevent any collateral effect (not envisioned at design time) and, in second place, what 

are the benefits of relaxing these constraints and allow the system further freedom? 

Several distributed problem solving and optimization techniques have been 

developed that allow the underlying systems to explore in parallel various solutions for 

a specific problem (Steeb 2005). As detailed in (Kennedy, Eberhart et al. 2001) 

emergence is perceived as the effect that arises from the lower level specification of the 

system. When handling engineered physical systems, however, emergence is perceived 

as an adverse feature that is normally associated with faults and to incomplete system 

specification to handle these undesired events. 

For the purpose of this document Emergence is a natural extensive property of 

multi-agent systems (agent in the broader sense of something that acts) observable at a 

macro level that can be explored by design but which final result can only be anticipated 

probabilistically due to the impossibility of universally modeling a specific system. 

More interesting perhaps for these systems is the notion of Self-Organization that 

shall be now detailed. 

 

3.4.2 Self-Organization 

 

As in Emergence the concept of self-organization lacks a structured supporting 

framework and a unique definition. As put in (Kennedy, Eberhart et al. 2001) "there are 

almost as many ways to define self-organization as there are writers on the subject (...) 

descriptions of self-organization usually include the following points: 

• Self-organizing systems usually exhibit what appears to be spontaneous order. 
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• Self-organization can be viewed as a system's incessant attempts to organize 

itself into ever more complex structures, even in the face of the incessant 

forces of dissolution described by the second law of thermodynamics. 

• The overall system state of a self organizing system is an emergent property of 

the system. 

• Interconnected system components become organized in a productive and 

meaningful way based on local information. 

• Complex systems can self-organize. 

• The self-organization process works near the edge of chaos." 

The listed points draw a close parallel with the notions of Emergence previously 

presented. In fact the process of self-organization is normally observable through the 

emergence of some system properties. 

A general definition of self-organization is (Haken 2006): 

"a system is self-organizing if it acquires a spatial, temporal or functional structure 

without specific interference from the outside. By "specific" we mean that the structure or 

functioning is not impressed on the system, but that the system is acted upon from the 

outside in a non specific fashion" 

This definition captures the essence of self-organizing systems in general and it is 

harmonized it the second law of thermodynamic that postulates that "the entropy of the 

universe tends to increase" (Atkins 2001) therefore any decrease in entropy in a system 

due to a self-organizing process has to have a correspondent increase somewhere in the 

universe. 

Self-organization is often observed in natural systems yet in most cases the 

organization of these system happens at critical state (Adami 1995). This sort of 

organization is typically cited in the literature as Self-Organized Criticality (SOC). As 

pointed out in (Sornette 2004) there have been several attempts to characterize and 

define SOC and still there is not a unifying framework due to the nature and dynamics of 

the phenomena themselves. 
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The concept is normally attributed to Bak, Tang and Wisenfeld when they 

proposed the sand pile model as an example of the quantification of SOC (Bak, Tang et al. 

1988). As detailed in (Bak, Tang et al. 1988) "the system naturally evolves to the state 

without detailed specification of initial conditions (i.e. the critical state is an attractor of 

the dynamics). Moreover, the critical state is robust with respect to variations of 

parameters, and the presence of quenched randomness". 

The previous definition introduces the notion of attractor firstly studied under the 

domain of nonlinear dynamics and chaos. Nonlinear systems cannot be, in principle, 

solved analytically. They are normally studied in the phase space domain where all the 

reachable states are formalized geometrically (Strogatz 2000). An attractor is a special 

working point in the space state that depending on the initial configuration of the 

system may be reached and drives the system to that working point which, as detailed, is 

relatively robust to perturbations. 

How do these principles, that apply to physical systems in general, translate to 

virtual systems such as a multiagent system? According to (Serugendo, Gleizes et al. 

2006) it is possible to identify several types of mechanisms that applied in distinct 

domains are responsible for driving self-organization in MAS: 

• Direct interactions: are mainly considered with peer to peer interactions 

and associated information broadcast that is believed to be sufficient so that 

local computations at agent level lead to a global coherent state. This sort of 

self-organization tends to privilege the system's structural organization. 

• Stigmergy: is based in indirect interaction. The main actions occur as a 

response to environmental change. It is the form of organization normally 

attributed to social insects. The overall effect is in principle less predictable 

than in the former case. 

• Reinforcement: mainly relates to agent ability of learning from previous 

actions. It is normally associated with a scoring system where distinct 

agents may tend to specialize in order to increase their score. 



 

95 

• Cooperation: privileges self-organization through the implementation of 

explicit cooperation mechanisms regardless the altruistic or selfish nature 

of the agents involved. 

These mechanisms imply the decoupled nature of the MAS elements. This is 

probably the main requirement for inducing useful self-organizing response in MAS 

ruling out all sorts of MAS implementations with tight and static interactions between 

the agents. 

For the purpose of this document it shall be considered that self-organization can 

be induced in a multiagent system, exploring local interactions and knowledge so that 

probabilistically the system converges to some desired macro state. 

 

3.4.3 Complex Networks 

 

A Network can be defined as a set of entities commonly designated as vertices or 

nodes interconnected somehow through edges or links. On a daily basis people either 

benefit or feel the impact of networks. Virtually all interacting entities or systems can be 

modeled as a network: the Internet, Social interactions, Professional interactions, 

Biological interactions are all examples where information exchange is normally 

structured from the network micro/macro perspectives in a very tight link with the 

emergence and self-organization concepts earlier presented. 

Network analysis has been initially performed as a branch of mathematics under 

the scope of graph theory. Most of this initial work is due to work of Paul Erdös and 

Alfréd Rényi in (Erdös and Rényi 1960) where their model of random graphs (Poisson 

distribution of connections) was presented. 

The structure of a network is typically formalized as a NN ×  matrix (Adjacency 

Matrix) populated by elements valued zero or one depending on the connectivity of the 

network (Fig. 3.2) and where N is the number of nodes in the network. 
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Figure 3.2 - A network and the correspondent Adjacency Matrix 

 

Networks, similarly to graphs can be either directed or undirected depending on 

the directionally of the connections. To formally understand and account for these terms 

it is necessary to define a set of network measurements (Dorogovtsev and Mendes 

2002). 

 

3.4.3.1 Degree 

 

The degree quantifies the total number of connections in a node. This measure can 

be further separated in in-degree and out-degree to classify respectively the number of 

incoming edges ki and outgoing edges ko respectively in the case of directed networks 

yielding a total degree of k = ki + ko. 

A more significant measurement that captures the global structure of the network 

is the vertex degree distribution defined as: 

∑∑ −=−=
oi k

oo

k

ii kkkPkkkPkP ),(),()(   
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If the network is fully connected (i.e. there are no links to external networks) the 

average in and out degree are equal as observed in (Dorogovtsev and Mendes 2002). 
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3.4.3.2 Shortest Path 

 

The shortest past between any two given nodes in a network can, in its simpler 

form, be defined as the minimum number of links that have to be travelled from the 

origin node to the destination node. In undirected networks this path has necessarily the 

same value. Conversely if the network is directed the previous statement is not always 

true. 

One of the most relevant measurements is the average of the shortest-path values 

of a network which is necessarily 1 for a fully connected network and roughly l = N1/d for 

a N vertices lattice of dimension d and l = ln N / ln k for an network where the nodes are 

randomly connected where k is average number of neighbours or the degree. 

 

3.4.3.3 Clustering Coefficient 

 

The clustering coefficient defines on average how connected are neighbours of a 

specific node. If a node has k neighbours (i.e. there are undirected links connecting that 

node to k other nodes) the maximum number of connections that can be established 

between these k neighbours is k(k-1)/2. The clustering coefficient (C) determines the 

ratio of these connections (conn) that is actually present: 

C = conn/( k(k-1)/2 ). 

The cluster coefficient of the network is therefore computed by averaging C for the 

entire network : 
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3.4.3.4 Graph Distances 

 

The previous measurements normally assume an undirected graph. The notion of 

graph distance helps to clarify why. The distance of a graph is determined out of 

computing the NN ×  Distance Matrix (D) where each element contains the value of the 

shortest path between any pair of nodes. The distance of the network is then: 
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To clarify the impossibility of computing some measurements in directed 

networks consider the following examples where firstly the case of the undirected 

network is presented (Fig. 3.3). 

 

 

 

Figure 3.3 - Computation of the Adjacency (A) and Distance matrices 

 

In the present case 8=networkD  and all the nodes in the network are reachable. If in 

the same network some connections are directed one may arrive at the following 

situation (Fig. 3.4). 
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Figure 3.4 - A directed network 

 

The immediate consequence is that node two cannot reach node one by any path 

and node three cannot reach either node one or two. Formally these distances are 

infinite rendering impossible to compute Dnetwork. As detailed in (Bonchev and Buck 

2005) in some cases it may be possible to discard the entries yielding infinite. However 

in doing so the final result is misleading for the purpose of comparing for instance the 

networks shown in Fig. 3.3 and Fig. 3.4. The direct network will appear to have closer 

connections than they actually are. Moreover these characteristics of networks directly 

influence other measurements related to them namely complexity metrics. 

 

3.4.3.5 Network Complexity 

 

Several measurements of network complexity can be considered (Bonchev and 

Buck 2005). The simplest form of judging the complexity of a network consists in using 

the average network degree. In fact this is the metric adopted for the purpose of this 

work. A set of commonly used metrics will be presented first so that the use of proposed 

metric is conveniently justified: 

• Subgraph Count - Consists in evaluating the distribution of sub-networks 

with specific degree distribution. The metric finds applications in Chemistry 

where often it is relevant to distinguish compounds with different 

molecular arrangement, in networks that denote self-similar arrangements. 

• Overall Connectivity - Uses overall graph-invariants defined as the sum of 

the corresponding invariants for each subgraph. 
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• Total walk count - is a measure devised out of the count of all walks of all 

lengths. 

• The A/D index - captures the notion that highly complex networks denote 

high connectivity and subsequent smaller vertex distance. This complexity 

index, as the name suggests, is computed as the total adjacency over the 

graph distance. 

These measures typically apply to undirected networks as, in the directed case, they are 

either expensive to compute or even impossible as in the case of A/D index. This index 

however produces some interesting results when applied to the classification of 

networks and although not directly applicable in the scope of the present work (which 

considers directed networks) may be relevant when accessing the overall complexity of 

an industrial set up. To appeal to potential of this index the following example is 

considered (Fig. 3.5) 

 

 

 

Figure 3.5 - Conveyor Network of the NOVAFLEX cell 

 

Fig. 3.5 depicts the conveyor layout in the NOVAFLEX cell and the associated 

network view. the computation of the A/D index is as follows: 
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A/D = 20/156 = 0.1282 

 

If, as is common on industrial setups, a similar cell is connected one would expect 

an increase in the overall complexity however as detailed in (Fig. 3.6) the computation 

will go as follows: 

 

 

 

Figure 3.6 - Two cells connected 
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A/D = 36/802 = 0.0449 

 

The result contradicts any empirical notion of complexity (more components 

should increase the overall complexity). The point here is that the total distance grows 
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tremendously in comparison with the number of new connections established. There is 

not a fundamental novelty in the structure that justifies an increase in complexity. 

Further it also implies that the average shortest path is higher which for the 

purpose of propagating events results in the travelling of longer distances. 

The complexity metric considered for the purpose of this document is the average 

network degree. It only depends on the adjacency matrix therefore rendering directed 

networks comparable while capturing most significant changes in the structure of the 

network. In the examples considered in Fig. 3.5 and Fig. 3.6 the average degree is 

respectively 2.22 and 2.25 which contradicts the A/D index. This complexity metric 

favours the connectivity of the network and better captures the engineering and 

practical notions that connected systems are harder to maintain despite the distance of 

the components. 

 

3.4.3.6 Common types of networks 

 

There are several theoretical models of networks that attempt to approximate 

natural phenomena. In the literature the following are frequently studied (Dorogovtsev 

and Mendes 2002; Dorogovtsev and Mendes 2003; Boccaletti, Latora et al. 2006; Costa, 

Rodrigues et al. 2007): 

• Random Graphs: as detailed before were first introduced by Erdös and 

Rényi. They are characterized by a fixed number of nodes and the degree 

distribution is binomial for a relatively low number of nodes 
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the probability that any two nodes are connected. 

• Small World Networks: model networks where the average shortest path is 

relatively small and the clustering coefficient is higher than in the 

equivalent Random Network. The small world effect can be experienced in 
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everyday life and is the basis of the commonly know expression that any 

human being is roughly six people away from any other. 

• Growing Exponential Networks: denote networks that grow exponentially 

over time without any preferential attachment (i.e. the new nodes connect 

to randomly selected nodes). Therefore their degree distribution is time 

dependant and can take the following form: ∑
=+

=
t

s

tskp
t

tkP
0

),,(
1

1
),(  where 

s is the birth time of the degree. 

• Scale Free Networks: model natural networks that self-organized in a way 

that their degree distribution tends to follows a power-law. These networks 

are driven by some mechanisms that induce some preferential attachment 

of links to nodes. 

The presentation of the main supporting concepts related to complex networks 

encloses the complexity science contributions for the purpose of the present document. 

It follows the presentation and framing of some of these concepts under the framework 

of EAS/EPS. 

 

3.5 EPS - A MULTIDISCIPLINARY APPROACH TO PRODUCTION SYSTEMS  
 

The concept of Evolvable Production System (EPS) can be envisioned as a broader 

umbrella for a wide range of design, architectural and technical considerations first 

explored under the framework of Evolvable Assembly Systems (EAS) (Onori 2002; 

Onori, Alsterman et al. 2005; Barata, Santana et al. 2006; Onori, Barata et al. 2006). The 

initial EAS concept dating from 2002 (Onori 2002) was further developed under the 

EUPASS project (EUPASS-consortium 2008) and shall be extended under the IDEAS 

(IDEAS-consortium 2010) project started in April 2010. The essence of EAS resides not 

only in the ability of the system's components to adapt to the changing operational 

conditions, but also to assist in the evolution of these components in time such that 

processes may become more robust. 
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EPS has developed in the convergence of three traditional domains Computer 

Science, Complexity Science and Classical Engineering. 

From the classical engineering it mainly gathers requirements for operating 

systems and dynamic conditions as well its design and constraints from a mechatronic 

system integration perspective. 

There are three fundamental guiding principles in EAS/EPS (Semere, Barata et al. 

2007; Onori, Semere et al. 2008; Ribeiro, Barata et al. 2009): 

• Principle 1: “The most innovative product design can only be achieved if no 

assembly process constraints are posed. The ensuing, fully independent, 

process selection procedure may then result in an optimal assembly system 

methodology.” 

• Principle 2: “Systems under a dynamic condition need to be evolvable, i.e., 

they need to have an inherent capability of evolution to address the new or 

changing set of requirements.” 

• Principle 3: "EPS systems are based in intelligent, process oriented, self-

contained, self-organizing modules that can aggregate to deliver different 

functionalities on demand." 

The third principle clearly maps the preceding principles to what is anticipated to 

be an EPS compliant shop floor and has a dramatic impact in the choice of the 

supporting IT infrastructure. 

EPS are knowledge driven systems that necessarily harmonize the views of every 

different stakeholder and its actuation domains (Semere, Barata et al. 2007; Onori, 

Semere et al. 2008; Ribeiro, Barata et al. 2009): 

• The enterprise knowledge domain – “globalizes system knowledge and 

represents the business, organizational and global knowledge models 

captured. Enterprise knowledge enables environment recognition and 

maintenance of organizational associations.” 

• The product knowledge domain – “captures the knowledge related to 

product specification, design and assembly tasks.” 
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• The execution knowledge domain – “capturing knowledge elements related 

to communications, planning and scheduling.” 

• The learning knowledge domain – “containing knowledge elements that are 

used to incorporate case based reasoning.” 

• The infrastructural domain - "concerning the information layer from the 

shop floor assets including the available functionalities and operational 

status." 

This multiplicity of domains gives rise to a set of viewpoints concerning the 

requirements, expected outputs and controlling mechanisms including (Semere, Barata 

et al. 2007; Onori, Semere et al. 2008; Ribeiro, Barata et al. 2009): 

• Functional Views: “address the concerns of the users of the system describe 

the functionality of the system, the process flows, quality and logistics.” 

• Communication Views: “address the concerns of how the data and 

information is to be represented, interpreted, recorded and transmitted.” 

• Control views: “address the concerns of control system’s related issues. 

These necessarily include self-reconfiguration aspects”. The work described 

in this document is developed in this context. In particular ensuring the 

robustness and consistency of the system under adaptation or evolution. 

• Structure Views: “address the concerns of the system integrators, and 

maintenance.” 

Knowledge management practices have been borrowed from Computer Science 

namely the use of Ontologies. The knowledge model for EPS has been developed under 

the framework of the EUPASS project where an exhaustive ontology to support EPS has 

been developed (Lohse, Ratchev et al. 2006). It covers all the before-mentioned 

dimensions of the EPS cycle. However, to better understand and integrate that 

knowledge in lower level processes such as self-organization of intelligent modules and 

their control, a compacted version of the referred ontology has been devised and 

explored (Ribeiro, Barata et al. 2008). This ontology is supported by the concept of 

Intermodular Receptacle (IMR). The IMR, as defined in (Adamietz 2008), enables any 
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equipment to become an EAS module instantiating: informational, social and hardware 

interfaces. 

The life cycle of an EPS system (Fig 3.7) carries several implications from 

architectural and technological points of view. Firstly, it implies that the system is a 

lively composition of modules that can interact to achieve a certain production 

requirement. 

Secondly, system’s modules are not established in an ad-hoc fashion. A module is 

necessarily a process oriented unit so that a mapping between production requirements, 

derived by the introduction of a new product, and the system capabilities is made 

possible. These premises allow the system to play an active role in a broader strategic 

decision process which may result in the development of a new module, the 

reconfiguration of the existing system or an adjustment in the product itself. 

 

 

Figure 3.7 – EPS/EAS life cycle 
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Putting together and running such a system implies some tight feedback loops 

between the existing system and the stakeholders. This is where distributed intelligence 

plays its role. 

Production disturbances may be of diverse nature. They can be introduced by 

emerging market requirements, component’s faults and failures, technical or societal 

challenges. 

EAS/EPS envisions two holistic reaction mechanisms: Evolution and Adaptation. 

The main argument is that their introduction in fine granularity shop floor components 

will enable overall agility (Ribeiro, Barata et al. 2009). Following Fig. 3.7, Adaptation will 

translate it the ability of the system in proposing an alternative layout/configuration to 

overcome the disturbance. Adaption shall be typically supported by inner interactions 

between system's modules. Evolution, on the other hand, is mediated by a top level 

strategic decision that will result in the development of one or more suitable modules or 

product reengineering to, iteratively, further explore alternatives in system 

reconfiguration. This is a cornerstone in the EAS/EPS approach and truly a feature of 

value creation that enables strategic case- wise decision. These mechanisms translate 

into the following system characteristics: 

• Seamless re-utilization of modules - opening up new business opportunities 

whereby an expensive module can be rented for the temporary execution of 

a specific task. 

• Automation of low production volumes - the possibility of seamlessly and 

temporarily integrating modules enables the automation of low volume 

production avoiding a considerable investment in equipment and space. 

• Robustness and Fault Tolerance - the decoupled nature of the modules and 

the distributed nature of the control mechanisms can, if properly explored, 

render fault tolerance and robustness natural self-organizing processes 

resulting directly from the module interactions. 

• Virtually unlimited scalability - the distributed nature of the system in 

association with the agent-based (which ensures robust and generic 

communication) allows the system to grow as required without scalability 

limitations. 
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• Elimination of (re)programming - one of the purposes of devising generic 

interaction patterns is to promote plug-ability and allow deploying the 

system in a reconfiguration logic where each module is adapted (without 

reprogramming) to its new operational environment. 

• Reduced design complexity at module level - the fact that higher order 

functionalities derive from progressively composing modules and groups of 

modules allows keeping the basic design more simple and granular. 

Initial development efforts relate to earlier prototyping of the COBASA 

architecture (Barata, Cândido et al. 2006; Cândido and Barata 2007). Lately, the focus 

has been in the harmonization of MAS and SOA and the exploration of their 

complementarities (Ribeiro, Barata et al. 2008; Ribeiro, Barata et al. 2008; Ribeiro, 

Barata et al. 2008; Cândido, Barata et al. 2009; Cândido, Jammes et al. 2009). The choice 

of the basic IT backbone/technology has to consider the evolvable and dynamic nature 

of EPS. Although theoretically EPS principles could be implemented in any technology 

their true potential and richness can only be extracted in systems with advanced 

interaction semantics support as found in MAS and SOA. The existence of intelligent 

devices is a pre-condition for the successful implementation of the EPS concept. In fact 

one of the main goals of the ongoing IDEAS project is to assess what are the 

computational requirements for an embedded device to run seamlessly agent-like code. 

This is a question that goes beyond assessing agent based platforms. In fact they 

only provide the IT backbone for EPS. As important is to decide on the Mechatronic 

Agent Architecture itself which may introduce performance constraints from a 

computational point of view. 

Some fundamental points being assessed in this respect are the System Layout and 

Evolvable Control. Several contributions and experiments have been developed in these 

areas area under the framework of EAS/EPS. Initial developments can be traced back to 

the COBASA architecture (Barata 2003) that using the multi-agent modeling metaphor 

and paradigm supported seamless system reengineering. Preliminary implementations 

of the COBASA architecture include (Barata, Cândido et al. 2006; Cândido and Barata 

2007) where the guiding control principles where applied in an educational shop floor 

and in the NOVAFLEX pilot assembly cell. In the COBASA architecture aggregations 

(coalitions) of intelligent modules (abstracted as software agents) are able to re-
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organize, this phenomenon is top-down-hierarchic and is orchestrated by Coalition 

Leader agents that gather other agents according to their functionality to devise a 

combined functionality that fulfils the system’s production requirements and conditions. 

Recently, an educational shop floor was home of proof of concept experiments to test the 

validity of self-organizing and emergent mechanisms to devise control and layout 

solutions with and without centralized coordination. In (Ribeiro, Barata et al. 2008) 

coalition agents are created on demand from local shop floor requirements. The agents 

under the coalition are dynamically allocated according to their availability to perform a 

task requiring immediate attention after which the coalition is dissolved. This approach 

has proven to ensure significant fault tolerance as the system self-organizes, when 

required, to overcome faults and devise new functionalities. 

In (Frei, Di Marzo Serugendo et al. 2008) the theoretical framework for a policy 

driven self-organizing layout and control emergence mechanism is defined. The 

implementation results are detailed in (Frei, Ferreira et al. 2009). Although the studied 

examples are somehow simple they are part of a continuous and stepwise strategy to 

tackle the complexity of industrial systems and their critical requirements. In fact it is 

crucial to acknowledge and understand the complex nature of EPS compliant systems. In 

fact, the potential lies in properly exploring the complexity related characteristics 

namely the ability of the system to self-organize and emerge a useful and coherent 

behaviour. 

Monitoring, diagnosis and maintenance are essential dimensions of an EAS/EPS 

system. Intelligent behaviour is surely the basis for fault tolerance but it does not 

exclude faults, failures, incidents or inefficient response. Maintenance has traditionally 

been regarded as necessity. Nevertheless, it represents a share of 15% to 60% of the 

total production costs (Mobley 2002) depending on the goods produced. This discussion 

is enforced in (Tsang 2002) where the drivers for increased performance requirements 

in maintenance are identified as: emerging trends of operational strategies, toughening 

societal expectations, technological changes, changes in the people and organizational 

systems. As previously detailed the instantiation of such concept to in an EPS system 

inherits contributions from the EPS founding disciplines and extends them with 

particular concepts and terminology from conventional research in monitoring, 
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diagnosis and maintenance. The result should be a consistent integration of these 

practices and methods in the EPS domain. 

In contrast to control aspects where the bindings between the modules are 

normally carefully categorized, from a regulatory (monitoring, diagnosis, prognosis and 

maintenance) point of view there is an obvious lack of modeling of the interference 

patterns between the components. This normally yields faults and failures resulting 

from unexpected interactions. The monitoring/diagnostic systems should tackle this 

dimension of the problem ensuring that the EAS/EPS characteristics before enumerated 

are effectively present. 
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4 SYSTEM ARCHITECTURE 

 

The state of the art chapter unveiled the weaknesses of existing diagnostic 

approaches in supporting EAS/EPS like systems. In particular, fundamental features as 

the self-reconfiguring and adaptive response are crucial for the regulation of the 

EAS/EPS. Current diagnostic systems and methods present only a very limited response 

in supporting and encompassing the adaption and evolution of the underlying control 

logic of EPS. The architecture hereby detailed assumes that the system structure and 

interconnectivity play a major role in the evolution of faults. 

Rather than being understood as a panacea for the problem of diagnosis the 

proposed architecture has to be considered complementary to existing methods that 

perform at module level. The main goal is to harmonize and structure all the 

heterogeneous diagnostic information collected at module level and bring the 

information to the network level to reason on fault propagation and interference events. 

There are several possibilities for devising an architecture for such systems 

however not all are computationally feasible if the EPS is to scale to thousands of 

interacting nodes. This chapter presents and justifies the main architectural lines along 

which the presented work develops. 

 

4.1 THE INTERACTION METAPHOR 
 

One of the fundamental characteristics that render natural system rich is their 

ability to evolve and adapt encompassing small changes that gradually build up. As far as 

can be observed natural systems interconnect. This interconnection happens at an 

outstanding number of levels and interfaces not always perceived or understood and 

this is where the concepts explored in complexity science meet to deliver the world as it 

is known, critically stable, with intervals of disruptive behaviour. 
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In the context of this work industrial setups are perceived in this perspective: a 

pool of interactive entities (modules, systems and subsystems) in a many-to-many 

interaction pattern. 

One of the main premises of this thesis is that these entities influence each other, in 

a continuous fashion, from a control perspective (as conceptualized by the EPS 

paradigm) but also from a malfunctioning point of view. 

As in nature this influence may be contained by the system tolerance to 

fluctuations while in a critical state or may accumulate until the system cannot longer 

contain the summing up effect and disrupts in a catastrophic scenario. 

Arguably these effects are not possible to model in their full extent however the 

present work proposes that if some known or anticipated interactions are mapped then 

it may be possible to explain a more complex expression of the system emergent and 

self-organizing response in such a pervasive failure scenario. 

The notion of interaction is therefore a central topic for the present work. In this 

context it is generically described as follows: 

• An interaction I is any relation between two entities in a production context 

that is characterized by a direction d and a nature n. 

),( NDI =  

{ }BOId bb ,,∈  

{ }specificdomainn∈  

The direction of the interaction identifies the flow of the interference between the 

components inside a system and can take the following direction values: 

• Inbound – defines a dependency relation whereby the module receiving the 

connection either consumes information from the other module or is 

dependent from a physical point of view. 



 

115 

• Outbound – defines a dependency relation whereby a module provides 

information to another module or hosts the other module in some physical 

way. 

• Both – The modules are mutually dependent and information or physical 

binding happens both ways. 

The nature of an interaction provides some semantics to the network. It is a 

context and domain specific set that enables the mapping of existing sensors to the 

abstraction layer considered in this work. It mostly allows the user of the system or any 

other cognitive entity to make some semantic sense of the fault or failure interference 

patterns. In a production context one may say that one module provides electrical power 

to another one, that some modules are responsible for some material flow, that modules 

exchange process information on a peer to peer basis, etc (Fig. 4.1). These are examples 

of known relations that can be easily mapped during the system setup and later 

explored in runtime. 

 

 

 

Figure 4.1 - Conceptualization of an assembly cell and corresponding interaction view. 

 

Fig. 4.1 clearly highlights that even for apparently conventional systems 

considering them from an interaction perspective uncovers unperceived interactions. 

The main issue, even for traditional systems, is that they are put together by several 
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teams, focused on very specific sub problems of building the system and lacking a global 

perspective on the potential impact of introducing a new component in the 

infrastructure. In other words, each team has its own view on the problem at hand that 

is often poorly harmonized with the view of other teams. The notion of interaction 

supports the establishment of this holistic perspective. 

If one component is likely, or is suspected, to affect another entity (component, 

system or subsystem) then there is an interaction between the two that has to be 

monitored somehow. 

Under these conditions it is possible to devise a directed network of anticipated 

interactions. Rather than a static entity the interaction network reflects the structural 

changes that take place on an EPS system. In this context, it is important to highlight the 

two main phases considered in the construction of the graph: 

The initial configuration phase - which happens at system instantiation phase, 

when the system is being composed out of several available modules and the system 

designer has to establish manually the initial interactions between modules as the 

system is being built. 

Runtime phase - in runtime, the system may undergo structural changes induced 

by the executing processes or re-configuration actions resulting from adaptation or 

evolution where the interactions may be changed by the system. 

Once the network is established some sense has to be made out of it for the 

purpose of diagnosis. 

 

4.2 FOSTERING SELF-ORGANIZATION TOWARDS AN EMERGENT DIAGNOSTIC 

EFFECT 
 

4.2.1 On the propagating nature of events in networks 

 

The fact that events propagate in networks is a natural notion for human beings. 

Several sociologic studies have captured the phenomena of gossip networks which have 

been later explored and studied in abstract (Newman, Watts et al. 2002; Lind, Da Silva et 
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al. 2007), the spread of diseases, natural and artificial (i.e. computer viruses) follow 

similar networking mechanisms (Kephart and White 1991; Da Gama and Nunes 2005). 

Watts has shown in (Watts 2002) that in random networks, global cascades (i.e. 

catastrophic propagation of events) can occur if the network presents some 

vulnerabilities (i.e. nodes that are more sensible to the event) strategically placed. The 

initial evolution of the event is fundamental in the determination of whether or not the 

cascade is to occur. In the paper terminology there must be a region of "early adopters" 

that then cause the event to spread significantly. Watts’s model implies an undirected 

network and the adoption of the event by a node when the majority of the neighbours 

are affected. 

It is plausible to assume that a fault may develop into a failure in a similar fashion. 

Pervasive failures are unlikely to occur however, when they do, there is a significant 

paralyzing effect and it is fundamental to understand all the mechanisms involved to 

prevent future occurrences. 

In the present work a similar fault propagation pattern is assumed as a test bench 

for the architecture later detailed. In this context the main assumptions behind the 

considered propagation model are: 

• A.1 - A fault is initiated by one shop floor entity (node) which spreads it 

over all outbound interactions. 

• A.2 - All the receiving entities (for which the initiator’s outbound 

connections are inbound) have a given probability P(F) of being affected by 

the fault and further propagate it. 

• A.3 - The probability that a node is affected, that is P(F = true), varies in 

respect to how vulnerable is the node. P(F) is higher (typically above 80%) 

for vulnerable nodes and lower for the remaining nodes (typically below 

5%). 

• A.4 - There is a given probability that, despite present, the fault remains 

Undetected (P(U=true)) by the node’s sensorial equipment. 

There are some evident consequences to the propagation assumptions: 
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• A.1 ensures that a fault will affect all the possible entities (according to the 

interaction direction) to which a node is connected. This is likely in realistic 

scenarios otherwise an interaction would not have been established. 

• A.2  ensures that not all the nodes are affected equally and that affected 

nodes further disrupt the system. 

• A.3 captures the notion that shop floor entities may be in different 

conditions of operation and wear which may cause a few to promote the 

effect of a fault turning it into a failure and other to contains the fault due to 

some recovery mechanisms that need to be breached first. 

• A.4 reflects the fact that being affected by a fault does not mean that a fault 

can be locally detected. 

These are the main fault/failure conditions addressed by the present work 

The statistical validation of the proposed fault propagation model is later presented and 

discussed in the results chapter. 

 

4.2.2 Self-organization and Emergence in Diagnosis 

 

Networks of Mechatronic components, even in conventional installations, typically 

perceived as predictable systems, can denote complex fault and failure behaviours due 

to a plethora of uncared interactions as previously detailed. This implies that there are 

much more active components in a system than normally people account for. These can 

quickly range from thousands to millions depending on the size of the plant and nature 

of the goods produced. 

If the interaction network perspective provides an interesting metaphor to analyze 

pervasive failure events the computational power required to process it in due time can 

be overwhelming. In addition, as detailed in the state-of-the-art chapter there is a 

favourable convergence of factors that render the utilization of distributed computation 

economically interesting. 
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The purpose of this work is therefore to explore these distributed computational 

units and yet ensure the interaction network analysis. One direct consequence is that 

global system information is not available. If one focus in one node the available 

information sources are limited (Fig. 4.2). 

 

 

Figure 4.2 - Local sources of information 

As illustrated in Fig. 4.2 the available local information sources are other 

neighbours, with which the agent interacts, and the environment upon which the agent 

may be able to perform observations. 

As discussed in the supporting concepts chapter these are usual initial conditions 

for self-organizing response and emergence. So why not explore them to achieve a global 

consistent portrait from a diagnostic point of view? 

Which mechanisms should therefore be introduced towards validating the 

hypothesis under test, in the present work, which targets at having each agent to infer 

its diagnostic state in a global perspective? 

The nature of the information collected has a dramatic impact on the performance 

and usefulness of the proposed diagnostic system. 

If the granularity of the information is too fine a combinatorial explosion of cases 

has to be addressed locally. Self-organization in nature seems to rely in some level of 
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ignorance privileging, on average, numbers over brains (Johnson 2001). This leads to a 

set of architectural principles: 

Architectural Principle 1 - Information needs to be compressed to an abstraction 

level where it can be easily processed (in the same sense that one does not need to be an 

proficient mechanic to drive a car, nor a computer scientist to use a computer but 

driving cars and using computers facilitates some human dynamics). 

Architectural Principle 2 - Even if the entities are heterogeneous in nature, at the 

considered abstraction level (principle 1), they should produce a homogenous response 

at network level to promote "expectable" emergence. 

Architectural Principle 3 - Although diagnosis happens in a continuous, so that 

the system reacts to any change in state, it must denote periods of stability 

corresponding to the stabilization of a fault event or normal operation condition (i.e. 

agents must converge, in time, in the reasoning process). 

In the present work the first architectural principle results in a finite set of 

observation symbols that capture and compress the state of the agent in respect to its 

direct neighbours and the environment. Each observation encapsulates the following 

boolean variables: 

• Own Fault - the sensorial equipment of the agent has detected a fault that 

affects a specific interaction. 

• Inbound Minority - a minority of neighbours from which the agent receives 

inbound interactions is in fault. 

• Inbound Majority - a majority of neighbours from which the agent receives 

inbound interactions is in fault. 

• Outbound Minority - a minority of neighbours to which the agent develops 

outbound interactions is in fault. 

• Outbound Majority - a majority of neighbours to which the agent develops 

outbound interactions is in fault. 

These five boolean variables would yield a total of 32 states however some are not 

valid. An agent cannot simultaneously be in Outbound Majority and Outbound Minority 
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consequently there are only 18 observation symbols earlier referred. The complete set 

of observations is detailed in Chapter 5. 

The second architectural principle determines that for the purpose of diagnosis, at 

network level, the state of the Agent can take only one of the following five states which 

reflect different stages of fault propagation: 

• OK – the module abstracted by the agent is working normally 

• NOK – the module has a self-contained fault  

• PFO – the module is propagating a fault, that it has generated, through its 

outbound connections; 

• PFOther – the module is affected by a propagating fault on its inbound 

connections. 

• PFOPFOther – the module is being affected by a fault that is propagating 

through its inbound connections and that it is propagating over its 

outbound connections.  

The third architectural principle determines that an agent should not broadcast it 

state information at all times. In particular from the five diagnostic states specified four 

denote faults. In this sense the agent should only send its state information whenever it 

changes from OK to any fault state or otherwise. In doing so, constant diagnostic update 

cascades are prevented. 

What is expected to emerge as a result of this update dynamics designed towards 

self-organization is, during the development of a fault, a constant coherence of agent 

states that necessarily change as the failure progresses in the system. Fig. 4.3 illustrates 

this self-organizing response. The system is composed by three agents that denote 

interactions as depicted by the connecting arrows. In the nominal state all agents 

diagnose an OK state. Suddenly, all the three agents detect a fault and diagnosis takes 

place. After computing the observation symbols (resulting from the observation of the 

neighbours) each agent will individually conclude on its diagnostic state. In a first step, 

and given the interaction information the agent on the left will assume that it is the 

source of the fault and that it is propagating it through the outbound interactions. 
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Conversely the agent on the middle will assume to be used as a propagation path and the 

agent on the right will acknowledge that it is being affected by a fault and yet there is no 

further propagation. 

 

 

Figure 4.3 - The successive agents' states during a fault and the corresponding diagnosis. 

The PFOPFOther state may raise some confusion of whether the propagated fault is 

from an inbound neighbour and is transmitting to outbound neighbours or is the 

summed effect of this interaction with a self-generated fault however the relevant aspect 

to consider is the propagation itself.  

Once the origin of the fault is eliminated the agent will exhibit a state that is either 

OK or PFO accordingly to the fault’s context and disambiguate the previous occurrence 

as depicted in Fig 4.3. It can be noticed that after the agent on the left is back to the OK 

state (either by concluding that it is the current state or being forced by a system expert) 

the remaining agents will adjust their own judgment on their diagnostic states. 
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Fig. 4.3 also summarizes the main result of the diagnosis at network level which is 

the polarization of the agents’ state. The agent’s observations enable the emergence of a 

polarized consensus on the network’s state. 

 

4.2.3 Considering Majorities and Minorities Probabilistically 

 

With the sets of states and observations fixed there is a need for establishing a 

relation between them. How do observations affect a transition from one state to 

another? When one establishes a set of interactions between components what is the 

degree of trust that should be put each specific observation symbol (Fig. 4.4)? 

 

 

 

Figure 4.4 - Four extreme and ambiguous fault scenarios among many in which the agent 

has to decide (the colour red denoted a fault). 

 

In the scenarios portrayed in Fig 4.4 how should the agent decide? In first case (top 

left) all the outbound connections denote a fault, both sensorial information and 

inbound neighbours are clean. In the second case (top right) a majority of inbound 
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neighbours report that they are affected, a minority of outbound neighbours is affected 

and the agent sensors do not report anything unusual. In the third scenario (bottom left) 

all the outbound connections are in fault, the inbound interactions are normal and the 

agent does not have any sensors. Finally, in the last case (bottom right), everything 

appears to be normal with the neighbours however the agent's sensor has detected a 

fault. 

The agent must decide on the value of its internal state. The fact is that the agent 

can be in the same state in all situations or even take different states for the considered 

situations. 

The operational context plays a fundamental role in disambiguating the presented 

cases. When the system is being build, or changed, and new interactions are established 

it is fundamental to tell each agent how to rate the observations it makes. If the agent 

has access to highly accurate sensorial equipment then its sensor’s data should be 

considered instead of the neighbours’ data and otherwise if the agent has no sensors at 

all. 

The next step is to weigh majorities and minorities. Maybe if a minority of inbound 

agents is reporting a fault but the agent perceives through its sensors that it is in normal 

operating conditions it should conclude that this is a correct assumption. If however the 

minority becomes majority and the outbound interactions become affected there is a 

chance that its sensor is malfunctioning. This sort of information cannot be judged on a 

"true or false" binary fashion as distinct degrees of belief can be attributed to different 

agents under different operational conditions. 

An alternative is to probabilistically assign a belief value that certain observations 

happen given that a system is in a specific state. 

An example of the parameterization of such values will be presented in the 

implementation chapter using Hidden Markov Models (HMM). 

HMM’s have some interesting characteristics particularly useful for diagnosis 

namely(Ying, Kirubarajan et al. 2000): 

• "Characterization of double embedded stochastic process with underlying 

stochastic process that, although unobservable, can be observed though 
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another stochastic processes." – The faults are the hidden states of the 

system that can be inferred through the observations. 

• "Formalization in a parametric model characterized by the state transition 

probabilities of test outcomes given the system state and initial distribution" – 

parameters that can be estimated to implement learning and adaptive 

response of the system. 

• The ability to handle incomplete information. 

The nature of the information available to enact a decision that can trigger self-

organizing response as an instantiation of the architectural principles detailed is easily 

mapped to an HMM. 

As expressed in chapter 2 an HMM is (Lawrence 1990) is the following tuple: 

),,( πλ BA=  

where A is a NN ×  matrix (N is the number of states in the model) denoting the 

state transition probabilities: 

ijitjt aSqSqP ===+ )|( 1  

In the present case the A matrix stores the transition probabilities between the five 

hidden states earlier specified (i.e. the probability that the agent goes to NOK state given 

that the current state is OK. 

B is a MN × matrix (M is the number of observation symbols) that encloses the 

observation probabilities: 

)()|( kbSqkOP iitt ===
 

(i.e. the probability that the observation k happens given the state Si). 

In the present architecture the probability that an Own Fault (sensor detection) 

happens in the NOK state or how likely is the agent to observe sensor fault and yet 

remain in the OK state. 
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π  represents the starting state probabilities which in the present case force the 

system to start in the OK state. 

The proposed combination of symbols and observations results in an eighteen by 

five matrix which means that ninety degrees of belief have to be assigned by agent. 

These ninety values reflect the available expert knowledge and can be extracted as 

an answer to the following question: 

Q.1 - How frequently does this device starts a fault? 

Q.2 - How trustworthy are this device's sensors? 

Q.3 - Does this device interact with others that have reliable sensors using 

inbound connections? 

Q.4 - Does this device interact with others that have reliable sensors using 

outbound connections? 

Q.5 - Does this device and its inbound neighbours are tightly coupled by the 

specified interaction? 

Q.6 - Does this device and its outbound neighbours are tightly coupled by the 

specified interaction? 

The answer to these questions is in principle sufficient to assign values to both 

matrixes A and B allowing the individual agent diagnosis that provides a self-organizing 

global diagnosis. 

 

This discussion raises an important issue regarding the diagnostic approach under 

study. There are several dimensions of the diagnostic problem that have to be addressed 

and different architectural views can be considered. While the discussion presented on 

the previous sub-sections focus on the network level constructs that allow a global 

consistent behaviour, the present subsection captures how the agent processes the 

information internally regardless of any network concern. The final dimension to be 

addressed is the integration of such system in a Mechatronic Context. 
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4.3 IT ARCHITECTURAL CONSIDERATIONS AND EPS INTEGRATION 
 

How should the integration of diagnostic methods in EPS be considered? 

From an IT perspective EAS/EPS are built upon the Mechatronic Agent construct. A 

Mechatronic Agent (MA) is an agent-based entity that encapsulates all the necessary 

mechatronic control and regulatory (monitoring, diagnosis, recovery and maintenance) 

aspects of a system or a process oriented module harmonizing the physical 

characteristics and functions of the module with the Multiagent System runtime 

environment. 

One of the cornerstones of EPS is the integration of legacy equipment. It should be 

expected that the module vendor provides embedded diagnostic capabilities in their 

products. This assumption holds reasonable once vendors have an in depth knowledge 

of their system and know best how to diagnose them. In this context, as expressed in Fig. 

4.5, the EPS diagnostic approach should foresee the harmonization of the native 

diagnostic functionalities with the IT infrastructure acting as a complement to existing 

diagnostic practices and extending the capabilities of the system to include the self-

organizing network perspective. 
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Figure 4.5 - Proposed approach for the integration of native diagnostic methods in 

EAS/EPS  

 

Fig 4.5 resumes the IT Architectural approach harmonized in an EPS context. A 

module is abstracted as a Mechatronic Agent. The MA inherits and harmonizes any 

existing control logic, extending it through adaptors. Similarly to what is performed for 

control purposes, where native control methods are translated into module’s skills in 

the multi-agent domain, the diagnostic information is harmonized through EPS sensors. 

In this context, an EPS sensor is no more than an adaptor (hardware or software) 

that translates native diagnostic signals and measurements to the interaction vocabulary 

earlier introduced. 

The architectural principles that have been set forth induce some constraints on 

the supporting MAS/IT Architecture. 

There have been recently several instantiations of the EAS/EPS concept. As an 

evolving paradigm the reference EAS/EPS module/agent architecture is still stabilizing 

as new control/regulatory challenges emerge. Existing instantiations include (Barata, 

Cândido et al. 2006) where the first agent-based implementation of the EAS/EPS 
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paradigm was attempted. The system followed the COBASA architecture (Barata 2003) 

whereby a Broker Agent (BA) supports the formation of coalitions of agents that 

cooperate towards the support of a specific function. These functions in the COBASA 

architecture are named skills as they represent services that an agent provides to 

another agent. The system designer uses the BA to derive new skills out of the existing 

skills by putting agents together under the same coalition that is coordinated by a 

Coalition Leader Agent (CLA). The skills can be either simple or complex if they are 

supported by an agent natively or they are the result of a coalition. The considered 

implementation was later extended to the NOVAFLEX cell as reported in (Barata, 

Camarinha-Matos et al. 2008). In both cases the system information is stored in a global 

ontology that gathers the main functional and operational concepts, including the rules 

that guide the establishment of coalitions. 

The EUPASS (EUPASS-consortium 2008) project introduced the concepts of 

evolution and adaptation that had not been extensively explored in the referred works. 

The first instantiation of these concepts was attempted in (Ribeiro, Barata et al. 2008) 

where the COBASA architecture was extended so that the formation of coalitions could 

be automated and performed on runtime. Rather than being the BA the creator of the 

Coalition Leader Agent it is the agent requesting the execution of a specific skill that 

automatically instantiates a Coalition Leader when none of the exiting agents can fulfill 

the request. This enabled seamless runtime response and constant adaptation to the 

operational conditions. 

In the several instantiations of EAS/EPS architecture there are some repeating 

patterns in respect to the MA architecture. For the purpose of the present work, and 

building upon these previous implementations the main logical blocks considered at MA 

level are as follows: 

• Agent Instantiator block - is responsible during the start-up phase of the agent 

for the customization process which is defined in an XML description. 

• Neighbourhood Management block - is the core block supporting the emergent 

diagnosis. It updates all the agents' interactions as the agent relates with other 

agents (adding, removing, and changing). 

• Skill Orchestrator block - is responsible for the instantiation, management and 

execution of skills. These tasks include the validation of pre-conditions, the 
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dynamic allocation of other agents to fulfill subtasks of a given skill as well as the 

coordination with the neighbourhood management block to ensure a consistent 

state. 

• Skill Manager block - is responsible for the instantiation of new behaviours on 

runtime. 

• Fault Management block - handles all the fault information including monitoring 

and diagnostic data and supports the diagnostic algorithm proposed in this 

document. 

A MA can become a Coalition Leader at any time depending on the interactions 

established with its neighbours. Under a coalition each agent monitors its own state and 

abandons the coalition in case a fault is detected. A new coalition leader can be re-

negotiated if the leaving agent was playing this role. The Broker Agent is involved in this 

process. 

• The Broker Agent serves the purpose of informing the MA, upon request, of the 

new executable skills when a new interaction is established with an unknown 

device. 

To support the integration with legacy equipment a third type of agent is considered. 

• The Agent to Machine Interface (AMI) works as a harmonizing layer between 

dedicated hardware configurations and the MAs when the existing hardware 

does not support from a computational point of view the MA or the technical 

integration dramatically reduces the equipment's performance. 

Fig. 4.6 resumes the overall mechatronic architecture 
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Figure 4.6 - Overall Mechatronic Architecture. 

 

All the fundamental challenges from an IT point of view appear to be covered, for 

the test cases considered in the implementation chapter, with the presented agents. 

However the presented architecture is still being tested and evolving under the scope of 

the IDEAS project to ensure its applicability in a wider range of systems that may denote 

additional characteristics not present in tested conditions. 
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In this context the fundamental architectural aspects to retain, from the 

perspective of the proposed research, in future instantiations of EAS/EPS are the ability 

of the MA to monitor its direct neighbours and the interaction that the remaining logic 

blocks have with the Fault Management Block that hosts the diagnostic approach stated 

under Hypothesis H.1. 

The complexity of instantiating an EPS system requires that special attention is 

directed towards the structuring of the supporting IT platform. In the next section the 

technical architectural considered in the present work is detailed. 

 

4.4 TECHNICAL ARCHITECTURE 
 

Following EAS/EPS design principles systems are envisioned as a collection of 

autonomous process-oriented assembly modules. The functionalities in the modules 

were mapped to the agent concept supported by the Java Agent Development 

Framework (JADE)(JADE 2007). This platform does not define any EAS/EPS specific 

functionalities. A JADE agent is, in this context, a software entity that supports the 

modeling of the agent’s action in a behaviour oriented fashion. A behaviour in a JADE 

agent is a set of procedures and functions that are executed in response to either an 

internal (timing, state change, initialization procedure) or external (agent-to-agent 

communication, environmental changes) event. The agents communicate using 

FIPA(FIPA 2002; FIPA 2008) standards over Java Remote Method Invocation (JRMI). 

To refer to JADE’s behaviour the conventions and symbols in Table 4.1 will be 

used. 
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Table 4.1 - Graphical Behaviour Symbols 

Symbol Behaviour description 

 

Behaviour - an action that executes while some conditions are verified . 

 

One Shot Behaviour - an action that executes once at a specific time instant. 

 

Cyclic Behaviour - an action that executes continuously. 

 

Ticker Behaviour -an action that executes periodically every n time units. 

 

Achieve ReResponder Behaviour - The server side implementation of the FIPA 

Request Protocol (FIPA 2002). 

 

Achieve ReInitiator Behaviour - The client side implementation o the FIPA 

Request Protocol (FIPA 2002). 

 

4.4.1 The Mechatronic Agent (MA) 

 

The Mechatronic agent abstracts any existing equipment and ensures the proper 

communication semantic and interaction protocols in the EAS/EPS.  

The five blocks earlier detailed are implemented at the cost of several JADE 

behaviours detailed in Fig 4.7. The figure also details two blocks that, while not being 

specified in the architecture chapter are relevant from an implementation point of view: 

• Agent Gui Management: synchronizes the user input with the agent thread. 

• Fault Simulation: provides the mechanics to assess the behaviour of the 

platform, under simulation, with several of agents linked as a random 

network. 
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Figure 4.7 - MA JADE behaviour architecture 

 

The arrows in Fig. 4.7 denote direct information exchange. 

Each agent possesses a graphical user interface (GUI) that supports manual 

modification of the agent state. The one shot behaviours in the Interface GUI 

Management ensure proper synchronization between the GUI thread and the JADE agent 

thread and they are depicted for completeness purposes only. 

The behaviour of the remaining blocks will be now discussed in detail. 
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4.4.2 Agent Instantiator Block 

 

The agent instantiator block is activated as part of the agent setup. It executes 

sequentially, in a one shot behaviour, a set of functions and procedures that ensure a 

correct instantiation of the MA. This process comprises several states as depicted in Fig. 

4.8 

 

 

Figure 4.8 - Agent Setup Behaviour 

 

The registration in the platform implies that the agent is assigned a Unique 

Identifier that distinguishes it from others in the environment. The JADE framework 

provides a Directory Facilitator Agent (DFA) that allows the agents to advertise their 

services. However, in the present context, each agent's services are not registered 

within. Instead the MAs only advertise their services to direct neighbours when an 

interaction is established. This alternative service advertisement method allows 

independence from the centralized DFA service and speeds up agent's discovery and 

interaction that become peer to peer rather the mediated by the DFA. These 

mechanisms will be described in the Neighbourhood Management Block. 

After the registration the MA loads the configuration file that instantiates it in 

order to abstract and control a specific module, this includes the native skills of the MA. 
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The XML Schema that validates this description is detailed in Annex 1. The information 

conveyed by the configuration file is detailed in Table 4.2. 

Table 4.2 - Configuration File Data 

Name  Description 

Agent Name The name of the agent that executes the skill 

Agent Type The type of the agent so that when an interaction is established each 

agent can discover and interact with the agents of specific nature. 

Agent Reference A string that links the agent to the configuration file that it has loaded 

Workflow Manager Name If the agent is operating under the scope of a coalition this represents 

the name of the coalition leader. 

Workflow Manager Type If the agent is operating under the scope of a coalition this represents 

the type of the coalition leader. 

Restrictions Limits to the operational conditions of the agent. 

SkillList The list of skills hosted by the agent at a given point in time 

Alternative Skill List The list of skills to be executed in failsafe mode. 

AMI Type If the agent does not control the module directly and uses an AMI 

instead this represents the type of the AMI 

AMI Name If the agent does not control the module directly and uses an AMI 

instead this represents the name of the AMI 

Workflow Manager Position If the agent is a coalition leader the execution step of the process 

under the coalition is stored here. 

Raw data Any additional data that may be stored in agent. 

 

Once the setup behaviour has been executed the agent is ready to operate alone or 

to establish new connections to participate in coalitions. 
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4.4.3 Neighbourhood Management Block 

 

The neighbourhood management block ensures that any change in one MA's 

neighbours is immediately communicated. These changes include: addition, removal or 

any modification in the interactions established between MAs. There are two main 

behaviours responsible for this synchronization processes: Neighbourhood Request 

(Fig. 4.9) and Confirm Neighbourhood (Fig. 4.10). 

 

 

 

Figure 4.9 - Issuing a Neighbourhood Request 
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Figure 4.10 - Processing a Neighbourhood request 

 

The first behaviour is the initiator of the process and is triggered by any user input 

in one MA's form or by the automatic creation of interactions supported by the 

Automatic Interaction Generator behaviour that is considered for the establishment of 

random networks of MAs (used in the assessment of the diagnostic system). 

Internally each agent stores a list that reflects its neighbourhood. The relevant 

information considered is represented in Table 4.3. 

 

Table 4.3 - Neighbour Information Stored 

Name Description 

Interaction List  

 

Sense 

List Containing the following information per entry: 

 

Variable where is defined the interaction sense. It may assume 

one of the following values INBOUND, OUTBOUND or BOTH. 

Type Defines the interaction type which can be PNEUMATIC, 

HYDRAULIC, ELECTRICAL, MECHANICAL, FLUX or 

COMUNICATION (in the NOVAFLEX test case). 

State Variable which defines the interaction state. 

Operatio

n 

Variable where is defined the operation to execute. The operation 

can be ADD, REMOVE or UPDATE. 

Counter Auxiliary variable to control the interactions number. 

Skill List List containing the skills ids that the agent possesses. 



 

139 

Neighbour AID Contains the requester agent AID. 

Neighbour Type Contains the requester agent type. 

Neighbour 

Reference 

Contains the requester agent reference. 

Neighbour Name Contains the requester agent Name. 

Status Specifies the neighbourhood status between the intervenient agents 

(CONFIRMED, REQUESTED, COMMITED, UNDEF, REFUSED, FAILURE, 

PENDING_INTERACTIONS). 

Operation Variable where is defined the operation to execute. The operation can be ADD, 

REMOVE or UPDATE. 

 

The establishment, removal or modification of a neighbourhood relation, detailed 

in Fig. 4.9 and Fig. 4.10, requires a confirmation from both parties. Being a peer to peer 

interaction the FIPA Protocol Request was considered. The initiating agent issues a 

Request message and updates its neighbourhood list tagging the target agent with the 

status interaction PENDING. 

The responding agent will either return an Agree, Refuse or Not Understood 

message. Currently an Agree is immediately returned and the MA updates its 

neighbourhood list with the requesting neighbor and with the status All Interactions 

Confirmed. The Not Understood message is returned when the data cannot be parsed and 

acts as a fail-safe action. The Refuse message is sent if the agent cannot accept more 

interactions at a specific instant. 

After receiving an agree message the initiator agent is expecting an inform 

message as confirmation. In this case there is not a special reaction to the agree message 

other that setting the neighbour status to destination committed.  

The responder may issue a FAILURE, instead of an Inform, if during the process an 

asynchronous fault event causes it to change its diagnostic status from OK to any other 

abnormal state. Under these circumstances the responder drops the last request from 

the initiating MA, which in term will resume the status of the interaction to the previous 

state. This prevents new interactions from being established until faults are solved. It is 

important to note that the information of faults for diagnostic purposes is treated in the 

fault management block and that the described behaviours exist in order to maintain the 

status of these two blocks consistent. The modification of the interactions is, in this 
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context, a cornerstone for the survivability of the system. Additionally the 

neighbourhood management is responsible for triggering skill updates according to the 

status and type of the neighbours. Changes in the system trigger the Skill Manager Block 

described next subsection that interacts with the Broker Agent (BA). 

The behaviour New Agent in Platform periodically checks the DFA agent so that the 

system user is able to manually establish new interactions. In fact this is a very 

important feature to be used during the establishment of the system and when, in 

runtime, a new module is plugged or unplugged. 

The remaining behaviour (Inform Visualization Tool) updates the interaction 

information in the visualization tool later detailed. 

 

4.4.4 The skill management block. 

 

The skill management block is responsible for ensuring that the agent is able to 

adjust its skill offer to other MAs in accordance to the status of the neighbourhood. It is 

composed by the AchieveReInitiator behaviour described in Fig. 4.11. 
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Figure 4.11 - Managing skills 

 

If agents are removed from the neighbourhood then some skills may not be offered 

and have to become unavailable. The BA is not polled in this context. 

When a new neighbour is added, both agents exchange the data presented in Table 

4.4. This information exchange enables the MA to consult the BA and request the correct 

skill information. Internally skills are represented as information skeletons that are 

instantiated by the MA as neighbours change their status and presence. 

 

Table 4.4 - A skill Skeleton 

AgentName Contains the agent name 

AgentType Contains the agent type 

Agent 

Reference 

Variable where any particular reference of the agent can be defined 

WorkflowMa

nagerName 

Defines the actual workflow manager name 

WorkflowMa

nagerType 

Defines the actual workflow manager type 
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SkillList List of skills that the agent can perform 

Skill Composed 

Skill 

Is defined by a name, an AID of the agent that will perform the 

skill and a unique id that identifies the skill. A set of 

arguments can be defined to allow a possible instantiation of 

the atomic skills. The nature and the required module to 

execute the skill are also defined. 

Atomic Skill The name of the atomic skill sets the operation that the skill 

will execute. Is also defined by a unique id and an AID. As a set 

of atomic skills can form a higher level skill, the id of the 

previous skills that need to be executed is also defined. 

AlternativeSk

ill 

Variable containing the id of the alternative skill to execute in 

case of a failure. 

isInstantitate

d 

Variable where is defined if the skill is instantiated. 

Nature Defines the skill type, if it is Complex or Simple Skill. 

RequiredMod

ules 

Variable where is specified the type of agent that can execute 

the respective skill. 

AlternativeS

killList 

List that contains the alternative skills that an agent can perform, as an alternative to a 

failed skill execution. Each skill can be an Atomic Skill or a Complex Skill. 

AMItype The agent’s correspondent AMI type. 

AMIName The agent’s correspondent AMI name. 

Restrictions Defines the restrictions that must be taken into account when executing skills. 

WorkflowMa

nagerPositio

n 

Provides the runtime location of the workflow manager 

RawData Variable that contains any extra necessary information 

 

To avoid having all agents polling the BA during the initial setup phase a set of 

priority heuristics was developed to decide which agents act as coalition leaders and 

contact the BA. If one coalition leader is removed from the system the negotiation 

process is restarted and another MA takes its place. 

At the current stage the heuristics used to decide which agent contacts the BA are 

as follows: 

1. MAs that abstract equipment that can move or displace other physical 

entities act preferentially as coalition leaders (CL). 
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2. If in a coalition there are no “movable” MA’s then MA representing devices 

that can be moved act as CL. 

3. Immovable equipment has the least priority in the process of becoming a 

CL. 

4. Finally if in the same coalition there are devices with equal priority the CL is 

the first device to emerge in the coalition. 

As an example, in the NOVAFLEX infrastructure, described in Chapter 5, the 

manipulator will act has CL in the presence of grippers (can be moved) and these in 

term will have priority over tool magazines (completely static devices). 

The MA representing the product is an exception to the previously defines rules. In 

this context the product is a consumer of the top level skills provided by all other 

coalition leaders in the environment. 

While the effect of these rules requires better assessment, which falls out of the 

scope of the present work, they have practically proven useful in the autonomous 

establishment and instantiation of coalitions in the scenarios later detailed. 

 

4.4.5 The Skill Orchestrator block. 

 

This block is able to coordinate the activities described in the skill skeleton as new 

skills become instantiated. 

When the execution of a skill is requested the Process Skill Behaviour will verify if 

the skill whose execution is required is atomic or composed. In the first case the request 

will be directly forwarded to the MA offering that skill. The notion of atomic and 

composed skill is necessarily contextual in the sense that after the negotiation process 

earlier described the CLs will always offer atomic skills to other CLs while internally 

these skills may be composed and require orchestration.  

The MA supports two types of parallel execution: skill skeleton parallelism and 

process parallelism. 
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The first case corresponds to the execution of a graph with precedence constraints. 

The second corresponds to the simultaneous execution of those graphs 

Resource verification is then mandatory to ensure that if a skill cannot be 

simultaneously executed it is queued for later processing. 

Whenever a new skill request is received for execution a new orchestrator is 

initiated and skill instantiation takes place. The skill instantiation can be divided in three 

main parts. The first consists in ensuring that the agents under the coalition supporting 

that execution are operational. Secondly, the skills are instantiated. This step implies 

evaluating the arguments of the root skill and extending them to all the sub skills in the 

skill graph. The last step is to determine the executing agents. 

Orchestration then starts with the orchestrator block coordinating all the agents 

under the coalition. 

After all the skills in the skill graph (implementing a process) are executed the 

orchestrator terminates and confirms the execution to the client MA. 

The main steps in this process are depicted in Fig. 4.12. 

 

 

 

Figure 4.12 - Skill Orchestration 
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The message exchange between MAs follows the FIPA Protocol Request. Whenever 

a FAILURE message is received the information is forwarded to the Fault Management 

and Fault Simulation blocks for further processing and the Skill Orchestrator block 

suspends its action until a diagnostic is settled. 

 

4.4.6 Fault Management Block 

 

The Fault Management Block is the most relevant block in the context of the 

present work and supports the diagnostic approach proposed as the hypothesis of this 

thesis. The main actions in the block are triggered by faults in the execution of skills. 

Once a FAILURE is informed and diagnosed, the Orchestrator block will enter the 

recovery mode and will immediately attempt to execute the secondary skills as 

recovery/fail-safe actions. 

Under these circumstances the MA adjusts its internal status as new information 

from its direct neighbours is available. 

Master status reset behaviour is available to force all the agents to their predefined 

status when the system is ran in simulation mode for result assessment. 

 

4.4.7 Fault Simulation Block 

 

This block was developed to assess the results of the proposed diagnostic 

approach when the system scales to a considerable number of MAs. In a real system a 

fault may be self-contained or develop on time (propagating to other MAs). To stress-

test the approach this block automatically propagates faults according to the previously 

specified principles. There are three main behaviours: 

1. Propagation control: triggers a fault propagation event using the 

information from the orchestrator block as a stimulus or randomly starts a 

fault in the corresponding MA. 
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2. Propagation receiver: when an MA is propagating a fault in simulation 

mode, this behaviour will process that propagation and probabilistically 

decide whether or not the owner MA will be affected by the fault itself and 

whether or not that fault shall be propagated through the MA's outgoing 

links. 

3. In the case the propagation breaks through the Propagation Update will 

convey that information to the Propagation Receiver behaviour of other 

neighbour MAs bounded by outgoing links. 

These behaviours generate, for simulation purposes, the propagation dynamics 

specified before. 
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5 IMPLEMENTATION 

 

This chapter details the main steps involved in the creation of systems following 

the architectural guidelines presented in the previous chapter. The procedure for 

instantiating the NOVAFLEX setup is detailed as is for the case of the simulation 

environment that enables the testing of a broader range of failure scenarios. 

The instantiation of the Hidden Markov Model that supports the test of the 

hypothesis H.1 is detailed as are the main technical aspects related to the secondary 

diagnostic system used for comparative purposes (later explored in Chapter 6). 

 

5.1 EXPERIMENTAL SETUP 
 

5.1.1 NOVAFLEX Cell 

 

The NOVAFLEX assembly cell (Fig. 5.1) comprises a conveyor network, two 

industrial manipulators and several pallets carrying distinct components. 

 

 

Figure 5.1 - NOVAFLEX experimental setup 
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The cell stands as proof of concept of the applicability of the proposed concepts to 

a typical installation. All the equipment present in the cell is legacy and was not 

designed with any specific modularity concerns. There was some preliminary 

integration effort to harmonize the existing equipment with the social framework of the 

MA's. This process included the development of two AMI agents to interface the JADE-

based Mechatronic Agent platform with the legacy hardware (Fig. 5.2 and Fig. 5.3). 

 

 

Figure 5.2 - AMI for the Bosch SCARA Manipulator and its Grippers 

Fig. 5.2 illustrates the preliminary integration to render the SCARA manipulator in 

the NOVAFLEX cell compatible with the agent logic. The SCARA Controller AMI ensures 

that whenever the MA abstracting the robot receives a REQUEST for the execution of a 

specific skill that information is conveniently parsed. In this case the specific skill is 

converted to an instruction and sent over a 20 mA current loop connector harmonized 

to an RS232 interface. The command is then processed by the Robot Controller where a 

specifically designed program, using the native BAPS language, continuously pools the 

connection for new commands. 

There is a specific handshake protocol that prevents the overflow of the 

controller's buffer therefore ensuring that only valid instructions are read. 

The AMI for the conveyor system uses a fairly different technology as depicted in 

Fig. 5.3. 
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Figure 5.3 - AMI for the conveyor system 

In the case of the conveyor system the agent is interfaced by a PLC that directly 

provided a JAVA integration library and is reachable using standard Ethernet. Each skill 

is directly mapped to the activation and reading of specific PLC ports. 

None of the AMIs was optimized for performance pushing most of the skill control 

logic to the corresponding agents. Experience shows that if an optimal performance is to 

be reached the abstraction level of the agent skill has to be set high and directly mapped 

to the controller. Therefore the composition of functionality at agent level provides 

greater agility at the cost performance. 

To create the EPS agent-based infrastructure in the NOVAFLEX scenario each 

generic MA is instantiated using the information detailed in the technical architecture 

and validated by the XML Schema in Annex 1. 

This process is facilitated by the use of the MA interface Fig. 5.4. 
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Figure 5.4 - MA Management Interface 

After the instantiation process the expert user creating the system can choose any 

agent in the platform and establish an interaction between the MA being created and the 

existing agents. The IT platform ensures that both agents acknowledge the addition, 

removal or change in a specific interaction. 

By defining the interactions between the agents the user is creating the network of 

agents that is considered for diagnostic purposes. As shall be clarified in section 6.2, one 

can consider interactions of distinct nature in the NOVAFLEX setup and, even in a 

conventional scenario such as this one, the number of interactions being established is 

considerable. 

The overall number of agents considered in this scenario is as depicted in Table 

5.1. 
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Table 5.1 - Type and number of agents considered in the NOVAFLEX setup 

Agent 

Type 

Instantiation Number of Instantiated 

Agents 

Native Skills at Instantiation 

Phase 

MA Bosch SCARA 

Manipulator 

1 Move(X;Y;Z;ROT) 

Conveyor 8 Release Pallet() 

Fixture 1 Hold() 

Release() 

Pallet 1 Produce() 

Gripper 1 Open() 

Close() 

BA NOVAFLEX Broker 1 n.a. 

AMI Scara Controller 2 n.a. 

PLC Line Controller 1 n.a. 

 

The typical operational scenario is as follows: the MA, instantiated as Pallet will 

orchestrate the remaining agents in order to travel over the eight conveyors and stop at 

the robot station where, the MA instantiated as the SCARA manipulator, will perform a 

pick and place operation orchestrating the manipulator and a gripper for that purpose 

(Fig. 5.5). 

This simple process entails a considerable number of interactions. Fig. 5.5 

immediately uncovers the communication interactions. Excluding the AGREE and 

INFORM messages, that serve the purpose of regulating the communication patterns 

between agents implementing the FIPA REQUEST(FIPA 2002) protocol (and therefore 

only affect communication interactions), the request messages trigger all sort of physical 

interactions that need to be accounted for: 

• Mechanical - resulting from mechanical connectivity between the SCARA 

manipulator and the Gripper that are physically connected. 

• Electrical and Pneumatic - again between the manipulator that provides 

electrical power and compressed air to the gripper without which the latter 

cannot perform any action. 
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Figure 5.5 - The execution of the Pick and Place Skill in a Mechatronic Agent Context 

Each interaction is monitored by the agent which, as detailed, consumes FAILURE 

messages to trigger diagnostic activities. 

While in the NOVAFLEX case there is a concrete system to be created, to study the 

diagnostic approach in broader and more generic contexts, where the agents take a 

more complex network configuration, it becomes impractical to generate the entire 

network by configuring the individual interactions. To circumvent this issue a 

simulation tool has been developed that speeds the process of network creation. 

 



 

153 

 

5.1.2 Network Simulation Tool 

 

The network simulation tool allows the creation of several network fault scenarios that 

enable testing the proposed approaches under distinct and controlled situations. 

Following the Multiagent approach this tool is composed of three agents that handle 

respectively the setup of the JADE environment and the MA creation, the creation of the 

network (establishment of the links) according to some criteria, fault injection, and 

finally the visualization of the simulation. These agents interact with the MA agents 

detailed before. 

 

5.1.2.1 Container Manager 

 

The Container Manager (CM) implements the fundamental functions for controlling the 

JADE framework from within the scope of a JAVA application. In particular it allows to 

seamlessly instantiate MAs in different machines (Fig. 5.6). 
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Figure 5.6 - The Container Manager Interface 

The interface of the Container Manager is self-descriptive in respect to the hosted 

functionalities. The user has the option to start the JADE runtime and create as many 

agent containers as required to host the simulation. Only one main container can exist 

and, if already present in the system, the IP address of the machine hosting it must be 

specified for the purpose of creating secondary containers. 

After creating the containers, the user can start launching agents on the system. Since 

the MAs are generic until they are instantiated using the XML description, the user is 

offered two options. In the first case every agent can be started individually and the user 

must specify a configuration file for instantiation purposes. In the second case the user 

specifies the amount of desired agents and their type. The tool then ensures that these 

agents are properly created and deployed. 

All the agents created in the platform are represented in the Graph Diagnostic 

Designer Agent (GDDA) later detailed. For the sake of compatibility, the FIPA request 

protocol is considered in the communication between the Container Manager and the 

GDDA. 
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5.1.2.2 Network Generator Agent 

 

The Network Generator Agent (NGA) (Fig. 5.7) supports the creation of Random 

Networks by establishing the links between the MAs created by the CM (Fig. 5.6). 

 

 

 

Figure 5.7 - The Network Generator Agent Interface 

 

As depicted there are two distinct processes for establishing the interactions: 

• Definition of the total number of interactions: The NGA establishes the 

links by randomly selecting a pair of MA (origin and destination) and 

creating the interactions between both while ensuring that there are no 

repeating interactions. Once the total number of interactions is 

established the process finishes. 
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• Definition of the average network degree: a random distribution of the 

adjacency relations over the adjacency matrix, except in the main 

diagonal, is considered. The main diagonal is excluded to avoid the 

formation of self-referential loops that, from a fault propagation point of 

view, where not considered in the tested scenarios. 

Similarly to the agent creation the GDDA, detailed in the next section, is informed 

of newly established interactions and ensures proper visualization making use of the 

MAs' behaviours that control interaction establishment. In the present case the MA 

receives a Request message that triggers the Automatic Interaction Behaviour. 

There is a master system Reset that can be executed by pressing the Reset 

Diagnostic button which using the same mechanism involved in the establishment of the 

interactions resets all MAs to their default diagnostic state. 

Finally the NGA allows the parameterization of the percentage of vulnerable 

agents in the network and the corresponding fault acceptance thresholds. 

 

5.1.2.3 Graph Diagnostic Designer Agent 

 

The Graph Diagnostic Designer Agent (GDDA) (Fig. 5.9), was implemented 

through the Jung Java library (Java Universal Network/Graph Framework), and allows 

the graphical representation of the MA networks. Each agent is represented as a node in 

the network and its diagnostic state follows the colour code in Table 5.2. 
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Figure 5.8 - The GDDA Interface 

 

Table 5.2 - Diagnostic State/Colour Representation in the GDDA 

State Colour 

Ok Green 

NOk Red 

PFO Yellow 

PFOther Blue 

PFOPFOther Pink 

 

The GDDA has not a special architectural role in the system. In this context its 

purpose is to provide visualization functionalities as well as compiling the results of 

both diagnostic approaches and the synthetic ground truth data for posterior statistical 

analysis. 
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5.2 DIAGNOSTIC ALGORITHM IMPLEMENTATION 
 

5.2.1 HMM Implementation 

 

As previously detailed the proposed hypothesis was implemented using a Hidden 

Markov Model. 

The quality and type of the observations play a major role on the convergence of 

the system to a useful diagnosis (the network emerging a consensus for any given fault 

context). As shown in the result assessment section, considering a reduced set of 

observations may not provide the necessary granularity for a decision. As previously 

defined an HMM is the following tuple:  

),,( πλ BA=  

The number of the observation directly impact the behaviour of the B matrix and 

consequently the probability of transiting between “hidden” fault states given a specific 

observable event: 

)()|( kbSqkOP iitt ===  

Table 5.3 details all the possible observations using the vocabulary defined in the 

architecture chapter. 

 

Table 5.3 – List of all possible observations 

Symbol Own 

Fault 

Inbound 

Minority 

Inbound 

Majority 

Outbound 

Minority 

Outbound 

Majority 

Ok 0 0 0 0 0 

OMaj 0 0 0 0 1 

OMin 0 0 0 1 0 

IMaj 0 0 1 0 0 

IMaj_OMaj 0 0 1 0 1 
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IMaj_OMin 0 0 1 1 0 

IMin 0 1 0 0 0 

IMin_OMaj 0 1 0 0 1 

IMin_OMin 0 1 0 1 0 

OF 1 0 0 0 0 

OF_OMaj 1 0 0 0 1 

OF_OMin 1 0 0 1 0 

OF_IMaj 1 0 1 0 0 

OF_IMaj_OMaj 1 0 1 0 1 

OF_IMaj_OMin 1 0 1 1 0 

OF_IMin 1 1 0 0 0 

OF_Min_OMaj 1 1 0 0 1 

OF_IMin_OMin 1 1 0 1 0 

 

The values one and zero indicate if the stimulus is perceived or not. The value of 

the sensor reading denotes whether or not there is and hardware sensor reading 

mapped into an interaction fault. In/Out and Min/Maj symbolize if the majority or 

minority of the inbound or outbound interactions are affected. 

The B matrix allows system experts to tune the response of the diagnostic 

algorithm according to the operational context. As an example consider the matrix 

represented in Fig. 5.9. 

� =

 
!
!
!
"0.45 0.05 0.10
0.00 0.00 0.00
0.00 0.00 0.00

				
0.05 0.05 0.05
0.00 0.00 0.00
0.00 0.00 0.00

				
0.10 0.05 0.10
0.00 0.00 0.00
0.00 0.00 0.00

				
0.00 0.00 0.00
0.90 0.00 0.00
0.00 0.43 0.33

				
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.05 0.05

				
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.07 0.07

0.00 0.00 0.00
0.00 0.00 0.00				0.01 0.00 0.01

0.00 0.05 0.00				0.00 0.00 0.00
0.00 0.02 0.00				0.00 0.00 0.00

0.00 0.00 0.00				0.56 0.00 0.00
0.00 0.37 0.15				0.42 0.00 0.00

0.00 0.23 0.18-
.
.
.
/
 

Figure 5.9 - B matrix parameterization 

 

Both states NOK and PFO are designed to be faults origins, the system was ideally 

designed to enter in the PFO state only if the agent is the origin of a propagated fault and 

in the NOK state if it is the origin of an isolated fault instead. In the propagation of a 

fault, the origin agent can feel some repercussions of the propagated fault, since it can be 
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a neighbour of an affected agent. To avoid the transition from the PFO state to another 

state, the PFO state was shielded through the A matrix. 

In the present configuration the B matrix was designed to give preference to 

sensor information. This preference was achieved by giving the sensor’s fault 

observations a higher probability (belief). 

The parameterization of the A matrix is fixed in the present case. Fig. 5.10 details 

this default set of values. 

 

 

Figure 5.10 - The state transition probabilities of the initial A matrix 

 

Each of the five states represented follows the semantic detailed in the 

Architecture Section. 

As previously presented the observations are triggered by the information 

produced by other neighbours and conveyed by the fault management block. If any 

agent determines a change in its internal state from Ok to any other fault state or from 

one of these states to Ok. That MA will report to all its neighbours the corresponding 

change. This will produce the desired cascading diagnostic state update effect that 

accompanies and adjusts to the fault propagation observed in the environment. It is 



 

161 

possible to adjust the HMM to meet specific historical data from the system using 

learning. 

This algorithm which constitutes one of main supporting concepts of the research 

hypothesis H.1 was tested against a more conventional diagnostic approach that shall be 

detailed in the next subsection and used as a comparison while assessing the results. 

 

5.3 ABDUCTIVE TIME-BASED ALGORITHM 
 

The diagnostic approach that will now be detailed was developed as part of 

contribution C.6. As previously detailed the implementation now described attempts to 

provide some insight on the adequacy of more conventional diagnostic/reasoning 

approaches for the purpose of monitoring and diagnosing under the interaction network 

framework described. 

This diagnostic system, proposed as a centralized solution alternative, is 

represented in Fig. 5.11 and composed of the following functional blocks: 

• Network Update Interface (NUI) - Processes all network changes namely 

addition/removal of modules and fault updating/reporting. 

• Network Analysis (NA) - Whenever a fault is reported the NA initiates time 

and neighborhood analysis and clusters all the events within these two 

dimensions. 

• Rule-Based Analysis (RBA) - given the clusters isolated by the NA the RBA 

evaluates the likelihood of the events in that cluster given system specific 

rules. 

• Rule Update (RU) - Updates the knowledge of the fault dynamics of the 

system based on ongoing events (either introduced by experts or learnt by 

experience). 
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Figure 5.11 - Architecture Functional Blocks 

 

The system learns and uses two types of rules that capture generic and specific 

system events. 

Interaction Rules (IR) attempt to capture the propagation patterns between 

devices of specific type bounded by a given interaction. The knowledge encoded has the 

following nature: 

),,,,,( TNStIDTDDTSIR=  

where DTS specifies the source's device type and DTD defines the destination's 

device type. 

{ }typesdevicesspecificSystemdtddts ∈,  

i∈{System Specific Interactions} 

St  defines the strength of a specific IR, the higher the value the most likely the rule 

is to be fired in the system. 
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N denotes whether the IR is positively defined (i.e. all the DTS affect the DTD 

using I) or is a negated statement (i.e. all the DTS do not affect the DTD using I). 

T denotes the acceptance threshold for automatically learnt rules. It implies that 

the rule was not previously described in the system and that if it is verified Ttimes it can 

be used for diagnosis. 

Device Specific Rules (DSR) capture the specificities of that system in the sense 

that they track how many times a specific device has fired a IR therefore enabling the 

identification of malfunctioning devices or groups of devices that are systematically 

affecting the system. 

{ }),,,,,( 21 ndtddtddtdDsIRDSR K=  

where Ds is the repeating device that systematically triggers IR and 

{ }ndtddtddtd ,,, 21 K
 denote the device's types that are systematically affected. 

When the diagnostic process reaches the block RU new rules may be added or 

existing rules may be removed or updated according to their occurrence and strength 

(St). 

For that purpose the RBA scores individually all the possible propagation paths 

considered for a specific fault network. The scoring process starts by the identification 

of all the devices that potentially can affect the first device reporting the fault. 

The IR rules are then applied to the identified devices in the evaluation of the 

propagation paths. The scoring function takes the following form: 

c

IRvalue

Score

c

c∑
= 0

))((

 

where c is the total number of rules applicable to the fault network under analysis. 





otherwise

verifiedisIRif
IRvalue n

,0

,1
)(  

Once the scoring process is closed, the system lists the three diagnoses that ranked 

higher. Two modes are considered in the confirmation of the diagnosis: 
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• user - the user selects the diagnosis that best explains the observed effect 

regardless of the scoring or disregards the system diagnosis and introduces 

a new one. The user input may contradict the existing rules. In this case new 

rules can be created and will be considered in future diagnosis. In this 

context the user input is the main source of negative feedback in the 

strength of existing rules. 

• automatic - the system selects the diagnostic explanation that ranked 

higher and reinforces existing rules if the chosen hypothesis ranks above a 

given threshold including any new IR discovered in the diagnostic process. 

 

The NA, RBA and RU were implemented using DROOLS1 in particular the rule 

engine (EXPERT) for diagnostic processing and the temporal reasoning engine (FUSION) 

to decide whether or not to incorporate a specific fault event in the fault network. 

Fig. 5.12 details the rules that enable the NA to initialize the fault digraph. In the 

example the fault network will incorporate fault information within the next 20 seconds 

after which the rule in Fig. 5.13 is fired to close the digraph. 

 

 

Figure 5.12 - Drools Rule for initializing the fault digraph 

 

                                                        

1 http://www.jboss.org/drools 
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Figure 5.13 - Drools Rule for closing fault digraph 

Due to a limitation in the FUSION engine the waiting time has to be fixed. However 

this should not be a limitation in future versions. Before closing the rule, the information 

is passed to the RBA and is erased from the FUSION engine. 

During the waiting interval all the devices reporting a fault and lying within the 

neighbourhood already under analysis are incorporated in the network. 

The diagnosis itself uses the EXPERT engine that processes the exiting IR's (Fig. 

5.14) 

 

 

Figure 5.14 - Drools Rule for testing IR's 

 

In this sense if there is an IR that matches the observations it is tested for validity 

and that information is used to cumulatively evaluate the score for a specific diagnostic 

hypothesis. 
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6 RESULT ASSESSMENT AND VALIDATION 

 

The present chapter details the validation tests. 

It is worth recalling the H.1 is the main hypothesis of the following thesis and 

therefore was more thoroughly tested both from qualitative and quantitative points of 

view. The secondary system was introduced and its prototype tested mainly for 

performance comparisons. 

This chapter is therefore divided in five parts: 

• Detailed description of the validation procedure. 

• Statistical validation of the synthetic Fault Propagation system and model 

later used to support the comparative analysis between both prototypes. 

• Informal tests that explore and highlight qualitatively some characteristics 

of the prototype supporting H.1. 

• Statistical validation of both prototypes. 

• Scientific Contribution and Peer Validation. 

 

6.1 ON THE VALIDATION OF THIS WORK 
 

As pointed out in (Creswell 2003) research can be conducted using qualitative or 

quantitative approaches. In between these two extremes lies a set of mixed methods. 

Qualitative Research is normally inductive whereby the nature of the data being 

processed is "inductively building from particulars to general themes". Problems 

suitable for this approach normally denote the following characteristics: "a) the concept 

is immature due to conspicuous lack of theory and previous research; b) a notion that 

the available theory may be inaccurate, inappropriate, incorrect of biased; c) a need 

exists to explore and describe the phenomena and to develop theory; or d) the nature of 

the phenomena may not be suitable to quantitative measures." (Creswell 2003). 
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Quantitative research, normally perceived as the traditional scientific method, is 

deductive by nature and "provides a mean for testing objective theories by examining 

the relationship between variables". A typical quantitative research problem enquires 

"what factors or variables influence an outcome". "These variables in turn can be 

measured, typically by instruments so that numbered data can be analyzed using 

statistical procedures." (Creswell 2003). 

The nature of the proposed research is prone to qualitative and quantitative 

questions which are naturally reflected in the validation procedures chosen. In addition, 

validation itself is a multidimensional problem hardened by the multidisciplinary nature 

of this work. 

There is no panacea for system testing and validation. The typical approach is still, 

as pointed out in (White 1987), based in the notion of black box and white box testing. 

Black box testing addresses the functional dimension of a specific system and 

necessarily builds upon a thoroughly detailed functional specification. It is the most 

typical scenario in multidisciplinary projects where the concrete structural design 

decisions are taken by the individuals involved in the implementation of the system. The 

testing process is, in this case, specified as a set of "input-process-output" (White 1987) 

sequences. 

White box testing, on the other hand, presents a structural view on the system 

testing problem (White 1987). It is normally considered at implementation phase and 

corresponds to the depuration of the system. In principle structural testing is 

fundamental to ensure a coherent functional response over time. 

In the scope of the present work white box and black box testing are only a partial 

part of the validation problem. If the Architecture chapter entails the functional 

perspective on the problem of performing diagnosis in EPS systems, and assuming that 

the implementation of the prototype adheres to this functional view, then the conditions 

are gathered to demonstrate the feasibility of the approach. 

However the exploratory nature of this research problem introduces the need for 

the design of preliminary experiments that clarify the meaningfulness of both the 

problem and the approach. 
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Especially in the software domain several measurements have been introduced to 

quantify specific characteristics of programs. Most of them seek the quantification of the 

complexity aspects (Fenton 1994) based in the computation of specific program 

attributes. While it appears to be impossible to devise a universal metric (Fenton 1994) 

the measurement of system characteristics, as a general case, is a fundamental step in 

representing and structuring the knowledge about a system or class of systems. 

In the scope of the present work the notion of Interaction was introduced as a 

construct to capture the intricacies of fault interference in EPS. This has been motivated 

by the preliminary computation of interactions in an industrial setup as later detailed. 

Additionally, given the self-organizing nature of the approach, the convergence of 

the approach had to be tested as well as the importance of using a specific symbolic 

representation for the relevant phenomena used as input for the diagnostic system. 

These preliminary experiments constitute the second step in validating this thesis 

as they demonstrate the relevance of the presented problem and any potential solution. 

One of the main challenges of validating the proposed self-organizing diagnostic 

approach is the definition of what is a suitable functional response as opposed to a 

response that discards the hypothesis under test. The introduction of a performance 

metric allows the proper quantification of system’s response for a given set of processes. 

It also renders the system comparable with other systems judged on the same metric 

and supports the definition of thresholds below which the functional response of the 

system is inadequate. 

In showing the adequateness of the approach, the development of a simulation tool 

also plays a fundamental role. As pointed in (Oberkampf 2001), within the scope of 

simulation, validation is "the process of determining the degree to which a 

computational model is an accurate representation of the real world." In the scope of 

this work simulation plays a fundamental role in validating the adequateness of the 

approach in broader scenarios where the number of agents and complexity of the 

interactions exceeds the available physical infrastructures used for testing. This 

necessarily implies the functional validation of the simulation tool itself so that it stands 

as a valid representation of the real world which is what (Oberkampf 2001) designates 

as a validation experiments. 
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This synthetic data generated by the simulation tools ensures statistical validity on 

a diversity of failure scenarios. 

The adequateness dimension is complemented by the testing in a real 

manufacturing environment and the comparison of the data with the simulation tool. 

Finally a novel approach to the problem of diagnosis such as the one proposed is 

hardly comparable to existing technologies. Normally the validation procedure would be 

concluded with the analysis of the statistical evidence of adequateness and feasibility of 

the approach. However it was considered of the outmost relevance the comparison of 

the proposed approach in respect to other diagnostic systems building on the same 

interaction logic but using commercial-off-the-shelfe technologies. It is fundamental to 

ensure that the comparative approach uses the same data domain to perform diagnosis 

to reach comparable results. This is one of the main reasons why it becomes unfair to 

compare the proposed approach, which reasons on group interactions; with 

conventional approaches focused at device level (the data domains are not comparable). 

This aspect of the validation procedure shows what response can be expected from 

other approaches using the same measurements as well as how this response is 

reflected in the proposed metric. 

The final dimension of validation considered relates to peer evaluation and 

recognition. Peer acceptance of the proposed work ensures that the research is 

scientifically sound and can be built upon. 

Table 6.1 resumes the main dimensions of the validation procedure and the 

instruments used for that purpose detailing their location in this thesis. 
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Table 6.1 - Resume of the Validation Dimensions and Instruments 

Dimension Instrument Shows that Chapters 

(Ch)/Sections (Sc) 

Feasibility Physical Prototype The reference Architecture can be 

implemented and deployed 

Ch 4, Ch 5 

Relevance Informal Qualitative 

Experiments 

It is relevant to consider the interaction 

metaphor as a construct upon which a 

diagnostic system can be formulated 

Ch 6, Sc 6.3, 6.4, 6.5 

Adequateness Physical Prototype The proposed approach works on a real 

setup. 

Ch 6, Sc 6.2, Sc 6.6 

Simulation Tool The proposed approach works on a 

broader range of scenarios representative 

of different production conditions. 

Ch 6, Sc 6.6 

Alternative Diagnostic 

System 

The response of the system can be 

compared with other systems and 

demonstrates how different systems rank 

in the proposed metric 

Ch 6, Sc 6.7 

Peer 

Acceptance 

Integration with 

International Projects 

The approach has both scientific and 

technical merit 

the entire work 

detailed in Ch 1, Sc 

1.4 

Publications in peer 

reviewed Conferences 

and Journals 

The work is scientifically sound and that 

the knowledge produced is re-usable for 

future scientific developments. 

the entire work 

detailed in Ch 6, Sc 

6.8 

 

6.2 VALIDATION OF THE FAULT PROPAGATION MODEL 
 

Before detailing any validation tests that were performed either to the propagation 

model or to the algorithms themselves it is necessary a note on how the trials for the 

statistic validation were performed. 

Each node is either affected or not by a fault, similarly each agent either performs a 

correct diagnosis or not. In this context each fault in a network triggers at agent level a 

process that is identical and yet independent of the previous trials (faults). The 

succession of tests follows the binomial distribution (Dunning 1993) and each test is 

statistically a Bernoulli Trial. For analytic purposes a high number of successive 

Bernoulli trials can be approximated by the Normal Distribution. To achieve an accurate 

approximation the variance of the sample should satisfy (Dunning 1993): 
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variance = np(1-p)) and np(1-p) ≥ 5. 

Where n is the number of Bernoulli trials and p is the positive probability of the 

outcome. This condition is ensured in all validation tests executed under the scope of 

this work. 

In the Architecture Chapter a fault propagation model was introduced as a mean to 

evaluate the performance of the proposed diagnostic approach and its response to 

significant network measurements such as complexity and node vulnerability. The 

behaviour of the proposed model is statistically characterized to justify the working 

points and networks later considering when assessing the diagnostic approach. The 

following are the control variables of the propagation model validation test. 

• Number of Agents in the Network - 25, 50 and 75 agents were considered 

along the tests. The number of agents was selected to address systems of 

different sizes and nature. In this context, 25 agents represent installations 

with a reduced number of interactions (typically mini factories and lab 

automation scenarios), 50 and 75 agents are typical values for middle-sized 

assembly cells where a coarser or finer granularity levels are considered 

and match production scenarios like the NOVAFLEX cell. The focus of the 

test is not on the number of agents itself as it is in the complexity of the 

interactions established between them that affect the performance of the 

system much more significantly. 

• Average degree - the following values were considered 1, 2, 3, 6, 9, and 12. 

These degree values cover realistically connectivity aspects in assembly 

installations. Lower values are normally found in mechanical and physical 

interactions where the interference patters are essentially one to one. 

Higher levels of connectivity are found in Multiagent communication 

patterns whereby an agent can reasonably interact simultaneously with 

other 6, 9, 12... agents for the purpose of controlling a specific process or 

skill. 

• Percentage of Vulnerable Nodes in the Network - from 0% of the network to 

100% with steps of 5%. These values reflect the fact that installations may 

be in distinct wear and stress conditions. 
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The following variables where kept constant during the tests: 

• Fault acceptance for vulnerable and normal agents of (< 20%) and (> 95%) 

respectively to reflect that vulnerable nodes are highly prone to magnify a 

fault and non vulnerable nodes can act as propagation barriers. 

• Agent sensor failure percentage of 10%. One of the main aspects of the 

prototypes is to handle uncertain information. A sensor failure percentage 

of 10% is relatively high in comparison with the MTBF values in most 

manufacturers’ catalogs. However practice shows that very often sensors 

provide misleading data due to incorrect operation conditions or fault 

propagation effects. 

• Number of trials per Vulnerability: 100. This value ensures a considerable 

level of statistical confidence is the results. 

The results have been resumed in the following charts. 

 

 

 

Chart 6.1 - Percentage of Affected nodes in respect to network connectivity and 

percentage of vulnerable nodes in networks of 25 Agents. 
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Chart 6.2 - Standard deviation for the trials in networks of 25 agents. 

 

 

 

Chart 6.3 - Percentage of Affected nodes in respect to network connectivity and 

percentage of vulnerable nodes in networks of 50 Agents. 
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Chart 6.4 - Standard deviation for the trials in networks of 50 agents. 

 

 

 

Chart 6.5 - Percentage of Affected nodes in respect to network connectivity and 

percentage of vulnerable nodes in networks of 75 Agents. 

 

0

5

10

15

20

25

0 0.1 0.2 0.30 0.4 0.5 0.6 0.7 0.8 0.9 1

Vulnerability

Standard Deviation 50 Agents

Conn 1

Conn 2

Conn 3

Conn 6

Conn 9

Conn 12

0

10

20

30

40

50

60

70

80

90

100

0 0.1 0.2 0.30 0.4 0.5 0.6 0.7 0.8 0.9 1

%

Vulnerability

Affected Nodes in 75 Agents

Conn 1

Conn 2

Conn 3

Conn 6

Conn 9

Conn 12



 

176 

 

 

Chart 6.6 - Standard deviation for the trials in networks of 75 agents. 

 

The statistical analysis of the results confirms what is intuitively anticipated in 

systems with such characteristics. The increase in the connectivity causes the response 

of the network, in respect to the number of affected nodes, to shift for approximately 

exponential (very low values of connectivity), to approximately logarithmic. The 

standard deviation tends to zero for higher connectivity values as a great majority of the 

nodes is systematically affected due to the intricate network structure that dramatically 

reduces the size of the average shortest path promoting the fault cascading effect. 

For low connectivity values the system is more sensible to the distribution of 

vulnerable nodes and the standard deviation grows between 40% and 70% of 

vulnerable nodes. This deviation is due to the presence of clusters of vulnerable nodes in 

some networks that in some cases favours the emergence of cascades while under 

different circumstances the fault may not propagate into a failure due to the presence of 

"strategically" positioned non vulnerable nodes that act as barriers to fault propagation. 
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6.3 IS THE MONITORING OF THE INTERACTIONS REALLY SIGNIFICANT IN THE 

CONTEXT OF AN EAS/EPS LIKE SYSTEM? 
 

To provide some evidence on the purpose and usefulness of the method each MA 

was set to monitor and count the number of times an interaction of a given type changes 

in the NOVAFLEX scenario. The results for a simple pick and place operation are 

presented in Table 6.2. For the purpose of this test, the architectural principles earlier 

detailed and the following interactions (i) were considered. 

),( NDI =  

n∈{Material Flow, Information, Mechanical and Electrical} 

{ }BothOutboundInboundd ,,∈  

 

An interaction whose nature is Material Flow implies that entities are transported 

between locations in the shop floor. Information is one of the most common interactions 

in social agent systems as envisioned by the EAS/EPS paradigms. It implies that the MA 

exchanges process data that may introduce disturbances in the system. Mechanical 

interaction means that two modules are mechanically bounded. As an example 

whenever a robot exchanges its tool it breaks a mechanical interaction with the tool 

being replaced and develops a new interaction with the new tool. Electrical interactions 

arise when modules are dependent on each other for electrical power supply. 

 

Table 6.2 - Results per interaction type and agent 

Agent Interaction with Interaction Type Nº Interactions  

 

Conveyer 1 

 

Conveyer 7 Material Flow 1 

Conveyer 2 Material Flow 1 

Pallet Information 5 

Conveyer 2 Conveyer 1 Material Flow 1 

Conveyer 3 Material Flow 1 

Pallet Information 5 

Conveyer 3 Conveyer 2 Material Flow 1 
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Conveyer 4 Material Flow 1 

Pallet Information 5 

Conveyer 4 Conveyer 3 Material Flow 1 

Conveyer 5 Material Flow 1 

Pallet Information 5 

Conveyer 5 Conveyer 4 Material Flow 1 

Fixture Material Flow 1 

Pallet Information 5 

Fixture Conveyer 5 Material Flow 1 

Conveyer 6 Material Flow 1 

Robot Information 1 

Pallet Information 5 

Pallet Mechanic 5 

Robot Gripper Electric 1 

Gripper Mechanic 1 

Fixture Information 1 

Pallet Information 5 

Gripper Robot Electric 1 

Robot Mechanic 1 

Pallet Mechanic 5 

Pallet Information 5 

Conveyer 6 Conveyer 7 Material Flow 1 

Fixture Material Flow 1 

Pallet Information 5 

Conveyer 7 Conveyer 1 Material Flow 1 

Conveyer 6 Material Flow 1 

Pallet Information 5 

 

Including the setup of original interactions a total of 82 interaction changes have 

been recorded. In the proposed setup the process is relatively stable and repetitive as 

denoted by the Material Flow interactions that once established do not change (the flow 
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paths remain). In these conditions it is possible to isolate the repeating interaction 

patterns and act specifically upon them. However, it is fundamental to consider that 

modern production approaches are not designed to operate in such predictable 

conditions and that a variation in some interactions may reflect a change in the 

network's topology. Additionally, interactions may evolve at different speeds according 

to their nature. For instance, exchange of information is much more frequent than a 

change in interactions of mechanical nature. In this case corrupted information may 

affect more subsystems by fault propagation rather than a positioning error in a pick 

and place operation. 

The data obtained in the NOVAFLEX shop floor is necessarily influenced by the 

underlying MAS infrastructure. Even if the total amount of interactions considered could 

be reduced by optimizing the interaction design, the data presents a very strong 

suggestion that social systems are interaction-expensive and that, despite its many 

advantages, interaction may also play a central role in fault propagation. 

It is in capturing these emergent phenomena that the author believes that there is 

significant value to be extracted. Traditional systems, given their static interconnectivity, 

have been apparently more or less immune to these disturbances. For future systems, as 

shown, capturing the network dynamics is fundamental to ensure a more responsive 

shop floor. 

Specifically for the diagnostic system, understanding the big picture (the state of 

all the nodes in the system) may be highly relevant to exclude or consider certain faults. 

 

6.4 DOES THE NUMBER AND TYPE OF OBSERVATIONS MATTER? 
 

To provide some insight into this matter the observation symbols described in 

Table 5.3 presented in the previous chapter were tested against a simplified set where 

the resolution of the observations was narrowed in respect to the neighbours’ state. The 

symbols where compressed to a maximum of eight observations as detailed in table 6.3. 
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Table 6.3 – Observation alphabet for 8 observation symbols 

Symbol Agent Internal State Inbound Interactions Outbound Interactions 

OOO 0 0 0 

OOF 0 0 1 

OFO 0 1 0 

OFF 0 1 1 

FOO 1 0 0 

FOF 1 0 1 

FFO 1 1 0 

FFF 1 1 1 

 

To clarify the reading of Table 6.3 the symbol OOF implies that the agent observes 

that its sensor readings are normal as well as its neighbours with inbound connections. 

On the contrary, the neighbours with outbound connections are affected with faults. 

Both models share the A matrix. For brevity both A, B1 and B2 matrices have been 

omitted.  

To test both models a simple experiment comprising four MAs was set up. Two 

pneumatic valves (V1 and V2) controlling the compressed air flow from a robotic 

manipulator (R1) which provides air to a gripper (G1). One of the valves allows air in the 

gripper and the other expels the air when it is not used as shown in Fig.6.1. Tables 6.4 

and 6.5 summarize the sequence of observations each agent performs for the cases 

where eight and eighteen observation symbols are considered respectively. 

 

 

Figure 6.1 – Network of MAs under study 
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The robot detects a fault using its sensor information. That information is passed 

on to its direct neighbours V1 and V2. Soon V1 and V2 will also fail causing a change in 

the agents’ observations. In this example the differences in the observations are felt by 

G1 which in the first model is limited basic inbound fault detection. 

 

Table 6.4 – Sequences of observations per MA with M = 8 until fault stabilization 

Agent t0 t1 t2 t3 t4 t5 t6 t7 t8 

R1 OOO FOO FOO FOO FOF FOF FOF FOF FOF 

V1 OOO OOO OFO FFO FFO FFO FFO FFO FFO 

V2 OOO OOO OFO OFO FFO FFO FFO FFO FFO 

G1 OOO OOO OOO OFO OFO OFO OFO OFO OFO 

 

 

Table 6.5 – Sequences of observations per MA with M = 18 until fault stabilization 

Agent t0 t1 t2 t3 t4 t5 t6 t7 t8 

R1 Ok OF OF OF OF_OMin OF_OMaj OF_ OMaj OF_ OMaj OF_ OMaj 

V1 Ok Ok IMin OF_IMin OF_IMin OF_IMin OF_IMin_OMin OF_IMin_OMin OF_IMin_OMin 

V2 Ok Ok IMin IMin OF_IMin OF_IMin OF_IMin_OMin OF_IMin_OMin OF_IMin_OMin 

G1 Ok Ok Ok Ok IMin IMaj IMaj IMaj IMaj 

 

The experimental results are portrayed in Table 6.6 
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Table 6.6 – Evolution of the agents’ internal state as new observations are processed 

Observations t0 t1 t2 t3 t4 t5 t6 t7 t8 

M = 8          

R1 Ok NOk NOk NOk PFO PFO PFO PFO PFO 

V1 Ok Ok Ok PFOther PFOther PFOther PFOther PFOther PFOther 

V2 Ok Ok Ok Ok PFOther PFOther PFOther PFOther PFOther 

G1 Ok Ok Ok Ok Ok Ok Ok Ok Ok 

M = 18          

R1 Ok NOk NOk NOk PFO PFO PFO PFO PFO 

V1 Ok Ok Ok PFOther PFOther PFOther PFOPFOther PFOPFOther PFOPFOther 

V2 Ok Ok Ok Ok PFOther PFOther PFOPFOther PFOPFOther PFOPFOther 

G1 Ok Ok Ok Ok Ok PFOther PFOther PFOther PFOther 

 

Table 6.6 clearly illustrates that the model with eighteen observations better 

captures the fault propagation dynamics of the network. The final result is always biased 

by the B matrix set up. When learning the model parameters from sample data the 

second diagnostic model has also the advantage of being able to capture system’s details 

such as the relation between the reliability of the agent’s sensor and indirect fault 

inference (inferring the agent’s own fault behaviour considering its neighbours response 

to faults.). In the present test the first model failed in diagnosing G1 as it is highly 

unlikely that if both valves fail the gripper will remain operational (state OK) whether in 

the second model G1 detected that it was under the effect of fault propagation. If G1 had 

been connected to another device the error would propagate and affect the emerged 

network consensus. 

 

6.5 DOES THE ALGORITHM CONVERGE ON TIME? 
 

The described method was studied in a simulation tool to assess its convergence 

over time. The network considered for this test is depicted in Fig. 6.2. 
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Figure 6.2 - The interactions considered for the simulation convergence test in the 

NOVAFLEX Scenario. 

 

The simulation comprised 10000 cycles. The 31 devices in Fig. 6.2 were used. Two 

types of interactions were considered: 

• Electric (red) 

• Material Flow (blue) 

Each Interaction type within a module is likely to fail on average and randomly 

four times in the 10000 simulation cycles. Whenever a fault occurs the simulation 

registers the precise event. However, there is a chance of 10% that each module’s sensor 

is malfunctioning and therefore provides a corrupted observation. Another relevant 

characteristic of the simulation model is that, when a fault occurs, the event may be 

propagated if there is a path in the graph linking different agents. In the devised scenario 

faults originated on one agent will spread with a change of 50%. 

When a fault is generated it will last a number of iterations defined by a constant 

value (50 in the present case). Table 6.7 details the results of the test. 
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Table 6.7 - Results Resume 

 Average 

Convergence Time 

Average number of 

Misdiagnoses 

Average number of Fault 

Events 

Electrical S1 1,548 0,011 9,35 

Flow S1 2,833 0,018 30,05 

Electrical S2 1,226 0,154 8,97 

Flow S2 5,5 0,121 30,5 

 

With the B matrix earlier specified the system ran considering interactions of 

Electrical S1 and Flow S1 nature. The B matrix was customized specifically for the 

NOVAFLEX cell and for the anticipated failure behaviour as Table 6.7 clearly shows there 

is some over-fitting of the results. The system converges to the result and stabilizes in 

less than two time steps and presents an extremely low rate of results that diverge from 

the real state of the system. In this context, on average each agent misdiagnosed a fault 

in less than 2% of the cases (1,1 % for Electrical Interactions 1,8% for Flow 

Interactions). 

The average number of faults presents also some interesting results that reflect the 

connectivity of the system. In this context, the electrical relations denote reduced 

connectivity which implies less fault propagation (9,35 fault events per agent on 

average). The transportation system (that mainly has Flow interactions) has a higher 

connectivity that favours fault propagation (30,05 fault events per agent on average). 

A second test was devised to assess the impact of introducing misleading priors in 

the B matrix (which was randomly changed). The performance of the algorithm has 

degraded by one order of magnitude in respect to the number of misdiagnoses for 

approximately the same number of fault events. Additionally, the average convergence 

time for the interactions that denote a higher degree of agent connectivity (Flow S2) has 

been affected. 

These results clearly indicate the relevance of the quality of the priors in B matrix. 

If the system is a static composition of agents it is possible, as demonstrated, to diagnose 

very accurately (if in depth expert knowledge is available). However, the proposed 
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algorithm should perform under the framework of an EPS system which, by definition, 

adapts and evolves. This implies that the same set of agents/modules after 

reconfiguration may be involved in different processes therefore degrading the accuracy 

and yet maintaining good results and converging as detailed in the next subsection. 

 

6.6 ASSESSING THE PERFORMANCE OF THE PROTOTYPE IMPLEMENTING H.1 
 

6.6.1 In the simulation environment 

 

To validate the behaviour of the proposed diagnostic method in respect to 

performance several tests were considered. To assess the performance in all tests the 

metric considered was the percentage of correct diagnoses which is computed as 

follows. 

100
)(

)(
(%) ×=

∑
∑

AffectedA

StateCorrectA
Correct  

where A(Correct State) is the number of agents that having been affected by the 

fault correctly inferred their state and A(Affected) is the total number of Agents being 

affected. 

The tests were executed under the same conditions as detailed for the validation of 

the fault propagation model. The results are detailed in the following charts. 
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Chart 6.7 - Percentage of Correct Diagnosis in Random Networks of 25 Agents 

 

 

Chart 6.8 - Standard Deviation in the Performance Assessment with 25 Agents 
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Chart 6.9 - Percentage of Correct Diagnosis in Random Networks of 50 Agents 

 

 

 

Chart 6.10 - Standard Deviation in the Performance Assessment with 50 Agents 
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Chart 6.11 - Percentage of Correct Diagnosis in Random Networks of 75 Agents 

 

 

 

Chart 6.12 - Standard Deviation in the Performance Assessment with 75 Agents 
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There is a clear performance degradation with the increase in the network 

complexity however, even in highly connected networks (average degree = 12), the 

accuracy of the system does not drop below 60 % of correct diagnoses. 

This is a clear indication that it is necessary to better understand the impact of 

network's complexity in the performance of the algorithm. 

Two tests were considered for this matter. In the first test, for networks of 25, 50 

and 75 agents, the impact of the connectivity on the overall performance was tested 

considering a low number of vulnerable agents in the network (10% of the network) 

and on the second test, under the same conditions, the number of vulnerable agents was 

increased to 70% of the network. The results are as follows. 

 

 

 

Chart 6.13 - Percentage of Correct Diagnosis in Random Networks of 25 Agents with 10% 

vulnerable nodes. 
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Chart 6.14 - Percentage of Correct Diagnosis in Random Networks of 25 Agents with 70% 

vulnerable nodes. 

 

 

 

 

Chart 6.15 - Percentage of Correct Diagnosis in Random Networks of 50 Agents with 10% 

vulnerable nodes. 
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Chart 6.16 - Percentage of Correct Diagnosis in Random Networks of 50 Agents with 10% 

vulnerable nodes. 

 

 

 

 

Chart 6.17 - Percentage of Correct Diagnosis in Random Networks of 75 Agents with 10% 

vulnerable nodes. 
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Chart 6.18 - Percentage of Correct Diagnosis in Random Networks of 75 Agents with 70% 

vulnerable nodes. 

 

The confidence interval considered in the tests is 95%. 

Again, the performance does not seem to be significantly affected by the number of 

agents in the network. However the results uncover some interesting propagation 
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explored and more vulnerable nodes are reachable which motivates the performance 
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6.6.2 In the NOVAFLEX cell 

 

Although real networks may fall into a particular case of the battery of tests, very 

often the tests in a real installation complete the proof of concept and highlight some 

weaknesses not detectable in the synthetic environment. For this purpose the system 

was tested in the NOVAFLEX cell earlier presented. The cell has a low degree of 

connectivity (average degree of approximately 2 (Fig. 6.3)) and a reduced number of 

agents (ranging from 16 to 26 depending on the number of pallets in the system). 
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Figure 6.3 - "A" Matrix for the NOVAFLEX cell where the Average Degree is 2.3. 

 

A total of 100 faults were introduced in the system. Since it is not possible, in a safe 

way, to induce the faults in the system the agents controlling it are forced to simulate 

faults (overriding the system readings). The response of the affected agents is to 

suspend their running behaviours upon the occurrence of a fault. 

The results for the individual trials are depicted in Annex 2.The overall results are 

detailed in Table 6.8. 
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Table 6.8 - Statistical Results of the NOVAFLEX tests 

Average 93.76 

Count 100 

Standard deviation 18.1 

Confidence interval 3.55 

np(1-p) 5.85 

 

The average of the test is consistent with the data previewed in the simulation test 

(chart 6.13) where for connectivity 2 the expected values are between 94.2% and 97% 

with a confidence interval of 95%. In this context the value for NOVAFLEX is close to the 

lower limit. 

 

6.7 HOW DOES THE PROPOSED APPROACH COMPARES TO THE CENTRALIZED 

ALTERNATIVE 
 

6.7.1 The rational of the side by side test 

 

The purpose of this text, as earlier detailed, is to better understand how does the 

proposed diagnostic approach implementing hypothesis H.1 compares and performs 

against a more traditional and conservative method detailed in the incoming text as H.2. 

It is not trivial to compare the approach with any other existing method in the sense that 

explicitly using the interaction concept as an input for the diagnostic system is not a 

common practice.  

In the IT infrastructure of the production systems targeted by this document a 

fault may be a developing event and, with all the potential for interference, may 

consume some time until a stable state is reached. In this context, time plays an 

important role in retrieving sufficient information for an accurate diagnosis. As earlier 

detailed, the proposed method was compared with a logic based abductive system that 
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considers time. Table 6.9 summarizes the main characteristic of both approaches 

including a perspective on how both approaches address the characteristics earlier 

specified. 

 

Table 6.9 - Approach Comparison 

 Proposed Approach Alternative Approach 

Nature of the input information The system uses the underlying 

interactions as specified. The 

information is collected locally 

from the direct neighbours only 

The system also uses the notion 

of interaction to perform 

diagnosis yet global information 

is available 

Nature of the implementation of 

the approach 

The system was implemented in 

a fully decentralized fashion. 

Each MA acts as an autonomous 

and self-contained unit with its 

own diagnostic engine whose 

knowledge is collect locally. 

All MA's forward their diagnostic 

information to a central agent 

that has access to the state of the 

entire network which is then 

computed as input for diagnostic 

purposes. 

Nature of the Observations Each MA upon receiving this 

information updates its internal 

status and devises an 

observation to submit to the 

HMM. 

The diagnostic starts by 

attempting to explain the 

observed event in respect to OK 

and Faulty nodes. 

Approach on handling time based 

events 

The system is asynchronous. 

Each MA informs their direct 

neighbours whenever its status 

changes from OK to any Fault 

State or otherwise. The status of 

the system is constantly 

computed. 

The diagnostic agent waits a 

given number of time intervals to 

allow the fault event to stabilize. 

The final diagnosis is produced 

and ranked once the event 

stabilizes. 

Nature of the learning algorithm The algorithm is HMM based 

therefore it probabilistically 

evaluates the observation. 

The algorithm is rule based. Each 

rule has an associated score that 

is incremented or decremented as 

the rules apply. 

Quick detection and diagnosis The system works completely on 

the loop and reacts to any 

disturbance captured by any 

MA. Sensor failures 

camouflaging ongoing events 

can be detected 

The diagnostic system can only 

actuate after the fault event 

propagates. 

Isolation The system is naturally 

decoupled and asynchronous. In 

this sense, faults are always 

treated as local events within 

each MA unless there is evidence 

that those are propagating 

The fault network is treated as a 

whole. However, the final goal is 

to pinpoint the origin of the fault 

and explain propagation if any is 

registered. 
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events. 

Robustness The collaborative nature of the approach implies that faults can be 

determined even in the absence of sensors at MA level rendering both 

systems inherently robust 

Novelty Identification Both systems react upon observing relevant changes in the known 

interactions. The identification of new interference patterns such as 

correlating events between existing interaction networks is an 

important issue to be addressed in future developments 

Adaptability The system may adapt through 

learning to context and 

consensus. Effective adaptation 

implies a medium term 

stabilization of the system’s 

structure for best performance 

The system adjusts the scoring of 

each rule to the existing structure 

and in principle it shall adapt 

faster in highly structured and 

stable environments. 

Self-explanatory Results The goal of both system is to provide a consistent explanation for a 

pervasive fault scenario 

Modeling and Computational 

Requirements 

The use of local information 

renders the system highly 

scalable and completely 

contained in respect to 

computing resources 

The requirements scale with the 

complexity of the network due to 

the centralized nature of the 

diagnostic process and the global 

model. 

Multiple Fault Identification Each fault is treated as a 

separated example unless the 

propagating nature of the 

events bounds two faulty 

regions. The continuous nature 

of the process eliminates 

camouflage and interference 

effects as nodes return to the OK 

state 

The system mainly attempts to 

explain the whole collective 

interference from the parts within 

a specific time slot and 

neighbourhood 

Context awareness Both systems rely in context analysis to arrive at a diagnostic 

Self-Reconfiguration Both systems are reactive to topology changes derived from any 

interaction change. Process changes are regarded in this respect as a 

topological change in the sense that there is a change in the MAs role. 

 

6.7.2 Testing conditions 

 

Both diagnostic approaches were submitted to 300 faults (trials) in networks of 50 

agents to assess the performance of both systems in respect to the complexity of the 

network. 

The results of the performance assessment test are resumed in charts 6.19 and 

6.20 where the average value for each set of trials is identified as "H.x System" where x is 
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the number of the hypothesis under test and the confidence interval is bounded by 

"Lower Interval H.x" and "Upper Interval H.x" for a degree of confidence of 95% (H.2 

does not stand for an hypothesis rather it solely indentifies the centralized approach for 

comparative purposes). 

 

 

 

Chart 6.19 - Results for both systems testing hypothesis H.1 and H.2 with 10% of 

vulnerable agents in the network in networks of increasing complexity. 
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Chart 6.20 - Results for both systems testing hypothesis H.1 an

vulnerable agents in the network in networks of increasing complexity.

The results clearly indicate a degradation of the performance with an increase in 

the complexity of the system. The performance decrease is more accentuated in the 

system. In both cases the performance

drop in performance is consistent with the results presented in charts 

fact, beyond complexity or connectivity 3 the network denotes a logarithmic 

in respect to the number of agents affected by the faults, in both cases under test, 

yielding a higher number of diagnoses

the system essentially fails in the determination of the PFO and PFOther once th

connectivity promotes the propagation through loops and dramatically shortens the 

average distance between nodes leading to a fault feedback state where is rather 

difficult to pinpoint both the origin or the end of the fault. On the global case th

performance drop can be explained due to the learning and progressive reinforcement 

of rules. Given the random nature of the faults this system tends to perform better when 

failures are less pervasive. The second

The fact that this system is constantly learning also explains why its performance is 

better when there are more vulnerable nodes in the network since the rule that 

types of agents affect all the type of agents

fault propagation considered in the tests penalizes

 

Results for both systems testing hypothesis H.1 and H.2 with 10% of 

vulnerable agents in the network in networks of increasing complexity.

The results clearly indicate a degradation of the performance with an increase in 

the complexity of the system. The performance decrease is more accentuated in the 

. In both cases the performance tends to drop more significantly after C = 3. This

drop in performance is consistent with the results presented in charts 

fact, beyond complexity or connectivity 3 the network denotes a logarithmic 

in respect to the number of agents affected by the faults, in both cases under test, 

diagnoses performed. When using local information (H.1) 

the system essentially fails in the determination of the PFO and PFOther once th

connectivity promotes the propagation through loops and dramatically shortens the 

average distance between nodes leading to a fault feedback state where is rather 

difficult to pinpoint both the origin or the end of the fault. On the global case th

performance drop can be explained due to the learning and progressive reinforcement 

of rules. Given the random nature of the faults this system tends to perform better when 

ures are less pervasive. The second system learns more meaningful rules in th

The fact that this system is constantly learning also explains why its performance is 

better when there are more vulnerable nodes in the network since the rule that 

types of agents affect all the type of agents" emerges and stabilizes sooner. The type of 

fault propagation considered in the tests penalizes, as verified, this second system as it 

 

d H.2 with 10% of 

vulnerable agents in the network in networks of increasing complexity. 

The results clearly indicate a degradation of the performance with an increase in 

the complexity of the system. The performance decrease is more accentuated in the H.2 

e significantly after C = 3. This 

drop in performance is consistent with the results presented in charts 6.3 and 6.4. In 

fact, beyond complexity or connectivity 3 the network denotes a logarithmic behaviour 

in respect to the number of agents affected by the faults, in both cases under test, 

performed. When using local information (H.1) 

the system essentially fails in the determination of the PFO and PFOther once the higher 

connectivity promotes the propagation through loops and dramatically shortens the 

average distance between nodes leading to a fault feedback state where is rather 

difficult to pinpoint both the origin or the end of the fault. On the global case the 

performance drop can be explained due to the learning and progressive reinforcement 

of rules. Given the random nature of the faults this system tends to perform better when 

learns more meaningful rules in this case. 

The fact that this system is constantly learning also explains why its performance is 

better when there are more vulnerable nodes in the network since the rule that "all the 

emerges and stabilizes sooner. The type of 

this second system as it 
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becomes much less probable the existence of fault patterns directly mapped to the logic-

based diagnostic rules. 

 

6.8 SCIENTIFIC CONTRIBUTIONS AND PEER VALIDATION 
 

6.8.1 In preparation of the presented research 

 

This work is the result of a step-wise research plan initiated by the author in the 

beginning of its graduate studies. Initial contributions include the work on diagnosis 

being developed under the scope of the candidate's Master Thesis, the EUPASS and Inlife 

Projects and are as follows: 
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Manufacturing. Ann Arbor, USA, IEEE. 

 

Thesis: 

Ribeiro, L. (2007). A Diagnostic Infrastructure for Manufacturing Systems. 

Electrical and Computer Science Engineering. Lisbon, New University of Lisbon. 

MSC: 121. 
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This preliminary research made evident the architectural and infrastructural 

challenges of developing diagnostic system suitable for EPS like systems. Some to the 

infrastructural challenges were tackled in: 

Conferences with peer revision: 

Ribeiro, L., J. Barata, et al. (2008). MAS and SOA: A Case Study Exploring Principles 

and Technologies to Support Self-Properties in Assembly Systems. Self-Adaptation 

for Robustness and Cooperation in Holonic Multi-Agent Systems (SARC). Venice, 

IEEE. 

Ribeiro, L., J. Barata, et al. (2008). A Generic Communication Interface for DPWS-

based Web Services. IEEE International Conference in Industrial Informatics 

INDIN. Daejeon, Korea, IEEE. 

Ribeiro, L., J. Barata, et al. (2008). An Architecture for a Fault Tolerant Highly 

Reconfigurable Shop Floor. IEEE International Conference on Industrial 

Informatics. Daejon, Korea, IEEE. 

Ribeiro, L., J. Barata, et al. (2008). OWL Ontology to Support Evolvable Assembly 

Systems. 9th IFAC Workshop on Intelligent Manufacturing Systems. Szczecin, 

Poland. 

 

Book Chapters: 

Ribeiro, L., J. Barata, et al. (2008). MAS and SOA: Complementary Automation 

Paradigms. Innovation in Manufacturing Networks. A. Azevedo, Springer Boston. 

266/2008: 259-268. 

 

6.8.2 Directly resulting from the presented Research 

 

In respect to the work developed directly under the framework of the proposed 

thesis the following contributions have been published which are reflected in various 

chapters of the present document. 
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6.8.2.1 Related to Chapter 2 

 

International Journals 

Ribeiro, L. and J. Barata "Re-thinking diagnosis for future automation systems: An 

analysis of current diagnostic practices and their applicability in emerging IT 

based production paradigms." Computers in Industry In Press, Corrected Proof. 

 

6.8.2.2 Related to Chapter 3 
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International Conference on Self-Adaptive and Self-Organizing Systems (SASO'10). 

Budapest Hungary, IEEE. 
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Systems. IEEE International Symposium on Industrial Electronics. Bari, Italy, 2010. 
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7 CONCLUSIONS AND FUTURE RESEARCH DIRECTIONS 

 

7.1 SUMMARIZING THE MAIN CHALLENGES 
 

If the validity and significance of modern production paradigms is undeniable it is also 

unquestionable that these systems are inherently more complex to monitor and 

diagnose. Despite the nature of the production paradigm the following open challenges 

remain: 

• Capturing the domain knowledge - In the production environments envisioned, 

where each intelligent entity possesses it own computing power, the main issue 

is not how to get the diagnostic information (the IT networked nature of the 

system ensures that any node is accessible). Instead, the main challenge is 

harmonizing and using heterogeneous information fully exploring the network 

dimension of the diagnostic problem. Conventional diagnostic methods have 

historically adapted to achieve better results as systems changed so as to happen 

with the diagnostic approaches for the emerging production paradigms. 

• Controlling fault propagation - When considering dynamic systems that mainly 

interact on a peer to peer basis the problem of fault propagation becomes more 

severe (faults are harder to track and may propagate to unexpected regions of 

the system). The more complex and dynamic the nature of the system is the more 

vulnerable it becomes to such effects. 

• Constraining the complexity of the diagnostic models - Depending on the level of 

granularity considered when installing the intelligent modules their number, in 

medium size assembly systems, can scale dramatically. Attempting to capture the 

behaviour of the system in a global diagnostic model will imply that its 

complexity will be proportional to the size of the system. Furthermore, a global 

model in comparison with a more distributed architecture may act as a 

centralized point of failure compromising the "diagnosabilty" of the entire 

system. Performance and Scalability issues are a major concern that must be 

considered. 
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• Ensuring the co-Evolution and Adaptation of the Diagnostic System - Clearly one 

of the strongest features of future production systems will be their ability to self-

adapt and evolve ensuring a continuously high fitness in handling the production 

requirements. This is mainly supported by local intelligence and autonomy 

which, by design, ensure a consistent self-organizing response either by: 

adjusting the structure of the system, reformulating a process or both. This 

presents a significant challenge in devising a suitable diagnostic model. If the 

model is too rigid, as in traditional quantitative formulations of diagnostic 

models, it will perform well when the system's structure is known or changes 

predictably but in principle will not support a more dynamic environment where 

the context of a given action may change in time. Further, the diagnostic model 

should be sensitive to these changes in the environment, capture their 

occurrence and react accordingly. This implies a dynamic model that is 

seamlessly pluggable 

 

7.2 ON THE CONFIRMATION OF THE RESEARCH HYPOTHESIS AND THE MAIN 

CONTRIBUTIONS 
 

The presented challenges have been formulated as the following research 

question: 

Q.1 – Which distributed diagnostic method and tools should be developed to 

perform diagnosis in highly dynamic systems, like EPS/EAS, that denote physical 

and logical evolution and adaptation, and ensure the co-evolution/adaption of the 

diagnostic system without reprogramming or significantly reconfiguring it? 

 

The hypothesis set forth as a potential answer to the research question is: 

H.1 - A self-evolving/adaptable diagnostic system for EAS/EPS can be 

achieved if intelligent shop floor modules explore local interaction to 

probabilistically infer and revise their internal states emerging at network level a 

consistent diagnosis. 
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The results suggest that it is in fact possible to explore local interactions and 

information to promote a self-organizing diagnostic response in an EPS system or any 

other system constituted by decoupled interacting entities for this matter. 

There are however some limits that ought to be considered prior to the 

instantiation of such an approach. While the number of agents in the network does not 

seem to significantly affect the performance of the diagnostic algorithm, the complexity 

of the network, in particular the average degree, and the presence and absence of 

vulnerable nodes cannot be ignored. In fact it was verified that the best performance 

results were attained at lower connectivity values. To some extent this is a result of the 

performance metric used. Lower connectivity implies less fault propagation and a 

reduced number of affected agents therefore there is a higher probability that all the 

agents get their diagnoses correct. This situation is also clarified by the standard 

deviation that is higher for this low connectivity values (when the agents fail a higher 

percentage of the network is misdiagnosing). The results are more significant for highly 

connected networks where the standard deviation is relatively reduced and the agents 

consistently exhibit coherent diagnostic states. The amount of vulnerable nodes 

accounts for these results as well directly influencing the number of agents in fault. 

The system implemented to test the centralized alternative systematically 

produced worse results then the H.1 counterpart. Assessing the behavior of diagnostic 

systems in these complex scenarios (from an interaction perspective) is somehow a 

novelty and it can be argued that the performance of the alternative diagnostic system 

could be enhanced by using a distinct technology (arguably so could for the case of H.1). 

One of the secondary goals of this test was, to a certain extent, perceive whether more 

conventional approaches (logic based reasoning in the present case) would perform, 

using off-the-shelve technologies, in diagnosing at the proposed abstraction level. This 

sort of technologies, as uncovered in chapter two, has been mainly developed to be used 

in monolithic systems. As showed it is possible to use them to address diagnosis in the 

network domain. However they require some adaptations that go in the direction of the 

system implemented to test H.1. Scalability is a major concern in centralized approaches 

that must be considered when addressing a diagnostic system for EPS. In testing the 

centralized system it became apparent that the computational power required and the 
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complexity of the reasoning process are directly related to size and complexity of the 

network. 

In this context, judging the current practices and redefining the role of 

monitoring/diagnosis in emergent and future production systems and paradigms 

(C.1) existing diagnostic methods are not to be replaced by the proposed approach. The 

monolithic diagnostic approach remains a fundamental pillar of system-wise diagnosis. 

However their application has to be moved to finer granularity level (component level) 

to prevent a global diagnostic to corrupt the dynamic and reconfigurable nature of the 

emerging control approaches. Diagnosis at this broader level definitely requires a new 

approach from which the system testing H.1 is a successful example. The interaction 

metaphor introduced in the Architecture Chapter (C.2 interaction characterization) 

proved to be suitable as a specification for the inputs of the diagnostic algorithm and 

promoted a self-organized diagnostic response (C.3 Self-Organizing Diagnosis). One of 

the key self-organizing principles was that the number of states and the variety of the 

information were kept reduced. As in natural systems this enabled a convergent 

response that meets the purpose of the having a meaningful "synchronization" of the 

agent’s states avoiding an explosion of cases. 

As technology evolves it is only natural that better implementation solutions are 

can be found for tackling the problem of distributed/network based diagnosis. In this 

spirit the Architecture chapter was significantly isolated from any specific technology 

although IT integration is discussed for the purpose of contextualizing the approach on 

time and set it in a realistic frame. It is the author’s belief, however, that the main 

architectural principles (C.4 Architectural Considerations) are general, technology 

agnostic and that its application is not limited to the EPS domain. 

From a formalization point of view hypothesis H.1 was implemented using existing 

Agent technology to handle communication and basic agent interaction upon which the 

control logic introduced by EPS was instantiated. The diagnostic algorithm, modeled 

using Hidden Markov Models proved to be an adequate formalization (C.5 Method 

Formalization) for the architectural guidelines established. The point to retain from the 

HMM implementation is that it is a fairly powerful tool to capture and reason over 

uncertain domains with the advantage of being mathematically verifiable. 
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Finally contribution C.6 (Network Diagnostic Test Bench) allowed not only the 

statistical validation of both approaches providing sufficient synthetic data to explore 

the behaviour of both implementations beyond what was physically possible in the 

NOVAFLEX scenario. It was further confirmed that the performance of the algorithms in 

the synthetic environment is similar to the results obtained in the real setup. This fact is 

very significant. If in the one hand it endorses some realism to the synthetic data, on the 

other hand, and as a side effect, it shows how vulnerable agent networks can become 

with the correct mix of network complexity and worn down equipment. 

Unlike the common understanding of most practitioners the synthetic 

environment, which is fairly system agnostic, shows that even current systems are not 

immune to fault cascading effects (although they are not very common). 

In fact despite validating H.1 and showing the feasibility of an essentially flat, 

decoupled and distributed diagnostic model the demonstration that unforeseen 

interactions can have significant effects in industrial setups is probably one of the most 

significant contributions of the present work from a more industrial research point of 

view. 

 

7.3 OPEN POINTS AND FUTURE RESEARCH CHALLENGES 
 

This work has dared to bridge several knowledge domains to provide a better 

understanding on the possible diagnostic strategies for highly decoupled and distributed 

systems. There are always some risks when crossing somehow unexplored domains. In 

the context of multiagent-based control for assembly the body of knowledge and 

terminology has only recently started to stabilize. Despite the fact that some of the 

problems explored under the scope of the present work are known and have been 

tackled by other disciplines they are fundamentally new to the multiagent-based control 

domain. In this context, the presented research while answering the main research 

question introduces future challenges that were identified along the development of this 

work and were not tackled. 

The following questions are worth exploring: 



 

208 

a) How to introduce unsupervised learning at agent level so that the each 

individual agent can learn from its own experience and operational 

conditions? 

b) How does such a diagnostic approach performs in networks whose 

topology is time dependant? 

c) Under the scope of the previous questions is the data representation still 

sufficient? 

d) The abstraction level considered in this Thesis is coarse, from a diagnostic 

point of view, which limits the network analysis to propagation effects. Is it 

possible to consider a finer granularity level? 

e) Concerning the previous question. If it is in fact possible, is it useful? Can a 

finer granularity level be considering without loss of generality and without 

invading the device domain where traditional techniques tend to 

outperform the network approach? 

Generally the issue of granularity is one of the most significant challenges in 

Multiagent-based control. It relates with the identity between the agent and it physical 

counterpart. This is a very significant challenge to be tackled. Ideally a one to one 

relation is considered so the each agent stands as a functional building block of a 

broader system. The problem is that the different stakeholders responsible for building, 

running and managing a specific system often require different views abstractions of the 

same artifact. A module builder/provider will most likely envision individual 

components of the module as agents (sensors, actuators, processing units, etc) while a 

System Integrator will consider the module itself as an agent without caring about its 

implementation details. While from a conceptual point of view these views are easy to 

harmonize, due to the pluggable and interactive nature of agent-based systems, there 

are performance and cost implications that need to be accounted for. There are at the 

moment no tools to address this issue. 

The proposed approach supports any granularity level desired from a diagnostic 

point of view however it usage has to consider similar cost and performance challenges. 

Currently a research project that tackles these open challenges is being prepared 

and is going to be submitted as an FP7 FET project as the final outcome of the present 

research.  
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ANNEX 1 

 

 

<?xml version="1.0" encoding="utf-8"?> 

<xsd:schema attributeFormDefault="unqualified" 

            elementFormDefault="qualified" 

            version="1.0" 

            xmlns:xsd="http://www.w3.org/2001/XMLSchema"> 

 

 

    <xsd:element name="Skills"> 

        <xsd:complexType> 

            <xsd:sequence> 

                <xsd:element name="AgentName" type="xsd:string"/> 

                <xsd:element name="AgentType" type="xsd:string"/> 

                <xsd:element name="AgentReference" type="xsd:string"/> 

                <xsd:element name="WorkflowManagerName" type="xsd:string" minOccurs="0" maxOccurs="1"/> 

                <xsd:element name="WorkflowManagerType" type="xsd:string" minOccurs="0" maxOccurs="1"/> 

                <xsd:element name="Restrictions" type="RestrictionsType" minOccurs="0" maxOccurs="1"/> 

                <xsd:element name="SkillList" type="Skill" minOccurs="0" maxOccurs="unbounded"/> 

                <xsd:element name="AlternativeSkillList" type="Skill" minOccurs="0" maxOccurs="unbounded"/> 

                <xsd:element name="AMItype" type="xsd:string"/> 

                <xsd:element name="AMIName" type="xsd:string"/> 

                <xsd:element name="WorkflowManagerPosition" type="xsd:string" minOccurs="0" maxOccurs="1"/> 

                <xsd:element name="RawData" type="xsd:string" minOccurs="0" maxOccurs="unbounded"/> 
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            </xsd:sequence> 

        </xsd:complexType> 

    </xsd:element> 

 

    <xsd:complexType name="Skill"> 

        <xsd:sequence> 

            <xsd:element name="ComplexSkill" type="ComposedSkillType" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="SimpleSkill" type="AtomicSkillType" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="Restrictions" type="RestrictionsType" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="AlternativeSkill" type="xsd:int" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="isInstantitated" type="xsd:string" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="Nature" type="xsd:string" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="RequiredModules" type="xsd:string"/> 

        </xsd:sequence> 

    </xsd:complexType> 

 

    <xsd:complexType name="ComposedSkillType"> 

        <xsd:sequence> 

            <xsd:element name="Name" type="xsd:string" /> 

            <xsd:element name="AID" type="xsd:string" /> 

            <xsd:element name="ID" type="xsd:int" /> 

            <xsd:element name="AlternativeSkill" type="xsd:int" /> 

            <xsd:element name="isInstantitated" type="xsd:string" /> 

            <xsd:element name="Arguments" type="ArgumentsType" /> 

            <xsd:element name="Restrictions" type="RestrictionsType" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="CompositionGraph" type="CompositionGraphType" /> 

        </xsd:sequence> 

    </xsd:complexType> 
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    <xsd:complexType name="CompositionGraphType"> 

        <xsd:sequence> 

            <xsd:element name="AtomicSkill" type="AtomicSkillType" minOccurs="0" maxOccurs="unbounded" /> 

        </xsd:sequence> 

    </xsd:complexType> 

 

    <xsd:complexType name="AtomicSkillType"> 

        <xsd:sequence> 

            <xsd:element name="Name" type="xsd:string" /> 

            <xsd:element name="ID" type="xsd:int" /> 

            <xsd:element name="AlternativeSkill" type="xsd:int" /> 

            <xsd:element name="AID" type="xsd:string" /> 

            <xsd:element name="isInstantitated" type="xsd:string" /> 

            <xsd:element name="Arguments" type="ArgumentsType" /> 

            <xsd:element name="TimeSlot" type="xsd:int" /> 

            <xsd:element name="Next" type="xsd:int" minOccurs="0" maxOccurs="unbounded" /> 

            <xsd:element name="Previous" type="xsd:int" minOccurs="0" maxOccurs="unbounded" /> 

            <xsd:element name="Restrictions" type="RestrictionsType" minOccurs="0" maxOccurs="1"/> 

            <xsd:element name="RequiredModule" type="xsd:string"/> 

        </xsd:sequence> 

    </xsd:complexType> 

 

    <xsd:complexType name="ArgumentsType"> 

        <xsd:sequence> 

            <xsd:element name="Argument" type="ArgumentType" minOccurs="0" maxOccurs="unbounded" /> 

        </xsd:sequence> 

    </xsd:complexType> 
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    <xsd:complexType name="ArgumentType"> 

        <xsd:sequence> 

            <xsd:element name="Name" type="xsd:string" /> 

            <xsd:element name="Value" type="xsd:double" /> 

            <xsd:element name="Offset" type="xsd:double" /> 

        </xsd:sequence> 

    </xsd:complexType> 

 

    <xsd:complexType name="RestrictionsType"> 

        <xsd:sequence> 

            <xsd:element name="Restriction" type="RestrictionType" minOccurs="0" maxOccurs="unbounded" /> 

        </xsd:sequence> 

    </xsd:complexType> 

 

    <xsd:complexType name="RestrictionType"> 

        <xsd:sequence> 

            <xsd:element name="ElementType" type="xsd:string" minOccurs="0" maxOccurs="1" /> 

            <xsd:element name="RelationType" type="xsd:string" minOccurs="0" maxOccurs="1" /> 

            <xsd:element name="ReferenceType" type="xsd:string" minOccurs="0" maxOccurs="1" /> 

            <xsd:element name="RestrictionType" type="xsd:string" minOccurs="0" maxOccurs="1" /> 

        </xsd:sequence> 

    </xsd:complexType> 

 

</xsd:schema> 
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ANNEX 2 

 

 

Table 0.1 - Full Results for the NOVAFLEX Scenario 

Fault 
nº 

Number of 
diagnoses 

Correct 
diagnoses 

Failed 
diagnoses 

Correct 
diagnoses 
(%) 

1 1 1 0 100 
2 2 2 0 100 
3 3 3 0 100 
4 4 4 0 100 
5 5 5 0 100 
6 6 6 0 100 
7 7 7 0 100 
8 8 8 0 100 
9 7 7 0 100 
10 8 7 1 88 
11 6 6 0 100 
12 7 7 0 100 
13 8 8 0 100 
14 9 8 1 89 
15 9 8 1 89 
16 8 8 0 100 
17 9 9 0 100 
18 10 9 1 90 
19 10 10 0 100 
20 9 9 0 100 
21 11 10 1 91 
22 12 10 2 83 
23 1 1 0 100 
24 2 2 0 100 
25 3 3 0 100 
26 1 1 0 100 
27 2 2 0 100 
28 3 3 0 100 
29 5 5 0 100 
30 4 4 0 100 
31 4 4 0 100 
32 3 3 0 100 
33 2 2 0 100 
34 2 2 0 100 
35 1 1 0 100 
36 4 4 0 100 
37 3 3 0 100 
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38 3 3 0 100 
39 2 2 0 100 
40 6 6 0 100 
41 7 6 1 86 
42 3 2 1 67 
43 3 3 0 100 
44 4 4 0 100 
45 4 1 3 25 
46 4 4 0 100 
47 6 6 0 100 
48 4 0 4 0 
49 3 3 0 100 
50 5 4 1 80 
51 1 1 0 100 
52 2 2 0 100 
53 3 3 0 100 
54 4 4 0 100 
55 5 5 0 100 
56 6 6 0 100 
57 7 7 0 100 
58 8 8 0 100 
59 7 7 0 100 
60 8 7 1 88 
61 6 6 0 100 
62 7 7 0 100 
63 8 8 0 100 
64 9 8 1 89 
65 9 8 1 89 
66 8 8 0 100 
67 9 9 0 100 
68 10 9 1 90 
69 10 10 0 100 
70 9 9 0 100 
71 11 10 1 91 
72 12 10 2 83 
73 1 1 0 100 
74 2 2 0 100 
75 3 3 0 100 
76 1 1 0 100 
77 2 2 0 100 
78 3 3 0 100 
79 5 5 0 100 
80 4 4 0 100 
81 4 4 0 100 
82 3 3 0 100 
83 2 2 0 100 
84 2 2 0 100 
85 1 1 0 100 
86 4 4 0 100 
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87 3 3 0 100 
88 3 3 0 100 
89 2 2 0 100 
90 6 6 0 100 
91 7 6 1 86 
92 3 2 1 67 
93 3 3 0 100 
94 4 4 0 100 
95 4 1 3 25 
96 4 4 0 100 
97 6 6 0 100 
98 4 0 4 0 
99 3 3 0 100 
100 5 4 1 80 
Total 303 281 22 93.17 
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